VYTrepxkaato
JHupexrop [lenTpa 3amuThl HHPOpMALHH
000 «Koupunent»

Koxewmska Erop FOpreBuu

JlaTa myOGmukarnmu: -

[I0JIb3OBATEJIbCKOE COIJIAIIEHHUE
[IPOT'PAMMBI BUG BOUNTY
[EHTPA 3AIIUTHI HHOOPMAIIAN 000 «KOH®UIEHT»

[Tpuaumas HacTosiIee MOIb30BaTeNIbCKOe cornamenue (ganee — Cornamenue), noab30BaTellb CETH
Wureprer (najiee — YUYacCTHHK), 3aperUCTPUPOBABIINNCS HA MHTEPHET-CAlTe, JOCTYIIHOM B CETH
II0J YHHKaJIbHbIM JoMeHHbIM HMeHeM dallaslock.ru (manee — CaiiT), IMOJIyYMBIIMH OOCTYNI K
3akpeiToMy pazgeny Caifta i OOHapY)XKEHHUsl YSI3BUMOCTEH IPOrpaMMHBIX — IIPOIYKTOB
000 «Koupunenr» (mamee — Opranuszarop) B nuile aupekropa lleHTpa 3ammThl HHGOpMANUU
000 «Koudunent» Koxemsiku Eropa IOpbeBrua, IeHCTBYIOIErO HAa OCHOBAHHH JTOBEPEHHOCTH
Ne 15-5/15 or 05.02.2015 r., Ge3oroBopouno mnpuHumaer CornamieHue, periiaMeHTHPYIOIIEe
[paBUjia TIPOBEJAEHUS WCCIIEIOBAHUS IPOrPAMMHBIX IIPOJYKTOB M TIONyYeHHS] YUYaCTHUKOM
BO3HArpaXkJIeHUs 3a MPOBEACHHOE UCCIICI0OBAHUE.

1. TEPMUHBI 1 OTIPEAEJEHUA
1.1. Tlo rtekcry CornameHusi, a TakXe B CBS3M C OTHOLIEHUSMH MexJy OpraHuzaTopom
1Y YaCTHHKAMH, UCIIOJIB3YIOTCS CIEIYIOIINE TEPMUHBI ¥ OIIPEIEIICHHUS.

1.1.1.IIporpaMMHBie MPOAYKThI — pazpabotanHble OpraHu3aTopoM ImporpamMmel ais OBM,
BKJIIOYAsi CPEJCTBA 3alUThl MHGOPMALUU, CPEICTBO JOBEPEHHOH 3arpy3ku, CHCTEMa
3amMThl HHGOPMAIMKM B BUPTYATbHBIX MHQPACTPYKTYpax, MOAyH, a uMeHHo — C3U
Dallas Lock 8.0-K, C3H1 Dallas Lock 8.0-C, Moaysne CKH Dallas Lock, Moxymu MO u
COB Dallas Lock, C3U Dallas Lock Linux, C/I3 Dallas Lock, C31 BU Dallas Lock.

1.1.2. ¥s3BuMocTh — HejgocTaTok B [IporpaMmMHOM TpoAyKTe, MCHOJIB3YSI KOTOPBIA
3JI0YMBIIIUICHHHK ~MOJYKET HAaMEPEeHHO HapyIIUThb €ro IEJOCTHOCTh, BbI3BATh
HENPaBUIIbHYIO paboTy cpenctsa 3amuTel uHGopmanuu (C3M) u peanusopars yrposy
6e301acHOCTH HHPOPMAIIHH.

1.1.3.IIporpamma Bug bounty (uwsm Ilporpamma) — nopsaok uccieoBanus [IporpaMMHBIX
NPOJAYKTOB C  LEJbI0  OOHApYXeHHs  YS3BUMOCTEH, TOPSIOK  IOJyYEHHs
BO3HAIPAXIEHHS 32 OOHAPYKEHUS TAKOBBIX, yka3zaHHbIe B CornamieHu .

1.1.4. Yuactuuk Ilporpammbl (HiH YYacTHHK) — JE€CIOCOOHOE (HU3MUECKOE JIMIO, HE
apjsronieecss coTpyaaukoM Opranuzaropa w/mmm adOUIMPOBAHHBIX € HHM JIMIL,
saperucrpupoBannoe Ha Caiite u mpunspmee (coBepmmbiuee akuent) CormarieHue.
VyacTHHKH, He pocturimie |8-JeTHero Bo3pacta, MOTYT ydacTBOBaTh B IIporpamme
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TOJIKO ¢ THCBMEHHOTO pa3pelieHus] pPOAMUTENECH (3aKOHHBIX YIIOJTHOMOYEHHBIX
npencraButeneit). Kaxapii YuacTHUK 00s3aH 3aperucTpupoBarhkes B [Iporpamme yepes
caiit Opranusaropa.
Wuble TepMunbl, ynorpebiasembie B CoriameHuy W/WIA B OTHOIICHUSX, BBITEKAIONIMX U3
HETO, MMOJyIeXaT TPAKTOBKE B COOTBETCTBHHU € 3aKOHOAATeNbCTBOM Poccuniickoit denepanuu, a
B CIy4yae OTCYTCTBHSI B 3aKOHOIATEIBbCTBE MX TPAKTOBKUA — B COOTBETCTBHH C OOBIYAsIMU
JIEJIOBOr0 000pOTa M HAYYHOM JTOKTPUHOM.

2. OBIIME ITOJIOXXEHUSA
[IpuHuMasl ydacTHe B IporpamMme, PErHCTpHpysch B KadecTBe YuacTHMKa Ha Caiite Ha
yciaoBusix  Cornamenwnsi, YuyacTHHK coBepmaer akuent Coramenus, KOTOpoe B
cooTBeTcTBUU co crathed 437 I'paxnanckoro koxekca Poccuiickoirt ®enepannu,
IpeCcTaBIsieT cO00H myOIHIHyI0 0depTy.
VYyacTHHK 00s3yercs cobmonars CorameHue, co BCEMH €r0 HEOThEMJIEMBIMU YacTsSMH, B
TOM YHCJIe JeHCTBYIONEE 3aKOHO1AaTENbCTBO P 1 MeX1yHApOIHbIE COTTIAIIECHUS.
YuacTHUK 00s3yeTcss CBOEBPEMEHHO M CaMOCTOSITEIIbHO O3HAKOMHUTBCS C JEHCTBYROIIEH
penakmueit Cornamenusi. B ciaydae Hecormacusi YdacTHUKa ¢ JeHcTByromei penakuuein
Cornarmenusi, OH 00s13aH IpeKkpaTuTh yuactue B [Iporpamme.
3arpyxas Ha CaiiTe NepCOHATbHYIO HHGOPMALMIO B IPOIECCE PErHCTpalldy, YYaCTHUK
©e30roBOpOYHO  CcOrjalaercss ¢ aBTOMaTH3MPOBAHHOM  00pabOTKOM ero  JaHHBIX
Opraau3atopoM, KOTOPBIA HE OCYLIECTBISET cOOp, CUCTEMATH3alMIO U XpaHEHUE B IIEIISX,
npotuBopeyarux CoriaameHuo.
Peructpupysice Ha CaiiTe B kauecTBe YYacTHHKA, OH COTJIAIIAETCS IOJydaTh JJIEKTPOHHBIE
paccbuiku  Opranuzaropa (B TOM uuncie yBenomJieHus VcmosHuTtens H  cooOleHus
PEKIaMHOTO XapakTepa) Ha a/ipec CBOEH 3JIEKTPOHHON MOYTHI, YKa3aHHOU IIPH PETUCTPALIUH.
YyacTHUK 0O0s3yeTcss HE WUCIOJIb30BAaTh BO3MOXHBIC, HAHJIEHHBIE WM  YS3BUMOCTHU
[IporpamMmmHOro oOecredeHHs] B HE3aKOHHBIX LEISX, B TOM 4YHCIE JUIS IIOJydYeHUs
[IPEUMYIIECTBA HAJ APYTUMH Y YaCTHUKAMHM B LEJSX IOJIYy4YeHHs OOJIBIIEr0 BO3HATPaXKIEHUS
B pamkax CornameHus. Y4YacTHHK 00si3yercs He3aMeIUIMTEIbHO coo0marh 000 Bcex
BBISIBIICHHBIX UM Y s3BEMOCTSIXI [porpaMmHoro obecnedenus Opranuzaropy.
Y4acTHHK HECeT OTBETCTBEHHOCTH 3a 0€30IacHOCTh cBOeH ydeTHOM 3amucu Ha Calite, u
00s13aH CaMOCTOSTEIHHO PEIIPUHUMATE MEPHI, oOecrieurBaromue ee 0€30MacHOCTb.
Opranuzarop He OTBEYAeT 3a BO3MOMKHYIO IIOTEPIO WJIM IIOPYY JAHHBIX, a TaKXKe JApYyrue
MTOCJIEZICTBHS JTFOOOTO XapakTepa, KOTOPhIe MOT'YT IIPOU30MTH U3-3a HAPYIIEHUS Y YaCTHUKOM
Cornammenus.
Y4YacTHUK OCO3HAET U COIVIACEH C TEM, YTO OH JOJDKEH CaMOCTOSITEIbHO OLICHMBATH BCE
pPHUCKH, CBSI3aHHEIE ¢ yuyacTHeM B [Iporpamme.
OpraHu3arop UMeeT NpaBo B JTH0O0E BpeMs, B OJHOCTOPOHHEM M BHECYJIEOHOM IOpSIKE,
pacropruyTh CornaineHue, HallpaBUB Y YaCTHUKY YBEAOMIICHHE IIO JIEKTPOHHOM Imodre, B
TakoM ciaydae, [Iporpamma cuutaercs 3aBepiieHHOM, a CorjamieHue pacTOPTHYTHIM C
MOMEHTA HaIlpaBJIEHUs] Y YaCTHUKY COOTBETCTBYIOIIETO YBEIOMIICHHUS.

3. PETUCTPALIUSI HA CAUTE

[Tox perucrparnueit Ha CaiiTe HOHUMAIOTCS NEHCTBUS Y YaCTHUKA, CBSA3aHHBIE C 3aIIOJTHEHUEM
CJIEAYIOIIMX CBOMX PETUCTPAIlMOHHBIX JaHHBIX: MMEHH, (aMHIHH ¥ OTYeCTBa, ajapeca
9JIEKTPOHHOM MOYTHI, HOMepa TeledoHa, MecTo paboThl M/HIK y4eObl, a TaKXkKe MapoJib JUis
JIOCTYTIA K CBOEH YyUETHOM 3anmucy (JINYHOMY KaOHUHETY).

[Tocne yka3aHuUS BBIIIEYKa3aHHBIX JAHHBIX, YUYaCTHUKY Ha €ro SIIUK 3JIEKTPOHHOH IIOYTHI
OpUaeT cooOlmeHue ¢ ToATBepxkIeHueM peructpamuu. [locne aBropusammum Ha Caiite,
V4YacTHHKY MPEIOCTABIISIETCS yUeTHAs 3alUCh (JIMYHBIM KaOWHET) ¢ MOMOLIBIO KOTOPOIo OH
MOKET 3alWTH B 3aKpbIThId paszgesn YvactHuka Ha CaliTe W TONy4dTh JOCTYD K
mucTpudyTuBaM [ IporpaMMHBIX IIPOYKTOB.
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VyacTHHK 00s3yeTcs MPeJIOCTaBUTh IPH perucTpanun Ha Caiite 10CTOBEpHYIO HHHOPMAIIUIO
0 cebe M MOANEPKUBATH 3Ty HHPOPMAIMIO B aKTyaJbHOM COCTOSHHM, B MPOTHBHOM
ciayuyaeOpranu3aTop UMeeT IIPaBo 10 CBOEMY YCMOTPEHHIO OTKa3aTh EMYB PErHCTPALMU M
yIQIUTh COOTBETCTBYIOLIYIO YUETHYIO 3aIUCh.

YyacTHHK 0OS3yeTcs HCIOJB30BaTh YYETHYIO 3anmch auuHO. [lepemaua jpocryma k cBoei
YUYETHOM 3aIiCH TPETHUM JIMIaM 3alpelieHa.

VuacTHHK 00s3aH  HEMEUICHHO  yBelmoMuTh Opranmsaropa o JIOOOM  ciydae
HECAHKIIMOHMPOBAHHOTO (HE Pa3peIIeHHOro Y YaCTHHUKOM) JOCTYIIa K CBOCH y4ETHOW 3aluch
W/WE 0 moOoM HapyiueHuH (TMOZ03pPEHUSIX O HapyIIeHHH) KOH(QHICHIMAIbHOCTH CBOMX
CPEJICTB JIOCTYIa K y4ETHOM! 3aIUCH.

B mensx 6e30macHOCTH, YUYacTHUK O0S3aH CaMOCTOSITEIbHO OCYIIECTBISTH Oe30macHoe
3aBepIIeHre paboThI 10| CBOEH YYETHOH 3aIMChIO IO OKOHYaHUH KaK/I0# CeCCHU paboThl Ha
Caiite. Opranu3aTopHe OTBEYAeT 3a BO3MOXHYIO IIOTEPIO MJIM IOPYYy JaHHBIX, a TaKXe
JpYrue TOCIENCTBUS JFOOOr0 XapakTepa, KOTOPhIE MOIYT NPOM30MTH H3-3a HapyIICHHS
YyacTHUKOM mosioXkeHu# CornameHus.

VyacTHHK BIpaBe B JIFOOOW MOMEHT HampaBuTh OpraHusaTopy IO JJIEKTPOHHOW IOYTE
3ampoc Ha yjajleHue CBOeil ydeTHOM 3amucH. B TakoMm ciydae BCe JaHHbIE Y4YaCTHHUKA
yIaIsoTCst B TeueHne 3 (Tpéx) pabouux JHEH ¢ MOMEHTA IOCTYIUICHUS TaKoro 3ampoca.

4. TIOPSAJOK YUYACTHSA B ITPOI'PAMME

3a perucrpanuio Ha Caiite 1IaTta HE B3UMAETCS.

ITocne perucTpanuu YdacTHHKY Oe3Bo3Me3nHO mpejpocTaBiusercs Qynkiuonan Caiira,

TI03BOJISIOIIMM OCYIIECTBISIT TOMCK Y si3BuMocteil B IIporpamMusix IIpomykrax.

Va3BUMOCTH JIOIyCKaeTCsl UCKaTh TOJBKO B IIporpaMMHBIX IIPOJYKTaX, KOTOPHIE MOTY4YEHBI

VyactaukoM ot Opranmsaropa depe3 crenuaibHylo ¢opmy Ha CaiiTe WaM IPHOOPETEHBI

VuactHukoM o¢unuanbHo. B IIporpamme ydacTBYIOT TOIBKO OQHIMAIBHBIE PEIHU3bI

[IporpaMMHBIX TIpOAYKTOB. IIpomexyrodnsle u beta-Bepcum [IporpaMMHBIX HPOAYKTOB B

[IporpamMme He y4acTBYIOT.

Coob1ienust (MU OTYEThI) YYaCTHUKOB 00 YSA3BUMOCTSAX IIPUHUMAIOTCS Yepe3 CIeIUaIbHYIO

dopmy Ha CaiiTe U JODKHBI COEPKATD:

4.4.1. Ha3Banue Ys3BUMOCTH.

4.4.2. Hassanue u Bepcust C3U, B koTOpoM 0OHapy» eHa Y I3BUMOCTb.

4.4.3. OnepanyoHHYIO chcTeMy (BKJIIOYasi €e BEPCHIO), IO YIIPaBIEHHEM KOTOPOH paboTaer
ys3BUMBIN [[porpaMMHBIN IIPOITYKT.

4.4.4. Kmacc Vs3BUMOCTH: YSA3BHMOCTH KOJa, YSI3BUMOCTH KOH(QUIyparuu, YsA3BHMOCTbH
ApXUTEKTYpPbI, MHOTO(AKTOPHAs Y A3BUMOCTb.

4.4.5. TlogpoGHOE OIMcaHue JeUCTBUH 1JIsl BOCIIPOM3BEACHHS Y I3BUMOCTH.

4.4.6. OmnucaHue pe3yIbTaTOB, CBUAETEIBCTBYIONUX O HATMYHU Y S3BUMOCTH.

4.4.77. Pexomennanuu pazpaborurkam [IporpaMMHBIX IPOJYKTOB.

4.4.8. JlononHurenbHble (aiiibl M CCHUIKHM, IOSCHSIOIIME IIPOLECC OOHapyKeHHs
YS3BUMOCTH U PE3YJIBTATHL.

Opranusatop GUKCUpyeT y cedsi B peecTpe OTYeThl YYacTHUKOB B TeueHue 5 (Ilsaru) pabounx

nHeH ¢ MOMEHTa WX HampaBjieHus. B 3ToT ke cpok OpraHuszaTop HampaBjseT Y4aCTHUKY

yBEJIOMJICHHE TI0 3JIEKTPOHHOU 1OYTE O IMPUHATHH OTYETA.

Opraau3aTop BIIPaBe 3aMPOCUTH Y YUaCTHHKA JONOJHUTEIbHYIO HHOOPMALMIO 110 JHOO0MY

U3 €ero OT4eToB. B TakoM ciay4ae YdYacTHUK 0Os3yeTcs HaIpPaBUTh YTOYHSIOIIYIO

undopmanuio no ordery Opranmsaropy B Tedenue 3 (Tpex) paboumx jaHedt ¢ MOMEHTa

IIOJIYYECHHUSI COOTBETCTBYIOLIETO 3aIIpoca.

5. IOPSAJTOK BBIIIJIATBI BOSHAT'PAXKJAEHUS
JIng ToNydeHHWs BO3HArpaXICHMSl YUaCTHUK mpenocTasiser OpraHu3aropy JaHHBIC
GAHKOBCKOM KapThl YdYacTHHMKa (HOMEp KapThl M JaHHbIE BJajeibla) Jmbo OaHKOBCKHE
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PEKBU3UTHI, 10 KOTOPHIM YYaCTHHK HaMEpeH IOJIy4aTh BO3HAIPaXKICHHE Ha YCJIIOBHSX
Cornamenusi. bBaHKOBCKUE PEKBH3UTHI JOJDKHBI OBITH JOCTATOYHBIMH JJISI OCYHIECTBICHHUS
OpranuzaropoM nepeBoJia BOZHArpaXxaeHui YdacTHUKY 1o CorameHuro.

Boznarpaxxaenne YuyacTHHKaM BBILIAYMBAETCS B POCCHUHCKHX pyOJIsIX, © TOJBKO B Cllydyae
coOuo/ieHrsl YYaCTHUKaMHU YCIOBUH KOHOQUAECHIHAIBLHOCTH Ys3BUMOCTeW (pasmen 8
Cornamenus) ¥ Ha YCJIOBUSIX HacTosIero paszaena CorameHus.

Bo3narpaxjieHue BBIIJIAYMBACTCS TOJIBKO 3a HOBbIE HAWJICHHbIE YUYaCTHUKOM Y SI3BUMOCTH.
Ecnmu YyacTHUK 0OHapyXui yxke u3BecTHYI0 OpraHuzatopoM Ys3BUMOCTb, TO OpranuzaTop
HAIpaB/sIeT Y YaCTHUKY IO JIEKTPOHHOU MOYTE CBEACHUS O HEll, BKIIOYAs OIUCAHUE U aJipec
9JIEKTPOHHOM ITOYTHI TOTO, Y YaCTHUKA, KOTOPBIA OOHAPYKHII Y I3BUMOCTH IIEPBBIM.
BosznarpaxaeHue BelIIaunBacTcsi Y4acTHUKY B TedeHue 45 (Copoka MaTH) U KaJleHJAapHbIX
THEW ¢ MOMeHTa noxydeHus: OpranuzaTopom otdera 00 Y sI3BUMOCTH.

Pazmep BO3HarpaXieHusi 3aBUCUT OT KOJIMYECTBEHHOM OLEHKHA CTETIEHH OIACHOCTH
VSA3BUMOCTH M CTENEHM JeTanu3aluu oTuéra o Hed. KosmdecTBeHHas OICHKA CTENEHH
OIAaCHOCTH YS3BHUMOCTH IPOBOJHUTCS IO pe3yjJbTaraM aHajim3a 0a30BOr0 BEKTOpPa
Vazsumoctu CVSS v2.0 (O0mas cucrema oueHkH ysi3BuMocteil — «Common Vulnerability
Scoring System, CVSSy»). Jlns BeuMciaeHus 3HaYeHuss OazoBoro Bekropa CVSSv.2.0
ucnonsdyercst omnaiH-kanpKynsaTop CVSS, pazmeménnsiii Ha caiite ®CTIK Poccuu 1mo
anpecy: http://www.bdu.fstec.ru/calc. Bonee nmompodnyro mHbpopmanmio o cucteme CVSS
MOHO mpodecTs Ha caiite @CTOK Poccum mo anpecam: http://bdu.fstec.ru/documents/26,
https://www first.org/cvss/v2/guide.

Pa3mepsl BO3HarpaxaeHuil 3a MoJpoOHBIH OTYET ¢ mpuMepamu kojaa [IporpaMMHBIX
IIPOTYKTOB IPUBEJICHBI B CIIEAYIONIEH Tabiuie:

YpoBeHb 0NACHOCTH H YHC/IEHHOE
3HaveHHe 6a30B0ro BekTopa V R
YsazsumocTu poccuiickuii pyo.in

PasmepBo3narpaskaenus,

HU3KUH YPOBEHb OIIACHOCTH:
0,0V <39

CpeIHUil YPOBEHb OTIACHOCTH:

4,0<V <69

10 000,00 (Mlecats Thicsq)

25 000,00 (JlpagnaTh mITh THICSY)

BBICOKUH YpPOBEHb OIIACHOCTH:

50 000,00 (IIsTeaecsaT THICSAY)
7,0V <99

KPUTHYECKHI YPOBEHBb OMACHOCTH:

V =10,0 200 000,00 (/IBecTu ThICSY)

Pa3smeprl BoO3HarpaxaeHui 3a  OTYET C MUHHUMAIBHBIM YPOBHEM JIeTalu3aluu (He
CoZlepXKalllii BCE CBElEHMs, IepeuncieHuble B nyHkre 4.4.Cornamenus) cocrasisier 25%

([IBaauare mATH NPOLIEHTOB) OT COOTBETCTBYIOIIUX CYMM 3a IOJIPOOHBIH OTYET C IIPUMEpPaMHU
Koza.

OOs3arenbeTBa MO OIUIATE BO3HAIPAXKICHUS CUUTAIOTCS HUCHOJTHEHHBIMH OpraHu3aTopoM ¢
MOMEHTa CIIMCAHHSI COOTBETCTBYIOIIMX JEHEXKHBIX CPEACTB C €ro KOPPECHOHIEHTCKOTO
cuera.

Opranuzarop, Kak HaJOTOBBIM areHT HCUUCIAET M YACPXKMBAET HAJIOr Ha JIOXOJIBI
VYuactHuKOB — ¢pusuueckux i 13 % (TpuHaguaTs NporieHToB) OT CyMMBI BO3HAT pAXKICHUN
npu ux (axtudeckoi Boiuiate (1. 4 ct. 226 HK PO).

JlanHble 0AHKOBCKHX KapT Y4YacTHHKOB oOpabaTeiBaioTcs OpraHM3aTOpOM TOJIBKO B LEJSIX
COBEpIIEHHs TIaTeXeil B moib3y YuacTHUKOB 1o Cornamenuto, o6paboTka ocHOBaHa Ha
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IIpUHIHIIAX COOITIOIeHU ST KOHq)I/IIIeHI.II/Ia.HI:HOCTI/I u 0e30IMacHOCTH COBCPLICHUS IIATEXa, IJIsA
4Yero MCIIOJIB3YIOTCSI CaMBbI€ COBPEMCEHHBIC METOJbI IIPOBEPKH, IIII/I(i)pOBaHI/IH H 1nepeaavyu
JAHHBIX IT10 3aKPBITBIM KaHajlaM CBA3H.

6. IMPOCTAS DJIEKTPOHHAS ITOAIINCH
JIioOple JecTBUST YYaCTHUKA C HCIIOJIB30BAHMEM JIOTHHA M HApoisl K CBOEH yudeTHOM
sanucuna Caiite (KJIIOY 3JIEKTPOHHOM IOJIMCH) MHOATBEpXKAaeT (akt (opMHUpOBaHUS
IPOCTOM AIEKTPOHHOM MOJUCH HENIOCPEICTBEHHO Y YaCTHHUKOM.
DJIEKTPOHHBIE JTOKYMEHTBHI, MOIMUCAHHBIE IMPOCTON 3JIEKTPOHHOU IMOJIIMMCHIO, IPU3HAIOTCS
PaBHO3HAYHBIMHU JOKyMEHTaM Ha OyMa)KHBIX HOCHUTESX, IIOJIMHMCAHHBIM COOCTBEHHOPYYHON
HOJIITUCBIO.
VyacTHHK 00s3yeTcsi coOonaTh KOHMGUICHIMATBHOCTE CBOSH AIEKTPOHHOHM moamucu (He
niepeaBaTh CBOM JIOTMH ¥ [IApOJib WM IPEJOCTaBIIATh JOCTYI K CBOEH 3JIEKTPOHHOHM moyre
TPETHUM JIAIAM), U HECET MOJIHYIO OTBETCTBEHHOCTH 3a €€ COXPAHHOCTh U MHAUBHIYaIbHOE
UCIIOJIb30BaHUE, CAMOCTOSITEIFHO BBIOMpasi CIOCOO MX XpaHEHHsS W OrpaHUYeHHs K HHUM
JOCTYTIA.
B ciydae HeCaHKIIMOHHPOBAHHOTO JOCTYIA K JIOTHHY H IIAPOJIO, UX YTPAThl WA PACKPBITHS
TPETHUM JIMI[AM YYaCTHUK OOs3aH HE3aMeJUIMTENBbHO COoOOIUTh 00 3ToM OpraHuszaropy
MyTeM HallpaBJICHUS 3JIEKTPOHHOTO MHCHMa.

7. OFPAHUYEHUE OTBETCTBEHHOCTH
OpraHu3arop He HECeT OTBETCTBEHHOCTb, HHM 3a KaKHe 3aJep>KKH, COOHM, HEBEPHYIO WIIH
HECBOEBPEMEHHYIO JIOCTABKY, yJIaJIEHHE WM HECOXPAHHOCTh KaKOH-THOO NMepCcOHATbHON H
HHOM HOpMaIUK YYaCTHUKOB, €€ JOCTOBEPHOCTD.
Caiit wim CorjameHne MOTYT COJEpXaTh CCBUIKM Ha JApyrue pecypcebl cetd VHrepHer.
Hacrosium  YyacTHMK —corjamaercs ¢ TeM, uro OpraHu3atopHe HECeT HUKaKOH
OTBETCTBEHHOCTH 3@ JIOCTYITHOCTb OTHX PECYpPCOB H 3a HH(POPMAIUIO, Pa3MEIEHHYIO Ha HUX,
a TaK)Ke 3a JIOOBIe MOCIIEACTBHSI, CBS3aHHBIE C UCIIOJIB30BAHUEM ITHX PECYpPCOB.
Hu mnpu kakux oOcrosrenbetBax OpraHu3zaTtop HJIM €ro IPeACTaBUTENH HE HECYT
OTBETCTBEHHOCTh Tepe]l YYaCTHUKAMU WM Tepe]l JTOOBIMH TPETBUMH JIMIAMH 3a JIIOO0O0H
KOCBEHHBIHM, CITy4ailHbI, HEYMBIIUIEHHBIA yIIepO, BKIIOYas YIYIIEHHYIO BBITOJY MIIH
MIOTEPSIHHBIE JIaHHBIE, BpEJl YECTH, JOCTOMHCTBY HJIM JECJIOBOM pEIyTallMM, BBI3BAHHBIA B
CBSI3U C Mcmojs3oBanueM CaifTa, €ro CoIepXXMMOro, KKOTOPhIM Y YacTHUK WIM MHBIE JIULA
MOJTYYHJIH TOCTYT, Jake eciu OpraHu3arop Npeaylnpeskall WA yKa3biBall Ha BO3MOXHOCTh
TaKoro BpeJa.
OpraHuzatop He HECeT OTBETCTBEHHOCTH 3a HEUCIIOJIHEHHME JHMO0 HEeHaJIexalee
UCIIOIHEHHWE  CBouX  oOsBarenscTB 1o Cormamenuio — BeieacTBue  cboeB B
TEJIEKOMMYHHUKAIIUOHHBIX M HHEPreTHYECKUX CETAX, NCHCTBUM BPENOHOCHBIX IIPOrpaMM, a
TaKKe He100pOCOBECTHBIX JIEUCTBUM TPETHUX JINIL, HaIpaBJICHHBIX Ha
HECAHKIMOHMPOBAHHBIM JOCTYIl W/WIM BBIBEJICHHE W3 CTPOSl IPOrPaAMMHOTO H/HMIU
arnmapatHoro komiuiekca Opranuzaropa (Hanp. DDoS aTtaku), B TOM 4uciie Jull, ¢ KOTOPBIMH
Opranu3atop 3aKJIFOYUIT JOTOBOPHI C IIEIbIO UCIIOIHEHUs 00513aTeNIbCTB 110 CoraleHuro.

8. KOHOUJAEHINAJIBHOCTD
Venosue KOH(GUIEHIMAIBHOCTH PACIIPOCTPAHSETCSs Ha BCIO Ty HH(OpPMAIHIO, KOTOPYIO
VY9acTHHK MOXET TOJIY4YUTh BO BpeMs yuacTus B [Iporpamme.
Kaxxaemi Yuactauk [TporpamMMel 00s3yeTces He pasriamaTh HHPOPMAIHIO 00 00HAPYKEHHOM
Vassumoctu B Tedenue 90 (JlesiHOocTa) IHEH C MOMEHTa OTIPABKH COOOLICHUS] O HeEWH
Opranuszaropy. JlaHHoe TpeOOBaHME pACHpPOCTPAHSAETCS B TOM YHUCIE Ha H3BECTHBIE
Opranuzatopy YS3BUMOCTH, 3a OOHApy»KEHHE KOTOPBIX YYaCTHUK HE IOJIy4aeT JCHEKHOE
BO3HArpaKJCHUE.
Koz ys3BUMOCTH (9KCIUIOWT) 3allpemlaeTcss pa3MellaTh Ha CTOPOHHUX pecypcax B CETH
VHTepHET, B COIMABHBIX CETSIX H/HIM PACTIPOCTPAHSTh KAKUM-IIO0 JIPYTHM CIIOCOOOM.



8.4.

8.5.

9.1.

9.2.

9.3,

10.1.

10.2;

10.3.

10.4.

VYYaCTHHK CaMOCTOSITETIEHO HECET OTBETCTBEHHOCTh 3a OE30MACHOCTD (ycToiuuBOCTh K

YraJbIBaHHIO) BBIOPAHHBIX UM CPEICTB VISl JAOCTYIa K y4eTHOH 3amucu Ha CaifTe, a TakoKe

CaMOCTOATENILHO 00ECTIeUNBaET UX KOH(DUICHIIMATIBHOCT.

Opranusarop BrpaBe nepenars NepCoHAIbHYI0 HHPOPMAIHIO 06 YYacTHUKe TPETHHUM JIUI[AM

TOJIBKO B TOM CJIy4ae, €CJIH:

8.5.1. VuacTHHK H3BSBHII XKelaHHE PACKPBITH 5Ty HHPOPMALHIO;

8.5.2. bBe3 a10ro Y4acTHHK HE CMOMET MOJHOLEHHO BOCHOIb30BATHCS OIIPELIETICHHBIM
cepBucom Caiita;

8.5.3. Ororo TpebyeT pPOCCHHCKOE 3aKOHOIATENHCTBO, HOPMBI MEXIyHapOJIHOTO TIpaBa
H/WJIH OPraHbl BIACTH C COOITIONEHHEM 3aKOHHOM MPOIETypHI;

8.5.4. Vuactuuk napymaer CornauleHue W/WiM eHCTBYIOLIEE 3aKOHOIATETHCTBO PO, u
PacKphITHE HHPOPMAIHH TTO3BOJIAET IIPECEUb TAKOE HAPYIICHHE.

9. HHTEJIVIEKTYAJIBHASI COBCTBEHHOCTbD
Bce obwekthl Ha CaiiTe, B TOM YHCIIe SIEMEHTHI /IM3aiHa, TEKCT, rpaduuecKue U300paXeHus,
HJLTIOCTpALliH, BAJIEO, IPOrpaMMel Ut OBM u ux mucTpuOyTHBEIL, (a3ssl JaHHBIX, H IPyTHe
OOBEKTEL, ABJISIOTCS OOBEKTAMH MCKIIOUATENBHBIX MPAB, IPHHAIUIEKATITHX Opranmusaropy.
YUacTHHKY IPENOCTAaBISETCS JMYHOE HEHCKIIOYHMTETHHOE M HellepeaBaeMoe IpaBo
HMCTIOJTB30BaTh [IporpaMmuoe obecrieuenue, Ha CBOGM KOMIBIOTEPE, IPH YCIOBHH, 49TO HHU
caM Y4acTHHK, HU JIOObIE MHbIE JIAIIA PH COAEHCTBHY C €T0 CTOPOHBI He OYIyT:

— CO3/1aBaTh KONUM WM M3MeHATH [Iporpammuoe obecneyenue;

— CO03/1aBaTh IIPOrPaMMBI, IPOU3BOAHEIE OT IIporpaMmHOro obecreueHus;

— OCYWECTBIIATh NPOAAXKY, YCTYNKY, CAady B apeHy, Hepeaady TPEThHM JIHIEaM B
moboH uHOH (opme mpaB B  OTHOmEHHH IIPOrpaMMHOrO obecrieyenus,
IIPEIOCTaB/ICHHBIX Y4acTHUKY 110 CoraiieHuro;

— MmoauduumupoBath  Coyx0bl, B TOM  YHCIE ¢ b0 MOy YECHHUS
HECAHKIIMOHUPOBAHHOTO TOCTYIIA K HHM.

Y4aCTHUKY IPe/I0CTaBIIAETCS HEMCKIIIOUUTENbHAs JTUIEH3Us Ha CPOK AeicTBrs COrammeHus
Ha lIporpaMMHOe obecrieyeHue, a MMEHHO IPaBO Ha BOCTpOM3BeneHHE IIporpaMMHOro
obecreueHus ¢ 1ebio O0HAPYKEHHUs Y I3BHMOCTEH.

10. 3AKJ/IIOYUTEJIBHBIE ITOJIOKEHUS
Cpox neiictBust Ilporpammer u Cornamenus — mo 31.12.2017 roma. O IIPOJIOHT ALK
IIporpammer (B ciaydae TakoBoif) OpraHmsaTop YBeJOMHT YYacTHHKOB IIO 3JIEKTPOHHOU
moyTe.
Opranusatop uMeeT Mpaso B 106G0E BPeMst U B OJTHOCTOPOHHEM HOPSIKE BHOCHT U3MEHEHIs]
B Cornamenne. Ilpn BHeCEHUM W3MEHEHHMII B aKTyalbHOM pEeNAKIMH YKa3bIBAECTCS JaTa
nocnenHero ooHosnenus. Hosast penakmms COrialieHus BCTyMaeT B CHIY ¢ MOMEHTA ee
pasmemnenust Ha Caiite no anpecy: dallaslock.ru/bugbounty, eciu unoe He IIPETYCMOTPEHO
HOBOM penakuuert Corarenus.
Ilpogomxas ywactwe B Ilporpamme, VY4acTHHK corjamaercs ¢ HOBOM penaKiuei
Cornamenusi, B IPOTHBHOM Cilydae OH OO0S3yeTcs He3aMeUTHTENbHO IIPEKPATHTh CBOE
ydJacTue.
B ciyuae oGuapysxenus napymenust Coraienus u/umm NeificTBYIOLIEro 3aKOHOIATETbCTRA
Poccuiickoit ®enepanuy, W/uimm HOPM MEXIYHAPOJHOTO IpaBa, JIMIO, BEIIBHBIIEE baxT
HApyIIEHHUS, O00S3yeTCs HEMEVIEHHO COOONMTh ©O Hapymenuu OpraHusatopy 110
BIIEKTPOHHOH mowTe 1o ajpecy: isc@confident.ru. Oprauusarop paccMaTpuBaeT COOGIIECHHS
0 HapyUIEHHUAX B TeueHHE 3(TpEX) paboumX JIHEH ¢ MOMEHTa UX [OCTyIUIeHHs. OpraHu3aTop B
XO[I€ pacCMOTPEHHUsl COOOIIEHHSI O HApYNIEHHH B IPaBe 3allpPOCHTh Y OOPATHBIIErOCS C
KanoOoH HH(POPMALWMIO, KONMUM JOKYMEHTOB, MOATBEP)KNAIONME WM ONPOBEPralOLIHE
(aKTeI, H3TOXKEHHBIE B JKaJI00E.



10.5.

10.6.

10.7.
10.8.

Bce pasHornacust Wiy Cropbl, KOTOpbIE MOTYT BO3HUKHYTh MEXAy cropoHamu CoraimeHus
JOJDKHBI ~ Pa3peruaTbess B JOCYAeOHOM IIOpSIIKE IIyTeM IeperoBOPOB, HAlpPaBJICHHS
npeTeH3noHHbIX nHceM. Cpokx orBera Ha mpereHsuio — 10 ([lecstp) paGouwmx IHEH.
Ilperen3un VY4yacTHMKAa NpPUHAMAIOTCA M paccMarpuBaroTcs OpraHu3aropoM TOJIBKO B
ITUCEMEHHOM BH/IE.

Eciu cormacue nmo xaxkum-iu00 IpuuMHaM He OyIEeT IOCTUTHYTO B XOJ€ JOCYAeOHOro
YPEryJIMpOBaHMsl, CIOp, BbITeKaromuil u3 CoryameHus, INOUIC)KUT PACCMOTPEHHIO B
Apbutpaxuom cyzne ropona Caukr-IlerepOypra u Jlenunrpaackoi odmacTy.

K orHomenusm no CoryammeHuio NOATIEKUT IPUMEHEHHIO nipaBo Poccwuiickoit deneparuu.
Axuent CorialmieHusi HHOCTPAaHHBIM YYaCTHHKOM O3Ha4aer, uyTo TekcT CorjaiieHus emy
NOHATEH M B IIEPEBOJE OH HE HYXJIaeTci. B ciayuae HEOOXOIUMOCTH B MEpEBOJIE
HHOCTPAHHBIC YYaCTHUKH OOS3YIOTCS OCYLIECTBUTH TAKOM IEPEBOJ] HA HY)KHBIA SI3BIK CBOUMHU
CUJIaMHU U 3a CBOU CUeT.

PEKBU3UTHI OPTAHU3ATOPA:

000 «Kondunent», MHH 7811072513, KIIIT 781101001, Axmpec: 192029, Canxr-IlerepGypr,
np. O6yxoBckoit O6Goponbr, a. 51, smr. K, TEJL/O®AKC: (812) 325-1037, E-MAIL:
isc@confident.ru, Kog mo OKOHX 14331, Kox mo OKIIO 48957919, p/c 40702810355100184735

B

Cesepo-3amanom Oanke I[TAO «Cbepbank Poccumy, r. Canxr-IlerepOypr,

k/c 30101810500000000653, BK 044030653.



