YTBepxaa0
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Koxewmsixa Erop FOpseBuu
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INOJIb30OBATEJIbCKOE COTI'JIAIIEHUE
IMPOI'PAMMBI BUG BOUNTY
HEHTPA 3AIIUTHI THOPOPMAIIMA OO0 «KOHPUIAEHT»

[TpuHUMas HacToOsIIIee IMOIB30BaTeNIbCKOe coranenue (qatee — Cornamenue), mojb30BaTellb CETH
Wurteprer (mamee — Y4YaCTHHWK), 3aperMCTPUPOBABINUICS HAa HMHTEPHET-CAWTE C YHHMKAIBHBIM
nomenHsM umeHeM dallaslock.ru (manee — CaiiT), 1 NOTYYHBIIMHA JOCTYI K 3aKpPBITOMY paszeiy
Caiita 11 OOHApYKEHUSI YSI3BUMOCTE#H mporpaMMHBIX IpoaykToB, H OO0 «Kondunent» (nanee —
Opranusarop) B jmie mupekropa Ilentpa 3amutsl uadopmanun OO0 «Kondunent» Koxemskn
Eropa IOpbeBuua, JeiCTByIOmEro Ha ocHoBaHWH JaoBepeHHOCTH Ne 12-5/18 or 05.02.2018 r.,
OezoroBopouno  npuHHMaroT  Corjamende, perJaMEHTHPYIOIIee  IpaBHjia  IIPOBEACHHMS
HCCIIEIOBAHKsT IPOTPAMMHBIX TIPOAYKTOB U TIOJNy4YeHHs YYAaCTHHKOM BO3HArpaXICHHS 3a
[IPOBEIEHHOE HCCIIEIOBAHHUE.

1. TEPMHHBI U OITPEAEJIEHUSA
1.1. Tlo texcry Cornamenws, a TakKe B CBS3M C OTHOIICHUsSMH Mexny OpraHusaropoM u

V4YacTHAKAMH HCIIOJIB3YIOTCS CIIEYIOIIHE TEPMUHBI U OLPE/ICIICHHUS:

1.1.1.IIporpaMMHbie NPOAYKTHI'— pa3paboTanubie OpraHu3aTopoM mporpaMmsl 1ud OBM,
BKJIIOYAsl CPEJCTBA 3allMThl MH(OPMAIMU, CPEJICTBO JIOBEPEHHOM 3arpy3Ku, CUCTEMY
3amuThl HHGOPMAIUU B BHPTYAJIbHBIX HH(pacTpyKTypax, MoayiaH, a umeHHo: C3U
Dallas Lock 8.0-K, C3U1 Dallas Lock 8.0-C, moxyns CKH Dallas Lock, mogynmu MO u
COB Dallas Lock, C3U Dallas Lock Linux, C/I3 Dallas Lock, C31 BU Dallas Lock.

1.1.2. ¥sa3BuMocTh — HeJocTaToK B [IporpaMMHOM MpOAYKTE, HCIOJB3Ys KOTOPBIHA
3JIOYMBIIUICHHAK MOXET HAaMEpeHHO HapyIIMTh €ro LEJIOCTHOCTh, BBI3BATh
HETPaBWIbHYIO paboTy cpenctsa 3amuThl nHbopManuu (C3U) u peanmsoBaTh yrposy
6e3omacHOCTH HHOPMAIIUH.

1.1.3.IIporpamma Bug bounty (mam Ilporpamma) — ykaszanHeli B CornameHun IOPSIOK
UccaeaoBanus [IporpaMMHBIX TMPOAYKTOB C LENBIO OOHApyXKEHHUs YSI3BHUMOCTEH H
MOPSAIOK MOJTYIEHUS BOZHATPAXKICHHUS.

1.1.4.Yaacrauk IIporpamMmel (WaH Y4YaCTHHK) — JeecriocoOHOE (HU3MYECKOE JHUI0, HE
sBjsoieecss corpyauukoM Opranuzatopa w/wiid adpOUIMPOBaHHBIX C HHUM JIHII,
3apeructpupoBannoe Ha Caiite u mpuHsBIIee (coBepiuuBmiee akuent) CoriameHue.
VYuacTHukH, He Aocturimue 18-jeTHero Bo3pacra, MOTYT ydacTBOBaTh B IIporpamme
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TONBKO C TIMCHMEHHOIO paspelieHrs pOIUTENeH . (3aKOHHBIX YMOJIHOMOYEHHBIX
npencrasuteneit). Kaxpiii YyactHuk 00s13aH 3aperucTpuposarsest B [Iporpamme gepes
caift Opranu3saropa.
WHBle TepMUHBL, ynorpebnsemble B CornameHuy W/HWIM B OTHOLICHHSX, BBITCKAIONIMX H3
HETO, TIOJIJIEXAT TPAKTOBKE B COOTBETCTBHH C 3aKOHOATeNbCTBOM Poccuiickon Deneparm, a
B CIy4ae OTCYTCTBHS B 3aKOHOJATENbCTBE MX TPAKTOBKH — B COOTBETCTBHH C OOBIYasMU
JIEJIOBOTO 000POTa M HAYYHOH JOKTPUHOM.

2. OBIIHUE MMOJOXEHMUSA
[IpurMMas y4acTHE B MpOrpamMe, PErHCTPUPYSACh B KadecTBe YyactHuka Ha Caiite Ha
yenosusix  Cornamenns, YdyacTHHK coBepmaer akuent Corjamenus, KOTOpoe, B
COOTBETCTBHM cO crTaTheli 437 I'paxmanckoro koaekca Poccuiickort ®Denepanuu,
npeacTaBiseT coboit myonuunyio odepry.
VuactHuK 00s3yercs cobmoaars CoriameHue, co BCEMH €r0 HEOThEMIIEMbIMH YacTsMH, B
TOM YHCJIE JEUCTBYIOIIEE 3aKOHOAATENbCTBO PO 1 MEXKTyHAPOAHBIC COTIAIICHUS.
VYacTHUK 00s3yeTcs CBOEBPEMEHHO M CAMOCTOSATENIBHO O3HAKOMHUTHCS C JEHCTBYOIICH
penakmueit Cornamenus. B ciydae Hecornachs YdYacTHHKAa C JEHCTBYIOIICH peJaKIer
Coramenus oH 00s3aH mpekpatuTh ydactue B [Iporpamme.
3arpyxas Ha Caiite TepcOHAIBHYIO HHOOPMAIMIO B IIPOLECCE PETHCTPALMH, YYaCTHHK
6e30roBOPOYHO  COrIAINAETCsT C  aBTOMaTH3MPOBaHHOHM — 0OpabOTKOW  ero  JaHHBIX
Opranu3aropoM, KOTOPBI HE OCYIIECTBIAET COOp, CHCTEMAaTH3allMi0 U XPaHCHHE B LEIX,
npotrBopedanux CoriameHuo.
Peructpupysick Ha Caiite B KadecTBe YYaCTHHKA, OH COIJIAMIAETCS MOJNYYaTh SJIEKTPOHHBIC
paccuiku Oprammsatopa (B ToM 4ucie yBeaomiueHus Mcmonuurens #  cooOmieHHs
PEKJIAMHOI0 XapakTepa) Ha afipec CBOEH 3IEeKTPOHHOM I0YThI, yKa3aHHOH IIPU PETUCTPAIIUH.
V4acTHHK 00s3yeTcss HE HCIONb30BaTh BO3MOXXHBIE, HAWJICHHBIC WM yA3BHMOCTH
[IporpaMmMHOro oOecriedeHHss B HE3aKOHHBIX IENSX, B TOM YHCIE JUIL TIOTYYCHMS
IpPeUMyIIeCTBa Ha/l APYTUMH YYaCTHHKAMH B LEJISX TOTy4eHus: OOJBIIEro BO3HATPAXKICHHUS
B pamkax Corniamenus. Y4YacTHHK 00s3yercs He3aMeLIMTENbHO coobmark 000 Bcex
BBISIBJICHHBIX UM Y s3BuMocTsx [Iporpammuoro obecnedenus Opranusaropy.
V4acTHHK HECeT OTBETCTBEHHOCTh 3a 0OE€30IaCHOCTH CBOeH yueTHOM 3anmcu Ha Caite U
00513aH caMOCTOSTETHLHO IPEANPUHAMATE MEpPBI, OOecIeurBaoIye ee 6e30IacHOCTb.
OpraHu3arop He OTBEYACT 3a BO3MOXHYIO IIOTEPIO MM MOpPYY AAHHBIX, a TaKXe JpYrue
TIOCJIECTBHS TO60T0 XapaKTepa, KOTOPhIE MOTYT IPOM30MTH H3-3a HAapyIIEHHs Y YaCTHUKOM
Cornammenus.
VYacTHUK OCO3HAE€T M COIJIaceH ¢ TEM, YTO OH JIOJDKEH CaMOCTOSTEIBHO OICHHWBATh BCE
PHCKH, CBSI3aHHBIE C ydacTueM B IIporpamme.
OpraHm3arop MMEET MpaBo B JO00E BpeMs, B OJHOCTOPOHHEM M BHECYAEOHOM MOPsIKe,
pactoprayTh CoryameHue, HanpaBuB YYacTHUKY YBEIOMIIEHHE IO JJIEKTPOHHOX modure. B
takoM ciydae [IporpamMma cuuTaercss 3aBeplleHHOM, a CoryameHne pacTOPrHYTBIM C
MOMEHTA HalpaBJICHHAs Y YaCTHUKY COOTBETCTBYIOIIETO YBEIOMIICHUS.

3. PETUCTPALIMS HA CAMTE

ITox perucrparueii Ha Caiite HIOHUMAIOTCS NEHCTBHSA Y YaCTHHUKA, CBA3AHHBIC C 3aIIOHCHHEM
CBOMX pETHCTDAllMOHHBIX [IAHHBIX, a MMEHHO: MMEHM, (amMuimu, OTYeCTBa, ajpeca
3JIEKTPOHHOM TOUTHI, HoMepa TenedoHa, MecTa paboThl W/WM y4eObl, a TAKXKe Maposs Ui
JIOCTYTIA K CBOEH YyU&ETHOM 3amucu (JIMIHOMY KaOHHETY).

[Tociie BHECEHHWS BBINIEYKA3aHHBIX JAHHBIX YYAaCTHUKY Ha €ro SIIUK 3JEKTPOHHOW MMOYTHI
IpHUIeT COOOIEHME C TOATBepXKAeHHeM perucrtparmu. Ilocne apropusarmu Ha Caidre
VYaCTHHKY IPEJOCTABISIETCS yIETHAS 3aIUCh (JTMYHBIA KaOMHET), C MOMOIIBIO KOTOPOro OH
MOXXET 3aiTH B 3aKpbIThIA pasgen YuacTHuka Ha Calite W MONYYATH JOCTYI K
aucTpuOyTHBaM [IporpaMMHBIX IPOIYKTOB.
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V4YacTHHK 06s3yeTcs MPEIOCTAaBUTh TIpU perucTpanuy Ha CaiiTe J0CTOBEPHYIO HH(OPMAIUIO
0 cebe M MOUIEPKUBATH 9Ty HHPOPMAIMIO B aKTyaJbHOM COCTOSHUH, B MPOTHBHOM CITy4ae
OpraHu3aTop HMeeT IPaBO IO CBOEMY YCMOTPEHHIO OTKa3arth €My B PETMCTPAllMH HIIH
yIQIATH COOTBETCTBYIONIYIO YIETHYIO 3aIlHCh.

V4YacTHHK 00s3yeTCs MCIONB30BaTh YYETHYIO 3alHCh JM4HO. Ilepenada mocryma kK CBOCH
YYETHOM 3aIHMCH TPETHUM JIMILIAM 3alpelieHa.

VuacTHHK 00s3aH  HeMemIeHHO yBenomuTh Opranmzatopa o0 J000M  cilydae
HECaHKI[MOHMPOBAHHOTO (HE Pa3pelieHHOro YJacTHHKOM) JOCTYINa K CBOEH yUeTHOW 3alliCH
W/ 0 J060M HapylleHHd (MOJO03PEHHSX O HapylIeHWH) KOH()HICHIMAIBHOCTH CBOMX
CpEICTB JIOCTYTIA K YYETHOH 3aIMCH.

B mensix 6Ge3omacHOCTM Y4YacTHHK 00s3aH CaMOCTOSITEIBHO OCYIIECTBIATH O€30macHoe
3aBepIIeHne paboTHI O] CBOEH YIETHOM 3alMChIO 110 OKOHYAHHH KaXI0# ceccuu paboThl Ha
Caiite. OpraausaTop He OTBEYAET 3a BO3MOXHYIO IOTEPIO MM MOpYY JAHHBIX, a TaKXkKe
JpyTUe TOCIEACTBHS JEOOOr0 XapaKTepa, KOTOpBIE MOTYT MPOU30HWTH H3-3a HAPYIICHHUS
VYyacTHEKOM noJI0)keHuH Cornamenus.

VYacTHHK BIpaBe B Ji000M MOMEHT HampaBUTh OpraHuzaTopy IO SJIEKTPOHHOI IIOYTe
3ampoc Ha yJaJleHWEe CBOEH y4eTHOM 3amucH. B TakoM ciydae BCe NaHHBIE Y4YacTHHKA
yAAISIOTCS B TedeHue 3 (Tpex) pabounx JqHeH ¢ MOMEHTA IOCTYIUICHHS TAKOT'0 3a1poca.

4. TIOPSIIOK YYACTHS B IPOI'PAMME

3a peructpanuro Ha CaiiTe 11aTa He B3UMAETCA.

[Tocne perucTpanue Y4acTHHKY Oe3Bo3Me3qHO npenocTaBiusercs ¢ynkimonan Caiira,

[IO3BOJISIFOLIMM OCYIIECTBIIATEH MOUCK Y si3BUMOCTeH B [IporpaMMHBIX IIPOIyKTaX.

VS3BEMOCTH JIOIYCKAETCSl MCKaTh TOJIBKO B IIporpaMMHBIX IMpPOIYKTax, KOTOPHIE IMOTYy4YECHBI

VyacTHEKOM OT Oprammsaropa 4epe3 crenuansHyio Gopmy Ha Calite miv mpuoOpeTEHBI

YuactHuKOM oduimanisHo. B IIporpaMme yd4acTBYIOT TONBKO OQHIMAILHBIC PENU3bI

IIporpaMmHBIX mpoxykToB. [Ipomexyrounsie u beta-Bepcum IIporpaMMHBIX NIPOIYKTOB B

[TporpamMme HE y4acTBYIOT.

Coobmenus (WM OTYEThI) YYaCTHHKOB 00 YA3BUMOCTSIX NPHHHMAIOTCS Yepe3 CHCIUAIbHYIO

bopmy Ha CaiiTe ¥ JOJDKHBI COJEPKATh:

4.4.1. Ha3Banue Ys3BUMOCTH.

4.4.2. Hassanue u Bepcuio C3U, B KoTOpoit 00HapyxKeHa Y I3BUMOCTb.

4.4.3. OmnepalMOHHYIO CHCTEMY (BKJIIOUAs €€ BEPCHIO), TIO]] YIIPaBIECHHEM KOTOPO# paboraer
ys3BUMBIH [[porpaMMHBIA IPOIYKT.

4.4.4. Knacc VI3BEUMOCTH: YA3BHMOCTH KOJa, YSI3BEMOCTb KOH(HUIypaiuu, YsA3BHMOCTH
apXHUTEKTYPbl, MHOTO(GaKTOpHAs Y I3BUMOCTb.

4.4.5. TlompoGHOE OMHMCAHWE JEHCTBHI JUIsl BOCIIPOM3BEICHHS Y A3BUMOCTH.

4.4.6. OmnucaHue pe3yJbTaTOB, CBUIETEIBCTBYIONINX O HATMYAH Y A3BUMOCTH.

4.4.7. Pexomenpmanuu pazpadordaukaM IIporpaMMHBIX IIPOIYKTOB.

4.4.8. JlomomHuTeNbHBIE (aiiIbl M CCHUIKM, IIOSCHSIOIME IIpoOIecC OOHApyKeHHs
YSA3BUMOCTH U PE3yJIbTaTHL.

Opranu3atop GUKCHpYeT y ceOst B peecTpe OTUETHI YYAaCTHHKOB B TeUeHHE 5 (IATH) paboumnx

JHEH ¢ MOMEHTa MX HampapjieHus. B 5ToT jxe cpok OpraHus3aTop HampaBiisieT YYacTHHKY

yBEIOMIICHHE 10 3JIEKTPOHHOH IOYTE O IPUHATHH OTYETA.

OpraHu3aTop BIpaBe 3alPOCHTh y Y4YacTHHKA JONOJHHUTEIBHYIO HHMOPMALHMIO 1O JHOOOMY

U3 €ro OT4eToB. B TakoM ciaydae YdYacTHHK O00S3yeTcs HalpaBUTh YTOYHSIOLIYIO

uHdopMarmio no ordery Opranuszaropy B TedeHHe 3 (Tpex) paboumMx [HEH ¢ MOMEHTa

HOJIyYEHHs] COOTBETCTBYIOIIETO 3a1poca.

5. MOPAAOK BBIIIVIATHI BOSHATPAXKIEHUSI
JIns  TONydeHHMs BO3HATpaXIEHHS Y4YacTHHK mpejocTtasiser OpraHu3aTopy [IaHHBIC
GaHKOBCKOM KapThl Y4YacTHHKa (HOMEp KapThl W [aHHbBIE BIajeNbla) JHO0 OaHKOBCKHE
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PEKBH3WTHI, 110 KOTOPHIM YYacTHMK HAMEpPEH MOJyYHTh BO3HArPaXICHHE Ha YCIOBHUSX
Coryamenus. BaHKOBCKHE PEKBHU3UTHI IOJDKHBI OBITH JOCTATOYHBIMH JUIS OCYIIECTBICHHUS
OpraHH3aTOpOM [EPEBO/a BO3HArpaXKIeHHH YdacTHUKY 110 COrnaiieHuIo.

BosHarpaxieHue Y4YacTHHKaM BBIIIAYMBACTCS B POCCHHCKHX PYOISIX, M TOJNBKO B CIydae
cobmonennss YYacTHHKAMH YCIOBHH KOH(MICHIMAILHOCTH YsA3BUMOCTeH (pasmen 8
Cornammenys) 4 Ha yCIOBHSX HacTosmero paszena CorameHus.

BosHarpaxxJIeHHe BBHILTAYMBACTCS TOJIBKO 33 HOBBIC Hal/ICHHbIC YYACTHUKOM YSI3BUMOCTH.
Eciu YuacTHHK 06HApYXHJI yXke u3BecTHYr0 Opranu3aTopoM Y S3BHMOCTb, TO OpraHu3aTop
HaIpaBJIsIeT Y YacTHHKY II0 3JIEKTPOHHOM MOYTe CBEICHMS O HEH, BKIIOYas ONMCAHUE U aJIpec
3JIEKTPOHHOM MOYTHI TOTO Y4acTHHKA, KOTOPHIH 0OHAPYKMIT Y I3BUMOCTH IIEPBBIM.
Bo3Harpax/IeHHe BHILIAYABACTCS YUYACTHHKY B TedeHHe 45 (COpoKa ISTH) KaleHIApHBIX
JHEH ¢ MOMEHTa Nojydenust OpraHuzaTropoM oT4eTa 06 Y I3BUMOCTH.

Pasmep BO3HArpaXACHHS 3aBUCHT OT KOJMYECTBEHHOW OLEHKH CTEHNEHH ONAaCHOCTH
VS3BHMOCTH ¥ CTENEHH JeTanu3anud otuéra o Hed. KonuyecTBeHHas OICHKA CTENCHH
ONACHOCTH VYS3BHMOCTH HPOBOJUTCS IO pe3ysibTaTaM aHamu3a 0a30BOro BEKTOpa
Vsssumoctd CVSS v2.0 (o6mras cucrema oneHkd yszuMocTei — «Common Vulnerability
Scoring System, CVSS»). Jlns Beuucrnenus 3HaueHums OazoBoro Bektopa CVSSv.2.0
WCIIONB3yeTcs OHNaiH-kansKystop CVSS, pasmeménnbii Ha cafite @CTOK Poccuu mo
anpecy: http://www.bdu.fstec.ru/calc. Bonee moapoGuyro mudopmammio o cucreme CVSS
MOXHO TpodecTs Ha caiite ®CTOK Poccuu mo anpecam: http://bdu.fstec.ru/documents/26,
https://www first.org/cvss/v2/guide.

Pa3Mepsl BO3HATPaXIEHWH 33 NOAPOOHBIA oTuéT ¢ mpuMepamu koxa IIporpamMmubIX
IPOIYKTOB [IPUBEAEHBI B CIIEAYIOMIEH TabuIie:

YPOBCHB ONACHOCTH M YHUCJICHHOE

3Ha4eHne 6a3oBoro BekTopa V e
YsassumocTH poccuiickuii py0Jb

Pasmep BO3HarpaXxieHusd,

HU3KHI YPOBE€HB OITaCHOCTH!

0,0<V<39 10 000,00 (mecsaTs THICTY)

CpeaHUN YPOBEHb OIIACHOCTH:
40<V<69
BBICOKHH YPOBEHB OIIACHOCTH:

7,0<V<99

25 000,00 (xBaanAaTh MATH THICSY)

50 000,00 (mATBAECAT THICAY)

KPUTHYECKHH YPOBEHb OIIACHOCTH:

V = 10,0 200 000,00 (mBecTH THICSY)

PasMephl BO3HATP@KICHWH 3a OTYET ¢ MHUHMMAIBHBIM _YDOBHEM jeTanusaumy (He
copepayii Bce CBEJEHMs, Nepeunciiennble B mynkre 4.4. Cornamenus) coctasiuser 25%
(IBa/IATh TATH MPOLEHTOB) OT COOTBETCTBYIONIMX CYMM 32 MOAPOOHbIH OTYET ¢ MpEMEpaMK
Koza. '

O6s3aTeNbCTBA 10 OIUIaTe BO3HATPAXKIEHUS CUMTAIOTCS HCIONHEHHbIMH OpraHu3aropoM ¢
MOMEHTA CIIHCAHUS COOTBETCTBYIOIIMX JEHEXHBIX CPEICTB C €ro KOPPECIIOHJCHTCKOIrO
cdera.

OpraHu3aTop Kak HAJIOTOBBIN areHT HCYHUCISET H yAePKUBAET HATIOT Ha JOXO/bl Y YaCTHHKOB
— ¢um3pyeckux jwn 13% (TpUHAANATH MPONEHTOB) OT CyMMbl BO3HArpaXICHHH HPH HX
daxtuyeckoii Boiuiare (1. 4 cr. 226 HK P®).

JlaHHBIe GaHKOBCKHMX KapT Y4YaCTHHKOB oOpabaTeiBaroTcst OpraHu3aTopoM TOIBKO B IEIAX
COBepUICHHs TUIaTexedl B moib3y YdactHukoB mo Cornamenuto. O6paboTka OCHOBaHA Ha
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IIpUHIAIAX cOOTIOIEHUS KOHQ)HZ[CHI.IH&TIBHOCTH U 0€30IacCHOCTH COBEPUICHMS IJIaTEXa, I
YEero HCIIOJIB3YIOTCS CaMble COBPEMEHHBIC MCTO/IBI ITPOBEPKH, IIII/I(I)pOBaHI/ISI H Iepeaavdun
JAHHBIX 110 3aKPBITHIM KaHaJIaM CBS3H.

6. IIPOCTAS DJIEKTPOHHAS IIOAIIUCH
JTro6sie neiicTBisS YYacTHHKA C MCIOJIB30BAHMEM JIOTHHA M IAPOJIsl K CBOEH yYETHOM 3alliCH
na Caifte (K09 JMEKTPOHHOH MOJIMCH) IOATBEPKIacT (axT (GOpMHUPOBAHHUS NMPOCTOH
SIIEKTPOHHOM MOAHMCH HETIOCPEICTBEHHO Y YaCTHHKOM.
DJIeKTPOHHBIE JOKYMEHTHI, MOJIHMCAHHBIE MPOCTON OIEKTPOHHOH IIONKCHIO, MPU3HAIOTCS
PaBHO3HAYHBIMK JOKYMEHTaM Ha OyMa)KHBIX HOCHTEIISAX, IIOANHMCAHHBIM COOCTBEHHOPYYHOMU
TTO/IMHACHIO.
VyacTHHK 00s3yeTcss coOMIoiaTh KOH(HAEHIMATIPHOCTE CBOEH JJIEKTPOHHOM MOAmACH (HE
TiepeiaBaTh CBOM JIOTHH ¥ [ApOJib MM IIPEJOCTABIATh JTOCTYI K CBOCH 3JIEKTPOHHOH TOYTe
TPETHUM JIMIAM) U HECET MOJHYK OTBETCTBEHHOCTH 3a €€ COXPaHHOCTh W WH/IMBH/yaJIbHOS
HCIIOJIb30BAHUE, CAMOCTOSTENBHO BHIOMpas CHOCOO MX XpaHEHHWsS W OTPaHMYCHHS K HHM
JIOCTyTIA.
B cilyyae HECAaHKIIMOHMPOBAHHOTO JOCTYINA K JIOTHHY U MapoJi0, X YTPaThl MM PACKPBITHS
TPEeTHEM JIMIaM YYaCTHHK O0s3aH HE3aMETMTENHHO COOOIMTE 00 5TOM Opranuzaropy
IIyTE€M HaIpaBJIeHHs 3JIEKTPOHHOTO MUChMA.

7. OTPAHUYEHHUE OTBETCTBEHHOCTH
OpranuzaTop He HECET OTBETCTBEHHOCTh HM 3a KaKHE 3a/ICPXKKH, cOou, HEBEPHYIO HIIH
HECBOEBPEMEHHYIO IOCTAaBKY, y/aJeHHE WM HECOXPAHHOCTb KAaKOH-IHOO MEPCOHANBHOH H
MHOM mHpOpMaUK YYaCTHUKOB, €€ JOCTOBEPHOCTD.
Caiit wim CoralieHHe MOTYT COJEp)KaTh CCHUIKM Ha Jpyrme pecypcsl cetd HHTepHeT.
Hactosmum YuacTHHK corjiamaercss ¢ TeM, uro OpraHu3aTop He HECeT HHKaKoH
OTBETCTBEHHOCTH 32 JOCTYIIHOCTh 3THX PECYpPCOB U 3a HH()OPMAIHIO, Pa3MELICHHYIO Ha HUX,
a TaKXke 3a JH00BIE IOCIEeICTBUS, CBI3aHHBIE C UCIIOJIb30BAaHUEM 3THX PECYPCOB.
Hu npu xakux obcrosrtenbcrBax Oprausarop WIM €ro MNpPEJICTaBUTENM HE HECYT
OTBETCTBEHHOCTH Tepe]] YUACTHHKAMH WM Iepejl JIOOBIMH TPEThUMH JIMIAMHA 3a JIHO0OH
KOCBEHHBIN, CIydYalHbIA, HEYMBIIUICHHBIH yIIEpO, BKIIOYas YIYIMIEHHYIO BBITOTY WIIH
TIIOTEPSHHBIE JaHHbIE, BPEeJ 4YECTH, JOCTOMHCTBY WIIM JECIOBOM pEIyTallWH, BBI3BaHHBIA B
CBS3M ¢ WCroib3oBaHueM CaiiTa, ero CoaepXUMOro, K KOTOPBIM Y 9aCTHHUK HJIA MHBIC JIMLA
TIONIYYHIIH JOCTYII, Jaxke ecin OpraHu3aTop IpeaynpeKial Wik yKa3blBal Ha BO3MOXKHOCTE
TaKoro BpeJa.
OpraHu3aTop He HECeT OTBETCTBEHHOCTH 33 HEHCIOJIHEHHWe JMO0 HeHaIexaree
ACTOJHEHHe  CBoMX  oOs3areabcTB 1o CoryameHwio  BCIEICTBHE cboeB B
TEICKOMMYHHUKAI[MOHHBIX W JHEPreTHUYECKUX CETAX, NEHCTBUN BPEAOHOCHBIX IIPOIrpamM, a
TaKXKe HEeI00pOCOBECTHBIX JEeUCTBUAN TPETHUX 1, HaIpaBICHHBIX Ha
HECAHKIIMOHMPOBAHHBIA JOCTYIl HW/WIM BBIBEJICHHE W3 CTPOSl IPOrPaMMHOIO 17707011
anmaparHoro kommekca Opranusaropa (Hanp. DDoS araku), B TOM 9HCIIE JIMII, ¢ KOTOPHIMHA
OpraHM3aToOp 3aKJIFOUMII JOTOBOPHI C IEIbIO HCIIOTHEHNUs 0053aTeNbCTB M0 CornameHuro.

8. KOHOUAEHIIUAJIBHOCTb
VenoBue KOH(HMASHIHATBHOCTH PACIPOCTPAHSIETCS HAa BCIO Ty HH(QOpMAIHIO, KOTOPYIO
V4acTHUK MOXKET IIOJIy9UTh BO BpeMs ydactus B [Iporpamme.
Kaasii Vaactauk [IporpamMmel 06s3yeTcs He pasriamarh HHpopManuio 06 00HapyKeHHOH
Vsssumocti B TedeHme 90 (meBsHOCTA) JHEH C MOMEHTa OTIPaBKU COOOIICHHS O HEH
Opranuzaropy. JlanHoe TpeOoBaHKME paCIpOCTPAHICTCS B TOM YMCIE€ HA H3BECTHBIC
Opranuzaropy YS3BEMOCTH, 32 0OHApy)XEHHE KOTOPBIX YYaCTHHK HE IMONYYacT NEHEKHOE
BO3HArpaXkKJACHUE.
Kon ys3BEMOCTH (PKCIUIOHT) 3alpeliaeTcs pasMellarh Ha CTOPOHHHMX DECypcax B CETH
VIHTepHET, B COMMATBHBIX CETSIX H/WIA PACIPOCTPAHATh KAKUM-THOO0 APYTHM CIIOCOOOM.



8.4.

8.5.

9.1

9.2

9.3.

10.1.

10.2.

10.3.

10.4.

VYacTHUK CaMOCTOSITEIbHO HECET OTBETCTBEHHOCTH 3a 0€30MacHOCTh (YCTOMYMBOCTH K

yra/bIBaHHIO) BEIOPAHHBIX UM CPENCTB UL JOCTYNa K ydeTHo# 3amucu Ha Caiite, a Taike

CaMOCTOSATEIBHO 00eCIIeYrBacT X KOHUICHIUAIBHOCTb.

OpraHu3aTop BIpaBe MepeIaTh NepCOHATBHYIO HHPOpMAIHIO 00 YYaCTHHKE TPETHUM JIHIaM

TOJIBKO B TOM CIIyd4ae, CIIu:

8.5.1. V4acTHHK U3BABHII )KeJIaHWE PACKPHITH 9Ty HHPOPMAIIHIO;

8.5.2. Bes sroro YuacTHHK HE CMOXET IIOJHOIEHHO BOCIIOJIB30BATHCS OMPENCICHHBIM
cepBucoM Caiita;

8.5.3. Droro TpeOyeT POCCHHCKOE 3aKOHOIATEIHCTBO, HOPMBI MEXIYHAPOJHOIO IIpaBa
W/WJIA OPTaHEI BJIACTH ¢ COOMIOACHUEM 3aKOHHOM MTPOLEyPhI;

8.5.4. YuactHuk Hapymaer Corjamenue W/Wid AeHCTBYIOIEE 3aKOHOAATENhCTBO PO, u
pacKphITHE HHPOPMAIIHH TTO3BOJISET IPECeYb TAKOe HAPYIICHHUE.

9. HHTEJUIEKTYAJIbHASI COBCTBEHHOCTD
Bee o6bexTsI Ha CaiiTe, B TOM YHCIIE SIEMEHTHI [U3aiiHa, TEKCT, TpapuuecKue H300paKeHus,
WUTIOCTPAIMK, BHIE0, Tiporpammsl uisi OBM u ux qucTpuOyTuBbl, 0assl JaHHBIX U APYTHE
00BEKTHL, ABISIIOTCS 00BEKTaMH HCKIIFOUMTENBHBIX MPaB, IpHHaIexKamux OpranusarTopy.
V4YacTHHKY MPEeJOCTAaBIACTCA JIMYHOE HEUCKIIOUMTENBHOE W HENepenaBacéMoe IpaBo
HCI0JIB30BaTh [IporpaMMHOe oOecrieueHre Ha CBOEM KOMITBIOTEPE, IPU YCIIOBUH, YTC HH CaM
VYaCTHHK, HY JOOBIE MHBIE JIANA IIPH COIEHCTBHH C €T0 CTOPOHEI HE OyAyT:

—  cO37aBaTh KOIMM WM M3MeHSTH [I[porpaMMHOe 06ecTeueHue;

—  cO37aBaTh IPOrPaMMBI, IPou3BOAHbIe 0T [IporpaMMHOro oGecIeYeHH s,

—  OCYNIECTBIATH IIPOJAXy, YCTYIKY, clady B apeHjy, lepenady TPETbHM JIMIaM B
moboii mHOM Qopme mpaB B OTHOIEHHH IIporpaMmHOro obGecredyeHwus,
IPEIOCTABIEHHOT0 Y4acTHUKY 10 CormameHuto;

— MomuuuHpoBaTh  CIYXOBl, B  TOM  YHCIe C  IEIbI0  IOIyYECHHsS
HECAHKITHOHUPOBAHHOTO JIOCTYIIA K HUM.

V4acTHHKY NPEeOCTABIISIETCS. HEUCKITIOUMTE bHAS JTHIEH3H Ha CPOK JeficTBust CornamneHus
Ha IlIporpaMmMHOe obecriedeHre, a MMEHHO IPaBO Ha Bocmpou3BeneHue lIporpaMmHOro
obecreueHus C [eNTbI0 OOHAPYXXEHUS Y I3BUMOCTEH.

10. 3AKJIOYUTEJIBHBIE [TOJTOXEHUA
Cpox neiicteus Ilporpammer u Cornamenms — 10 31.12.2020 roma. O mponoHramuu
IIporpamMMel (B Ciiydae TakoBoi) OpraHu3aTop yBEJOMHT Y4YaCTHHKOB IO 3JIEKTPOHHOH
oyYTe.
Oprasu3aTop UMeeT IPaBO B JTO00E BPeMs ¥ B OJHOCTOPOHHEM ITOPSAKE BHOCHTH M3MEHEHHS
B Cornamenue. IIpy BHeCeHWM W3MEHEHHH B aKTyaJbHOW DPENaKIMU YKa3bIBaeTCsA Jara
nocnenHero ooHosinenus. Hosas penmaxims CorjaineHus BCTyIaeT B CHIIy C MOMEHTa ee
pasmemenus Ha Caifte mo aapecy: dallaslock.ru/bugbounty, ecii HHOE HE IpPETyCMOTPEHO
HOBO# penaknueii Cornamenus.
IIpomomkas ydactwe B IIporpamme, VY4YacTHHMK COIJIAIIaeTCs C HOBOH pelaKiueH
Corjamenus, B IPOTHBHOM CiIydae OH OOS3yeTCs HE3aMEUIMTENbHO IPEKPaTUTh CBOE
y4acTHe.
B ciydae oGHapyxenus HapyureHus CorameHus W/WiM JEACTBYIOMIEro 3aKOHOAATENbCTBA
Poccuiickoit Deeparuu, W/WiM HOPM MEXIYHAPOIHOTO IpaBa JIMIO, BhIABMBIIEE (akT
HapyIIeHHs, OO0sS3yeTcs HEeMEeIJIeHHO CcooOmmMTh ©O Hapymenun OpraHusaTopy IIo
3JIEKTPOHHOM mouTe Mo azpecy: isc@confident.ru. OpraHu3aTop paccMaTpuBaeT COOOICHHS
0 HapyIIeHHSX B TeueHue 3 (TpéX) pabodux JHEH ¢ MOMEHTA MX moCTymieHus. OpraHusaTop
B XOJI€ PAacCMOTPEHHSI COOOIIEHHsSI O HAPYIICHHH B IIPaBe 3alPOCHTH y OOPAaTHBIIErOCs C
Ka060# HHMOPMAITHIO KOIHH JIOKYMEHTOB, [IOATBEPIK/IAIONINE KK ONPOBEpraromye GpakTsl,
U3JI0KEHHBIE B XKaJo0e.



10.5. Bce pasHOIIacHs WM CIOPbI, KOTOPBIE MOI'YT BO3HHKHYTh MeXy cTopoHamu Cornamenws,
JOJDKHBI paspemarbcss B J0CyJeOHOM TOpsAAKe IIyTeM IEPErOBOPOB, HAMPaBICHUS
npeTeH3uoHHBIX muceM. Cpok oTBera Ha mpeTeHsuio — 10 (xgecats) pabodyumx mHEH.
[Iperensun YdacTHHKa NPUHEMAIOTCS M paccMarpuBarorcss OpraHu3aropoM TOIBKO B
[IUCHBMEHHOM BHJIE.

10.6. Ecii cornacue IO KakMM-TMOO IpHYMHAM He OyZeT JOCTUTHYTO B XOJA€ J0CyIeOHOro
YPEryJMpOBaHUs, CIOp, BBITeKalomui n3 CornameHus, MNOMJIEKAT PACCMOTPEHHIO B
Ap6utpaxkaom cyze roposa Caukr-IlerepOypra u Jlenunrpanckon 061acTy.

10.7. K orHomenusM 1o CorjaiieHuio Mo/UIeXXUT IpUMeHEeHUIo TpaBo Poccuiickoii Denepain.

10.8. Akuent CoryameHnus WHOCTPAHHBIM YUYAaCTHHKOM O3HayaeT, 4To TeKcT CoryameHus emy
IOHATEH M B IIEPEBOJE OH HE HyXAaeTca. B cioydae HEOOXOIMMOCTH B IIEPEBOJE
MHOCTPaHHbIE YUYaCTHUKU 00S3YIOTCS OCYIIECTBUTH TAaKOM IIEPEBO/] HA HYKHBIA SI3bIK CBOUMHU
CUJIaMH U 3a CBOM CYET.

PEKBU3UTHI OPTAHU3ATOPA

000 «Konpunent», UHH 7811072513, KIIIT 781101001, Anpec: 192029, Canxr-IletepOypr,
np. O6yxoBckoit OGopomsr, a. 51, mur. K, TEJL/®AKC: (812) 325-1037, E-MAIL:
isc@confident.ru, Kox mo OKOHX 14331, Kox mo OKIIO 48957919, p/c 40702810355100184735
B Cesepo-3amamom  Gamke IIAO  «Cbepbank  Poccum»,  r. Camkt-IlerepOypr,
x/c 30101810500000000653, BUK 044030653.
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