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HdzV IStsG t5:
1. r dz¥inux: o ' f tsdzdzd Is hostRamegbsitrhsstname<mj Isj e 5§ d 3w
2. 1 dzWindows: ff jtoj d dB3j deso Ols! dd&gv SR 6 Isjt.d® fm

sfsMtse RtOds dzd¥ X kztedzOdzse HEY EMC Oj Isfw AeDalas ¢
Lock, kOS¢ d fshmd jcet kMsOdssCd.

]
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1.
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fMtsj Hddzgj ded j . 1 J BB - 5 H(Edds (IsfCtde  Hsdgts dEvO@Pdzd 8 5 4 3 2

2211 sWHBS EmMmlsOoddlastldckp fu Mmj &3d 2 Mlsea © Wi ndows
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vV fMis ©dzO o dzdheuDdlds Lock d3tsy jIs Istsdz €58 ftsdz' L 59 Ols j dz!
OH B dd MstcOIsste® d2ZO0 HOdzdzsd3 Sty 6 5] t6j .H U Hac
fsdz’ L s9 Olsj dz' .

[ 5C Odz! dglz & EMmlsOdztse € Iz dzj sB - t5H J eftis H o rfitfj thdpdgvdls
OQolststedL s Odzgdese s ffsdz! L ts9 Olsj dfielzj dzq Ofilisfig® s & fyls (
(Runas) dzgfj HBsfEmEOjIsmw.

ftosyj M (kAfpls Gratdogdi€adiz H | s to ts @ ds JSHBOBE dzQ S Ot

OdzH B3OEZ41 tc©® Wi ndows (Windows Firewall).
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f sdzdzd Isj dz' dzOw dzOMlstets2 C O HwwOoaddz Hdzw B J T
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rf sdzdpgdsj'H z8 h dj SCdBOdHT o € sdzfsdzd:

1 ¢New-NetFirewallRule -DisplayName "Dallas Lock: fj i tcorjAtar ® = s H W TGP}
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allowe ;

1 ¢ Ne-MetFirewallRule-Di s pl ay Name " Dal | Aso Akl d jn
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP-Acti on Al |l owe;

1 ¢ Ne-MetFirewallRule-Di s pl ay Name " Dal | asd firotcHkY: i dfnj

-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol

TCP-Action AlIl oweé;

]

B to
[ dz
H S
fndz
1.1
L O
2. ]

1 ¢ Ne-MetFirewallRule -Di spl ayName " Dallas -fmEBHW
UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -
ProtocolUDP-Act i on Al |l owe;

1 ¢ Ne-MetFirewallRule-Di s pl ay Name " OzanisldasgX®eeakh d§
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol
TCP-Acti on Al Il owe;

1 ¢ Ne-MetFirewallRule -Di s pl ay Name " Dal |l as -LoorctkH W f
UDP" -Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -
ProtocolUDP-Act i on Al | owe;

1 ¢ Ne-MetFirewallRule -Di spl ay Name " Dall as -lddakHW
TCP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol TCP-Act i on Al | owe;

1 ¢ N e-MetFirewallRule -DisplayName "Dallas Lock: ¢ ts dzfyts dz! - diffRus H W

UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
ProtocolUDP-Act i on Al |l owe.
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EMlsOdzso sydzaiz@ H@®RAZ 2 1 s dzEB' 3 EHsB dz' 3 A Isdssie sdgd® ¢ w1 dbll
d Hts.
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¥YcTaHoeka EauHoro LieHTpa ¥YnpaeneHua Dallas Lock

Aobpo noxxanoeat!

AAA HaYana yraHoekM EAMHOre LleHTpa ¥npaenedua Dallas Lock
EepcHi 4.0.354.0 HammuTe = lanees,

ELLY DALLAS LOCK
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EJ MacTep yetaHoekW - EUY Dallas Lock, sepowa 4.0.354.0 o1 04.06.2025 x
Bblﬁop KOMMOHEHTOB @|
BrifiepuTe KOMMNOHEHTEI, KOTOPEIE BBl XOTHTE YCTAHOBMTE v

CmyiBa ELLY Dallas Lock

KomMnoHerT 404 ynpaeneHmna moggnare C3K HC,

KoHconw ELLY Dallas Lock

HaBaA Drmeria

t .l r Bstc SR sdgj delstse Hdzv kMlsOdesoe €d [ Auv Dall as
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E’ Mactep wotaHoekw - ELY Dallas Lock, sepowa 4.0.354.0 o1 34.06,2025

X
NuueHzupoBaHme @|
MpegtABMTe aNNaPaTHEIR LAKY MAK dain AULEHSMK r

Cnocob AMUEHIMPOBaHKA

Aemoeepcua

Darn AMueHz A

MapamMeTpel AMLEHSHH

APM T,
CeTeeble YCTPOACTES 4w,
MNoA4YMHEHHEIE AOMEHEI 2w,
AreHTtel ELLY G,

Ha3aﬂ' Ormera

t d73.1 ted &3j dejdedcfuid deL d
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Beibop TMNa gomeHa
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O Mactep wetaHoekw - EUY Dallas Lock, sepoua 403540 o1 04.06.2025

MapameTpb! JomeHa bezonacHocTH

¥rammTe napametpel Jomeda BesonacHooTk

Hazeanuwe AE: Jorer GesonacHocTH
knwod qoctyna:

MoATEERAMTE KIKY AOCTYTA:

Hazaa HThera

{qfp. 1 OMes2S0 §OLOd) seso [ 4

szt y HBMskEf O € 114 fHtoi HdOL dzgOyjdz Hdzvw © 9 BH O
CodemMsdzd EZfteOo dzj dedvA Y sv) & Mmjtea jtelz

7.1 0HO0! §OEAKESA'L Of dfd OH BEAif)lscOlssEO I

D MacTep yeraHoskm - ELY Dallas Lock, sepcwa 4.0.354.0 ot 04.06.2025

YuéTHble AaHHbIe agMWHKCTRaTOpa

BEeanTE YHETHEIE AaHHEIE 3gMUHKMCTRPaTOpa Jomeda BesonacHooTu

X

lmA; admin
Mapoak:

MNoATERpPAMTE Napont:

{dff. 1 OMtes2C0 § Gb@E] @Ry OHB]ddNsEcOssLO | 1

8. [fydBdOd: des  sflsOo dls’ § W@y df My Gz dzdze ©dzd PostgreéBQL 1 Od
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O tdacTep weranoekw - ELY Dallas Lock, sepowa 40,3540 ot 04.06.2025 X
XpaHeHWe XypHanos O
Mo YROAHIHWHY MCAOAESYETCA BECTRORHHAA CHMCTERME XPaHEHKA

D Mcnonesoeate Basy gaHHex PostgreS0L

Hazza Ommers

t dfiyy OMistets?2 € O B OLPostgreS@kdz" -

I sd Lo Okjd, SCwlstster 2 bESOLT 90jsMv  RHosgfeSQL s
Hisdzy j dz 5B dzOH Ols fsdzdz” i3 O OB | dzBlsls sttt
fdzj HizY ®t§BOdzH 52

1 GRANT ALL PRIVILEGES ON DATABASE <database _name> TO <user_name>.

{ Mdzd fted HsifrisEfoizDBOHzEs g lss IO dzdztsR ) st dz'dij 8o O
HOdzdzr = PosfYe®Qilsmy daj udlsOj 3" § tsBdEBCds
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O Mactep ycTanoeku - ELY Dallas Lock, sepona 4.0.354.0 o1 04062025 x
nEIPEIMGprI YCTAHOBKH O
MoxanyRcTa, NpoEepETE BRIBPAHHBIE NapaMETRB YCTAHOEK W,

Komnonenr: Cnyxfia ELY Dallas Lock
Onepauma: yoTaHoEkKa

Tun: flomen besonacHocTH

Horep nopra: 17300

Wma AB: "JomeH GezonacHocTH”
Agravnmcrparop AB: admin

Myt yeranoskm: ChProgram Files\JCC

Komnonenr: Koncons ELLY Dallas Lock
Onepauymsa: yCTaHoEBKa
Mytb ycranoskm: ChProgram Files\UCC

Hazag YeraHoewnTh OTmena
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0 Mactep yeranoskw - ELY Dallas Lock, sepona 4.0.3540 ot 04.06,2025 *

YcTaHOBKA

. I

KonupogaHme: ChPrograrm Files\UC Chsharehsdz-ikf.uchdodule Cfig
Konuposarwe: ChProgram Files\UCChsharehsdz-ub-iklucModule Cfg
Konuposarwe: ChProgram Files\UCChsharehsdz-ub-ikLucModuleCfg
Konuposanme: ChProgram Files\UCChsharehsdz-ub.ucProductCg
Konuposadue: ChProgram Files\CChsharedsdzucProductCeg
KonupagaHue: ChProgram Files\UCChsharehserveruchdoduleCfg
Konupogarwe: ChProgram Files\UCChsharetSubDomain.uchoduleCfg
KonupogaHme: ChPrograrm Files\UC Chsharehsystern.ucProductCig
Konuposanwe: ChProgram Files\UCChsharehsovi-ikduchoduleCig
Konuposanwe: ChProgram Files\UCChsharehsovi-ikduchoduleCig
KonuposaHme: ChProgram Files\UCChsharehsovi-ikfuchoduleCfg
Konuposadue: CProgram Files\UCChsharehszviucProductCeg
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{ mdzg A v Dal | agEmld@detke dzd o ©j Isfpw dzO@ v 4, &z ¢t
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TCP{ tstels 17900.
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r dzv EmsPdetso Odlodkas [# Mjd3j 2Mlsa® Linux dzj sBrHJ®BS:
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ZORsHdIsMY o C(Btdsj o2 Ht] SIsstedd HdMistsde EZIsdoe O.

({ fdzdA v DalockakemlsOdzOe dzd e Oj Ismw  dzdzdd 8,  tzfl o tsH)EER] it S, O ¢
OHdMmMtedB zlsdes  sMisOo dzv-h §MT | J s ledztis Hz@HE CH Y BT PictHzg Bls S S+
EMsOdztso sydziz@ H@®RAZ 2 1 s d¢rB" &3 ZHtsB dzr 3 MA Isdske sdgd ¢ =Y dEll
d Hte.

2. etse jedlIs! , wo dzv ycHrigte ded)tf s@ztzj ¢zt o3
1 dzdsfic f cd3tsh + 8 BR.BOdzH T
1 ted o3 to:
Is -l <enter>

rw-rw---- tsIssB tc Oy O Isfqpw  f smdzj HsS9 Olsj dz' dets B L HtesB  dziseo W dzO«
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(Hddzr 2 yj delstc Daffasl@ekdzj dzd
RA&MseEZS ydw 5 dMmf sd

CeoicTBa uccInst

DCHOBHKBIE MpaBa OTKPBITE C NOMOLWEH

Bnageneu; user

JocTyr: HUTeHKe 1 38MUCh -
Mpynna: user =

JocTyr: HUTeHKe 1 38MUCh -
AocTyn: UTeHWe 1 3anvck -

A3MEHER: Cp21 aer 2024 15:20:00

tdf2. | tBOodzjded g’ f Brdsj de@j W O2 ZO ¢ tets5G tc O dzd3"

3.0 eMmilsdls: WO2dz HdMmistedBkzIsde O.
4.1 sfpdzj LOTEMSCO Htoddztsy jddwy dzO0 {1 CtOdzj BEHJjIS o7 8 jH] dat
f Otetsfdr dz L ts 0 (@K f3kY

TpebyeTca asTopu3sauma (X
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MacTep ycTaHoBKH - ELLY Dallas Lock, Bepcua 4.0.354.0 oT 04.06.2025

YcraHoBka EguHoro LlenTpa ¥Ynpasnenua Dallas Lock

[obpo noxanosats!

[na Hauana ycraHoekw Egunoro Uewntpa ¥Ynpaenenua Dallas Lock
gepcn 4.0.354.0 HaxmuTe «Janees.

ELLY DALLAS LOCK

Danee OTmeHa
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MacTep ycTaHoBKH - ELLY Dallas Lock, Bepcua 4.0.354.0 oT 04.06.2025

Bbibop KOMNOHEHTOB

Bhlﬁ-E‘pl-“ITE‘ KOMNOHEHTH, KOTOPBIE Bbl XOTUTE YCTAHOEWMTL

Cnyx6a ELLY Dallas Lock

KamnoHEeHT AnA ynpasneHua moaynamu C3KM HCA,

Koncons ELLY Dallas Lock

ABTOMaTHYeCKan YCTaHOBKa He4OoCTa WKWK NaKeToB
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Macrep murpauun c Cepeepa besonacHoctu B EguHbiii ueHTp ynpasaesna
A NpogonxeHua HaxmuTe KHOMKy «/[anees

MacTep MArpauumM nozeosuT nonyuuts o Cepeepa bezonacHocTh crpykTypy Aepeea [omeHa beonacHOCTH, 3HaUeHWe MOAWTUK,
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Mwurpauusa ¢ Cb

BuiGop Mogyneii/KOMNOHEHTOB ANA MUrpaLum

Ecan TpebyeTca, BnifepuTe AONOAHUTENEHBIE MOAYAW/KOMMOHEHTEI U MX HACTPORKK, KOTOPEIE HYXHO MUTPUPOBATE

|_|plr1 MUTPEaUK Mogyna 6)’,£l,eT nepejaH cnCoK 4eCcKpUNTOPOE CheMHBIX HakonuTenei n COOTEETCTEYHILLKME WM NONL3I0EATENLCKWE ONWCAaHWA W CNWCOK
KMCH.

CpeAcTEO KOHTPONA CHEMHBIX MalWHWHHBIX HocuTenei nigopmauun (CKH)

MpK MUrpauun npaewn M3 ByayT oUMLLEHEl NPAEMAE, CO3AaHHLIE Ha ELLY. NapameTpel "CNNCOK CeTEeBLIX 34anTepoe” W "BeIBPaHHEIE CErMEHTE CETH" He
MUrpHpYHOT!

Mexcereroii axpan (M3)
Hactpoiiku M3

Mpaewnna M3

TpeGyeTca BLIrpY3UTh PE3EPEHYH KONMK HACTPOEHHLIX NpaBnn M3, BuiGepuTe NyTe ANA COXpaHeHUA:
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Hacrpoiika yeegomnenwii b

OTNpaBsAATL YBEAOMACHMA Ha 3NEKTPOHHYKY MOUTY

Komy:
Or koro:

Tema: Mpowzowwen ux LMGEHT BesonacHocTh

Tekct nucsma:

Kntoueesle cioga

Cepeep: Mopt: 25
Monezoeatens:

Mapoae: ~ |esssssss

Wudpoearme: O ssuTLs O STARTTLS (@) Her

{ 3. wlOddy0d dOflses2Sd ko jHsddj dd?

473C CMYy stels ddzyduj dzZlsse B L s OMmdesmisd

[dv 1 SMfstsdetse Oded ™  d dzy HEMegs(tips j eoiglz tstfj Asfip Rtishylsfcfistse 51 G o1 Is

slsdzfr]tscﬁcﬂ\"(10fr]lsts1sl)§q’ R I
| BdSCHYtls ddydH, dltol @t dsddidy dasidsidHtizd B4 | 1§ 5 dzw

1 sMlsOo dIsq C Ol JdzydH j dzls so SEVME fHBH dgefyls d o
1T BEOk! Wekdhok {CMfselso.

LVCOL Ok fEs,)hiEe j ©O.

1T BOl! fuslssCod  §stl §sHSd uj ddw.

.1 Oy Ol ¢ dzt kG Hzd Is -

JKCNOPT MHUMAEHTOB Be3onacHoOCTH ~

gabhwnN e

3KENOpT MHUKAeHTOE BesonacHocTk B SIEM-cuctenmy

Qopmat: Syslog (RFC 3164) -
Cepeep:  |localhost

Mporoxon
MNop™: 514

tdp4. CCMytstels ddeydrj destse B jL s OmMdzsmisd o SI EM

( fdzd ftesyimh fsh jd Effjhds, yYjttjL djStbstes] ots,
LSt tStels d teds's EOtED didistaRz O Is SIEMED] oo j 1o .



4.8 [ J dzj HOHISES ]S dz

rdav ssdfMiiuddd? otL@sydsMmisd tjcdmnBdve Pidedtoryk

FreelPA, ALD PR O, oIy, Samba 9 | tsdij dzf A eDpllas fd@im
tcOL o jtcdzzlssc sLimp® ldg B nfstH  BEts Z&2OM Bz j S toj H j 1
H B d34 dzO.

[ dzv et tf dsBROYdE§ O todflzizOm Ezdyf Widslas Lock, dzj 5B 2 5 H d Bs
slsCter Is! Gmommﬂwme!W;J&JHx;m H.5 3] dats ®
[ € tots jmdsfiprO dagf fYPMs S  f SH G dzv yJ dede(ted] §3). udsjtedd=tadzy @) H Y J 6O H A3
ftejHmMsOodv jls dL fMjew kOBddyk f] ktej B* Mistsds yo&d:
1 ) sddtsfls: ¢ SftjHjdjddsj; v HB®R) 2O ( FQDN)
1T sf sfMtsB HEHYOo dzj dz
T ¢olstsBOIsdyd MSd;
1 lkydks: ;
! stsdidzj dzls Oted 2 .

MeHegKep fOMEHOB

CnuMcoK NOAKAKYEHHEIX AOMEHOB

Meremxep ofecneumeaeT BOIMOXHOCTE perncrpaumi 8 [lomeHe GezonacHocTi ELLY yueTHbIx 2anuncel, cozgaHHbix NocpeacTBomM
AoMeHHBIx cnyx6 Active Directory, FreelPA, ALD PRO, Peg AAM, Samba

ABTOoMaTnueckoe goGaBneHue gOCTYNHLIX AOMEHOR NpK cTapTe cnyx6Gul ELLY

Monnocrbro onpeaenennoe mma gomena (FODN) +  Cnocob pobasnenna Kommentapmii

t 5. a4 lstcOded yoO cutf dMtse §sHSdzs yjdeder 7 HEsSdR) datso &

[ dzw Qo lstsdBOBdyYj MEtsets HtsB Q9 dzj dad W Htsd3d dzO dzlz ¥ dzts s
bolstsdBOIsdyjMisj] HBBOodzjdedj HEtsMiskzf dzr § Awtsdsj detseo fted Mls O
dolstsBOBdU) MSts] HEBOo dzj dzd j H B dzO HItsshls EAEQiztsS
ks Odzts o dzj dz@ Afiyczizeyes joH ez dz “odedv j & fyetzls to ts dzdzj to ts o
ltefisBdzs Hjdedd HOlesEe s EMdzcedw oL d@dsy dats s OC
1 tod dzj tsB dzé Hj dedd H GudscktO®mEr] dzf) fzommia kz ga® ffvevtze

qdms dz¢ yd lojtede yiditz & .
[ dzv Issets yYlssB' HisB Gotafdsy dedizilzts e £ & H f Bt dz

1.1 O Ols! dzOr t€ededsef ok ldz! dzs o 1120 HiISWg @iz T swodlsmw Cdts §SH
(tc d 166).

@ Noaknrosenme k gomeny X

Beeante uma gomeHa

Kommentapuii

Otmena

tdfp6. 1 sHCdzs yidedd & HEBHB] diz



2. 10 jMmisd d d3wd @ lsz0 ¢ ts dfd teak Odejf®B R s H d Bsisd)

3.1 Oy 0!y §hBPOSHIs:

4 vBjHlYlY Hsd3j dz2 f swoddzmw o IsOB dzd yd

l 8Cdzj BERHjI ESCOLOdts f tsdzdetsfls ' FQDN)Y .to j Hfj dirj pAfziekiG)LrpEE e dalz tis &
O 1 s Upux[aeftsd] | dikjdjd HEdG] dO @By dts tlstej HOCIsJtetso Ols:

49 1 OttOdj Iste’ ©OBBIST

1] OtOd3j Iste’  (edBOBIEMS Lock dzOMisteOdo O Ismw o smm@muaqdpagydzs
1 OOd] lwte1G7).

MapameTtpsi

06wme

Cnocof NoAKNHIYEHHA K CepESDY:

O MonHoe gomMeHHoe KMA O IP-agpec @ Qba cnocoba

OroBeleHnA HeZoCTYNHOCTA oB6beKTa

OnoEELLEHHE NN OTCYTCTEWM CEAZM ¢ 06kekTOM (B gHAX): 90

[] Curxpornzaums cucremHoro epeneHm B gomeHe Be30NACHOCTM
Wcnonsayenslid 4acosol Nosc

= ~ -~ "

k‘) Cepeepa / modyna k) KoHconu \) 3a4aHHbIA

MokazkleaTe YACOBOW NOAC B OTMETKAEX EpenMeHn

MpeaynpexaeHua:

Mpegynpexgenuii ckpemo: 0 BoceranosuTs npeaynpesaenna

t d 7. 4 Is tc O dzd PG Oaj & te

491[Bh iOLOdR) st ©OBGIST

1 O 9 ¢ dfBHCdiEOMIstcOd o O sfipw  f OtcOd3 Iste’ tsB (tef[jl§7)H dzv o fMj n tsB
10 HOdES2 HEehEQY J fz o Bstc dMfsdz L £ didse s MY & PR odkisH ¢ dz¥
1 f sdede s d3jtdgdz ¢ d3v
T IP-OHtsj M
1T sBO MmO M ftodstedlsjlstsds f sHC dzt yj dedw { ts:
 §tsdzde” &3 H B3] dzdz" d3 d d3j dzO f3;
1 IP-OHtcj MO3.
1 O 9 C dz@HeSsid L 9 BH d Isyw dZzOdgislctisP I ©o | ff Pdz@ dzj H sl EjfCdisCh s d
o sL ditsy dets s & SlsCdzs yjdzdw/ oCdzs yi dedv HOdzdzsets f OtcOd3d Is te
fEMmMs] qftstesets fomMiskzf Ojls tsftce jh juaijj Gtsdglsmizlsmise dd
VMis Odzth OB Az Otc O Biuleftele: esdzed L Oydw MmMdMmilsj Rdesets ot d3j ded o
9 Cdzt Yy emn totsdzgd L Oyd s md Mmis flz@dztochy - o taljtsdgjlzddefr = | 9 n s HWAhd R ¢
Dallas Lock.
] OcOB@Bp tsdz: L2 d3r 2 yofisesBdzf gfismMor BtcOIs! dmssyded ¢ yomt
cOHdBC detstf € ( mts o jdioyjj @] vdgigfis idafigts ded) OH Odzdzu B C ¥ | O dgPlste



RfMtsdz LiZj B 2 yYOMesed sdugisiPe dHslstsBLOY j dzdW  otej oBj dzd o
Sts dzfn tspdddu

s OCHfjls!] oL BBy desfls! otsMilsOdse dls! MCter Isr jI offigh ls1Arditicsj ofj ls+!
feiHnzfted qH]jddv

492) OOdRj Gl joscts BBESZHBe Oded W

10 oCd@jijostbrta @iPjlshy §jedsHdyudshnls! (s ks
§ & tesls s SNMRIH SSH (&6 d 188).

MNapametpbl

Cetesoe oGopygoBaHme

Meprogideckan NPoOEEPKa AOCTYNHOCT

MepUOAHUHOCTE NPOBERKH JOCTYNHOCTH (B MuHyTax): 60 <

Meprogrueckan NPCEEPKa LENOCTHOTM

MepHoANUHOCTE NPOEERKK LEADCTHOCTH (B MUHyTax) | 360 <

OBHOBARHNE KOHDHIYPALADHHER: (afiA0e CeTeBbIX yCTPORCTB Beibpate...

Syslog-cepeep:
Mprer UDP-coobweHwid, nopr: 514 4
O Mprer TCP-coobuweHwd, nopt: 1468
QHAETPALMA COOBLLEHNIA NO BakKHOCTH
[¥poeeHe 0] HpezeriuaiiHan cuTyauma
[¥poeers 1] Tpesora
[¥poeeHe 2] KpuTHueckoe coBeimie
[¥poeers 3] Owmbka
[¥poeeHt 4] MpeaynpexieHme
[¥poeeHe 5] ¥eeqomneHne
|:| [¥poeeHe 6] MH$ opmaumoHHoe cooBLLEHME

|:| [¥poeeHe 7] OTnagouHoe cooblleHme

t $8.) OOB] lster d SIHMP

[ sfskfd Mdajrnkzshdj §O0LOd) st
T fitedsHdudetsiis: ftetso jteC d H. i Qlsriaff @uciplslr] Istco f dzdf dzle Is3@3 )s
5140 o3q dZ¥ls daM86 4 0 B D) dzdy § 5 BB dRg@zkzdss
T §itedsHdudetsils: ftetse jteCd vy Jr ddedn B dadciPlsik] Istco 1 dgdf dide lsiz@r )is
5140 dsq dblls daM86 40 dsqdzkzls) , L dzOyj dzdj G5 EdssdyOdeds : 3

1 sf sdzdzd s 1 OL 2 [C/ouidlacddricBGd IHNEsE Oo d s dzj k& Mall@sizdeek] o
Msslse jlsMisad™ dHjdsdWwd¢ Olsfste(ysObjentPIsQIB)" & dzdn Is 3t M leigizl
fdzj Hize P ddsd MY sMtss OB :

DfIstcj H OS dsdactistopdzlz ¥ extra@ids deNetworkCfg, Ctslstster 2 ©OMY sdzOc O4 Is Y

1 o &#Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
1 o #Linux: /Jopt/UCC/share/snmp/extra-ids.ucNetworkCfg.

22 s L Of tetiigdz Y ® J Isj = dzd ud M¢< thélpdedk@eorfigetstyu§ dizts Y dafsts dzlz y d Is
sBdztso dzj dzdw 1 OL T € 6 diMaldas oelkO y drfdaeyd d3j dzj ded v s dzlz y 4 dedzr A
dzj sB R sHzE®@E Ols! % lsadzd RO L H jB dizisiodze] CsdeW dekztcOydtsdadzr 7 W
EmMstes2 Mise

1

02


mailto:helpdesk@confident.ru

1d3xd HMiskzf dr Mmdzj H Byshgiy tepQififds@ats?2 € d

il

oGz yidedj/ o Cazv yjdedj M o tsd3tshog-Mis g NS js dadt X @Yt isdby RE @zlz
qdzOL dzOyj dzdj Mo jlsMmlso ks h jats {§asledoy ] dzsts EEsuecms],

EmlsOdztso dzj dz 514 ftstels;

pCdzs yjdedj /o Szt yjdedj M Y ts5d3tshog-fts tugj "Cjadeck M @it T § Rariz
ddzOL dzOyj dzd J§ Mstslseo j sMsokzs h jets fstelsO. 1 5 W dsticdzy O dz
dzj OCIsdo dzts, EMlsOdztsoadzj dz 1468 ftstels;

ZOMistes2 SO0 ktttso dzj 2 o Ay Gasd) O B 6O s Gl 4 Wallas Lock

Hisdzy j dz shkh jesdErdyOdds o€ dzs yj dzf dzil25.06CMmr Hdv Lkt
vUOB Y Os ZOMMIY S OydY bkssody 2 o0y dshisd

1 @yjddj vttse jdz Mjts! {fdMmOded j
ytojLor yo22 dzow . .
0 (emergencies) a#dMmlsj 5O dzj ©OBBIEMIsMEE d
1 5] o @) LisBasHdBs Mesyds] odjhc
j m<dy . .
2 fcrﬁ‘ii?aﬁd““” T M segsquinedi hmesr kg & Mo

stssBh jdedw B

3 (errors) viMdzsedw hde¢d
Il MiotL d3dtsy dz" | w . : . w
4 ftoj HEY o] ywarpiog) vdzse d fted HEf 6 3 HJ dzd
P . 1 BtedzOdz' dzr J , dzs 9Oy der §J &
> én(?tif):c:ﬁonés) 'ZSJHBCBBthBBHer BB Mismilstsw dzedw i3,
o dzd 3O dzd v )
6 RAW stedzgOyd tsdeder R dz" | dde ste 3Oy d s dadz’ j
fMtstsB h j(ididrmational) dzilstcj Bzt hd] M tset o dzd d3¢
7 [bdOHBydy j Mt sBM jddW MtsH j oy Ols
(debugging) dmf sdz L 2j gz Issdz! €5 §tod

4931 OOk ste” GOBERT

1 O

9C HOBKFmOH O IsMw fjtedisHdydshls! MO [Ybbatedtk d f

Md3ts H Iz dzvtedd d§9) (

dlzh jmMsoalzjls otL ditsy detsfils! orf BtsicC Hzip 5B H teW i (@ ORMASISR tf ®a | wd o
Codemtddzah ZsC g stc SlstsBteOy Of dgj e GEismifdgs? § tshlsOo dls!: W &zOed
] Coltste’ & §toj H Y soOE@tsdgd ©OB IO

lted or Bt @alS®Alsduj NS d8 Bjkyedste slsBicO
BsHEZdriRH s o Cdzs yjd@ WkOed kstsd Ct oo jH,j dde &



MapameTphbi

Mogynu

Buibop oTo6paxaemMmbIX mogyneun '

BblﬁEpHTe HeoBx0aMMEle MOAYAW ANA OTOEIpa)KeHMH W HacTpoeK B KOHCOAM. o

L]

» [] pallas Lock 8.0 MKS

» [ ] Dallas Lack 8.0 1Ka

, Dallas Lock 8.0 K10

. Dallas Lock 8.0 WMK11
CA3 Dallas Lock K4
€3 Dallas Lock MIKS
CA12 ¥ Dallas Lock WIKD
CA2 VE Dallas Lock WK1

D AETOMATHUYECKUA XM

MapameTphbi ~

Mepuoa cbopa XypPHAN0E C MOAYNRA:
Meproa cuHXpoHWaaLMK:

D PafoTa c oTyeTamm

EPUOANYHOCTE NPOBEPKK LLENOCTHOCTM. 5 MHH.

{ df§9. 1 Otc O dgtdsitds dzj 2

] BdzEOEOKR) HOMstOdo PN HestO Y btedOdse i EsHbEdj?2 d
1 sdzd s d ¢ df teRfsdzdzdsO s+ L dzOuj dad v 1 tsdizj 1) dbf daft 8 O& .ty dAOd3tp diz @ dzd *
0 dE¢tseHO

1 20y dzd¥ HOdzdzr = §f Ot OBy stetso R U Hsdzy jdz L OHO9 Ols+ 9 1
odesmMddsr = dLdsidzj dzed?2 d StdzduyjMmlseo O §tsHECdzs yj dedezr = BtsH 2 dzj
] shdgfls Odzatse § gt MBAALE ) s lsoys sty s tets q Is* iy l<etf] tste af jutelsq
Y4 dztsfls dztsfyls dgtse z dpjcy dzls . [ Ay tedsH  § tetsotg deded 3OS jUsdz@yj dzd v T
Hid dzgj Hj dzd. ) Y EdS RO GED M sl ls®dd dzo

4941 OOd steT 3 & tcdzOdzts o
1 O 9 C dzOhk & gzOdizd ff0) o B3 B St md milsj d3r n o O dzjsdeds's tc @ iz @ §2© i

d de¥ ste BOYsdj"C 8fjfdstse j r~ t6Odzj dzd Vo ' BRIz o f totsy jdnlg O Sy
oL B desls! toj HOC Isd tctsdadddzd ¥y &z QlaPfiptsde® IZflpl@Wfstaﬂanzdzlkdz)




lted o' Bigfpdz L Pes@OBSQLAz] 5B RtSHI B L Of sdzded Is?  ff t5dzw :
I Htejf MmjtsjttO;
1 fstels § sHSCds yj ded Vv ;
1 disw BOL'"™ HOdzdz = ;
 dkv ftsd Lo Olsj dv;
1 fOtsts dz!

lted o' BEEHd Lo Ol o dzlzlste] dzdzs v L @ tizgedss ' ¢ e©dey dadzy dzlz ¥ dat

15 d@3sdzyOdd® o Bw@Qlzsdzt 2@ Pt j o dziz Is tzg taeelz] dzbt) o ls § o3

Mapamerpbl

HKypHanu

BLIGOpP CUCTEMBI XPAHEHWA WYPHANOB v

f )
(®) Mcnonez0BaTe EHYTPEHHIOK CACTENMyY XDAHEHWA

O Wicnonesoeate PostgreSQL

Aapec cepeepa:
MopT NoAKAKYEHM#:
I Bazkl AaHHBX
Mma nonszoearens:

Mapont:

{ fJ0. 1 OOk ste’r ROdzj dzd™ 3 ktcdzOdziso

] Bd&sOEOdG)ster Okh do OUddil)y kictezodzsosH sy ZOMses2S$ 0 § Ot
ClstcOV OCIdodislzj lshw Rzl Skl bLijssCatEs o CQfts 3 B0 © & o tizdetEDrf:

W dzO¢ dzj bkMmlsOdatse dzj dz, OtRdo Oydw tlsS dzs yj dzo.

NapameTpbl apxXWBaLHH MYPHAAOB

D WcnonezoBate ARXMEBALWMKD HYPHAN0E

PacnmcaHne APXHMEALMN

[H]
o02:00
04:00
06:00
08:00
RUHT]
12:00
1400
16:00
15:00
2000

22:00

APXMBUPOEATE XKypHaMkl cTaplie | B Mecaues

(] Pazmep apxmea

I'IapameTp 2344€T OrpaHNYeHre Ha DOBEM BaHMMABMEIX AdHHEBLX, leﬂ AOCTHAEHMK YCTAHOBAEHHOID AMMITA CTAPEIE 2aNKMCK B ApXWEBR flyﬂ,y'[ WAanATCA,

{ dffl. 1 OwOdjlster OrRdoOydd 3 kicdzOdse



I kEdRtsdyOdd®  Otexftfjo d DY ffiny o f)l|GAdddgOdzOr~ g M Qg d M d d3ts
SiiEmMisOdetse dzj dedzse s wOMY dMOded v, WzOMEEDGdzj BEEE ddAPERHAEOH
olsOBdZdyj or BtOds zd ¥y WK lek ¢ BOH0E). dzO y §

) OOdjis®ny dMOdzedj  Owhedda Qysffg B WL O j dz' dzr o5
e s sCj ftoddgj dzj dedw OMstetsj ¢ OterndoOydd
Msslse jlsflse ¥ "OfFfs" B S O (

Ownbra X
o

HeoBxogumo 334aTe pacnucaHue apxueauum, JaHHbii
NapameTp AENAETCA 0BAZATENEHBIM 418 33MOAHEHWA.

OK

t dff22utssBh jdedj BB ShdeS¢j

HEBSS RitOdzj ded Wiy das dz@aztkg dzd Is@ Gzl ts§ B o d BisGE] LL 0O U Qad®@s h |
MY d OWORPEEAo Jieso Ols! 3 zodzOdzr MlsOwh j

r dzv ftesfidislstce® L O dMd dL Ottnde O dzj sB - SHJ BE
HOISE.

[ BYsdzddIlsj dz dets, ot dLBJiYOdedj §Jtej§tsddjddy Mnmdmisj BT -
fHOL Bj e ORdo O, HAW YjcEs dzjfcOBLRdsiHE &ty Tadipf e d Is & iy & ae
fsdzy weodzwilsfw tBWL Olsj dz!,dz figs fidedgy s JfEYtss tegap dzd B)sd L dzOyd d
plsjCMlstso B s dajsisdy j dedd dd B0 MlsOwr j LOfdmMd o OkAd

( Mdzd of Oisdgj &6 BEANdsOB d s @ dz@®s] dFFERff cise Ols fi
(oefj LOfdMd OwRdoe® BkHEl EHOMj d' , HOXJ JfM

fdzd 20 ot [, dzO € tslstststsd A ldnddssotsjdzs@s s iz gl
®jdj edtolzjlsmw ddeydHi detej § G dzdzf @) geisided) < 9o s 5
J dad § 50 J6uj dzj edtelzj lsmw d deyd H j delg te jsifj & dedejOdmdi
SlsCdzt Yo jlsfqw MBtte 3 ZtedzOdzse ) &BsHEZdzj 2 .

o 2



S rdfrvr s fYPewrfeuvrR [ AV

10 ktesoedzi 11 o Hgtshpsiddules tgidfdldddzej Ismw dzOB e 9 ¢ ZOHBE Hd2
f OtcWediise B Jj LY OMdesMmisd wodgy no fif jscHty drdaj dafler dzwsB i j CIstse  H O da
St HJ dzj dedats 2 9 C dZOHEd f§Wodw jlsmw otsL i3y dzts s i toctsfr)d3
BjLtsf Omdeefflsde.” Hj dzj dad d o CullOhifc@tsydeticj hiso gl fftitsor | I j to
SBdeso dzj dzedw ddzd EH Odzj ded W .

51 o tsHA @y .

[ dzv EHsBMlso O ttOBBIST oL Bsyds kL dOls! ehjj MoMmistsw dd |
&Zz® ¢ zOu § 5 H(E ) 3).

CeBoaka

ve Jonen BezonacHoam 3

P WHgopmaymna o6 obberre hd
AEVCTEWNA
Cepeepbl A0MeHa fesanacHocTd UCC-TIK4 17900

PognTensernii gomen Her
Co3as rpymny

NAPAMETPBI AMLIEH3MM Moapoéres
BLilpyamrb cnvcok Kanenron

£ph 27100

Ceresbie ycTpoiicTsa 0/10 Mepevmenosars.

MoAUHHEHHEIE AOMEHE! 1710

Arentol ELLY 07100
mmmmmm yembie / cero P——
EAMHBIM LEEHTP YNIPABAEHWA
: B CETEBbIE ¥CTPOWC TEPMWHA/bHBIE CEPBEPBI MoapobHes DALLAS LOCK (s
- M YAAAEHHBIE OB bEKTH Ciasaposans et
TepmuHansHsie cey — 1410
MoauuHeneii 6 BRTHEHSIE TEPMHHBNEHBIE CECTHM 0/100

enoAksyemie / beero

FMLEEH3MOHHASA Mposepus goctynHocts

WHGOPMALIMS Moapothes
Mposepums ueaoctHocts

TNPOLIECC MUTPALIMI Mogpobnes
HHUHMACHTEI 6e30NACHOCTH v OMEPATWUBHOE ¥MPABJEHWE
ERNT N Ceroans P oo.06.2025 cnapr Boicaouire
[7] Tonuka nenposmanice Mepezarpyaume
Mo KoAKUECTEY 35 NEpHOA Cobipar pHanti

Pasfnokumposats nonb3osarenedi

CHHXpOHM3MPOBaTE
Mepecumratt ueaocTHocr:
I I BiarounTs y3am1 B cerb

0o, 02. 04, 0. 08, 10. 12, 4. 16 18, 0. 2L

8/8

He npoumtaHo/Beero

= kM W oam .

W KoaudzcTen

tdfiy3. cuotHCOE [ tsd3j 2O Bj LY OMdesMmisd [ Av

sMmiszffdz Hize W dAMise ddzOMY Pazj dzd ddzMistelz dzj dals s o
(e dzso dHN stcd3Oyde td&0ts t @OBHIC O

4S5L HOIs! cdeteeflftlz tsBJ jCIstsa o 711 ;

Ll rewkzLdlst MfdmMsS CdzdJ dzlstse ;
Lljtej dd3d deso Ols+ Isj S d2 11

go jtodzzls ' ;

.t OLeo jtedezlst oMy ;

o jtedzzlst oMy ;

4C Odzd tetso Ols! M s+ HizEH ZeBTEALg Y jrdzdifls e s 2 Mis o ;
.IsBOodls! dsotsjy Mibjotsy EmMbtes?2 mMise 5;

101t jtedls! HBMiskzf dsMmis! Mmjlsjor s EMltes? Mise ;
111t jtedls! yj dzsmisdesMmis! Mmilsjor 7 EfmMktets?2 Mise .

1 jted udmdzj dedzr | oarhj Hi2MmMlseadw sO¢ Y J HsfMiszY dg" HJUusj & s
sBi j Cris.o

©CONOUTAWNR —



s d3OdzH * s j eOls d o dzta®ts {f DA Ezaf dz jd ddafn'tiz@ kz WBiE dzl ts 830 dzHts BLI QjaSdldyxels
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HOdzdzts?2 stz dff sdzeL 2 Ismw
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dd3j s L dzOj degigy Mazd o' BteOdzts 1LJjdz0 Y ;tfzth giz'e 1olz | sty dzO
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KoMnoHeHThI
¥npaBneHHe KomnoHeHTom M3
AEACTBHA
Hacrpoiin M3 Mpaeuna M3 Dallas Lock 8.0 Mpaeuna M3 Dallas Lock Linux Cosgate
Ne Hma npasraa Hanpagsnenuve nepejaur Tvn npaeMAaa MNapamerpsi NpoToKONOE
1 DI ament Moboe TCRAUDP-npaswno fokansneie TCP-nopres Bce; Brewrme TC
2 ARP Maboe ARP-npaswno [R-agpec arnpasutens: Bee; P-agpec nom,
3 DHCP kauent Nifoe TCR/UDP-npaeuno fMokaneHeie TCR-nopte: Boe; Brewrue TC
4 HTTR/ HTTPS kauent Pezoaaupme nakete! TCR/UDP-npasnno fokaneHeie TCR-napTe: Bee; BrewHue TC
5 Internet Explarer HTTRA HTTPS Mwboe TCRAUDP-npasuno MakansHele TCP-nopTe: Bre; BRewHWe TC
6 IGKP Miofoe IGMP-npasmno OreyTeTeytoT; fokaneHeld IP-agpec: Bee) E
7 wandex Wcxoaawme naketel IP-npasunn TokaneHeli [P-agpect Boey Brewnni IP-a;
8 BHewHMe ceTesble nankw Aioboe TCP/UDP-npasuno fokansHeie TCP-nopte: Boe; Brewrme TC E—
9 JloKankHele CeTessle NankK Mioboe TCP/UDP-npasuno fMokansheie TCP-nopre: 139,445,135, Brew
10 DL yaaneHHoe ypasnesie (Exoaatiee) BxoaaLuME NakeTh! TCRAUDP-npasuno fokansneie TCP-nopter: 17400; Brewsme SECLETD
1 DL yasnennne ynpasaeHie (Moxoaaiee) Veso paiupe nakete! TCR/UDP-npasuno Nakansneie TCP-napTer: Bre; Bre wnme TC CkpbiTh cronbub! rabamus:
12 DL npopepka gocTynHocTd camentos ICMP ping)  Miofoe ICMP-npasine  TGMP- coofiuge i 0,8; Makanereid 1P-ag)
13 DL Chb (erogawee) BroaALME NakeThl TCRAUDP-npasuno MokansHele TCP-nopTe: 17490,17491,1749 OMNEPATMEHOE ¥NPAB/EHWE
14 DL CE (Mcxoaawee) Wexoaawme nakeTe! TCP/UDP-npaeuno fMokansHele TCP-nopTe: Boe; BHewHmue TC
CHHXPOHMEMPOBATE
15 DL Cf1 {exogawee} Bxogawme nakete TCPAUDP-npasuno fokaneheie TCP-nopre: 17403,17490; Bre
16 Dallas Lock ELLY Mioboe TCP/UDP-npaesuno fMokansHeie TCP-nopre: 17430,17900,1790
17 ICMP no ymonuanmio (Moogamee) Wcxoaauwpme naketo! ICRP-npasuno ICMP- coofuierua: 3,8,10; Mokanbhei IP-
18 ICMPY no ymonuanmm (Moxogaee) Pezoaaupme nakete! ICMPvE-npaena ICMP- cooBugerma: 1,141, 142,136; Mokane
13 IEKP o ymonusHme (sxoaaee) BxOALLME NaKETEI ICMP-npasune ICMP- coobugera 3,8,10,11; Nokansneni
20 ICHPYE No ymonyaHmm (BXoAaLee) Bxogawme nakeTe! ICMPvE-npaernn  ICMP- coofuyeHua; 3,133,135,129,136; Mok
21 MSRPC Niodoe TCPAUDP-npaeswno fokaneHele TCP-nopTe: 135 BHewHme TC
22 LDap Aioboe TCP/UDP-npaeuno 41 TCP-nopTe: 289, B TC
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LDAP.
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