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BBEOEHUE

HacTtosiwee pykoBoacTBo no akcnnyataumm (P3O) pacnpoctpaHseTcsas Ha wusgenuve «Cuctema 3awmthbl
WH(popmMaLmm OT HecaHKLMOHMpoBaHHoro goctyna Dallas Lock Linux» (ganee no tekcty — C3UW HC[ Dallas
Lock Linux, C31 HC[ vnu usgenwve).

N3penne paccuntaHo Ha ob6cCnyXkuMBaHMe W 3KChnyaTaumilo NEpPCOHAnoM CO  CpeaHEeTEXHUYECKUM
obpasoBaHueM.

O6o3HaveHne nsgenus: C3VW HCI DLL.
HeummansHbii Homep nagenus: NOHA.501410.002.

Mpeanpuatue-usrotoButens:  OOWECTBO € OrpaHUMYEHHOW  OTBETCTBEHHOCTbO  «KoHuaeHT»
(OO0 «KoHguaeHT»). Tllogpasgenenune: LUeHntp 3awutbl mHbopmaumm (L3N) OOO «KoHdburaeHT».
Agpec npeanpuaTtusa-mnsrotosutens: 192029, r. CaHkr-lMeTepbypr, np. Ob6yxoBckon O60poHsbI, 4. 51, nuT. K,
TenedoH/dakc: (812) 325-1037.

[lOKYMEHT COCTOMT U3 crieayoLmnx pasaeros:
—  «OnucaHue n paboTtay;
—  «OrpaHuyeHns no akcnnyaTauum U YCTaHOBKEY;
— «YCcTaHoBKa 1 yaaneHne CUCTEMbI 3aLLUTbI»;
—  «YnpaeneHve 1 HacTpoNKa CUCTEMbI 3aLLUTLI»;
—  «XpaHeHue u TpaHCNopTUPOBaHWE U3AeNnusa».



1 ONUCAHUE N PABOTA

1.1 OnucaHue usgenusa

1.1.1 HasHauyeHue usgenua

WN3penue npegHasHa4veHo A58 KOMMIEKCHOW 1 MHOTO(YHKLMOHANBbHOW 3aLLMTbl MHOPMaLMOHHbBIX PECYPCOB
OT HECaHKLMOHMPOBAHHOIO A40CTyna nNpu paboTe B MHOrONosb30BaTENbCKNX aBTOMaTU3NPOBaHHbBIX CUCTEMaX
(AC), uHMOPMAUMOHHBIX cucTemax nepcoHanbHblX AdaHHbiX (UACIOH), aBTOMaTM3UPOBaAHHLIX CUCTEMax
yrpaBneHns npou3BOACTBEHHbIMW U TexHonormyeckumum npoueccamm (ACY TI1), rocymapCTBeHHbIX
nHpopmaumoHHbix cuctemax (FMC) n npu 3awmte 3HaYUMbIX OOBLEKTOB KPUTUHECKON MHGOPMALMOHHOW
uHdpacTpyktypsl (KUN).

N3penne cooTBeTcTBYeT TpeboBaHMsIM [OOKYMEHTOB (TpeboBaHusi GesonacHocTn uHdgopmaumm PCTIK
Poccun):

— «CpegctBa  BbIMMCIUTENBHOM — TEXHUMKU.  3awmta  OT  HeCaHKUMOHWPOBAHHOrO  AocTyna
K Hdopmauuu. lNokasaTenu 3almnLLEHHOCTM OT HECAHKLMOHMPOBAHHOMO AOCTYNa K MHdopmauumny
(Foctexkommceusa Poccun, 1992) — no 5 knaccy 3alumLeHHOCTH;

—  «TpeboBaHus K CpeacTBaM KOHTPOSS CbEMHbIX MALUUHHBIX HOCUTENen nHgopmaummny (GOKyMEHT
yrBepxaeH npukazom OPCTIK Poccun Ne 87 ot 28 nons 2014 r.) — no 4 knaccy 3awuThbl;

—  «[lpocunb 3aWwmTbl CPeAcTB  KOHTPONS MNOAKMOYEHMS CBEMHbIX MALUMHHBIX  HOCUTENEN
WHpopmaumm YyeTBepToro knacca 3awmtbl» UT.CKH.M4.113;

—  «TpeboBaHusa no GesonacHoCT MHpOpMaLUUK, ycTaHaBNMBalOLWMe ypOBHM LOBEPUS K cpeacTBaM
TEXHUYECKOW 3auTbl MHOpMaLmmn 1 cpegcteaM obecneyeHnss 6€3onacHOCTY MHPOPMALIMOHHBIX
TexHonormny (OoKymeHT yTBepxaeH npukasom PCTIK Poccum Ne 76 ot 2 mioHsa 2020 r.) — no 4
YPOBHIO [OBEPUS;

—  «TpeboBaHus k MexceTeBbIM akpaHaM» (QOKYMEHT yTBepxaeH npukasom Ne 9 ®CT3IK Poccunm ot 9
deBpanst 2016 r.) — no 4 knaccy 3aLuThbI;

—  «[Mpochunb 3almThl MEXCETEBLIX 3KPAHOB THNa «B» YeTBepTOro knacca sawutbi» UT.M3.B4.113.

Mpu ycrnoBun cobGniogeHnss orpaHWYeHui, ykasaHHbIX B pasgene 3 copmynspa Ha AaHHoe wusgenue
(M®HA.501410.002 ®O), nagenune MoxeT BblTb MCNOMNB30BAHO:

— Tpu co3gaHuM 3alULEHHBIX aBTOMATU3MPOBAHHLIX CUCTEM [0 Knacca 3awmueHHoctn 1
BKMounTenoHo  (PykoBogsAwni  AOKYMEHT  «ABTOMATU3MPOBAHHbIE  CUCTEMBI. 3awmTa
OT HECaHKLMOHUPOBAHHOIO JOCTYNa K MHpopMauun Knaccmudmkaunsi aBTOMaTtu3npoBaHHbIX CUCTEM
n TpeboBaHus No 3awmTe nHgopmaummy (floctexkommcena Poccun, 1992)).

— [pu cosgaHum 3alMLEHHbIX TOCYAapPCTBEHHbIX WH(OPMALUMOHHBIX cuctem Ao 1 knacca
sawmuweHHoctn BrnoumTensHo (Mpukas ®CTIK Poccum ot 11 despans 2013 r. Ne 17
«O6 yTBepxaeHun TpeboBaHun O 3awuTe WHGOPMaLUW, He COCTaBMSAILWEN FOCyAapCTBEHHYIO
TaviHy, cogepalleincs B rocyaapCTBEHHbIX MHOPMALMOHHBLIX CUCTEMAXY).

— [pu cospaHumn 3awmeHHbIX UHOPMALMOHHBIX CUCTEM MNEpPCOHanbHbIX AaHHbIX A0 1 ypoBHSA
3aLUMLLEHHOCTN NepcoHanbHbIX AaHHbIX BKAtounTensHo (Mpukas PCTIK Poccum ot 18 dheBpans
2013 r. Ne 21 «O6 yTBepxgeHum CoctaBa U cogepxaHnst OpraHnM3auMoHHbIX U TEXHUYECKNX Mep No
obecneyeHnto 6e30MacHOCTU MepCcoHarnbHbIX OaHHbIX Npu ux obpaboTke B MHEPOPMALMOHHBLIX
cMCTeMax NepcoHanbHbIX OaHHbIX»).

—  [pu co3gaHnn 3alMLLEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM YMNpaBreHUs1 MPOM3BOACTBEHHbIMU U
TEXHOMOrMYECKMMU MpoLecCaMn Ha KPUTUYECKM BaXKHbIX OOBEeKTax, MOTEeHUManbHO OMnacHbIX
ob0bekTax, a Takke obbekTax, NPeACcTaBnSLMNX NOBbILUEHHY ONACHOCTb AN XXU3HWU U 300POBbSA
nogen n aAns okpyxaroLern npMpogHon cpeabl, 4o 1 knacca 3awmileHHoCcTM BknounTensHo (Mpukas
®CTOK Poccum ot 14 mapTta 2014 r. Ne 31 «O6 ytBepxaeHumn TpeboBaHuMmn K 06ecneyeHmnto 3anThbI
WHpopMaumm B  aBTOMATU3UPOBAHHBIX CUCTEMaxX YyrpasneHWs NpPOU3BOACTBEHHbIMU U
TEXHOMOrMYECKUMUN MPOLLeCCaMM Ha KPUTUYECKU BaXKHbIX OOBbeKTax, MOTEHLMarbHO OMacHbIX
obbekTax, a Takke obbekTax, MpeacTaBnaoLMX NOBbILLEHHYH ONACHOCTb AMS XU3HU U 340POBbSA
nogen n Ang okpyxatowen NpupoaHON cpeabl»).

—  [Npu 3awmTe 3HaUNMbIX OO BEKTOB KPUTUYECKON MHCPOPMALIMOHHOM MHAPACTPYKTYPbI 40 1 KaTeropum
3HauumocTu BknountenobHo (Mpukad PCTOK Poccunm ot 25 pekabps 2017 r. Ne 239 «O6
yTBepxaeHun TpeboBaHui no obecneyeHnto 6e30MacHOCTU 3HAYUMMbIX OOBLEKTOB KPUTUYECKON
WMHpopMaLMOHHON UHppacTpyKTypbl Poccuickon denepaunmy»).



1.1.2 CocTtaB nsgenus

M3genue noctaBngeTcsa B cocTase, YKa3aHHOM B Tabnuvua 1.

Tabnuua 1
Kon-Bo
Ne HavmeHoBaHue O603HayeHue - MpumeyaHune
1  Komnakt-guck 1
lMporpammHoe ob6ecneyeHne
2 C3V HC Dallas Lock Linux M®HA.501410.002 1 Ha komnakT-gucke
3 OnucaHne npuMeHeHus NM®HA.501410.002 31 1 Ha komnakT-gucke
4  PyxosoAcTeo onepatopa MdHA.501410.002 34 1 Ha KomnakT-ancke
(nonb3oBaTens)
5 Eﬂ‘;}py"”"'" 0 MCMOMNb30BaHMHo M®HA.501410.002 U3 1 Ha komnakT-aucke
KoMnnekTHOCTb NPOrpaMmHbIX s
6 cpencts C3W HCII M®HA.501410.002 KINC 1 Ha komnakT-amncke
7 | PykoBoAcCTBO No aKcnnyatauun MN®PHA.501410.002 PO 1 Ha komnakT-amncke
8  ®dopmynsap M®HA.501410.002 ©O 1 lMeyaTHbIN BapuaHT
9 Kpatkoe pykosopcTso 1 lMeyaTHbIN BapuaHT
nonb3oBarens
10 Mporpamma noacyeta 1 Ha komnakT-amncke
KOHTPOJIbHbLIX CYMM
Konusa ceptudmkata
cooTBeTCcTBMS CUCTEMBI
11 cepTuduKaLmMm CpeacTB 3aLUUThl 1 MeuaTHblil BapUaHT
nHcpbopmaumm no TpeboBaHUAM
6esonacHocTn MHopmauum
Ne POCC RU.0001.016M00
BkneeH B pa3gen 6
12 WpeHTtudukatop C3U 1 dopmynsipa Ha
nsgenve
13  ®yTnAp Ans KOMnakT-gucka 1

|_|pl/l noctaeke 6oree YeM 0QHOro U3genus KOMMNIEKTHOCTb onpepnendaeTca 4OroBopom.

MocTtaBka moaynen «CpedcTBO KOHTPOMS CbeMHbIX MaLUMHHBIX HOCcUTEnen nHdopmaummny, «lflepcoHanbHbIN
MexXceTeBOW 3KpaH» W «EauHbii ueHTp ynpasBnenus Dallas Lock» (dannel ucclnst.exe, ucclnst,
uccAgentinst.exe n uccAgentinst) onpegenseTca JOroBOPOM.

1.1.3 MapkupoBKa 1 ynakoBKa usgenus

MHdopmauma no MapkupoBke ykasaHa B nogpasgerne 1.8 pgokymeHTa «TexHuyeckue ycnoBus»
MN®HA.501410.002 TY Ha paHHOe usgenve.

CeupgeTtenbctBo 06 ynakoBKe W MapKMpPOBKE Haxoautca B pasgene 6 JokymeHTa «dopmynsp»
M®HA.501410.002 ®O Ha gaHHOe nsgenue.

1.2 OnucaHue n paboTta nporpamMmmHOro obecnevyeHus msgenusa

W3penue npegHasHayeHo Ans MCNOMNb30BaHWS Ha TexHudeckux cpeacTteax (TC), Takmx Kak nepcoHanbHble
komnbtoTepsl (1K), nopTaTMBHbIE KOMMNLIOTEPLI (HOYTOYKK), cepBepbl U TC ¢ NOAAEPXKKOM BUPTYarnbHbIX cpe.



C3U HC[ npegHa3sHaveHa Anst KOMMAEKCHOM U MHOMO(PYHKLIMOHANbHOM 3aLuTbl UHPOPMAaLIMOHHbIX PECYPCOB
OT HecaHKuMoHupoBaHHoro poctyna (HCO) Ha TC, paboTalowmx nog ynpaBrneHMEM ChnefyroLimnx
onepaumoHHbix cuctem (OC) cemelictea Linux?:

—  AnbT Pabo4as CtaHuums 9.0 x64 (Bepcusa sgpa C31 HC[ 4.19);

—  Anbt Pabo4as CtaHuums 9.1 x64 (Bepcusa agpa C31 HC[ 5.10);

—  AnbT Pabo4as CtaHuums 9.2 x64 (Bepcusa agpa C31 HC[ 5.10);

—  AnbT Pabo4as CtaHums 10.0 x64 (Bepcus sgpa C3U1 HC[ 5.10);

—  Anbt Pabo4as CtaHums 10.1 x64 (Bepcus agpa C3M HCL 5.10);

—  Anbt CepBep 10 x64 (Bepcus agpa C31 HC[] 5.10);

—  Astra Linux Common Edition (Open) 2.12.x x64 (Bepcus sapa C31 HC 4.19);
— Astra Linux Common Edition (Open) 2.12.x x64 (Bepcus sapa C31 HC[ 5.10);
—  Debian 10 x64 (Bepcus agpa C31 HC[ 5.10);

—  Debian 11 x64 (Bepcusa agpa C3/ HC[ 5.10);

—  CentOS 7 x64 (Bepcus agpa C3V HC[ 3.16);

— Red Hat Enterprise Linux 7 x64 (Bepcus sapa C3/ HC[, 3.16);

—  Ubuntu-desktop 18.04 x64 (Bepcusi sgpa C31 HC[ 4.19);

—  Ubuntu-desktop 20.04 x64 (sepcusi sgpa C3M HC[ 5.10);

-  PEOOC 7.1, 7.2 Mypom x64 (Bepcus sgpa C3U HC[ 4.19);

— PELO OC 7.3 Mypom x64 (Bepcust sgpa C3M HC[ 5.10);

—  ROSA Enterprise Linux Desktop/Server 7.3 x64 (Bepcus agpa C31 HC[ 5.10).

C3W HCL, nogpepxuBaeTt 64-paspsgHblie Bepcun OC apxuTektypbl AMD64 (apxutektypa IA64 (ltanium) He
noaaepxmBaeTcs).

C3M HC[, nopoaoepxumBaeT cnegytowme Tunbl hannoBon cuctemol: ext2, ext3, ext4, JFS, ReiserFS.

OupekTopua “/usr” He pgormkHa GbITb HA OTAENBHOM OT KOPHEBOro katanora “/” pasgene ®C (310 kacaeTcs
BCEX ANCTPMOYTUBOB).

MuHumaneHas koHgurypaumsa TC onpegensieTca TpeboBaHuamm k cooteTcTBytowen OC.

Ons pasmewerus dannos C3W HCL tpebyetca 9 6 npocTpaHCTBa Ha KOPHEBOM KaTarore XeCcTkoro gucka:
— B karanore «/boot» (nnu «/boot/efi») gomkHo 6biTb He meHee 300 M6 cBOGOOHOrO NPOCTPAHCTBA;
— B Kkaranore «/dlix» gomkHo 6biTb He MeHee 530 M6 cBo6oaHOro NPOCTPaHCTBA;
— B karanore «/dllibckp» gomkHo 6bITb He MeHee 374 MG cBOGOQHOIO MPOCTPAHCTBA;
— B Kkartanore «/lib/modules» gomkHo 6bITb He MeHee 4,2 6 cBOGOAHOro NPOCTPaHCTBA;
— B Kartanore «/tmp» JO/mMKHO 6bITb HE MeHee 3 6 cBOGO4HOIO NMPOCTPaHCTBA.

C3M HC[ ycnewHo yctaHaBnusaetcsa Ha APM kak ¢ UEFI/GPT, tak u ¢ BIOS/MBR Ha aBTOMaTtunyecku
pas3MeyeHHbIV XEeCTKUN AMCK (pa3MeTKa XeCTKOro gucka no ymonyaduio npu yctaHoske OC). MNpu ycnosuwy,
YTO s BCEX KaTanoros ecTb Heobxoanmoe cBoboaHOEe MeCTO.

MuHMManbHbIN 06beM onepaTUBHON NaMsTK, 3aHMMaeMbli komnoHeHTamm C3UM HC[, coctaBnsiet 500 M6.
Mpwn BbICOKOM MHTEHCUBHOCTM (DalNoBbIX onepauuin noTpebneHme MoxeT goxoantb Ao 3 6.

C3MHCLO moxeT GyHKUMOHUPOBATb Kak Ha aBTOHOMHbIX TC, Tak m Ha TC B cocTaBe nokarnbHOM
BbIYNCITUTENTBHOM CETMU.

Ona obecneyeHuss UWHTerpauMm c [OOMEHOM?, wu3fenve noAAepKuBaeT paboTy Cco  creaylLuMm
KOMMOHEeHTaMM:

— 8SSD 2.6.3 n crapue;
—  Winbind 4.13.17 n cTapuwe;
—  Kerberos 5 u ctapue;
—  OpenLDAP 2.6.1 n cTapwe;

1 Mpw yctaHoBke C3W HCL npoucxoamt 3ameHa sigpa OC Ha s4po, BKovalolee nporpaMmMHbie moaynv C3M
HCA.

2 Microsoft Active Directory — cnyx6a kaTanoros koprnopauuu Microsoft Ans onepaLmoHHbIX CUCTEM CEeMENcTBa
Windows Server. FreelPA — OTKpbITBIN MNPOEKT AN CO34aHMS LEHTPanM30BaHHOM CUCTEMbI MO  YMPaBMEHUIO

naoeHTUdUKaLmen nonb3oBaTtenen, 3agaHusa NONUTUK AOCTyna U ayauta Anst ceter Ha 6ase Linux n Unix. Samba —
nporpammMHoe obecneveHne ansi peanunsaummn annoBoro cepepa. YctaHaesnmeaetca Ha Windows, Linux/FreeBSD.



— Samba 4 v ctapuue;
—  FreelPA 3 n ctapue.
MopaepxvBaemble BHELLIHUE YCTPONCTBA:
—  USB-HakonuTenwu, BHELUHWE XEeCTKME OUCKW, HAKOMUTENN Ha ONTUYECKMX OUCKAX;
—  TMpPUWHTEpDI;
—  BecnpoBoAHble YCTPOWCTBA.



2 OrPAHUYEHUA NO SKCNNYATALUU U YCTAHOBKE

2.1 OrpaHu4eHus No aKcnayaTauum

Mpn co3gaHnmM 3alUULLEHHBIX aBTOMATU3MPOBAHHbLIX CUCTEM OO Kfacca 3almuieHHocTn 117 BKIUYMTENLHO
BC3MHCL Ha TC, Ha koTopoM BbINonHseTcss obpaboTka 3awuuwaemon uHdopmaumm, Heobxoaumo
BKMIOYUTb ONUUK, OTBEYatoLLME 3a BbINOSTHEHUE CrieayIoLLMX YCITOBUNA:

—  OcywectBneHne wungeHTudukaumm npuv BXOAE B CUCTEMY NO MNApOSI0  YCIOBHO-MOCTOAHHOIO
AEeNCTBUS, ONMHOWN He MeHee LeCTn ByKBeHHO-LMGPOBbIX CUMBOIIOB.

—  Bkmoyenune peructpaumm Bxoaos (BbIXOA0B) NOMb3oBaTenemn B CUCTEMY (M3 CUCTEMDI).

—  Bkmoyenune peructpaumm Bolgaum nevaTtHolx (rpaduyecknx) JOKYMEHTOB Ha «TBEPAYIO» KOMWIO.

—  BknoyeHne permctpauuy NonbiToK 4OCTyNa NPOrpaMMHbIX CpeacTs (NporpaMm, NpoLeccos, 3agad,
3aflaHuin) K 3almaemMbiM dannam.

—  BknioyeHne perucTpauum nONbITOK AOCTyna MpOrpaMMHbIX CPEACTB K AOMOMHUTENbHbIM
3awuwaembiM obbekTam f[octyna (TepMuHanam, ysnam CceTu, KaHanam CBSA3W, BHELIHUM
yCTponcTBaMm, nporpaMmmam, Tomam, katanoram, gannam, 3anmcsm).

—  BknoyeHne ounctkm ocBoboxgaembix obnactem onepatuBHonm namatTm TC M BHELWHMX
HakonuTenen.

—  OcywecTteneHue nposepkmn LenoctHoct C3M HCL npwu 3arpyske onepauyoHHON CUCTEMBI.

—  OtknodeHune ayTeHTUdUKaumm no SSH.
YcTaHoBKa, MOAKMYEeHWe, BBOA B 3JKCNNyaTauumio W 3KCnnyataums v3genusa AOSMKHbl MPOM3BOAUTLCS
B COOTBETCTBUM C JokymeHTammn «PykoBoacTteo no akcnnyataumm» NMOHA.501410.002 P3 n «PykoBoacTtso
CUCTEMHOro nporpammucTa (agmuHuctpaTopa)» NPHA.501410.002 32.
Wcnonb3oBaHne annapaTtHblX WAeHTMMKAaTOpOB B Mpouecce 3JKcnnyataumm Uu3genust  OOSDKHO

OCYLLECTBMATLCA B COOTBETCTBMM C IKCMIyaTaUMOHHOW [OKYMEHTauueln Ha [JdaHHble annapaTHble
naeHTUUKaTopbl.

MpumeyaHue. Bce cepBuchbl, KoTopble TpebyloT co3gaHus nonb3oBaTenerd B CUCTEME,
pekoMeHayeTcsa ycTaHaBnmBaThb A0 ycTtaHoBkn C3U HCL.

BHumaHue! Nocne yctaHoBkn C3U HCL n3ameHsaTb AoMalLHMe OUPEKTOPUN YHETHBLIM 3anmcsam
nonb3oBarternen 6yaet HEBO3MOXHO.

MpumeuaHue. [1ns koppekTHoON paboTbl rpaduyeckon obonoykn OC aBTOMaTUYECKUIA BXOA
nna Bcex nonb3oBaTtenen OC gomkeH ObiTb OTKMIOYEH.

BHumaHue! 3anpelaetcs nocrne yctaHokm C3U HCL sameHsTb sgpo OCS.

Mpu akcnnyataumm C3UM HCLO pomkHbl ObiTb MPUHATHI Mepbl, WCKM4YawWwmMe AOCTyn Monb3oBaTtens
K pecypcaM KOMMbloTEpa B 00OX04 €ro MexaHM3MOB 3alluTbl, TO €CTb MNPOBEAEHUE OpraHun3aLMOHHO-
TEXHUYECKNX MEPONPUATUI ANS UCKNoYeHns HewwTaTHow 3arpy3ku OC TC.

BHumaHue! YctaHoBka C3UM HCL nonHOCTbIO OTMEHSeT BCe OOMEHHble yYeTHble 3anucu,
koTopble goctynHel B OC go yctaHoBkm C3W HCQH. Mocne ycraHoBkun C3U Heobxogmmo
3apeructpupoBatb B C3 HC[] Dallas Lock Linux y4eTHble 3anMcn JOMEHHbIX Nofnb3oBaTenewu,
nogpobHee — B pasgene Perncrpaums y4eTHbIX 3an1Mcert AOMEHHbIX MOSb30BaTENEN.

3 B cnyyae HeoGXo0AUMOCTU PeKOMEHYeTCs OGHOBISITb COOTBETCTBYHOLLME NMaKeThbl MO OTAENbHOCTM, YTOObI 3TOT
npouecc He 3aTpoHyn sgpo OC.



2.2 OrpaHu4eHus1 NO yCTaHOBKe

YcTaHoBKy nporpammHbix mogyrnen C3UW HC[ Heobxoammo npou3BoguTb B COOTBETCTBUM C LOTOBOPOM U
OTrpy304HbIMM AOKYMEHTaMM (HaknagHas, akT nepegadv npas U T. A4.) ¢ 0693aTenbHON COOTBETCTBYHOLLEN
3anuceto B pasgerne 13 «Ocobble oTMeTKM» hopmMmynspa Ha nsgenue.

HononHutenbHas yctaHoBka C3W HCL (cBepx ykasaHHOro KOnM4yecTsa) JonyckaeTcsl TONbKO Npu nepeHoce
C3M HC[, Ha gpyroe TC nnn ero BOCCTaHOBIIEHWM.

B npouecce akcnnyatauum usgenus HeobxoguMMO MCMONb30BaTb CepTUULMPOBaHHbIE OOHOBNEHUS
no pesynbTaTam UCMbITaHWUI, BbI3BaHHbIX BHECEHMEM nameHeHun 8 C3 HC[.

HocTtyn Kk cepTuduumpoBaHHbIM OBHOBMNEHMAM MO pe3ynbTaTaM WCNbITAHWK, BbI3BAHHLIX BHECEHUEM
nameHeHnn B8 C3 HCLl, BO3MOXEH TONbKO B paMKax AeUCTBYIOLLEro TEXHUYECKOro CONPOBOXAEHMS.

B npouecce akcnnyataumm C3M HCL, 3anpeluaeTcs:
—  KomMmep4eckoe TupaxumposaHme C3M HCQ;
—  Moaudmkauus, gekomnunsauma unu gusaccembnuposaHme C3U HCL,;

—  obpabotka komnakT-ancka ¢ C3M HCL, cnctemHbiMn nporpaMmmamMn u ytunmtamu, padboTatoLwmmm
Ha HW3KOM YpPOBHE.



3 YCTAHOBKA U YOANEHUE CUCTEMbI 3ALLUTDI

C3M HC[ npenctaBnset cobon nporpaMMHbIN KOMMNEKC cpeacTs 3awmtbl MHdopmauun B OC cemencTtea
Linux ¢ BO3MOXHOCTbIO NOAKMIOYEHMS annapaTHbIX naeHTudgukatopos. Anga dpyHkumoHmposaHma C3UN HC
Heo6Xxo4MMO NPOU3BECTM YCTAHOBKY U HACTPOWKY MPOrpamMMHbIX KOMMNOHEHTOB CUCTEMbI 3aLUUTHI.

3.1 NMoagroToBKa K ycTaHOBKe

Mpn ycraHoeke C3UN HC[I TpebyeTca ckaumBaHue nakeToB M3 rnobanbHon ceTu. [nsi aBTOHOMHbIX
KOMMbIOTEPOB, HE MOAKMIOYEHHbIX K rmobanbHom ceTtwn, Heobxoammo, 4YToObl B rfoOKanbHOW ceTu Obin
pacnonoxeH oduuManbHbIN peno3mTopuin cootBeTcTBylowero anmctpmbytnea OC n Obinu BbIMOSMHEHDI
COOTBETCTBYIOLLME HACTPOMKM MHpacTpykTypbl. Cnegyet obpaTutb BHMMaHue, YTO KOppekTHas pabota

C3MHC[O

rapaHTnpyeTtca TOJIbKO C O(*)VILI,I/IaJ'IbeIMVI peno3anTopmndamMmn, noakKrno4YeHne K KOTOpbiM

ocyllecTBnseTcsa cpasy nocne yctaHosku OC.

MpumeyaHune. HeoGXoAMMBIM YCIOBMEM YCTAHOBKM SIBNSIETCA OOCTYMHOCTb OdmuUManbHOro
peno3nTopusi COOTBETCTBYIoLEero AncTpmbyTuea OC.

MoaroToBka K YCTAHOBKE [OMKHA OCYLECTBNSATLCS TONMbKO C MNpaBamMu cynepnornb3oBaTens (root),
obnapgarowero npaBamu agMUHMcTpaTopa Ha gaHHom TC.

BHumanue! Cynepnonb3oBaTenb (root) n nonb3oBatenu ¢ aHanorMyHbIMy npasamu obnagarT
NpMBMUNErMAMN, C MOMOLLBIO KOTOPbIX MOryT BHeCTU uameHennss B C3W HC[l n ee HacTpowiku,
cnocobHble HapywuTb KOPPEKTHOCTb BbinonHeHus dyHkunmn C3W HCO Bnnote 4o
HepaboTtocnocobHocTn C3M HCL. KoHTponb NpuBUIIErMpoBaHHbIX MOfb30oBaTenen OOIMKeH
OCYLLEeCTBMNATLCA NOCPEACTBOM NPUMEHEHUSI OPraHM3auUMOHHbIX Mep 3aLlUuThbl.

BHumanue! B cnyyae ecnv naponb cynepnonb3oBaTens (root) He 6bin 3agaH 40 yCTaHOBKU
C3U HCA, 1o nocne yctaHoekn C3U HCL, cynepnonb3oBaTtens (root) OyaeT 3abnokupoBaH 4o
cMeHbl napons cpeacreamu C3W. B ganbHenweM naponb cyneprorb3oBaTens (root) MOXHO
3apatb Tonbko cpeacteamm C3M HCL.

MoppobHasa nHdopMauusa o 6roknpoBke cynepnons3oBaTens (root) — B pasgene Moacucrema
XKYPHaNMpoBaHus.

MpumeyaHue. PekomeHayeTtca go unu cpasy nocne ycraHoskm C3W HC[ 3agatb naponb Ans
cynepnonb3oBaTtens (root). B cnyyae HapyweHuss annapaTHOM LUENOCTHOCTU U MpU 3TOM
OTCYTCTBUSI NApONsa cynepnonb3oBaTens (root) BO3MOXHOCTbL aBTopm3oBaTbes B OC He Byaer
npegocTaBreHa HU OAHOMY 3aperucTpupoBaHHOMYy nonb3oBatento OC, B TOoM u4ucne
cynepnosnb3oBaTento (root).

Mepen ycraHoBkon C3UN HC He0OX0AMMO BbINOMHUTL HUXKENEPEYNCTIEHHbIE AENCTBUS:

1. Y6eoutbcsa, 4to Ha TC He ycTaHOBneHa cuctema 3awuTtbl. Ecnv cuctema 3awmTbl ycTaHOBREHa,
ee HeobxooMMO yaanuThb.

2. lNpoeeputb coctosHne dannoson cuctembl MK npu nomowm cneuuwansHon yTunuTel M3 coctasa OC
(Hanpumep, fsck) n ycTpaHuTb BbIsIBNEHHbIE AeEKThI.

3.MMpoBepUTL COCTOSIHME XKECTKUX OUCKOB MpW MOMOLUM crneumanbHon yTunuTel u3 coctaBa OC (Hanpumep,
smartctl nnn hdparm) n ycTpaHuTb BbIsIBIIEHHbIE AeeKTbl.

4. Y6eauTbCa, YTO Ha KOPHEBOM KaTamnore >XecTKOro Aucka umeeTcs cBoboaHOe MNPOCTPaHCTBO Ans
pa3melleHus dannos C3N HC[l B o6veme 9 I6:

B kaTanore «/boot» (nnu «/boot/efi») gomkHo 6biTb He meHee 300 M6 cBOGOOHOrO NPOCTPAHCTBA;
B kaTanore «/dllx» gomkHo 6bITb He MeHee 530 M6 cBo6OQHOIrO NPOCTPAHCTBA;

B kaTanore «/dllibckp» gomkHo 6bITb He MeHee 374 M6 cBOGOAHOrO NPOCTPAHCTBA;

B kaTanore «/lib/modules» gomkHo ObiTb He MeHee 4,2 6 cBOGOOHOrO NPOCTPaHCTRA;

B KaTanore «/tmp» gormkHO ObiTb He MeHee 3 '6 cBo6OAHOrO NpocTpaHcTBa.



BHuumanue! C31 HC[ ycnewHo yctaHaenusaetcs Ha APM kak ¢ UEFI/GPT, Tak n ¢ BIOS/MBR
Ha aBTOMaTMYECKN pa3MEYEHHbIN XXECTKMN AMCK (pa3MeTKa XeCTKOro ANCKa No yMonyaHuio npu
yctaHoBke OC). [Mpu ycnoBumn, 4TO ANsi BCeX KatanoroB ecTb He0b6xoanmoe cBO60AHOE MECTO.

5. lNepepn Hayanom ycTaHOBKM yoeauTbCH, YTO OTKNIOYEeHa 6NoKMPOBKa akpaHa. YCTaHOBKA CUCTEMbI 3aLLMThI
AOIKHA BbINOMHATLCS HENPEPLIBHO, TaK Kak npoueaypa YCTaHOBKM BkNtovaeT B cebs 3ameHy PAM-mopayns,
npv GrIOKMPOBKE 3KpaHa aBTopu3aunst CTaHET HEBO3MOXHOM.

6. 3aKpbITb BCE 3anyLLEHHbIE NPUIOXEHUS, TaK Kak YCTAHOBKa CUCTEMbI 3aLLMTbl NOTPeOyeT NPUHYANTENBbHON
nepesarpysku.

7. Ha Bpems yctaHoBkn C3U oTkntounTb aBToMaTu4eckoe o6HoeneHne OC.

BHumaHue! [1o yctaHoBkm C3M HC[ Heob6x0amMmo BpyUHYO OTKNIOUMTL SELinuX.

1. OTkpbITb dhann /etc/selinux/config ¢ npaBamu cynepnons3oBatens (root).

2. B canne /etc/selinux/config 3ameHntb cTpoky SELINUX=enforcing Ha SELINUX=disabled.
3. BbinonHutb nepesarpysky OC.

MpumeuaHue. MNpn 3ameHe AppArmor Ha SELinux ansa OC Ubuntu koppekTHasi ycTaHOBKa
C3U HCL Dallas Lock Linux He rapaHTupyeTcs.

Ho yctanoBkm C3M HCO pna Debian4, Ubuntu, Astra Linux, Anbt Pabouass CrtaHumsi, AnbT CepBep
Heobxo4MMO B TEpMUHAIE BbINOMHUTL KOMaHAY:

apt-get update

Ho yctaHoBkn C3U HCO gna CentOS, Red Hat Enterprise Linux, PEO OC, ROSA Enterprise Linux
Desktop/Server Heobxoanmo B TepMMHane BbINOSIHATbL KOMaHAY:

yum repolist ; yum makecache.

MpumeyaHue. [ina CentOS 7, ROSA Enterprise Linux Desktop/Server 7.3, PEQ OC 7.1, 7.2,
7.3, Npu ucnonb3oBaHUn MmeHemxkepa naketoB YUM, Heobxogumo oTknoumTb nnaruH refresh-
packagekit:
@J 1. OtkpbiTb dhann /etc/yum/pluginconf.d/refresh-packagekit.conf ¢ npasamu
cynepnornb3oBaTens (root).
2. B canne /etc/lyum/pluginconf.d/refresh-packagekit.conf BeicTaBuTb CTpoKy enabled=0.

Mpumeuanue. lNepen ycrtaHoBko C3W HCO ana Red Hat Enterprise Linux 7 cnegyet
BKNIOYMTb penosutopuii rhel-7-server-optional-rpms. [Ona 3Toro HEO6XO0AMMO BbIMNOMHUTL C
npaBamu cynepnonb3oBaTtens (root) komaHgy B TepmwuHane: yum-config-manager --enable
rhel-7-server-optional-rpms

Mpun ueHTpanusoBaHHoM pa3eepTbiBaHn C3M HCL ¢ nomowbio CepBepa 6e3onacHocTu Dallas Lock Ha TC
HeobX0AMMO NpeaBapUTENbHO YCTAaHOBUTL U HAacTpouTb cepeep OpenSSHb.

Mo ymonuaHuio nonb3oBaTenb root He MMeeT npaBa Ha Bxog no SSH. [1ns Toro 4tobbl pas3pelunts eMy BXOA,
HeoOX0AMMO OTpefaKkTMpPOBaTh KOHUIypaLMOHHbIA chann sshd.

1. Ona Ubuntu, Debian, CentOS, RHEL, Astra Linux. Heobxoanmo OTKpbITb Ha pedakTvpoBaHue dann
letc/sshisshd_config, HanTu cTtpoky PermitRootLogin N0 u M3MeHUTb 3HayeHue Ha yes. [lanee HyXHO
nepesanyctuTtb gemoH sshd (ans Ubuntu, Debian, Astra Linux komaHgon systemctl restart ssh, ana CentOS,
RHEL).

4 B cny4ae ecnu B KavecTBe OBHOBMNEHWS NakeTHOro penoautopus ana Debian 10/11 uctouHnkom ykasaH CD-
ROM, Heobxoaumo B KOHUrypaumnoHHoMm darine /etc/apt/sources.list packoMMmeHTUMpoBaTh cTpoku: “deb cdrom:” n “deb-
src cdrom:”.

5 OpenSSH — cBoGoaHO pacnpocTpaHsiemMasi Bepcusi cemeincTBa UHCTPYMEHTOB AN YAANeHHOro ynpasneHus
KOMMNbloTEpaMu 1 nepefaym ainos ¢ UCNonb30BaHNEM NpoTokona 6e3onacHon obonoykn (SSH).


https://redos.red-soft.ru/base/arm/arm-other/disable-selinux/

2. Ona Anbt Pabouas CrtaHums, Anbt CepBep. HeobxoauMmo OTKpbITb Ha pefakTupoBaHwe dawn
letc/openssh/sshd_config, HanTu cTpoky ¢ napameTpom PermitRootLogin. Ecnn cTpoka 3akoMMeHTMpoBaHa
(#PermitRootLogin without-password), Hy>kHO CHATb 3HaK KOMMEHTapus # N UISMEHUTb 3Ha4YeHMe Ha yes. Ecnn
CTPOKa He 3aKOMMEHTUPOBaHa, HY>KHO M3MEHWUTb 3HaveHne Ha yes. [lanee cnegyeTt nepesanycTuTb AEMOH
sshd (komaHnga systemctl restart ssh).

lMepen ycTaHoBKOW KNMeHTCKOM 4Yactu ¢ nomouwbto CB Dallas Lock Heobxogmmo npoBepuTb CRMCOK
noagepXxmBaeMbIxX MPOTOKOSOB WKdpoBaHMs Mo ssh. [ns npoBepkM HEOOXOAMMO BbINOMHWUTE KOMaHay ssh —
Q cipher. Ecnu B cncke nogaepXnBaeMbix NPOTOKOSOB HET cneayowmx anroputmoB: 3des-chce, aes192-cbc,
aesl128-chc, arcfourl28, arcfour, To0 B KOH(pUrypaumoHHbIn gann Heobxoanmo nponucaTb Ciphers +3des-
cbc,aes192-chc,aes128-cbc,arcfourl28,arcfour® n coxpaHutb ero nocrne BHECEHHbIX U3MEHEHWIA.

MpumeyaHue. Cepeep 6esonacHocTu Dallas Lock ang ¢Ba3u ¢ LinUX-KNMMeHTOM ucnonb3yet
anroputmbl WwndpoBaHms «3des-cbc, aesl92-cbc, aesl28-cbc, arcfour128, arcfour», Ha
CTOpOHEe Linux-KnMMeHTa ChMCOK MNOAAEPKUBAEMbIX anropuTMOB MOXET HEeCYyLEeCTBEHHO
oTnuyaTtbhCes, U Npu 3ToM yaaneHHas yctaHoBka C3UM HC[ Dallas Lock Linux Bce paBHo 6yaeT
BO3MOXHa.

Mocne BbINONMHEHUS BCEX HACTPOEK B KOHAUrypaumMoHHoM carine aeMmoH sshd Heobxoaumo nepesanyctuTb
OC.
Bonee nogpobHO LeHTpanu3oBaHHas ycTaHoBka C3WM HC[ onvcaHa B PykoBoacTBe Mo akcnnyaTaumu

«Cucrtema 3awmuTbl MHMOPMaUMM OT HecaHKumoHupoBaHHoro pgoctyna Dallas Lock 8.0» pasgen
«UeHTpanuaoBaHHas yctaHoBka Dallas Lock Linux».

3.2 YcTaHOBKaA cMCTEMbI 3alUThI

Cnepyet obpatnTb BHUMaHue, 4To nocne Hadana yctaHoskun C3U HC[ no nepesarpyskn OC oTknoyaertcd
BO3MOXHOCTb aBTOpM3aunum B HOBOM CceaHce nmbo cMmeHbl nonb3oBaTens B TeKyLieMm.

paduyeckass obonovka agMUHUCTPUPOBAHUS ycTaHaBnuMBaeTcs oTtaenbHo oT C3UM HCL. YcrtaHoBKy
C3MHCLO wn rpaduyecko KOHcOMM HeobxoouMMo NpPOBOAUTL OT WMEHW MNOoNb3oBaTeENs C MpaBamu,
aHanorm4yHbIMM Npasam agMmHUcTpaTopa (root) Ha gaHHom TC.

Bo Bpemsa yctaHoBkm C3U HC[ ycTaHaBnuBaeTcst Takke nporpamMmma no co3gaHuto ceptudmkatos OpenSSL.
Mcnonb3oBaHue nporpaMMbl ONMCaHO B pasgene YnpasneHue ceptudurkaraMy CUCTEMbI 3aLLNTDI.

BHumanue! [locne ycnewHonW ycTaHOBKM cucTeMbl 3awmuTel Ha TC pekomeHayeTcs
ckonumposaTb katarnor /dllibckp Ha USB-cneL-Hakonutens, BbINOMHMB KOMaHAgy cp --archive --
force /dllibckp /mnt/backup/. USB-thnew-Hakonutens AormkeH ObiTb NpeaBapuUTENbHO
oTdpopmMaTUpPOBaH U CMOHTUPOBAH CrieayLUMN KOMaHAaMU:

mkdir --parents /mnt/backup
mount /dev/sdXY /mnt/backup,
roe B kadectBe «XY» HeobxoamMMo ykasaTb OykBy 1 HOMep pasgena.

Katanor /dllibckp npegHasHadeH Ana XpaHEHWA pe3epBHON KOMUM LIENEBON CUCTEMbI [0
YyCTaHOBKU cucTeMbl 3awuTtbl. B cnyvae asapwuiiHoro yganenuns C3UW HCL cuctemy MOXHO
OyaeT BOCCTaHOBUTb.

lMocne BoccTaHOBNEHMST cUCTeMbl Heobxoaumo yadanuTb cannel C3U HCL, BbinonHuBs
crnepyoLne KomaHabl:

rm --force --recursive /mnt/sysroot/dll

rm --force --recursive /mnt/sysroot/dllibckp

rm --force --recursive /mnt/sysroot/ishl

BHumanwue! Ecniv Bo Bpems yctaHoBku C3U HC[ Dallas Lock Linux 6bin 3anyuwieH cepsuc ssh,
TO nocre BbinonHeHus yctaHoskm C3M HCL cepBuc ssh Heo6xogMmMo 0CTaHOBUTb.

[ns octaHoBKM cepBuca ssh Heo6xoaMMO BbINONHUTL KOMaHAbI:

systemctl stop ssh

systemctl disable ssh

6 B psane OC cuMBON «+» MOXET HE BOCMPUHUMATbLCS, U CTPOKa BYAEeT CUMTaTbCsl HEKOPPEKTHOW.



BHumaHue! [Ina Bo3amoxHocTn yganeHHoro ynpaeneHus C3W HCL Heob6xoaMmo BbIMOMHUTL
JononHuTenbHyo HacTponky Firewall Linux, oTkpbie nopT 13133.

BHumaHue! [1na coBmectumocTn paboTbl ¢ nepudpepuriiHbiM o6opynoBaHNeM pekoMeHayeTcs
ncnonb3oBaTtb 5.10 Bepcuto sgpa ansa CentOS 7. [Ins aToro Heo6xoanmo B kadecTBe aTpmnbyTa
k komaHae ./dlix-<Homep cbopku>.run ykasaTb --kvers5 (cm. Tabnuua 2).

Ona yctaHoBkn C3M HC[ Heo6x0anMOo BeINONHUTE CReaytoLine 4eNCTBUS:

1. CkonupoBaTb C YCTaHOBOYHOIMO [AWCKa M3 Kartamora B [AOMAalIHMW  KaTtanor norb3oBartens
dann «dlix-<Homep cbopku>.runy.

2. MNpoBeputb, saBnsetca nu dann  «dlix-<Homep  c6OpKU>.run»  UCMONHSEMbIM, C  MOMOLLbIO
KomaHgbl Is —I.

Mpumep:
Is -l <enter>

rw-rw---- otobpaxatTcs nocrnegosaTtensHo 6e3 npobenos cdnarn Bnagensua, dnarm rpynnel, drnarn Bcex
ocTanbHbIX Nonb3oBartenen. B gaHHOM npumepe hain He SBRsSeTCa UCNOMHAEMbIM HU ANs Bnagenbla, Hu
ONA rpynnbl, HA AN BCEX OCTanbHbIX NONib30BaTeNeNn.

Ecnu dann He sBngeTca ncnonHaemblM, Heobxoaumo BeBecTu koMmaHgy chmod a+x dlix-<Homep cbopku>.run;
Mpumep:

chmod a+x dlix-<Homep cbopku>.run <enter> ¢ MOMOWbK0 3MOU KoMaHObI ¢haliyi CmaHO8UMCS UCMOTHAEMbIM

0ns1 e2o enadesnbua.

3. Banyctutb cbann komangon ./dlix-<Homep cbopku>.run, B kayecTBe aTpmbyTa K KOTOPOM MOXHO yKkasaTb
HOMep NMLEH3UN.

Mpumep:
JdlIx-<Homep cbopku>.run 0-0000-0000

I'IpumeanMe. Ecnu He yKasatb HOMep JNnUeH3nn npu 3anycke CKkpunta, OH 6yp,eT 3anpoLueH
BO BpeMs rnpouecca yCTaHOBKN.

Homep nuueHsnm ykasaH Ha kopobke koMnakT-ancka ¢ anctpubytusom Dallas Lock Linux.

BHumaHue! Mo ymonuaHuio BpemeHHble bannbl, obpasywwmecs npu yctaHoBke C3U,
pacrnonaralotca B kaTanore «/tmp». Ecnu nepeg ycTtaHOBKOW CUCTEMBI  3aluThl
obBHapyxwuBaeTca meHee 3 ['6 Tpebyemoro npocTpaHCTBa MOHTUPYEMOro pasgena «/tmp», 1o
cnegyeT vcnonb3oBaTh nepemeHHyo okpyxxeHusa TMPDIR go 3anycka ycTaHOBOYHOro danna
C31 HC[L, ykasaB B Hel NyTb Katanora ¢ Heob6xoaMmbiM CBODOAHLIM MPOCTPAHCTBOM AJis
BPEMEHHbIX (hannos.

Mpumep:
TMPDIR=/root <nymb Kk ycmaHogo4YHoMy chaliny> <dllx-<Homep cbopku>.run

BaxHo! Npu ncnonbsosaHumn nepemeHHon TMPDIR Bcerga nponuckiBaeTcs abCconoTHbI MyThb
B ®C. Takke, ecnu npu ykasaHuu MyTU K nanke, kotopas O6ygeT Mcrnonb3oBaTbCA BMECTO
Katanora «/tmpy», umetoTca npobenbl unu Apyrue CcneucumBonbl, TO 3HadveHne TMPDIR
3aKnyaeTcs B ABOVHbIE UM OOUHOYHbIE KaBbIYKU.

B kauecTtBe aTpnbyTOB K KOMaHAe ./dlIx-<Homep cOOpKU>.run MOXHO yKa3sbiBaTb CreayloLne:

Tabnuua 2
ATpnoyT OnucaHue

BbiBoA Ha aKkpaH cnucka aTpnbyToB C NoAcKaskamu
--help Mpumep:
Jdlix-<Homep cbopku>.run --help <enter>



ATpubyTr
--info

--Ism
--list
--check
--confirm
--quiet
--accept
--noexec

--noexec-cleanup
--keep

--noprogress
--nox11

--nochown
--chown

--nodiskspace

--target dir

--tar argl [arg2 ...]

--ssl-pass-src src

--cleanup-args args

--kvers4

--kverss

--arm-name=name

--ucc-addr=address
--ucc-key=key

--grub-
pass=password

--just-check

--upgrade

OnucaHune

MeyaTb BCTPOEHHOW MHGOPMaLMK: 3arofioBOK, LIENEBON KaTasnor no yMoJlyYaHuto,
BCTPOEHHbI CKpUNT

HaHHbIn aTpnbyT He ncnonbdyeTcs B npouecce yctaHokn C3MN HCL,
BbiBOA Ha aKpaH cnucka dhannos B apxmBe

lMpoBepka LenocTHOCTN apxmBa

Cnpocutb nepepn 3anyckom BCTPOEHHOMO CKpuUMTa

He neyartaTtb HMYero kpome coodueHun o6 owwmbkax

[MpUHATL HOMEP NULEH3NU

He 3anyckaTb BCTPOEHHbIN CKpUNT

He 3anyckaTb BCTPOEHHbIN CKPUMNT O4YUCTKN

He yoandaTtb AgaHHble O Lenesomn ONpeKTopun nocrne BblINMOJIHEHNA BCTPOEHHOTo
CcKpunta

He nokasbiBaTb nporpecc B npoLlecce Aekomnpeccum
HaHHbIn aTpnbyT He ncnonb3yeTcs B npouecce yctaHokn C3 HCO
He naBatb [OCTYN K pacnakoBaHHbIM (haiinam TekyLemy nosib3oBaTtesto

PekypcnBHO dannam

nosib3oBaTesto

Ha3Ha4ynTtb OOCTyn K pacnakoBaHHbIM TeKkywemy

He npoBepPATb AOCTYNHOE MeCTO Ha ANCKe

MN3Bneub HENocpeacTBEHHO B UENEBYD AMPEKTopuo (Mo  abcormoTHOM  wunu
OTHOCUTENbHOW CCbIfKe). JTOT KaTanor MoOXeT ObiTb MOABEPrHyT PEKYPCUBHOMN
obpaboTke (cm. nochown)

JocTyn K coaepXMMoMy apxuBa Yepes komaHay tar. Bo BCTpoeHHbIV ckpunT ByayT
nepedaHbl criegyloLmne aprymeHTsi

Mcnonb3oBaTb yKasaHHbIN SCr B Ka4eCTBE MCTOYHMKA napons Ans paclundpoBKu
AaHHbIX € nomoLLblo OpenSLL, cM. «ApryMeHTbI naporibHoM dopasbl» B PYKOBOACTBE
OpenSLL. Mo ymonuaHwio norb3oBaTeno npeanaraeTcs BBECTU naponb Ans
pacLnpoBKM Ha TeKyLLLeM TepMUHane

AprymeHTbl BCTPOEHHOIO CKpUMTa OYUCTKW. [INa nepeaayn HECKONbKUX apryMeHTOB
TpebyeTcs 3aknoyaTb UX B KaBbIYK/

YCcTaHOBOYHOMY CKpUNTy OyAeT nepefaHa MHCTPYKUUS — MCMoNb3oBaTh 4 BEPCUIO
agpa OC. Tllpu atom, BMecTo cTaHgapTHou Bepcum sagpa OC, koTopas
ycTaHaBnMBaeTCsa N0 yMonyaHuio, byaeTt ycraHoBneHa yka3aHHas Bepcus sigpa OC

YcTaHOBOYHOMY CKpuUNTy OyaeT nepefaHa MHCTpyKuMst — wucnonb3oBatb 5.10
Bepcuio agpa OC. lNpu aTtom, BMecTo cTaHgapTHou Bepcum dgpa OC, koTtopas
yCcTaHaBnMBaeTCsa N0 yMonyaHuio, byaeTt ycraHoBneHa ykasaHHas Bepcus sigpa OC

YkasaTb noJ kakum umeHem 6yget 3apeructpupoBaH APM B [lomeHe 6e3onacHocTh
ELlY

YkasaTtb |IP-agpec unu ceteBoe nmsi komnbotoTepa [JomeHa 6e3onacHocTn ELLY
YkasaTtb knto4v [lomeHa 6e3onacHoctu ELLY

YcraHosutb napons GRUB ans cynepnonb3oBaTens. Mo ymonyaHuio — dlladmin

He yctaHaBnuBatb, a TONbKO NPOBEPUTL NOAAEPXKKY XOCT-CUCTEMBI

3anyck obHOBNEHMSA ycTaHOBMNEHHOM cuctembl 3awmTbl Dallas Lock Linux. Mpw
ykasaHum fgaHHoro atpubyta 6yger  ocyuwecTBrneHa  MAEHTUUKaUUS 1



ATpubyTr OnucaHue

AevHctannauma Dallas Lock Linux. NogpobHee — B pazaene O6HOBNEHWE CUCTEMDI
3aLmnThI

Besopa noruHa AgmuHuctpatopa C3U HCL npu 3anycke 06HOBNEHUS yCTaHOBEHHOMN
cuctembl 3awmThl Dallas Lock Linux

--admin-login=login

--admin- Beoa naponga AgmuHuctpatopa C3M HC[ npu 3anycke o6HOBNEHWS yCTaHOBMNEHHOM
login=password cuctembl 3awmThl Dallas Lock Linux
X-XXXX-XXXX Homep nnueH3um npu 3anycke nHctannaumm cuctemsl 3awmTel Dallas Lock Linux

[ns 3alWnTbl OT HECAaHKLUMOHUPOBAHHOIO N3MEHEHWS NapaMeTpPOB 3arpy3ku Ha 3arpy34mk yCTaHOBIIEH Naposib.
1. 3agaHue napons’ 3arpysdvka Bo Bpemsi yctaHoBkn C3 HC.

YTtobbl 3agaTb Maporb 3arpys3yuka npu yctaHoBKe, HEOOXOAMMO BBECTU Napofib B KayecTBe aprymeHTta
KOMaHApbl 3anycka yCTaHOBOYHOIO CKpunTa:

Jdlix-<Homep cbopku>.run -- --bootpass=<naposib 3a2py34yuka> <enter>

unu

Jdlix-<Homep cbopku>.run <Homep nuyeHzuu C31 HC/> --bootpass=<naponb 3agpy3dyuka> <enter>

Ecnu npu ycraHoBke C3W HC[ He BBecTn naponb, OyaeT ycTaHoBMEH Naposb no ymonyaxuuio — dlladming.
2. CmeHa napons’ 3arpy3yuka nocne yctaHosku C31 HC[,.

[ns cmeHbl napons 3arpysynka GRUB Heobxogmmo:

2.1 3anyctutb nporpammy grub-mkpasswd-pbkdf2;

2.2 pgBaxdbl BBECTM HOBbLIM Maponb 3arpy3unka. [lporpamma Bbl4ACT X3W HOBOro Napons:
grub.pbkdf2.sha512.10000.. .;

2.3 cospgatb And nonb3oBaTens root dsb-npasuno arwxmusl gna katanora /boot/grub BbinonHuB
crnegyowmne KomaHabl B KOHCOMbHOM 060104Ke agMUHUCTPUPOBAHMS:
ishl <enter>
resources <enter>
files <enter>
dsb <enter>
set-rights-user root arwxmusl /boot/grub <enter>

2.4 oTkpbITb chann /etc/grub.d/40 custom, n go6aBuUTb B HEr0 JNIOTMH U CreHepUpPOBaHHbLIA HOBbLIN
napone:
set-superusers="dlladmin”
password_pbkdf2 root grub.pbkdf2.sha512.10000...

2.5 coxpaHuTb hainn;

2.6 nockonbky thavn /etc/grub.d/40_custom cogepxuT X3 naponsi, TO peKOMeHAYeTCH 3anpeTuTb
€ro YTeHme N U3MeHeHUs BCEMMW, KpOMe MONb30BaTers root, BbINOMHUB CEAYOLLYH0 KOMaHAy:
sudo chmod 771 /etc/grub.d/40_custom

2.7 3anycTuTb nNporpammy Ans co3faHnst HOBOro KOHUrypaumoHHoro dpanna sarpysymka, BbinonHns
crnegyoLyo KoMaHay:
sudo grub-mkconfig —o /boot/grub/grub.cfg

2.8 B pesynbTaTte, Naposb 3arpy3ynka 0yaet 3ameHeH Ha HOBbIN.

[nsi cmeHbl napons 3arpy3dnka GRUB2 Heobxoaumo:

Mpumevanue. [ins cuctem ¢ UEFI dann koHcburypauum GRUB2 pacnonaraetcs no agpecy
/boot/efi/lEFI/<ums cucmembi>/grub.cfg. CnepoBaTternbHoO, co3gaHue HOBOIO
KOHdhMrypauuoHHoro gavina sarpysyunka oygeT BbirnsigeTb criegylowmm obpasom: grub2-
mkconfig -0 /boot/efi/EFl/<ums cucmembi>/grub.cfg. Takke cTont yyecTb, 4TO 1 dsb-npasuno
ANnd nonb3oBarens root cnefyet co3gasaTb Ang kaTtanora /boot/efi/EFl/<ums cucmembi>.

2.9 3anyctutb nporpammy grub2-setpassword;

7 Heobxoammo obnanaTth npaBamu cynepnonb3osaTens (root).
8 Takke 6yaeT ycTaHOBMEH NOrVH No ymonyaxuio — dlladmin.



2.10 aBaxgbl BBECTM HOBbIN Naponb 3arpysyumka. lNporpamma Bbl4acT X3 HOBOMO Naposs 3arpy3ydnka
GRUB B ganne /boot/grub2/user.cfg, koTopbIi MOXXHO MOCMOTPETbL C MOMOLLIbIO KOMaHAbI cat:
cat /boot/grub2/user.cfg

2.11 co3paTb Ans nonb3oBaTtens root dsb-npaBuno arwxmusl gns katanora /boot/grub2 BbINONHUB
crnegyowmne kKomaHabl B KOHCOMbHOM 060104Ke agMUHUCTPUPOBAHUS:
ishl <enter>
resources <enter>
files <enter>
dsb <enter>
set-rights-user root arwxmusl /boot/grub2 <enter>

2.12 oTkpbITe havin /etc/grub.d/40_custom, no6aBuTb B HEro fnOrMH U CreHepupOBaHHbLIA HOBLIN
napone:
set-superusers="dlladmin”
password_pbkdf2 root grub.pbkdf2.sha512.10000...

2.13 coxpanuTb hann;

2.14 nockonbky chann /etc/grub.d/40_custom cooepXuT Xall naponsi, TO pEKOMeHAYyeTCsa 3anpeTuTb
€ro YTeHme 1 n3aMeHeHne BCeMu, KPOMe Mosib3oBaTensi root, BbINOMHUB CNEeAYoLY0 KOMaHay:
sudo chmod 771 /etc/grub.d/40_custom

2.15 3anycTnTb co3aHue HOBOro KOHUrypauuoHHoro cpanna 3arpysuyvka, BbIMOSIHUB CreAyoLyo
KOMaHay:
grub2-mkconfig —o /boot/grub2/grub.cfg

2.16 B pe3ynbTare, Naponb 3arpy3dvka 6yaet 3aMmeHeH Ha HOBbIN.

BHumaHue! [Mocne 3aBeplieHMs npouenypbl CMEHbl Maponsl 3arpy3vmka pekoMmeHayeTcs
yaanuTb dsb-npasuno ansa katanora /boot/grub (vnm /boot/grub2).

Mpuwmep:

ishl <enter>

resources <enter>

files <enter>

rm-rights-user root /boot/grub <enter>

MpumeyaHue. [1ns cmeHbl NormHa HeobxoamMMo B cTpoke set superusers="dlladmin" 3ameHuTb
dliladmin Ha HOBbIV NOTUH.

Mudopmauuio o xoge npouecca yCTaHOBKM MOXHO yBuaeTb B cpamne install.log, koTtopein cosgaetcs
npu yctaHoske DLL B nanke, B KOTOPOW Hax04MTCS yCTaHOBOYHBIN dpann install.sh.

lMocne BbINOMHEHUS BCeX BblleykasaHHbIX AenctBuini TC yinaetT B aBTOMaTUYECKylo nepesarpysky. [Ons
OTMEHbl aBTOMaTuMyeckon nepesarpy3km TC nocrne ycnewHon ycTaHOBKM HeobxoauMmo nepep 3amyckoM
davina ./dlix-<Homep cbopku>.run B Ka4ecTBe aTpubyTa ykasaTb --no-reboot.

MpumeyaHue. Homep nuueH3M MOXET akTMBMPOBATb MOAYSb YNpaBleHus MnpaBuniamm
MEXCETEBOr0 3KpaHa, a Takke (yHKUMOHAmNbHbIE BO3MOXHOCTU KOHTPONS CbEeMHbIX
HakonuTenewn.

hyHKLMOHMPOBAaTb 3alLMTHbIE MeXaHn3Mbl n3genus (cMm. pasgen Bxog B sawmweHHyo OC).

@J Mpumeyanue. [lpu nepson 3arpyske OC, 3sawmwaemon C3WN HCLO, HauuHaioT

BHumaHue! B Tabnuua 3 npegcrtaBneHa nogpobHast nHdopmaums 06 M3BECTHbBIX Criyyasix
cb0s1 yCTAHOBKU M yaaneHusi CUCTEMbI U MX KOAbl BO3BpaTa Npu aBapMiHOM 3aBEepLUEHUM
npowecca uHctannaumm unu gemHctannsauymm C3M HCL Dallas Lock Linux.



Tabnuua 3

Kop Bo3Bpara
OLINOKKN

201
202
203
204
205
206
207

208

209

210

221
222

223

224

225

226

227

228

Coon

CtapToBbIN CKPUNT MHCTaNNATOpa
BbIn nonyyeH oTkas NpMHATE YCNOBUS NTIMLEH3MOHHOIO CornalleHust
He cosnapaert kntod GPG nognucu
He yganocb nposeputs GPG nognucb
ApXUB UMeET HeOXnaaHHbIN pasmep?
KoHTponbHas cymma SHA256 dannos auctpnbytmea C3M HC[ He coenagaeT?®
KoHTponbHas cymma MD5 dainnos auctpubytuea C31 HC[l He coBnagaeT?®
KoHTponbHas cymma CRC davinoe auctpmbytusa C3UW HC[ He coBnagaet®

I'Ipou,eccy WHCTanmnAauumn 6bin oTnpasJieH CcuUrHan:

— 1 (SIGHUP) — obHapyxeHO 3aBuCaHvne Ha ynpaBnsoLleM TepMuHane munm
3aBeplLUeHne npoLecca ynpasneHus;

— 2 (SIGINT) — nonb3oBaTtenem oTnpaBreH curHan npepbiBaHus (Mo HaXaTuio
Ctrl+C);

— 3 (SIGQUIT) — nonb3oBaTtenem OTNpaBneH curHan Bbixoga (MO HaxaTtuio
Ctrl+D);

— 15 (SIGTERM) — npekpalieHme paboTel nporpaMmmHoro obecneveHus (no
ymonyaHuto otnpasnsetcs kill)

He ynanocb noateepautb nseneveHume dannos C31 HCL n3 apxmea

HeBo3amoxHo m3eneys gannsl C3N HCL 13 apxmuBa. ApxvB NOBPEXOEH UM NMeeT
HEen3BeCTHbIN hopmat

OCHOBHOW CKpPUNT MHCTannATopa
C3M HC[ yxe ycTaHoBneHa (Ha ancke npucytcteyeT anpektopus /dlix)

He HalnaeH dann /etc/os-release. Mo npuynHe Yero He NpeacTaBnAeTCs BO3MOXHbLIM
NpoBepUTb, NOAAEPKMBAETCA NN AaHHbIA QUCTPUOYTUB

AncTpubyTrB He NnogaepknBaeTcs

Ha anckoBom nNpocTpaHCTBE HeAOCTaTOYHO MecTa And pa3sépTbiBaHna C3UW HCL.
Mepen Ha4anoM yCTaHOBKW 3anyckaeTcs MpoBepKa, KoTopasi MOXeT CreHepnpoBaTh
oLmnbKy

B /etc/fstab obHapyxeHa He nogaepxmBaemasa ®C

He obHapyxeHa ogHa M3 OCHOBHbIX YTWMWT, HeobxoauMMbIX Ans yctaHosku C3U
HCO:

— chmod;

- cut;

- df;

— find;

- grep;

- sed;

— systemctl;

— ftruncate

B vHcTannaTtope oTCyTCTBYeT CKpPWUNT, coAepkallnii (oyHKUMK, cneundudHblie ans
YCTaHOBKM Ha AaHHbIA AMCTPUBYTUB

Mo camny /etc/os-release He yganocb onpeaennTb MMsi CKpUMTa, COAepKallero
PYHKLMK, cneumdnyHble 4518 YCTaHOBKM Ha AaHHbIA QUCTpnbyTmB

9 OCHOBHOW MPUUMHON MOXET ABMSATHCA NOBPEXAEHHbIN dann nHctannatopa C3M HC Dallas Lock Linux.



Kop Bo3BpaTa

OLINOKN Eoou
229 YKkasaH HeBEpHbIN HOMEp NMLEH3UN
231 YcraHoBka C3M HC[ Ha gaHHyto apxuTtekTypy OC He noggepxuBaeTcsi
232 YcraHoBka C3U HC[ octaHoBneHa. Ha tekywen OC BkntodeH SELinux

He ykasaH noruH y4yeTHon 3anmcu agMmuHuctpaTtopa C3/ HCU.

233 Ko owmnbku Bo3BpalaeTtcsi, ecnu npouecc obHoeneHns C3M HCJ] 6bin 3anyLieH ¢
Kntovom —upgrade
He ykasaH naponb y4yeTHOM 3anucu agMmuHuctpatopa C3M HCL.

234 Kopn owmnbkun Bo3BpawaeTcs, ecnv npouecc o6HoeneHns C3M HCL Obin 3anyLieH ¢
KIto4om

--upgrade

YkazaHO HECKOJIbKO (DOPMAaTOB 3KCMOPTA XKYpHarloB.

235 Koa owubku BO3BpalLaeTcs, ecrnv nepea 3anyckom npouecca obHosrneHus C3U
HC[ 6b1no ykaszaHO HECKOMbKO KOMaHA hopmara aKcrnopTa XypHarnos

He ykasaH cpopmat akcnopTa xypHanoB B Tpebyemom copmare.

236 Koa owwunbku Bo3BpallaeTcs, ecnu nepen 3anyckom npouecca o6HoBneHuss C3U
HCL, He BbIOpaH TpebyeMbilt hopmaT 3KCnopTa XXypHaroB

HeuHcTannsaTop
230 HepoctaTtoyHo npaB ans 3anycka npouecca genHctannsaumum C3M HCL,
Koabl owunbok Linux nepeg npoueccom nHctannauum C3U HCAQ

[nsa BbINONHEHMS onepaunn HeaoCTaTo4HO Mnpas.

1 Ona ycrtaHoBkn C3UM HC[L Heobxogumo obGnagatb npaBamMy agMuMHUCTpaTopa
onepaumnoHHOM cucTemsbl (root)

HeB0o3MOXHO co3gaTh yXe CyLecTBYILWNA han nnn katanor.

17 Hanpumep, Ha ycTpoOWCTBeE yXe NPUCYTCTBYET KaTtanor /tmp/tmp.xxX, B KOTOPbIN
WHcTannaTop npobyeT pacnakoBatb hannel C3U ona nocnenyoLwen ycTtaHoBK/

29 Heponyctumbin aprymeHt. OguH (MNu HeCKonNbko) napameTp(-0B) KOMaHAHON
CTPOKM, YKa3aHHbIX Npy 3amnycke MHCTanmnsaTopa, MMeT HEKOPPEKTHbIE 3HaYeHWS

Ha yctponctee HeT cBo6ogHoro mecta. Owmnbka MOXeT BO3HUKHYTb NOCIE NPOBEPKU
28 AOCTaTOYHOro KONMYecTBa MecTa B paMKkax OCHOBHOIO CKpMNTa MHcTannauum, nmbo
[0 3anycka OCHOBHOIO CKpMMNTa MHCTanmaumm

3.2.1 YcTtaHoBKa rpadnyeckon 0605104KM agMUHUCTPUPOBAHUA

YcTaHoBKa rpacduyeckor 060M04KM agMUHMCTPUPOBaHUA B onepaLMOHHbIX cucTeMax Ha 6ase Linux

C ycTaHOBOYHOrO AMcka HeOOXOAMMO CKOMMPOBaTb B AOMAaLUHMI KaTanor nonb3oBaTtens cann «dlix-gui-
<Homep cbopKu>.run» 1 3anycTuUTb ero, BbINONHMB kKomaHay ./dlIx-gui-<Homep cbopku>.run.

Mpumep:
Jdlix-gui-<Homep cbopku>.run <enter>

YcTaHoBKa rpaduyeckon KoHconu He TpebyeT nepesarpy3ku TC.

YcraHoBKa rpadmyecko  0GONIOYKM aAMMHUCTPUPOBAHUA B  OMEpPauUOHHbIX cUcTemax
Ha 6a3e Windows

Onsi yctaHoBKM rpacmyeckon o6onoykm agMmmHucTpmpoBaHusa B OC Ha 6a3e Windows He06x04MMO 3anyCcTuTb
dann «dlix-gui-<Homep cbopKu>.exex.



MpumeuaHue. [padmyeckas obornouka agmuHucTpupoBanust C3M HCO B OC Ha 6Gase
Windows nogaepxwuBaeT 64-6utHble Bepcun OC Windows:

— Windows 7 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter);

— Windows Server 2008 R2 (SP 1) (Foundation, Standard, Web, Enterprise,
Datacenter);

— Windows 8 (Core, Pro, Enterprise);

— Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

— Windows 8.1 (Core, Pro, Enterprise);

— Windows Server 2012 (R2) (Foundation, Essentials, Standard, Datacenter);
— Windows 10 (Enterprise, Education, Pro, Home);

— Windows Server 2016 (Multipoint Premium Server, Essentials, Standard,
Datacenter, Storage Server, Hyper-V Server);

— Windows Server 2019 (Essentials, Standard, Datacenter);
— Windows 11 (Enterprise, Education, Pro, Home);
— Windows Server 2022 (Standard, Datacenter).

Mocne 3anycka nporpaMMbl YCTAHOBKM HEOGXOAWMMO BbIMOMHATbL AEWCTBUS MO MoAckaskam MporpamMMbl.
Ha kaxxgoM ware MHCTannsuMuM npeaocTaBnsieTcsl BO3MOXHOCTb OTMEHbl MHCTannsiuMM C BO3BpPaTOM
COENaHHbIX M3MEHEHUI C mnoMoLllblo KHOMkM «OTmeHax». BbinonHeHue cnefyrollero wwara MHCTannsumm
BbIMOSTHSAETCH C NMOMOLLIbIO KHOMKKU «[daneey.

3.3 YaaneHue cucrtembl 3alUThl

Ona yoanenuna C3UW HC[ Heo6xogumo obnagate npaBamMuv agMUHUCTpaTOpa onepaLlmMoHHON cucTeMsbl (root)
Ha gaHHom TC.

Ona oTtknioveHns mexaHuamoB 3awutbl u yganeHusa C3UN HCIO Heobxoammo 3anyCcTuTb MCMNOMHSEMBIN
danin dlix-remove.sh, koTopblii pacnonoxeH B aupektopun /dlix/.remove, B ka4yecTBe aTpnbyTOB yKasas JOrmH
W napornb y4yeTHow 3anucu agmuHuctpatopa C3M HCL dlladmin (no ymonyaHuio naponb agMuHUCTpaTopa
C31 HC[ — dlladmin).
Mpumep:
/dlIx/.remove/dlIx-remove.sh dlladmin dlladmin<enter>
MpumeuaHue. B cnyyasx, korga k C3M HC] HEBO3MOXHO NOAKMIOYUTLCS, UCTMONb3YH YYeTHbIe

AaHHble agmuHucTpatopa C3WM HCH, HeobxogMmo 3anyctuTb WCMOMHSAEMbIN  dann
run-dllx-remove.sh.

Mpumep:
[dlIx/.remove/run-dlix-remove.sh <enter>

JlorvH n napone gns ayTeHTudmkaumm ncnonb3oBaTh Npu Bbi3oBe ckpunta run-dlix-remove.sh
He HY>KHO.

3.3.1 YpaneHue cuctembl 3aWUTbl C MOMOLbLI KOHCOJSILHOM OOONOYKU
aAMUHUCTPUNPOBAHUA

Yogannte C3W HCL Takke MOXHO C TMOMOLLbI YNPaBASOWNX KOMaHZ4 KOHCONbHOM 060M04ku
agMUHUCTPUPOBaHUS. [ns 3Toro Heo6XoAMMO BbINOMHUTL CReaytoLme warm:

1. BeinonHuTb KoMmaHay ishl n aBTopm3oBaTbCsa B KOHCOMbHOM 06004Ke agMUHNCTPUPOBAHUS.

2. BbInonHMTb KOMaHAy Services, nocne BbINOMHEHUS KOMaHAbl cucTemMa nepeinaeT B pasfgen BCTPOEHHbIX
CEPBUCOB Services.

3. B pasgene services BbINONHWTL BBOA KOMaHAbl uninstall, 3aTeM nocneposatenbHO BBecTU login u
password (TpebyeTcs ykasaTb norvH u napons AgmuHuctpatopa C3M HCJ Dallas Lock Linux).
Mpumep:
services <enter>
uninstall <enter>



login <login> <enter>
password <password> <enter>
execute <enter>

MpumeyaHue. [Ina otcnexuBaHusa npouecca yaanenna C3W HC[L no nor-chaniny B pexunme
peanbHOro BpeMeHW, HeobxoauMmo BbINONMHUTL komaHay tail —f /dlix-remove-<dama>-
<gpemsi>.log.

3.3.2 YpaneHwue rpacuyeckom 060104k aAMUHUCTPUPOBaAHUS

Yto6bl yaanutb rpadguyeckyto obonouvky C31 HCL, Heobxoammo 3anycTutb ncnonHsieMeln doann uninstall.sh,
KOTOpbIN pacnonoxeH B gupekropuu /dllx-gui/bin.

Mpuwmep:
/dlIx-gui/bin/uninstall.sh <enter>
Tarxke npouecc genHctannauum rpadudeckon obonoyvkn C3N HCO moxHO 3anycTuTb U3 MHHPOPMALMOHHOTO

=
okHa «O nporpaMme», BbI3BaB €0 W3 CrMCKa [AOMOMHUTENbHBIX (YHKLMIA KHOMKU MaBHOTO MeH ¥
(cm. PucyHok 1).



O nporpamme

C3M HCA Dallas Lock Linux

CoefMHeHwe:
127.0.0.1

Homep chopum:
3.31.58

Bepcua GUI:
3.31.58

Homep nuueH3nu:

— AKTUBHLIE KOMNOHEHTBI:

/A B\ 3auwTa ot HCJ (C3W HCL)
[ P, CpegcTED KOHTPOMA Nogriioyaemer HocuTened (CHH-T)
F | Momy/ib MENCETEBOID IKpaHA

Kop TexHWYECKOIH MOLaepHKA:
He 3aaaH.

[aTa 3agepLIeHUA TEXHUHYECKON Mo e pKKn:
He 3aaaH.

CaliT KoMIaHHK:
wawconfident.u

Dallas Lock CaifT npogykToBoit nuHekn:
Linux www.dallaslock.ru

Appec TeXHUYECKO Noge pKw:
helpdeski@confident.ru

Tenedpou: -

R A T Tl T s e

CMEHUTE HOMED NIMLEHZHW W KO TEXHUUECKOR NOL0E PHREW |

¥Yoanute C3KM HCO
Ok

PucyHok 1. KHonka «Yaanuts C3U HCO DLL»

3.4 ObHoOBNEeHne cucTeMbl 3anTbI

O6HoeneHne C3M HC[ Dallas Lock Linux HanpaBneHo Ha:

—  yCTpaHEeHWe ysi3BUMOCTEWN CpeacTBa 3amuThl MHCpopMauuu;

—  pobaeneHue yHKuMM (pyHKUMIA) Be3onacHOCTM CpeacTBa 3awmTbl MHpOPMaLUMN, HanpaBrieHHOW
(HanpaBneHHbIX) Ha COBEPLUEHCTBOBaHME peanu3aumm QyHKuMmM (pyHKLmMIA) ©6e3onacHoCTM
cpeacTBa 3awmTbl MHOpMauuMW, Ha paclMpeHne Yucna nogaepXmMBaeMbiX MPOrpamMMHbIX U
annapaTHbIX nnaTgopm;

—  pobaeneHve yHKUMK (DYHKLMI), HE BRuSOLWen (He Bnusaowmx) Ha dyHkumm 6esonacHoctn C3U
(Hanpumep, nsmeHeHne nHtepdenca C3U).

WHdopmauus o noseneHumn obHosneHHon Bepcun C3UN HCL pernctpupyetcsa Ha cante www.dallaslock.ru
C yKa3aHMeM yCTpaHEHHbIX HeJOCTaTKOB U J06aBMeHHbIX OYHKLMOHANbHBIX BO3MOXHOCTEMN.

Monb3oBatenn C3UM HCLO wuHdopmupytotca o Bbinycke o6bHoBnenmnn C3UWM HC[O Dallas Lock Linux
(c ykasaHMeM yCcTpaHEeHHbIX HeJOCTaTKOB M A06aBNeHHbIX (PYHKLMOHANbHbLIX BO3MOXHOCTEN) MO 311EKTPOHHOM
rnoyTe ¢ NOATBEPKAEHMEM MONYyYeHMs MHpopMaLUN.

Mocne nonyyeHnsa mHdopmauum o Hanuumm obHoBneHu Ha C3UM HC[L Dallas Lock Linux Heobxogumo
BbINOMHWTL Cleaywne AenCcTBUS:
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1. C cawnta komnaHum www.dallaslock.ru ckayaTb apxuB, KOTOpbI OyaeT copepxaTb OOHOBMEHHbIV
anctpubytns C3U HCA.

2. CoxpaHuTb yKasaHHbIN apxuB Ha xecTkuin guck TC, Ha koTopoM TpebyeTcst o6HoBuTE C3M HCL.

3. PaccuntaTb KOHTPOMbHYIO cymMmy Ans amctpubytuea no anroputmy FOCT P 34.11-94 ¢ nomoLubto
nporpamMmmbl UKCauUm M KOHTPOMS MCXOOHOMO0 COCTOSIHWS, aBTOMAaTM3UPOBAHHOIO KOHTPOMS LENOCTHOCTU
MHpopMaunoHHbIX MaccmBoB «Tpadapetr 2.0» (cepTudmkar cootBeTctBusas PCTOK Poccum Ne 2031
o1 03.02.2010) nnbo no anroputmy MD5 c nomolibio nporpammbl «md5Ssum» (SBNAETCA BCTPOEHHOM
B NoggepKvMBaeMble onepaunoHHbIE CUCTEMBI) UK MPOrpaMMbl PUKCALIMN U KOHTPOMS UICXOOHOIO COCTOSHMS,
aBTOMAaTU3MPOBAHHOIO KOHTPONS LENOCTHOCTU MHEOPMAaLMOHHBIX MaccnBoB «Fsum Frontend» (cBobogHo
pacnpocTpaHsiemasi nporpamma, BXOAWT B KOMMEKT MOCTaBku Ha KomnakT-gucke ¢ C3U HCL).

4. CBepuTb MOMYYEHHYD KOHTPOSIbHYID CYMMY C COOTBETCTBYKOLLUMMU KOHTPOSIbHBIMW  CyMMaMmu,
XpaHsaWumMmMca Ha cante KomnaHmm www.dallaslock.ru. B cnyyae coBnageHusi KOHTPOSbHbIX CYMM
Npon3BOAMTCSH yCTaHOBKa OOHOBNEeHwn. B cnyvyae HecoBnageHUs KOHTPOSbHbIX CYMM PEKOMEHAYeTCS
obpaTtutbes B cnyxby TexHmndeckon nogaepxkn OO0 «KoHdburaeHT».

5. MNepen yctaHoBKOM OOHOBMEHUN HEOOXOAMMO yaanuTb YCTAHOBMEHHYH paHee Bepcuo C3U HC[O
(nogpobHee — B pasgene YganeHve CUCTEMbl 3almnTbl) U BbINONHMTE ycTaHoBky C3UM HC[, ncnonb3ys B
KayecTBe ANCTpPMOYTMBA CKavaHHbIM apxmB (NogpobHee — B pasgernie YCTaHOBKA CUCTEMbI 3aLUNTHI).

6. lNMocne ycTtaHOBKM OBHOBNEHMM HeobxoaMmo caenaTb COOTBETCTBYIOLWYHO OTMETKy B pasgene 13
dopmynspa C3U HCO Dallas Lock Linux ¢ ykasaHvem Tuna, gaTbl M BpeMeHM OOHOBNEHWs, a Takke
C ykazaHuem hamunuu nuua, NPpYMEHUBLLErO ero.

Ona 3awmwenHsix TC C3UM HC[L Dallas Lock Linux npegblaylimnx Bepcuin peanui3oBaHa BO3MOXHOCTb
OOHOBNEHNSI CUCTEMBI 3aLUUTLI HA TEKYLLYIO C COXPaHEHNEM OEeNCTBYHOLLNX HACTPOEK MU SKCMOPTOM XKYpHaIoB
ayauta.

BHumanwue! Nepeq BbinonHeHnem npoueaypbl 06HOBNEHMS Heobxoanmo ybeanTbeca B TOM,
47O 3awmuaemoe TC HaxoamTca nog ynpasneHvem nogaepxmsaemon OC.

Ons OOHOBINEHNSA CUCTEMbI 3aLLMTbLI HE0BX0aUMO:

1. CkonupoBaTtb C yCTAaHOBOYHOIO AMcKa M3 kaTarora B JOMaLUHWUIA kaTanor nonb3osatens cgann «dlix-
<Homep cbopku>.run», He yaanssa npegpliayyto Bepcuto guctpnbytmesa C3M HC Dallas Lock Linux.

2. lMpoBeputb, siBnsietca nu dann «dlix-<Homep cbopku>.run» NUCNOMHAEMbIM, C NMOMOLLLI KOMaHAbI
Is—l. Ecnn dhann He sBnAeTcsa MUcnonHsembiM, Heobxogumo BBecTu komaHgy chmod a+x dlix-<Homep
cbopku>.run. C NOMOLLbK AaHHOW KOMaHAbl haln CTaHOBUTCHA UCMOMHSAEMbIM ANS ero Brnagensua.

3. Banyctutb dann komaHgon ./dlIx-<Homep cbopku>.run, B kadecTBe aTpubyta HeobxoouMo ykasaTb
napameTpbl npeacTaBneHHble B Tabnuua 4.

Mpuwmep:

Jdlix-<Homep cbopku>.run -- --upgrade --admin-login=dlladmin --admin-pass=dlladmin --not-export X-XXX-
XXXX

4. lNMocne AevHcTannAuMM cucTembl 3awuTbl npegpigywen Bepcum TC yhiaeT B aBTOMaTUYECKYHO
nepesarpysky.

lMocne BbLINOMHEHMS OEUHCTANMAUMM CUCTEMbI 3allMTbl U nepesarpys3ku OygeT npoxoauTb npoueaypa
YCTaHOBKM HOBOW BepcuW. YCTaHOBKa HOBOW Bepcum npoucxoaut B poHOBOM pexume. [MpepoctaBneHa
BO3MOXXHOCTb aBTOpM3aLMM B TEPMUHAIbHYIO CECCUIO ANsi MPOCMOTpPa npouenypbl OGHOBMEHUS Ha TEKYLL YO
BEPCUIO, AN 3TOro Heo6Xx04MMO BbINONMHUTE KoMaHay tail —f /dlix-setup-*.log.

Mo 3aBepLueHuto ycnelwwHoro ooHoBneHusa C3W, cuctema aBTomaTudeckuii ynaeT B nepesarpysky. B cnyyvae
BO3HWKHOBEHNS OLIMOOK YCTaHOBKW, aBTOMaTU4YeCKOW mMepe3arpyskm npoucxogntb He 6yget. [Ons
onpegeneHnsi NpuUYrHbl BO3HWMKHOBEHMS OWwnbkn OBHOBREHUs HeobxoaMmo aBTOpU30oBaTbCA B CUCTEME U
BbINONHUTL koMaHAy tail —f /dlIx-setup-*.log.

Tabnuua 4

Ne MapameTp OnucaHue

3anyck obHOBNEHMS paHee ycTaHOBMNEHHOW cuctembl 3awmTel Dallas Lock
1  --upgrade Linux. Tlpn ykasaHun paHHOro artpubyta OygeT ocyuwecTBhneHa
naeHtTndukaums n genHctannsaumsa Dallas Lock Linux

> --admin- Beoa noruHa Agmunuctpatopa C3U HC[ npwu 3anycke oGHOBNEHNs paHee
login=<login> yCTaHoBMNeHHOW cucTemsl 3awmThl Dallas Lock Linux.
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Ne MapameTp OnucaHue
Ob6sa3aTenbHbIN NnapameTp

Beoa naponsa AgmuHuctpaTtopa C3UM HCL, npu 3anycke o6HOBneHusa paHee

3 --admin- yCTaHOBMEHHON cucTeMbl 3awmTbl Dallas Lock Linux.
pass=<password> .
Ob6s3aTenbHbIN NapameTp
KomaHaa ana  oTMeHbl  3kcropTa kypHanoB. JKypHamnbl — paHee
ycTaHoBneHHon Bepcum Dallas Lock Linux He ©6ygyT SKkcrnopTuMpoBaHbl B
4  --not-export

npouecce 06HOBMEHMS CUCTEMbI 3aLLUTHI.
Ob6s3aTenbHbIN NapameTp
KomaHaa akcrnopta xypHana B dopmat PDF. XXypHanbl paHee

ycTaHoBneHHon Bepcum Dallas Lock Linux 6ygyTt akcnopTupoBaHbl B
npouecce 06HOBMEHMS CUCTEMBI 3aLLnTbl B popmate PDF.

Ob6ga3aTenbHbIN NnapameTp

5  --export-pdf

KomaHga oakcnopTa XypHana B ¢opmar ODS. XypHanbl paHee
yctaHoBneHHow Bepcum Dallas Lock Linux 6yayT akcnopTvMpoBaHbl B

6  --export-ods npowecce 0OHOBMEHMS cUcTeMbl 3awmTbl B dpopmate ODS.
ObsasartenbHbI napameTp
KomaHga askcnopta xypHana B dopmat XML. JKypHanbl paHee
cTtaHoBrneHHon Bepcum Dallas Lock Linux 6 3KCMOPTMPOBaHbLI B
7 --export-xml y P YAyt PTVP

npouecce obHOBNEHMS cucTemMbl 3awmnTel B popmate XML.
Ob6s3aTenbHbIN NapameTp

Homep nunueH3nm npu 3anycke o6HoBNeHns cuctembl 3awmTbl Dallas Lock
8  XXXXX-XXXX Linux.
ObsasartenbHbI napameTp

MpumeyaHuwe. [lyTb K OKCNOPTUPYEMbIM XypHanaMm MO  YMOSYaHWIO  YCTaHOBIEH
/dlIx/backup/ik2_journals.

Peann3oBaHa BO3MOXHOCTb OOHOBIEHWS CUCTEMbI 3alMTbl C Mpedblaylien BepcunM Ha TeKyllyl C
COXpaHeHMeM [eWCTBYIOLLMX HacTpPOeK M 3KCMOPTOM XypHaros ayauta ¢ nomoubio EguHoro ueHtpa
ynpaenenus Dallas Lock, ynpaeneHue KOTOpbIM OCYLLECTBRSeTCA OTAEeNbHbIM NpunoxeHnem «KoHcorb
ELLY».

Ons atoro B okHe «MacTep yganeHHon yctaHoBku Dallas Lock Linux» B 4ONOMHWUTENbHbBIE KIHOYM YCTaHOBKM
HeobxoaMMO BBECTU NapameTpbl npedcTasrneHHble B Tabnuua 4. C nogpobHeim onncadmem ELLY Dallas Lock
MOXHO O3HaKOMUTbCSA B NHCTpyKumu no ncnons3osaxuio ELLY Dallas Lock N®HA.501410.002 3.

3.5 YnpaBneHue ceptudmkatamm cMcTeMbl 3alUTbI

BHumaHue! Heobxoanmo BOBpeMsi OOHOBNATL KOpHeBoW (root.crt) M nonb3oBaTenbCKUi
(user.crt) cepTuduKaThbl.

B cnyyae, ecnu cpok pJewctBusi cepTudpmkata ucTedeT — nponagetr BO3MOXHOCTb
nogkntoveHnst k C3M HCL yepe3 kakyto-nmbo o6omnoyky agMUHUCTPUPOBaHMS (B TOM Yucne
¢ nomoubto Cepeepa 6e3onacHocTu Dallas Lock n EgnHoro ueHTpa ynpasneHus Dallas Lock,
BO3MOXHOCTM KOTOPbIX OMUCaHbl B pasgene LleHTpanusaoBaHHOe ynpaBlieHWe CUCTEMOW
3awuThl). NMogpobHee 0 ToM kak 06HOBUTL cepTudmkaT B pasgene OGHOBNEHVE KOPHEBOrO
N NOb30BaTENbLCKOIO CEPTUDMKATOB.

Mo ymonuaHuio nporpamma no cosgaHuto cepTudmkatoB SSL yctaHaBnmeaeTcs B /dlx/bin/dll_gen_certs
W reHepupyeT HOBbI KOpHEBOW cepTudmkat (root.crt) u cBA3aHHbIN C HAM HOBbIN KMMEHTCKUN cepTudukat
(user.crt) B Tekywem paboyem kaTanore, oba cpokom AewictBust 365 gHen. BT cepTUdMKaTbl MOXHO
ncnonb3oBaTh B Ka4eCTBE 3amMeHbl TekylwmmM pabounm ceptudukatam C3MN HCL Dallas Lock Linux.

KomaHga 3anycka dll_gen_certs nmeeT psig napameTpoB, KOTOPble MOXHO MCMONb30BaTb, YTOGLI U3MEHUTL
napameTpbl Co34aHus cepTUUKATOB, UCMONb3yeMble MO YMOSTYaHUIo.



PekomeHayeTca npu reHepalMm HOBbIX CepTU(UKATOB He YyKasbiBaTb aTpubyTbl NyTenl KOpPHEBOMY
cepTuduKaTy 1 Katanory pasMmeLleHus HoBbIX. Jlyylle ncnone3oBaTh 3HaYEHUsI N0 YMOMYaHWIO, YKa3as MNuyLlb
KONWYecTBO OHEMN.

Mpumep:
/dlIx/bin/dll_gen_certs --days 365
Cnuncok atpubyTos npueeneH B Tabnuua 5.

Tabnuua 5

Ne MapameTp OnucaHue
Cnpagka, nomoLLlpb No nporpamme.

1  -h,--help Mpumep:
/dlix/bin/dll_gen_certs -h
YKkasaHve nyTm K CyLIeCTBYIOLEMY KOPHEBOMY cepTudukaTy, npu ISTOM
KMMeHTCKMIN cepTudmkaT byageT co3gaH Ha ero OCHOBE.

2 -, —-rootcrt Ecnu atpnbyT He ycTaHOBMNEH, TO CO3[1aeTCsA HOBbI KOPHEBOW cepTudmKar.
Mpumep:
dil_gen_certs -r <nymb_K_KopHegoMy_cepmucgukamy>

YkasaHue kaTarora, B KOTOpbIi ByayT pa3MelleHbl Co3aaHHble cepTudmKaTbl.

Ecnun atpnbyT He ycTaHOBMEH, TO CO34aHHble cepTudukaTbl ByayT pasmeLleHbl

3 -d, —directory B AMpeKTopuIo /crt Tekyulero pabodyero katanora (Hanpumep, /home/user/crt).

Mpumep:
dll_gen_certs -d <nymb_K_kamanozay>

YkasaHue KonmnyecTBa AHel [0 UCTEYEHUsI CpOKa AecTBuS cepTudmkaTa(-oB).

Ecnu atpubyT He ycTaHOBMEH, TO CO3AaHHble cepTudnkaTel 6yayT AencTBOBaTbL
365 gHen.

Ecnu kopHeBoWi cepTudmkaTt He ykasaH, TO y HOBOrO KOPHEBOTO cepTudmKkaTta u
HOBOrO KIMEHTCKOro cepTudgmkata GyAeT YyCTaHOBIIEHO OAMHAKOBOE 3aaHHOoe
4 | --days KONMYEeCTBO AHEMN.

Ecnu kopHeBow cepTudmkat ykasaH, TO 3agaHHOE KOnM4ecTBO AHen Oyget
YCTaHOBMEHO TOMLKO Y KITMEHTCKOro ceptudumkara.

Mpumep:

dll_gen_certs --days <konu4yecmeo_0Heu>

BHumaHume! Nocrne ycranosku C3U HCL Heobxoamnmo crieautb 3a CPOKOM AENCTBUS KOPHEBOTO
(root.crt) n nonb3oBaTtenbckoro (user.crt) ceptucpmkaToB, NpyM HEOOXOOUMOCTU BOBPEMS KX
OOHOBNATE.

KopHeBon cepTudumkart (root.crt) pacnonaraetcs B /dllx/data/root.crt.
Monb3oBaTtenbckun ceptudmkat (user.crt) pacnonaraetcs B /dlix/data/user.crt.

3.5.1 TlpoBepka cpoka nencTBus ceptudumkara

[N NpoBepku cpoka AeicTBUA cepTudukata Heobxoanmo BbINOMHUTL KoMaHay openssl X509 -noout -text -in
<nymb K cepmucghukamy>. B pesynbTaTe BbINOMHEHUS KOMaHObl OydyT npedocTaBneHbl [aHHble
no cepTuduKaTy, B TOM YUCIe U CPOK AeACTBUS.

Mpumep:
openssl x509 -noout -text -in /dlIx/data/root.crt

BHumaHue! CTouT y4ecTb, 4TO CMeHa cepTUdUKATOB Ha kakom-nnbo m3 knmeHToB CepBepa
0©e3onacHoCTU Brne4YyeT HeobxoouMMOCTb CMeEHbl CepTMdUKATOB Ha Bcex yanax [omeHa
6e3onacHocTy.



3.5.2 OOHOBRNEeHMe KOPHEBOro U NOJib30BaTeNIbCKOro ceptucgukaTon

MpumeyaHue. O6HOBNEHME KOPHEBOIO 1 NOMb30BATENBCKOro CEPTUAUKATOB 4OCTYMHO TOMBKO
yepes KOHCOJbHY 060M04YKY aAMVHUCTPUPOBAHUS.

[na o6HOBNEHNSA KOPHEBOTO U NOMb30BaTENbCKOro cepTUdUKaToB HEOBX0AMMO BLINONHUTL KOMaHay change-
cert. Mocne BBOAa KOMaHAbl cUCTEMA NMeperaeT B pasaen change-cert-node.

[ns gaHHOro pasgena AOCTYMHbI cneayollme ynpaBngaowme KOMaHabl:
—  ucert — ycTaHOBKa MOb30BaTENbCKOro ceptudmkara;
—  rcert — ycTaHOBKa KOpPHEBOIo cepTudukaTta;
—  preview — NpoCMOTP M3MEHEHWI, KOTOopble ByayT BbINOMHEHbI NMOCNe KOMaHdbl execute;
—  list— npocmoTp cnucka ynpaensawoLLmMX KOMaHa pasaena;
—  execute — npumMeHeHne BHECEHHbIX U3MEHEHWI;
—  help — BbIBOA MHGOPMaLIMKM O BCTPOEHHbLIX KOMaHAax;
—  back — BbIxog 13 nogMeHio (Ha ypoOBEHb BbILLE);
—  exit — BbIXof U3 KOHCONbHOM 0600YKM aAMUHUCTPUPOBAHNS 1 3akpbiTue ceccum dlladmin.

B kauyectBe aTpuGyTa K KomaHOaMm ucert u rcert ykasbiBaeTcsl MyTb K cepTudukaTam, koTopble TpebyeTcs
YCTaHOBUTb.

Mpuwmep:
information <enter>

change-cert <enter>

rcert /home/user/crt/root.crt <enter>
ucert /home/user/crt/user.crt <enter>
execute <enter>

MpumeyaHue. [INs KOPPEKTHON CMEHbI cepTudukaTa HeobxoaMMo BbINOMHUTL CreayloLune
aencteuns:
1. lMpoBepuTb, 4YTO cepTUdUKaTLI, KOTOPbIE YKa3biBatoTcs B ishl B MeH!o information—change-
cert, 6binn creHepupoBaHbl yTunuton /dlix/bin/dll_gen_certs, pabota ¢ koTopon onucaHa
B pa3gene YnpaBneHve ceptudukataMmm CUCTEMbI 3aLLNThI.
2. BobiBectn dhavnel C3 HCL n3-nop KOHTPONSA LENOCTHOCTK, cornacHo pasgeny KoHTponb
LLeNTOCTHOCTUY NPOorpaMmmHblx komnoHeHTos C3 HCA.
3. CHATb MpaBwna pasrpaHnyeHust OocTyna (corrmacHo pasgeny PasrpaHudeHnue goctyna
K obbekTam hannioBor CUCTEMbI) HA NMEPEYNCTIEHHbIE HKE dainbl cepTUdMKATOB:
/dlIx/data/root.crt;
/dlIx/data/user.crt;
/dlix/backup/dlix/data/root.crt;
/dlix/backup/dlix/data/user.crt.
4. PekoMeHayeTcs yaanuTtb channbel ctapbix cepTucmkatoB root.crt u user.crt u3 katanora
/dlix/data.
5. O6HOBUTH cepTudMKaTbl C MOMOLLBO KOMaHAbl change-cert KOHCONbHOM 060M04KK
aAMWHUCTPUPOBaHWS (Ha aHHOM 3Tane UX MOXHO YCTaHOBUTb U BPYYHYHO, CKOMMPOBAB HOBbIE
cepTudukaTsl, creHepupoBaHHble nporpammon dil_gen_certs, B katanor /dlix/data).
6. Mognucate BHOBb [obGaBneHHble Gannbl ceptudukatoB yrtunuton /dlix/bin/evmectl,
BbINOMHMB KOMaHAy ima_hash —s <nymsb k ¢haliny>.
7. Mepesarpy3utb cuctemy. dannsl C3N HCL aBTOMaTU4eCckM YCTaHOBATCHA MO KOHTPOIb
uenocTtHocTu nocne nepe3sarpysku OC.

Mpumep:
resources <enter>
software <enter>
unlock-szi-files all <enter>
back <enter>




resources <enter>

files <enter>

dsb <enter>

rm-rights-other /dlix/data/user.crt <enter>
rm-rights-other /dlix/data/root.crt <enter>
rm-rights-other /dlix/backup/dlix/data/root.crt <enter>
rm-rights-other /dlix/backup/dlix/data/user.crt <enter>
back <enter>

back <enter>

back <enter>

information <enter>

change-cert <enter>

rcert /nome/user/crt/root.crt <enter>
ucert fhome/user/crt/user.crt <enter>
execute <enter>

exit <enter>

/dlIx/bin/evmctl ima_hash —s /dlIx/data/user.crt <enter>
/dlIx/bin/evmctl ima_hash —s /dlIx/data/root.crt <enter>
/dlIx/bin/evmctl ima_hash —s /dlIx/backup/dlix/data/user.crt <enter>
/dlIx/bin/evmctl ima_hash —s /dlIx/backup/dlix/data/root.crt <enter>
systemctl reboot <enter>

3.6 Bxoa B 3awmweHHyo OC

Mpu nepsown 3arpyske OC, s3awmwaemon C3N HC[, HaunHaOT PyHKLMOHMPOBAaTL 3alUUTHbIE MEXaHU3MbI
nsgenus. MNpu 3TOM AENCTBYIOT HACTPOMKM U NONUTUKM BE30MaCHOCTHN, YCTAaHOBMNEHHbLIE MO YMOMYaHMIO:

MuHumaneHas anvHa napons (Minimum length of password) — 8 cumonos.
OcyuwiectBneHne Bxoga no naponto (Authentication by a password).
KonuuyectBo nonbiTok BBOga HeBepHoro napons — 3 (Number of wrong retries).
MakcumanbHoe konuvecTtBo ceccun — 10 (Maximum sessions).

Tavim-ayT 6nokupoBku ceccum — 2 MuHyThI (Lock screen timeout period).

BkntoueHo BepgeHue Bcex xypHanos C3U HCO (kypHan Bxogos/BbixogoB (Login and log journal),
XypHan goctyna k pecypcam (Resource journal), )xypHan goctyna Kk yctpomnctsam (Device journal),
XypHan ynpasneHus nonb3osaTensmMu n rpynnamu (User and group management journal), xypHan
neyatn (Printer management and printing events journal), XXypHan ynpaBneHusi nonutukamu
6esonacHocTu (Policy management journal), cuctemHbin xypHan (Syslog journal)).

Mepuopg apxuBauum xxypHanos — 3 Mecsdua (Journals database lifetime in months).

lMpoBepka annapaTHOW LLeNOCTHOCTY BO BPEMS 3arpy3kn — OTKIOYEHa.

eHepauusa cobbITU ayauTa annapaTtHOM LLeNOCTHOCTU — OTKIIOYEHa.

Mocne Bxoga B cuctemy agmuHuctpatop C3M HCL moxeT npocMOTPeTb U U3MEHUTb HAacTPOWKK, a Takke
O3HaKOMUTLCS C >XypHanamu, B KOTOpPbIX ObinvM 3apeructpupoBaHbl COObITUS, CBA3aHHbIE CO BXOL4OM
agMUHUCTpaTopa B CUCTEMY.

3.6.1

Bxopa B KoHCONbHY 060n04ky OC

Mpn Bxoge B OC 6e3 wucnonb3oBaHusa rpaduyeckon obonodkn OC, ecnu nonb3oBaTenk HasHayeH
annapaTtHbIi naeHTudukaTop, Heobxooumo ero npeabsiBUTb. 3aTeM, B 3aBUCUMOCTM OT XpaHWMMOW Ha
naoeHTudukaTope nHgopmaumm, no 3anpocy OC HyxHO OyoeT BBECTU:

e [IOTMH M Maponb B OTKPbLITON NamaTn uaeHTUdMKaTopa — OTKpbITas aBTopu3auuMs: ecnu
annapaTtHbii  ugeHTndurKaTtop accouuupoBaH C Mofb3oBaTeneMm, TO npou3ongeT
aBTOMAaTUYECKUIN BXOS B CUCTEMY;

e [IOTMH M Maporfb B 3aKpbITOW NamMAaTU MAaeHTUdUKaTopa — 3akpbiTas aBTOpMU3aLMs: ecnu
annapaTtHbIi MAEHTM(UKATOP accouMmMpoBaH C NoJfib3oBaTeneMm, TO ANs aBTopu3auuu
aononHutensHo notpebyetcs Beectu MNH;

e TOMbKO MMs MOMb30BaTens: ecnvM annapaTtHbid  uAaeHTUdUKaTop  accoummpoBaH
C nonb3oBaTenemM, To A5l aBTopM3aLmm notpedyeTcs BBECTM Naposib;



. I'IyCTOl;I aI'II'IapaTHbIﬁ I/Iﬂ,eHTI/I(*)I/IKaTopZ ecnm aI'II'IapaTHbIﬁ I/IJJ,eHTM(bI/lKaTop accounnpoBaH
C nonb3oBaTtenem, To Ana aBTopun3auunn n0Tpe6yeTc;| BBECTU JNIOIMH, Naporsib.

MpumeyaHue. Ecnu NOAKITHOYEHO n HasHa4yeHo HECKOIbKO annaparHbIX
noeHtncpukatopos (A1), To npu Bxoge B OC ¢ nomowpsio AW, cuctema Bbibepet
naeHTndmkaTop No BO3pacTaHUIO cepuirHoro Homepa. Hanpumep, ecnu nogkntoyeHsl asa AU
C cepuiHbiMn Homepamun 3cb435 n 4bk456, To bynet BblIGpaH AU c cepuiiHbiM HOMEPOM
3ch435.

Ecnu Hn ogHoMy cunteiBaTento (USB-nopTy nnu cunteiBatento Touch Memory) He npeabsaBrieH annapaTHbIN
naeHTudmKaTop, To NPOM3oMAET NpurnaweHne Ansg BBoga fnorvHa.

Ecnv c paHHbIM nmonb3oBaTenemM He accouuvMpoBaH annapaTHbii  MaeHTUdUKaTop, TO MOSABUTCA
COOTBETCTBYIOLLEE COObLLeHMe, 1 ayTeHTudmKaumsa 6yaeT npekpalleHa.

Ecnv annapaTtHbIn naeHTMdMKaTop accouMupoBaH C Nonb3oBaTeneM, HO OH He OBHapyXeH HW OAHMM
cunTbIBaTENEM, TO nosiBUTCA cooblleHue, Tpebylollee npeabsBWTb annapaTtHbin naeHTudukatTop. Ecnu
OH NpeabsaBneH, TO NMpousonaeT aBTopu3auns B COOTBETCTBUM C OOHVMM W3 TUMOB, OTMEYEHHbIX BbILLE.
Ecnun no ucteyeHnn HeKOTOporo nepuvoga oOXuaaHusa annapaTHbll MAEHTUUKATOP He MNpeabsBheH,
TO aBTOpM3aLUS NpekpaLLaeTcs.

Cnepgyet o6paTuTb BHMMaHue, 4To B crniydae Bxoga B OC 6e3 mcnonb3oBaHus rpadmyeckoil 060omouKy,
npu BBOAE Maposisi CMMBOSbI Napons oTobpaxaTbcs Ha akpaHe He OyayT, Takke He OyayT oTobpaxaTbcs
3B€304KN UMN NHbIE CUMBOIbI.

Mocne ycnelwHon aBTopusaumm oTobpasnTcsa CTpoka npurnaweHus K BBogy komaHa (cM. PUcyHok 2).

[user@localhost ~15

PﬂcyHOK 2. CTpOKa npurnaweHunsa K BBoay KoMmaHg

Bonee nogpobHasa nHopmaumst CoOaePXKNTCA B LOKYMEHTALUKN K NCNOMb3YyEMON OnepaLmnoHHON CUCTEME.
B 3aBuncumocTtu ot ncnonbdyemorn OC MOXHO BOCMOMb30BaTbCs OOHUM U3 CEeAYLLMX UCTOYHNKOB:

—  Debian (systemd): https://www.debian.org/doc/;

—  CentOS: https://wiki.centos.org/;

— Red Hat Enterprise Linux Server: https://www.redhat.com/en/resources;

—  Ubuntu: https://wiki.ubuntu.com;

— Astra Linux: https://astralinux.ru/information/library;

—  AnbT Pabouasa CtaHumsa, AnbT CepBep: https://docs.altlinux.org/ru-RU/index.html;

—  Pep OC Mypowm: https://redos.red-soft.ru/documentation;
— ROSA Enterprise Linux Desktop/Server: https://www.rosalinux.ru/docs/.



https://www.debian.org/doc/
https://wiki.centos.org/
https://www.redhat.com/en/resources
https://wiki.ubuntu.com/
https://astralinux.ru/information/library
https://docs.altlinux.org/ru-RU/index.html
https://redos.red-soft.ru/documentation
https://www.rosalinux.ru/docs/

3.6.2 Bxop B rpacduyeckyro o6onouky OC

MpumeyaHue. [ns ocyllecTBnNeHWss Bxoga npv nomowm rpadgumyeckon obonoykn OC
B nonutuke 6GesonacHoctn C3UM HC[L Heobxogumo ykasaTb 3HAYeHUEe MakCMMarbHOro
OOMyCTMMOrO KONMYecTBa CECCUI MOMb3oBaTernen paBHbIM MM BonbWKUM 2 (MO YMOYaHUIo
yCTaHOBMeHO 3HayeHne «10») unu paBHbiM 0 (OTKNIOYEHME OrpaHMYEHUs Ha MakcMmarbHoe
Jonyctumoe konu4yecTtso ceccui). MNogpobHee B pasgene Ymcno paspellieHHbIX CEaHCOB.

Ecnn nonb3oBaTento HasHayeH annapaTHbli uaeHTudukaTop, HeobGXoauMMo ero npeabsBUTb. 3aTem,
B 3aBMCUMOCTYM OT XpaHMMOW Ha naeHTugukaTope nHdopmaumm, no sanpocy OC HykHo GyaeT BBECTU:

—  JloruH n napornb y4eTHOM 3anncu, ecnm B naeHTudurkaTope He XpaHuTcsa uHpopmaumst 06 ydyeTHom
3anvcum.

— [aponb yd4eTHOW 3anucu, ecnv B MAeHTUdMKaTope XpaHUTCA MHAOPMaLUA TOMbKO O JIOrMHe
Y4EeTHOWM 3anncu.

—  PIN-kog ons annapatHOro naeHTudukaTopa, ecnu B 3akpbiTON NamMaT MOEHTUdUKaTOpa XpPaHUTCS
naponb y4eTHOM 3anucu.

Ecnn B OTKpbLITON NamMsATU MOEHTMUKATOpa XpaHUTCA Napofib YYeTHOW 3anucu, npu  aBTopu3auun
nonb3oBaTesnto HeOGX0AMMO TOSbKO MPEAbABUTL annapaTtHbIi UAeHTUGMKATOP, JIOTVH U Naposib CYMTaKTCS
C KrtoYa aBTOMaTUYECKU.

Ecnu nonb3oBaTento He Ha3HayeH annapaTHbIn naeHTudukaTop, HeobxoaMMo BBECTU JTIOTVMH MONb30BaTENS
n ero naponb (cM. PucyHok 3).

ViMa none3oBarens:

PucyHok 3. Bxop B rpachmyeckyro o6onouxky OC
3.7 3anycx CUCTEeMbI 3alUTbI

3.7.1 KoHconbHasa o6ono4ka agMUHUCTPUPOBaAHUA

Ynpaenenve C3UM HCI moxeT OCyLecTBNSATbLCA MOCPEeACTBOM KOHCOMbHOW OOO0MoYkuM agMuHUcCTpaTopa
C3W HC[ nytem BBOAA ynpaensowmux komaHd. s 3anycka KOHCObHOM 060104KM HEOBX0AUMO BbINOSHUTD
komaHgy ishl.

Onsi paboTbl B KOHCONMLHON 060M04Ke HEOOXOAMMO B HEN aBTOPM3OBaTLCS.

Mpn nepBom Bxoge HeobxoaMmo ucnonb3oBath naponb «dlladmin»  agmuHuctpatopa C3U HCO.
Mo ymonuaHuio Bxof ocyllectenseTcsa nog uMmeHem «dlladmin» (yd4eTHas 3anucb agMuUHUCTpaTopa
C3M HC[L) B 060mnouky agmuHncTpupoBanua C3U HCL, pacnonoxeHHyto Ha xocTe ¢ IP-agpecom 127.0.0.1 n
noptom 3880. Nocne ycnewHon aBTopm3aLmm CTpoka npurnalleHns Beoga komaHg 6yaeTt umeTs cneayoLwmm
BUA:
cli>

BHumaHue! [lanee Heobxoaumo naMeHuTb naposnb agMuHuctpaTopa C3W HCL (cm. Tabnuvua
6).



KomaHnpa 3anycka ishl umeeT psig napameTpoB, KOTOPbIE MOXHO MCMOSIb30BaTb, YTOObI KAMEHUTBL NapameTpbl
NOAKITIOYEHUS], UCNoNb3yeMble No ymonyanuio. Cnvcok atpubyToB npueeaeH B Tabnuua 6.

Tabnuua 6
Ne KomaHpa
1 | -l, --login
2 -z, --password

3

5

-a, --address
-p, --port
-V, --version

OnucaHune

MMsa nonb3oBarens, NoJ y4eTHON 3anucbio KOTOPOro 6yAeT BbINOMHATLCA BXOA,.
Mocne ycneluHoW aBTopu3aUuKM CTpoOKa NpurnalleHus BBoda KomaHnng bynmer
UMeTb crieayoLuii Bua;

cli>

Mpumep:

ishl -1 <moeuH_admuHucmpamopa_be3onacHocmu>

BaxHo! HeobxogmMmo nameHuTb naponb agMuHuctpatopa C3UW HCI. nga atoro

agmuHuctpatop C3UM HC[I pomkeH nocnepoBaTenbHO BbIMOMHUTL criegyoluime
KOMaHAbl B KOHCOJIbHOWM 000MoYke agMmnHMcTpaTopa:

management <enter>

users <enter>

user-update <enter>

login <nozuH_nonb3oeamensa> <enter>

password <maposnib> <enter>

execute <enter>

Mapone nonb3oBartens, nNog y4eTHOW 3anUCbio KOTOPOro GyaeT BbIMOMHATHCS

Bxod. lNMocne ycnewHoM aBTOpU3auMM CTpOKa MpurnawleHus BBOAA KOMaHZ
OyoeTt nveTb cneayroLmnn BUA;

cli>

Mpumep:

ishl -z<naposb_admuHucmpamopa_6esonacHocmu>

[MoaknoyeHne npym NOMOLLM KOHCONbHOM 000noYkn agMmHmuctpatopa C3U HC
K yaaneHHown paboyewn ctaHuum, 3awmwerHon C3MN HCL, Dallas Lock Linux.
Mpumep:

ishl -a <ip_adpec_pabouyel_cmaHuyuu>

-l <noeuH_admuHucmpamopa_6esonacHocmu>

unm

ishl -a <umsi_xocma ydaneHHol paboyeli cmaHyuu>

-l <noeuH_admuHucmpamopa_6esonacHocmu>

Heobxogumo BBecTu naponb y4veTHoW 3anucu agmuHuctpatopa C3U HCO
yaaneHHon paboyen craHumu. [locne ycnewHow aBTopu3aumMmM CTpoka
npurnaweHns Beoga komaHg 6yget umeTb cneayoLwmnn Bua:

<ip_adpec_pabouyeli_cmaHyuu>/szi# — B cnyyae ykasaHus |IP-agpeca pabouen
CTaHumn

mnnn

<umsi_xocma ydarneHHoU paboyel cmaHUuu>/Szi# — B cny4ae YykasaHusi
CeTeBOro naeHTudmnkaTopa yaaneHHoro xocta

Bsog Homepa noprTa.

Mpumep:
ishl —p <mopm_cepsepa>

OTobpaxeHune Bepcun kKoHcorbHom obonodkn C3 HCL.

Mpumep:
ishl -v



Ne KomaHpa OnucaHue
Command line interface for Information Security System for GNU/Linux ishl:
3.25.21

Mpn 3anycke koHcomnbHoW obonouykn C3U HCL BO3MOXHO ykasaTb paunn
CMMCKOM KOMaHp, Anst yaobcTeBa NnpMMEHEHUs TUMOBbIX HACTPOEK.

6 | -f,--cmd
Mpumep:
ishl -f <nymb u ums_cpaina>
BbiBecTM cnpaBKy MO WCMNOMb30BaHWI MapamMeTpoB KOHCOJIbHOW 0BO0M0YKM
C3M HCL.
Mpumep:
ishl -h
PeayanaT BbINOJIHEHNA KOMaHAbl.
Command line interface for Information Security System for GNU/Linux
Usage: ishl [OPTION...]
7  -h, --help
-l, --login Login to connect to the server
-z, --password Password to connect to the server
-a, --address Server's address to connect to
-p, --port Server's port to connect to
-V, --version Display version and exit
-f, --cmd Command file
-h, --help Display this help and exit

3.7.2 T'padmyeckas o60noyka agMUHUCTPUPOBAHUA

3anyck rpadmyeckon koHconu (rpacdmyeckon obonodkn, GUI) B OC Ha 6ase Linux ocyuwectensercs
c nomoubto komaHgbl dligui. Heobxognumo B TepmmHane OC BBeCTM OaHHYH KOMaHAy WM HaxaTtb Enter
(cm. PucyHok 4).

[test@localhost ~]1% dllgui

PucyHok 4. 3anyck rpachmyeckon KOHCONM ¢ noMoLlbio komaHabl dligui

Mpu 3anycke rpaduyeckoli KOHCOMM OTKPbIBAeTCA OKHO aBTopu3auuu, rge Heobxooumo ykasaTb FOrvH
nonb3oBaTens U COOTBETCTBYOLWNIA eMy naporb (CM. PUCyHOK 5).
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PucyHok 5. OkHO aBTOpM3aLmn

Mpu nepsom Bxode B 000MOYKY aAMUHUCTPUPOBAHUS MCMonb3yeTcs naponb agmuHucTpatopa C3UM HC[
dlladmin. Mo ymonuyaHuio Bxo4 ocyulecTtenseTcs nog normHom dlladmin (yyeTHas 3anvcbk agMuHucTpaTopa
C3M HC[) B o60n04ky agmuHuctTpmupoBaHua C3N HCL, pacnonoxeHHyto Ha xocTe ¢ IP-agpecom 127.0.0.1 n
noptom 3880.

L

BHumaHue! [lanee Heob6xoomMmMo MamMeHuTb naponb agmuHuctpatopa C3M HC[ (cm. CmeHa
napons y4eTHOW 3anucu Nonb3oBaTens).

Mocne 3anonHeHns Bcex Nonei B OkHe aBTopmsaLnm HE0b6XoAMMO HaxaTb KHOMKY «MoaKnoYeHme .
[ns oTMeHbl aBTOpU3aLMN HEOBXOAMMO HaxaTb Ha KHOMKY « OTMeHa.
Mocne aBTOpU3aUMM OTKpbIBaeTCcsa rpadmyeckas obonoyka C31 HCO

Dallas Lock Linux (o1 cynepnons3oearens)

(cm. PucyHok 6).

) ' Dallas Lock LInUX
MonwsoeaTend MapaneTpsl DE30NACHOCTH KoHTpans pecypoos CHH M2 Hoyphans
Q *fg ,@ % E_ﬂ &¥ Coaate " Bromposats/Pasnomposars L YCTAHOERTE NAD0N:
— - o - = ) o = YaanuTs CeopcTen @ Hactpoika cTobpawaembIX CTONGUDS
Yoetror sanmck | Cecomn | Tpynmel | = oS un‘eﬂ'{n&]m{a‘mpm . YpanuTe nonsaosatened gomea Ty OBuosTe
CyferTs gocTyma [OeicTenA
Mokaiams GunsTp
WgeHrngwsaTop » [Monbs0EaTEm: Dowmen Wnn THN Y-4STHOR 38MCK -
65634 'ntsnub'auy | nisrobody Monuanearens OC
20000 dlladmin Diladmin AMUHUCTRATOR
1000 user user Manbaosarens OC
999 unkaund unbound Manbaosarens OC
a%8 systamd-coredump systamd-coredump Maneaoearens OC
1997 Systemi-imesync systema-fimesyne Manbanearens OC
956 polkid polkitd Mank3oearens OC
995 colord colord Maneaosarens OC
994 cheony chrany Mankanearens OC
993 geoclue geocue Monesosarens OC
992 libstoragemgmi ibstoragemgmt Moneaosarens OC
ugL pipeware Dipewire Maneaoearens OC
990 setroubleshoot setroubieshoot Mank3oearens OC
989 gluster gluster Mane3sosarens OC
038 saclauth saskauith Maneaoearens OC
193 systema-rescive systama-resolve Ians30earens OC
192 systemyd-neturork systemd-network Mankanearens OC
172 rtkit rtkit Manbaosarens OC
171 pulse puise Maneaosarens OC
113 usbrmied usbimixd MaNk3nearens OC
99 nokody nobady Monesosarens OC -
[ »
diladmin@127.0.0.1

PucyHok 6. N'pachmueckan o6onoyka C3U HCL,




4 YNPABJIEHUE N HACTPOUKA CUCTEMbI 3ALLNTDI

4.1 OnucaHue cpeacTB agMUHUCTPUPOBAHUS

YnpasneHue n HacTporka C3U HC[ ocyliecTBnseTcs ¢ NOMOLLbIO KOHCOMbHOW Mnu rpadomyeckor 060mnoukm
aAMWHUCTPUPOBAHUS.

4.1.1 KoHconbHasa 060no4ka agMMHUCTPUPOBAHUA

CnctemMa MeHK KOHCOMbHOM OOOMOYKM MMEET MHOrOYpPOBHEBYK CTPYKTYPY. CNMCOK KOMaHg LOCTYMHbIX
Ha TeKyLLeM YPOBHE MOXHO MOMy4nTb Npu NoMoLm komaHabl list, 4ns nepexoaa Ha ypoBeHb Bbille crieayeT
ucnonb3oBaTb komaHay back.

Ecnn Heobxoanmo NPUMEHUTb BHECEHHbIE M3MEHEeHUs, BbINOJIHAETCA KOMaHOa execute. Ons npoCMOTpa
N3MEHEHNN, KOTOpble 6y,u,yT BbINOMHEHbI NOCIe KoMaHabl execute, BbINOMHAETCA KoMaHaa pI‘EViEW.

[nsa BbI30Ba BCTPOEHHOW KpaTKoOW CnpaBku No KoMaHgam B NioGoM MeHI0 U NoAMEHI0 UCToNb3yeTcs Knasuila
F1. C nomouupbto knasuwim Tab BbiNonHAeTCA aBTOAOMNOMHEHNE BBOAMMOWN KOMaHAbl.

CnncoK OCHOBHbIX YNpaBnSoLNX KOMaHA:
—  audit — nepexo B MOOMEHIO MOACUCTEMbI aHANM3a 1 XypHanvpoBaHus;
— management — nepexog B NOAMEHI0 YNPaBfieHNs y4eTHbIMW 3anucsMu nonb3oBaTenen;
—  resources — nepexof B NOAMEHI0 NOACUCTEMbl KOHTPOSS U pa3rpaHMYeHns JOCTyna K pecypcam;
—  policies — nepexog B NoAMEHI0 ynpasneHns nonMtukamm 6esonacHocTy;
—  testing — nepexoa B NOAMEHIO TECTUPOBAHWSA CUCTEMBI;
— information — nepexoa B NoAMEHIO0 yNpaBfieHnUst permcTpaunoHHbiM1M gaHHbimun C3M HC;
—  power-management — nepexof B NOAMEHI0 ynNpasneHns nutaHnem (nepesarpyska/BbiknioYeHune);
—  services — nepexop B NOAMEHI BCTPOEHHbIX CEPBUCOB;

— management-dll — nepexogq B MNOAMEHIO AONA HACTPOWKW LEHTPanu3OBaHHOIO YynpaBneHus
¢ nomowbto EgmHoro LleHTpa Ynpaenenua Dallas Lock;

—  firewall — nepexog B NnogMeH0 NOACUCTEMbI YNPaBEHUS MEXCETEBbIM 9KPaHOM;

—  list — BbIBOA cnNm1cka AOCTYNHbIX KOMaHA U NOAMEHIO;

—  help —BbIBOA MHGOPMALIMK O BCTPOEHHbLIX KOMaHAaX;

—  back —BbIxoa U3 nogMeHio (Ha ypoBeHb BhILLE);

—  eXit — BbIXO4 M3 KOHCONbHOW 0B0MOYKN aAMUHUCTPUPOBaHKA 1 3akpbiTne ceccun diladmin.

B ishl ecTb Bo3MOXHOCTb 3anycka komaHpa list, exit u back oT umeHu KopHeBoro pasgena MeHio ishl
He3aBMCMMO OT TOro, U3 KaKoro KOHKPEeTHO pasgena MeHio ishl oHa Gbina Bbi3BaHa.

Mpumep (c ucnonb3oBaHueM KoMaHAbl list):
audit <enter>
list <enter>

Pe3ynbTaTt BbINONMHEHUS KOMaHAbI:
back

help

list

exit
get-journal
archivate
get-watch
get-watch-all
set-watch
remove-watch

export-ods



export-pdf
export-xml
Takum 0bpa3oM, ¢ MOMOLLbIO KOMaHAbI list oToGpaXkaeTcs CNUMCOK AOCTYNHbIX KOMaHA Ans pasgena audit.

Mpumep (c Mcnonb3oBaHUeM KOMaHAbI eXit):
audit <enter>
exit <enter>

Pe3synbTaT BbINONHEHUsA KOMaHAbI: Bbixoa u3 ishl.

C nomoLpbo KOMaHabl eXit NPOMCXOANT BbIXOA M3 KOHCOMbHOW 060M0YKM aAMUHUCTPUPOBAHUS HE3AaBUCMMO
OT TOrO, 13 KaKOro KOHKPETHO pa3aena MeHto ishl oHa Bbina Bbi3BaHa.

Mpumep (Cc ncnonb3oBaHUA KoMaHAabl back):
audit <enter>
get-journal <enter>
back <enter>

Pe3synbTaT BLINONTHEHMA KOMaHAbI: BbIXO M3 TEKyLLEro nogMeHto (get-journal) Ha ypoBeHb BbilLe
(audit).
Mpu yoaneHHom goctyne kK TC ¢ NOMOLLBbI KOHCOMNbHOM 060noYkn agmuHuctpupoBaHua C3U HCL moxHo
BbINOMHATE KOMaHAbl BbIKIOYEHUS 1 nepe3anycka TC.
Insa yoanenHoro BoikntodeHnst TC B ishl Heobxogumo nepenTu B pasgen power-management U BbINONHUTD
KoMmaHay mode, yka3aB B Ka4ecTBe ero atpmbyrta 3HadyeHue «0».

Mpuwmep:
power-management <enter>
mode 0 <enter>
execute <enter>

[nsa BbiNoONHeHUs yaaneHHow nepesarpyskn TC Heobxoanmo ansa aTpubyta mode yCTaHOBUTL 3HAYEeHUe «1».
Mpumep:

power-management <enter>

mode 1 <enter>

execute <enter>

CnpaBO‘-IHVIK KOMaHZ, KOHCOJIbHON 060M0YKHN agMUHUCTPUpoBaHuA

audit — noagcucTtemMa ynpaBneHus ayaquToM U NpoCcMOTpa XXypHarnoB
e get-journal — nogcuctema XypHanumpoBaHus

o archive-path — nyTb K apxuBHOM KOMUW >XXypHaroB COObITUA WMHAOPMAaLMOHHON
©esonacHocTn

o Journal — HavMeHOBaHWe XypHana, 3an1cu KOToporo HeobxoanmMo IKCNOPTUPOBATL

o event-type — HaumeHoBaHuWe Tuna cobbITus

o from-time — cunbTp NO BpeMeHM NOABNEHUS COOLITUS, YKazaHNe HUKHEN rpaHunLbl

o till-time — counbTp NO BpeMeHU NOABMNEHUSA COObLITUSA, yYKasaHne BEpXHEN rpaHnLibI

o user-name — unbTP N0 HAMMEHOBAHWUIO Y4ETHON 3anMCcK Nonb30BaTeNs

o result— cdounbTp NoO pesynbTaTy BbINONTHEHUSA COBLITUS

o object — dmnbTp No 06beKTY focTyna

o printer — cdomnbTpaunsa No UMEHN NPUHTEPA, Ha KOTOPbIN BLIBOAUTCA OOBLEKT ANd nevyaTtu
e archivate — komaHAa co3gaHus apXMBHbBIX KOMWI XYpPHanoB
get-watch — komaHga ¢ napameTpom path ana npocmoTpa npaB AOCTyna, Ha KOTOpble Ha3Ha4eH
ayauT Ha aToT 06bekT PC
e get-watch-all — komaHga ons npocMoTpa cnucka o6bekToB C, HaxoaALWMUXCA MO ayauToMm
e set-watch—komaHga ¢ napameTpamu path n mode ans HasHa4veHus ayamMTa 4OCTyna no BblGpaHHbIM
npaBam JocTyna Ha BblbpaHHbIN 06bekT C
e remove-watch — komaHga ¢ napameTpom path ansa yganeHuss ayguTa goctyna ¢ BblGpaHHOro
obbekTta OC
e  export-ods — MeHH 3KCrnopTa XypHanos ayguTa B doopmat .ods



e export-pdf — meHto akcnopTa XypHanos ayauta B coopmart .pdf
e export-xml — MeHIo 3KcnopTa XypHanos ayauTa B popmart .xml

management — nogcuctema ynpasrieHUs y4eTHbIMU 3anucamMmu nonb3oBartenen
. users — ynpasiieHne y4eTHbIMU 3anmcamm nonb3oBaTenemn

o O O O

o O

O 0O 0O 0O 0 O
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user-list — komaHAa BbIBOAA CMMCKAa Y4ETHbIX 3anvcen nonb3oBaTenen

group-list — komaHAa BbIBOAA CMCKa rPynn y4eTHbIX 3anvMcen nonb3oBaTenen
show-domain-users — koMaHaa NpocMoTpa CNMCKa yYYeTHbIX 3anucen B JOMEHe
domain-user-del — komaHAa yganeHus y4eTHbIX 3anucert nonb3oBaTenen AoMeHa U3
©a3bl AaHHbIX cucTemsbl 3awmTbl Dallas Lock Linux

user-add — koOMaHAa Co34aHus NoKanbHOM YY4EeTHOW 3anucu

user-update — kKomaHAa peAakTUpoBaHUS aTpuMbyTOB CyLLECTBYHOLLEN YYETHOW 3anucu
nonb3oBaTenewn

user-remove — KOMaHAa yganeHus y4eTHOM 3anmcum nonb3osaTtens
user-change-password — KOMaHAa CMeHbl Napors y4eTHOM 3anncu nonb3oBartens
user-lock — komaHga 6r10KMPOBKM YHETHOW 3anncy Nonb3oBaTens

user-unlock — koMaHaa pa3brnoKMpPOBKN YYETHON 3anncu Nonb3oBaTens

user-show — koMaHga npocmoTpa aTpubyToB y4EeTHOW 3anucu Nonb3oBaTens
user-show-groups — komaHga npocMoTpa Chnvcka AONOMHUTENbHLIX FPYNM, B KOTOpble
BXOAWT y4YeTHas 3anucb nonb3oBaTtens

user-set-schedule — «komaHga nepexoga B pasgen Ang paboTel pacnvcaHuem
nonb3oBaTtenen
user-show-schedule — «komaHga npocMoTpa WM 3KCnNopTa pacnucaHus paboTsl
nonb3oBaTtenen

user-get-ticket — komaHga nepexoga B pasgen nonyyeHus Kerberos-buneta gna goctyna
K AOMEHHOW MH(bopMauumn y4eTHON 3anucm nonb3osaTtens

e (Jroups — ynpaslieHue rpynnamum y4yeTHbIX 3anucen nonb3oBaTtenen

O O O O O

O O

user-list — komaHda BbIBOgA CMMCKa Y4ETHbIX 3anvcen nonb3oBaTenen

group-list — komaHAa BbiBOAa CnMcKa rpynn y4eTHbIX 3anMcen nonb3oBaTtenen
group-add — komaHga nepexofa B pasgen gobaBneHuns rpynnbl y4eTHbIX 3anvcen
group-remove — KOMaHaa yaaneHus rpynnbl y4eTHbIX 3anucer nonb3oBaTtenei
group-add-user — KOMaHOa nepexofja B pasgen agobaBneHus y4yeTHOW 3anucu
nonb3oBaTens B rpynny

group-remove-user — KkomaHga nepexoga B pasgen yaaneHus y4eTHOM 3anucu U3 rpynnbl
group-show — komaHga NpocMoTpa napameTpoB rpynnbl NONb30BaTenen
group-show-users — kOMaHga NpoCMOTpa Cnmucka Y4YeTHbIX 3anucen nonb3oBaTenewn,
BXOAALMX B rpynny

e sessions — ynpaslieHne ceCCnaMmn y4eTHbIX 3anucen nonb3oBaTenen

(@]

O
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show-all — komaHAa BbIBOgA CMMCKa OTKPbITbIX CECCUNA

lock-session — komaHaa 610KMPOBKM Ceccum Nofb3oBaTens

term-session — komaHAa 3aBepLUeHNs Ceccum Nonb3oBaTens

term-user-sessions — komaHAa 3aBepLUEHNs Ceccumn Nonb3oBaTens ¢ ykasaHMeM foruHa
y4YeTHOW 3anucu nonb3oBaTens

e tokens — ynpaBneHue annapaTHOM uaeHTMdrKaumnen nonb3osBatens

o

o
©]

tokens-info — komaHga BbiBoga MHOpMaLumn 06 annapaTHOM naeHTUdUKaTope, KOTOPbIN
Ha JaHHbIA MOMEHT NOAKIIOYEH K KOMMbIOTEPY

assigned-tokens-info — komaHga BbiBOga CrMcKa BCEX Ha3HA4YeHHbIX annapaTHbIX
naeHTudmkaTopoB

unassign-token — komaHga OTMEHblI MPUHAANEXHOCTM annapaTHOro uaeHtTudukatopa
y4eTHOW 3anucu nonb3osaTens

assign-token — komaHAa HasHadeHus1 annapaTHOro uaeHTudmukaTopa y4eTHOM 3anucu
nonb3oBaTtens

change-pin — komaHga nameHeHnusa PIN-koga ang annapatHoro naeHtudumkaTopa
format — komaHga BbINONHEHUA hopMaTMPOBaHMS annapaTHOro naeHTudunkarTopa

resources — noacucTemMa KOHTPOJIS U pasrpaHM4eHns JocTyna K oobektam hannoBom cucTeMbl
o files— nogcucrema ynpasneHus dannamu
e dsb — komaHpa nepexoa B pasgen ynpasneHust 4OCTYNOM

o rights-all — komaHga BbiBoga cnvcka npaeB goctyna k obbekty PC ¢ ykasaHuem
nosHoro Nyt o6bekrta PC



o set-rights-user — KkomaHaa HacCTPOMKM NpaB JOCTYNa y4eTHON 3anucu Nonb3oBaTens
K 06bekTy ®C

o rm-rights-user — komaHaa yganeHus npas AocTyna Ans BblbpaHHON y4eTHON 3anncu

o set-rights-group — komMaHZa HacTpOWKM MpaB AOCTyna rpynnbl nonb3oBaTenen K
obbekty ©C

o rm-rights-group — KOMaHga yganeHus npaB Joctyna Ansd BblOpaHHOW rpynnbl
y4eTHOW 3anucu

o set-rights-other — komaHga HacTpoyku npas goctyna k obvekty ®C ons kateropmm
«MpoYme Nonb3oBaTenm u rpynnbi»

o rm-rights-other — komaHga yganeHus npas goctyna k o6bekty ®C ansa kateropun
yyeTHbIX 3anucen «OcTanbHble»

o get-owner — kOMaHAa 3anpoca norvHa Bnagensua obbekra OC

o set-owner — KomaHAa HacTpowku Bnagensua obbekta ®C

erase-file — koMaHga c napameTpamMu «MNyTb» U «KOMMYECTBO LMKIIOB Mnepesanucu» Aans
rapaHTMpoOBaHHOro yaaneHus obbekta ®C
integrity — komaHga Onsi nepexofa B pasfgenl KOHTPONsl LIeNOCTHOCTU OObekToB halnioBow
cuUcTeMbl
o show-all — komaHga BbiBoga cnucka 06bektoB ®C € yCTaHOBEHHBIM KOHTPOSEM
LLeNIOCTHOCTH

o calc-file — komaHaa nogcyeTa KOHTPOSbHOM CyMMbI harina ¢ ykazaHnem napametpa
«MyTb» K 06bekTy ®C

o unlock-file — komaHaa yganeHus obbekta ®C 13 cnmcka NogKOHTPOrbHBIX 06 BEKTOB
C yKa3aHuem napameTtpa «nyTb»

o restore-file — komaHga BocCTaHOBNEHUA (hanna U3 pes3epBHON KOMnK

o Vverify-file — komaHga cepkun KOHTPONBHOM CyMMbI (banna ¢ 3TanoHHbIM 3Ha4YEeHNEM

o lockup-file — koMaHga ycTaHOBKM KOHTPOMS LEeNoCcTHOCTU ANng obbekta dC

o update-file — komaHga nepecyeta M YCTaHOBKM HOBOW KOHTPOSIbHOW CyMMbl AMNS

obbekta ¢C

hardware — nogcucTeMa KOHTpoOns A4OCTyna K yCTpoMcTBam

show-devices — koMaHAa BblBOAA CUcKa NOAKIMIOYEHHbIX YCTPONCTB U YCTPONCTB, ANsi KOTOPbIX
ObINM onpeaeneHsbl NpaBsuna pas3rpaHU4eHns goctyna

show-usb-ports — oTobpaxeHue Bcex noptoB (USB, COM, LPT), gocTynHbIX AN NOAKMHOYEHUS
YCTPONCTB

show-device-info — oTobpaxeHue Tabnuupl yCTPONCTB C ONUCAHUAMMU

show-rules — komaHga BblBOAA CAMCKa nNpaBun pasrpaHUydeHus [OCTyna, Ha3HaYeHHbIX
Ha yCTPOWCTBO

remove-devices — KoMaHAa yganeHus ycTpoMcTBa C Ha3HAY€HHbIMU NpaBunamMu pasrpaHnyeHus
JocTyna v He NoAKMtoYeHHoe B AaHHbIA MOMEHT, U3 cnucka ycTporcts TC

show-mtp-ptp-state — komaHAa BbIBOAA COCTOAHUSA OOCTYNa YCTPOUCTB no npotokony MTP/PTP
set-mtp-ptp-state — komMaHOa YCTaHOBKW MpaBun pasrpaHnyeHus OOCTyna Ha nogknioveHue
ycTponcTs no npotokony MTP/PTP

set-usb-port-status — komaHga 6nokMpoBKK/pa3brokMPOBKM MOPTa ANA BCEX YYETHbIX 3anvcen
nonb3oBaTtenen

set-device-info — komaHAa BbiBO4a ONUCaHUA CMEHHOrO HaKoMuUTens Mno3BONsieT 3aMeHWUTb
YCTaHOBIEHHbIM Ha3BaHWEM MAEHTUMUKATOP HakoNUTensa Ansa paboTtel ¢ Hakonutenem B C3U
set-user-rules — koMaHAa yCTaHOBKM NpaBun pasrpaHUyeHnst 4OCTYNa K YCTPOUCTBY ANSA yYETHbIX
3anucen

remove-user-rules — koOMaHAa yQaneHus MNpaBwui pasrpaHMyeHnst OocTyna K YCTPOWCTBY
ANng nonb3oBaTtensi

set-group-rules — KomaHga yCTaHOBKW MpaBui pasrpaHnYeHns AoCTyna K yCTPONCTBY ANs rpynmbl
nonb3oBaTtenen

remove-group-rules — KomaHga yaaneHus npasuil pasrpaHnyYeHus SOCTyna K yCTPOWCTBY ONs
rpynnbl nonb3osaTenemn

set-other-rules — KkomaHnga yCTaHOBKU NpaBwil pa3rpaHuyeHnst 4OCTyna K YCTPOUCTBY A1 YYETHbIX
3anucen kateropumn «OcTanbHbIe»

remove-other-rules — koMaHga yganeHus npaBun pasrpaHUYeHus OOCTyna K YCTPOWCTBY Ans
YUYETHbIX 3anucen kateropmm «OcTanbHbIe»

remove-device-audit — KOMaHZa yganeHus npaBun aygura ¢ yCTponcTBa (Tvna yCTPOWCTB)

printers — nogcucrtemMa pasrpaHmndyeHuna gocrtyna K nedatarowmm yCTpOI7ICTBaM



show-printers-rules — komaHga BbiBoAa Cnucka npaBusl, HadHa4YeHHbIX Ha NPUHTEpP
set-user-printer-rules — komaHaa yCTaHOBKW NpaBui pasrpaHMYeHnst OCTyna Ha NpuHTep Ans
YY4ETHOW 3anncu NonbL3oBaTens

set-group-printer-rules — komaHaa yCTaHOBKW NpaBusl pasrpaHMdeHns OOCTyna Ha NpuHTep Ans
rpynnbl nonb3oBaTtenem

set-other-printer-rules — koMaHAa yCTaHOBKM NpaBun pasrpaHuveHuns OOCTyna Ha NpuHTep Ans
KaTteropuu ydeTHbIx 3anucen «OctanbHbIe»

remove-user-printer-rules — koMaHaa yganeHus npasun pasrpaHuyeHns ocTyna Ha npuHTep angd
YY4EeTHOW 3anncu NonbL3oBaTens

remove-group-printer-rules — koMaHga yganeHus npaBun pasrpaHudeHns SOCTyna Ha MpuHTep
ANd rpynnbl Nonb3oBartenen

radio-interfaces — noacuctema ynpaeneHusi 6ecnpoBOgHbIMKW YCTPONCTBAMMU

show-status — koMaHAa BbIBOA4a MHAOpMaLMM O COCTOAHMM BECnpPOBOAHbBIX YCTPONCTB
block — komaHaa 6rokupoBku Bcex 6ecnpoBOAHbIX YCTPOUCTB
unblock — komaHaa pa3bnokMpoBky Bcex 6ecnpoBoaHbIX YCTPONUCTB

software — nogcucrema KOHTPOJIA LeJToCTHOCTU NPporpaMMHbIX KOMIMOHEHTOB CUCTEMbI 3aLlLNTbI

show-szi-files — komaHAa BbIBOAA Cnncka NporpamMmmMHbIX KOMIOHEHTOB CUCTEMbI 3aLUThI
check-szi-integrity — kOMaHga nNPUHYAUTENbLHONW MPOBEPKM  LIENOCTHOCTM  NPOrpammHbIX
KOMMOHEHTOB CUCTEMbI 3aLLUUThI

lock-szi-files — komaHAa akTMBaL UM KOHTPOMS LeNOCTHOCTM MPOrpaMMHbIX KOMAOHEHTOB CUCTEMBI
3awWmThl

unlock-szi-files — komaHga geakTuBaLUKM KOHTPOMS LENOCTHOCTM MPOrpamMMHbIX KOMMOHEHTOB
CUCTEMbI 3aLUUThI

policies — nogcucTema ynpaBneHusi NonuTMKaMmm 6e3onacHocTu

show-all — komaHaa npocMoTpa TEKYLLUMX 3HAYEHUI NONUTMK Ge3onacHoOCTH

user-get-ticket — komaHga nepexoga B pasgen ayTeHTMdMKaLnm nonb3oBaTens JOMeHa
password-policies-set — KkomaHaa nepexoda B pasfern HaCcTPOVKN MNONUTUK CAIOXKHOCTY Napons

o min-len — koOMaHga onpegensieT MUHUMAIbHYIO ANMHY Napons

o has-spec-sym — nonutuka onpegensieT HeobxoAMMOCTb WCMOMNb30BaHWS B naporse
cneumarnbHbIX CAMBOSIOB

o has-digit-sym — BBOA KOMaHAbl onpegensietr HeoOXOAMMOCTb HanMuusa B NaporbHOW
CTPOYKe LUMEPOBbLIX CUMBOJIOB

o has-upperlower-sym — nonutuka onpegensier Heob6xo4MMOCTb COBMECTHOrO Hanmuus
B MapOSIbHOM CTPOYKE CTPOYHBbIX U MPOMUCHbIX OyKB

o retries — nonuTMKa onpegensieT 4Yucro MNoMbiTOK BBOAA HEBEPHOro naponsd, nocre
KOTOpOro npousongeTr 6noKMpoBKa BO3MOXHOCTM aBTOPU3AUUW MOL OAHHOW Y4YEeTHOW
3an1cbio Ha onpeaenieHHbIN MPOMEXYTOK BpEMEHH

o pswd-min-days — koMaHga 3agaeT MUHUMMasnbHbIA CPOK AEUCTBUSA Maposis, KOTOPbIN
HeobxoaMMO XaaTb Nonb3oBaTento, YToObl CMEHUTL Naposib
pswd-max-days — komMaHAa 3agaeT MakCUMaribHbIN CPOK AENCTBUSA Naposis

o pswd-warn-days — KOoMaHga 3afaeTt 3Ha4yeHue (B AHAX) nocre KoToporo nosfb3oBaTento
OyayT BblgaBaTbCA yBEeOOMIIEHMS O HeobXoOMMOCTW CMeHbl Mapofsi, C yKa3aHuem
Konun4yecTBa OHEN OO UCTEYEHMS cpoka AeNCTBUS Napons

session-policies-set — komaHga nepexoaa B pasgen HacTPOWKN NONMTMK CECCU NONb3oBaTeNen

Max-sSessions — koMaHAa 3agaeT MakcumarbHoOe AOMNYyCTUMOE 3Ha4YeHue CECCUN, CO34aBaemMoe
OT UMEHU YYETHOM 3anuncu Nonb3oBaTensi

lock-timeout — nonuTuka 3agaet MakcumarnbHoe Bpems (B MUHyTax) 6e30encTBms nonb3oBaTens,
Mo MCTEYEHUIO KOTOPOrO CECCUSI TaKoro nonb3oBaTens OyaeT 3abnokuposaHa
schedule-force-shutdown — nonuTuka nossonseT BbiOpaTb MPUHYOAUTENbHOE 3aBepLUEHNEe B
KayecTBe [OeWNCTBMS, TMPUMEHSIEMOrO K TMOSIb30BAaTENIbCKMM CECCUMSIM MO HAaCTYMJIEHUIO
3anpeLLeHHOro nHTepeasna BpeMeHu

journal-policies-set — komaHga nepexoga B pasfgesn HaCTPOWKM Neproaa Co3aaHnst apXMBHbBIX KOMUIA

XypHanos I/IH(*)OpMaLIMOHHOﬁ 6e30nacHOCTU CUCTEMbI 3aLLUThI

o lifetime — komaHga onpegensieT CPOK XPaHEHUSI XKypHanoB B Mecsuax

o Ssize — KOMaHZa onpegensieT orpaHu4eHne 06 bEMOB XypHanoB

o archive-path — nyTe kK apxuBHOM KONUW XKypHaroB COObITUA WMHOPMAaLMOHHON
6esonacHocTn

audit-policies-set — koMaHAa nepexona B pasfesn HacTPOWKU NONUTUK ayanTa




testing

entries-policies — nonuTuka onpepgenseT, 6yaeT N BbINONHATLCS cOOp COOLITUIA, CBA3AHHBLIX C
cobbiTuamu Bxoga B OC, 1 3anncb Takux cobbITUN B XXypHan BXo40B

access-policies — nonutuka onpegenset, 6yAeT nu BbINOMHATLCA c6op COBbLITUIA, CBA3AHHBLIX C
coObITUAMM JOCTyNa K 3awuiiaemMbiM 06beKTaM, U 3anucb Taknx CoObITUIA B XXypHan gocTtyna K
pecypcam

users-policies — nonutuka onpegensieT, 6ygeT nu BbINOMHATLCA COOp COBLITUIA, CBA3AHHBLIX C
coBbITUAMU ynpaBneHns nonb3oBaTensaMu (rpynnamMm nons3oBaTenemn), U 3anncb Taknx cobbITun
B XXypHan ynpasneHus nonb3oBaTensmm

printing-policies — nonutuka onpeaensieT, 6yaeT nv BbIMNOMHATLCA cOOp COObITUI, CBA3AHHbIX C
CcOObITUAMM NeYaTu, 1 3anNncb TakMx COOLITMIA B XXypHan neyatu

devices-policies — nonutuka onpegenset, 6yaeT nu BbINOMHATECA COOp COBLITUIN, CBA3AHHbLIX C
cobbITMAMU JOCTYNa K YCTPOMCTBAM, M 3annCb Takmx cOObITUI B XXypHan nevyatu

syslog-policies — nonuTuka onpegenset, 6yayT nNu permcTtpMpoBaTbCsi CUCTEMHbIE COObITUS B
XXypHane cUCTeMHbIX COObITUN CUCTEMBI 3aLLUThI

firewall-security-events — nonutuka onpegensaeTt, OyayT NU BbINOMHATLCA CcOOP COOGLITUNA,
CBSi3aHHbIX ¢ cobbITUAMU BesonacHocTn M3
firewall-management — nonutuka onpegensaeT, OyayT nM BbINOMHATECA CHOp COGLITUIA,

CBSI3aHHbIX C ynpaBneHunem M3

hardware-policies-set — ycTaHOBKa NONUTUK NPOBEPKM LIESIOCTHOCTU annapaTHOW cpeapl

check-on-boot — komaHga akTMBauuu/geakTUBaLUKM MPOBEPKM LENOCTHOCTM MNpu 3arpyske
CcUCTEMbI

generate-audit — kKomaHga akTuBauuu/geakTMBauuM OTCMEXMBAHWUS COObLITUN HapylleHus
LLeNoCTHOCTH

firewall-policies-set — koMaHaa nepexoaa B NOAMEHIO YNpaBreHnst NONIUTUKaMMN MEXCETEBOMO 3KpaHa

firewall-is-active — komaHaa akTuBaumm/geakTMBaLMmM MEXCETEBOIO aKpaHa

ssl-analyze — komaHa akTMBauMu/geakTuBaLmm WMgpoBaHHOro Tpaduka

audit — komaH4a akTuBaumm/geakTmBauun ayauta cobbiTUN MEXCeTeBOro akpaHa
black-white-lists — komaHga akTuBauuu/geakTmBauum 6enoro crnnmcka KomaHg

auto-block-interval — komaHga onpegenseT MakCMMarbHbIN MHTEPBan XXypPHanMpoBaHus cobbiTus
TMna «CpabaTbiBaHWe NpaBun»

auto-block-burst — komaHaa onpegenseT MakcMarnbHOe KONMYECTBO XXYpPHanMpyeMbIx cobbITUi
Tuna «CpabaTbiBaHWe npaBuni»

— nogcucrtemMa TeCtupoBaHusd CUCTeMbl 3alUUTbI

start-self-test — komaHga 3anycka camoTECTUPOBAHUS CUCTEMbI
stop-self-test — komaHaa 3aBepLUEHMS CaMOTECTMPOBAHNS CUCTEMBI

get-self-test-result — komaHaa BbiBOAa pe3ynbTaTa TeCTa CaMOTECTUPOBAHMUS CUCTEMBI

information — ynpaBneHune permctpayMoHHbiIMU 4aHHbIMU CUCTEeMbI 3alLUTbI

suggort—serial — KOMaHOa nepexona B pasaen ynpaBlieHUA KI4Yom TEXHUYECKON nogaepKkun

o set-support-serial — kOMaHAa YCTaHOBKM KIto4a TEXHUYECKON NOAAEPKKN
o get-support-serial — koMaHga NPOCMOTPa HOMepa KIto4a TEXHUYECKON NOAAEPKKM
o get-serial-date — kOMaHAa NPOCMOTPa Cpoka OENCTBUSA KITKOYa TEXHUYECKON NoaOEepKKM

show-license — komaHga npocMoTpa Homepa nuueHsnn C31 HC
show-version — komaHga NpocMoTpa HoMepa TekyLen sepcun n céopkn C3M HCO
set-license — cmeHa Homepa nuueH3nn C3N HCL

change-cert — 0GHOBEHNE KOPHEBOIO M MONb30BATENBCKOrO CEPTUMKATOB
show-0s-version — NpocMoTp Bepcumn onepaLMoHHON CMCTEMbI CeMeNCTBa Linux 1 Bepcumn sapa

power-management — nogcucrtema ynpasneHusa nutaHuem TC (nepesarpyska/BblknmquMe)

mode — komaHAa yaaneHHon nepesarpysku TC/yaaneHHoro BbikntodeHus TC

services — nogcuctemMa yaaneHus cuctemsl 3awmtbl Dallas Lock Linux

uninstall — koMaHga Ans 3anycka euHcTannaumm

management-dll — nogcucrema HacCTPOMKM LLEHTParM3OBaHHOIO ynpaBlieHMA ¢ nomouwbio EauHoro

LlenTpa YnpaBneHusa Dallas Lock

disconnect-domain — komaHga BbiBOAA U3 AOMEHa 6e30MnacHOCTH

disconnect-sb — komaHga oTkMNo4YeHns oT cepBepa 6e30nacHOCTM B OQHOCTOPOHHEM MopsiaKe
synchronize — koMaHga CUHXPOHM3aLUMM CUCTEMBI 3almTbl ¢ ELLY

journals-synchronize — komaHga CMHXpPOHM3aLun XXypHanos ¢ ELLY

info — komaHaa oTobpaxeHus Hbopmauumn o JomeHe 6e3onacHOCTU

connect-domain — koMaHza nepexoga B NOAMEHIO MOAKITIYEHUS K JOMEHY 6e30nacHOCTU




o het-name — koMaHga 3agaeT ceTeBoe MMs unu IP-agpec ceTeBoro ysna, Ha KOTOPOM
ycTaHoBrneHa Cnyxb6a ELlY

o hame — KOmaHaa 3afaeT CeTEBOE VMMs UMM NpoYee roBopsilliee Ha3BaHWe Ansi CeTEBOro
y3na, koTopoe byaeT otobpaxartbcs B naHenu ELLY B cnvucke ynpaBnsembix 06bekToB

o key— komaHaa 3agaert kntod goctyna k b ELLY

firewall — noacuctema ynpaBneHuss MeXceTeBbIiM 3KpaHOM

e show-netstat — komaHaa BbIBOJA CTATUCTUKN CETEBLIX COEANHEHUN
remove-blacklist-command — koMaHAa yaaneHnst NpUnoXeHUn n3 YEPHoOro cnmcka
show-commands-blacklist — komaHga BbiBOAA U3 YEPHOIO CNMCKa MNPUNOXKEHWI
remove-whitelist-command — koMaHAa yaaneHusi NpunoXxeHus n3 6enoro cnmcka
show-commands-whitelist — komaHaa BbiBoga M3 6enoro cnmcka NpunoXKeHun
remove-rule — KomMaHAa yaaneHus CyLLeCcTBYHOLLEro npaesuna MexXceTeBoro akpaHa
show-rule — komaHZa BbiBOAA CYLLECTBYIOLLErO NpaBuna MexceTeBoro aKkpaHa
list-rules — komaHAa BblBOAA BCEX MPaBUIT MEXCETEBOro 3KpaHa
test-firewall — akTMBaLuMs TECTUPOBAHNS MEXCETEBOIO 3KpaHa
show-ifconfig — komaHga BbiBOAA KOHUrypaLmm agpecoB 1 nHTepdencos xocta
import-rules — komaHga nmnopta npasun B dopmate JSON 13 ykasaHHOro gaina B 6a3y gaHHbIX
npasun M3
export-rules — komaHga akcnopTa npasun U3 6a3bl 4aHHbIX MO B yka3aHHbI dhanin B popmaTte JSON
unblock-address — komaHga pa3broknpoBku agpeca
list-profiles — komaHga BbIBoga BCex Npodusien npaBun B KOHCOMb
remove-profile — koMaHga yaaneHusi cyLecTBytoLLero npoduns npaBusi MEXCETEBOro 3KpaHa
set-whitelist-command — komaHaa gobasneHuns NpunoxeHui B 6enbin cnncok
change-whitelist-command — komaHga n3amMeHeHUs1 napameTPoOB NPUNOXeHUn 3 6enoro cnucka
set-blacklist-command — komaHaa Ao6aBneHUs NPUNOXEHUS B YEPHbIA CMUCOK
change-blacklist-command — komaHAa u3amMeHeHUst NnapaMeTPOB MPUITOXKEHWUI YEPHOTO Cnncka
set-profile — komaHaa gobaBneHnss HOBOro NPoUIa NPaBUn MEXCETEBOrO dKpaHa
change-profile — komMaHaa nameHeHns NPodnns NpaBuil MEXCETEBOrO aKpaHa
set-rule — komaHga gobaBreHns HOBOro NpaBusia MEXCeTEBOro aKpaHa
change-rule — komMaHAa N3MEHEHMS CYLLECTBYHOLLEro NpaBuiia MEeXCEeTEBOro aKkpaHa

4.1.2 Tpadmyeckas o605o4ka agMMHUCTPUPOBAHUS

Mpacnyeckass obonoyka agmuHuctpatopa C3WM HCO nosBonsieT HacTpavBaTb CUCTEMY 3alUUThI
B COOTBETCTBMM C HeOOXoAMMbIMU TpeboBaHWsiMK, YNpaBnATb paboTol nonb3oBaTener, YnpaBnATb
napameTpamu ayguTa cobblTuiA, NPOCMAaTPMBATb XXypHarbl COObITUN.

Ha PucyHok 7 npeactaBneHo AeneHune rnaBHOro okHa rpadmyeckomn KOHConu Ha paboune obnactu.
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983 gluster cluster Monksoearens OC
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PucyHok 7. leneHne okHa rpacpmyeckon KOHCONu Ha paboume obnactu
MpuHATO BbIgENATL Cnegyowme paboyme obnacTu:
1. 3aronoBok OkHa, cop,epx(au.wlﬁ HanmMmeHoBaHne CUCTEMbI 3aLUUNTbI.
2. KHonka «CBepHyTby», kHOMKa «Pa3BepHyTb», KHOMKa «3aKpbiTb OKHOY.
3. KHorika BbizoBa okHa «Cobbitus HC[», npyn HaxaTum Ha koTopylo otobpasuTtcs uHdpopmaums o

cobbiTuax HC[ ¢ ykaszaHuem BpeMeEHU BO3HWKHOBEHUSI COObITUS, MMEHM MONb3oBaTens, TMna cobbITus U

AonorHuTenbHom nHgopmMaumen o cobbitum HCL, (cm. PucyHok 8). Mpu pernctpaumm cobbitus y kHonkn ~ 8
OygeTt oTobpaxaTbCsa YMCNOBOM UHONKATOP.

Cobritna HCOQ x
Hoi0B AT HpEs Twn coGbiis VIDOpNAL
root 01.12.2022 18:11 Obtext OC EOCCTAHOBMEH {"'message™"Atte
thhhhhnh 01.12.2022 18:11 Ooctyn K hainny {Texecute":"/dllx/}
4 4

o]

PucyHok 8. Cobbitnsa HC

4. Co cnegywowumm ceegeHusiMm o cucteme 3awmtbl Dallas Lock Linux MOXHO O3HaKOMWUTbCS B
WMHpopMaLMOHHOM OkHe «O nporpamMmmey, BbI3BaB €ro U3 Crucka AOMOSTHUTENbHBLIX PYHKLMIA KHOMKM TMaBHOMO

MEHI0



CoeaunHeHue,;
Homep cbopku;
Bepcus GUI;
Homep nuueHsny;

AKTMBHbIE KOMMOHEHTbI (MOAYNKX, Ha KOTOpble NpMobpeTeHa NULLEH3KS);

Koa TexHu4ecKkon nogaepxku;

[laTa 3aBepLUeHNs1 TEXHNYECKOWN NOAAEPXKKY;
Afpec canta koMmnaHum pa3paboTyuka;
Afpec canTta NpoayKTOBON NIUHEWKMY;

AOpec TEXHMYECKON NOAAEPXKKM;

TenecdoH;
Tenerpam-60T.

O nporpamme

Dallas Lock
Linux

C3W HCA Dallas Lock Linux

CoefinHeHKe:
127.0.0.1

Homep cGophu:
3.31.58

Bepcua GUI:
3.31.58

Homep nuuexznm:

AKTHEHGLIE KOMNOHEHTLI:

3aumTa or HCJ (C31 HC)

CpeOCcTED KOHTPOA NOGKMINYARMBD: HOCHTENER (CHH-TT)
Mogyns MeXCETEBOMD 3KpaHa

Kop TEXHHYECKO#H MoAaepHKN:
He 3afaH.

Jata 3apeplieHUA TEXHWHECKON Mo aepiKu:
He 3anaH.

CaifT KoMnaHuKM;

wwnw.confident.ru

CaifT npogysToBoit nuHeiikn:
wwwdallasiock ru

Agpec TeXHHUHeCKOR NoaLepHKM:
helpdesk@confident.ru

Tenedpon:

FOA AL AT AL ST

CMEHUTE HOMED MULEH3AN W KOZ TEXHUUECKOH NOANEPKEM |

PucyHok 9. O nporpamme

¥oanute C3M HCO

Ok

5. JleHta ¢ Habopom Bknagok: «[lonb3oBatenu», «lMapameTpbl 6e3onacHOCTMY», «KOHTpOmnb pecypcoB»,
«CKH», «M3», «>KypHanbi».

6.
7.
8.

MaHenb kKaTeropuin TeKyLen BKNaakM U naHenb MHCTPYMEHTOB.
KHonka «[lMokasaTb unbTp» — NO3BONSET YNpaBnsaTb HACTporkaMu unbTpaLmu.
Paboyas obnactb, cogepxalliasi CUCKM NapaMeTpoB U 0O BHLEKTOB TEKYLLEN KaTeropun.

9. CTtpoka cocTosiHMSA. Ha neBon CTOpoHEe CTPOKM COCTOSIHUS oTobpaxaeTcd MHPOpMaLUMOHHOe coobLeHne

C

yKa3aHueMm BbINOMHAEMbIX/BbINOMHEHHbIX AencTBuA (cM. PucyHok 59). Ha npaBon CTOpoOHEe CTpoku

COCTOSIHUA pacroniaraeTcs MHopMauusi, coaeplallas HavMEeHOBaHMe XOocCTa, UMS Y4YeTHOW 3anucu
nonb3oBaTerns, 3anycTUBLLEro 060MOYKY aaMUHMUCTPaTopa, agpec xocTa.



Bknagka «[Monb3oBaTtenn» no3BONSET:

YnpaBnaTb y4eTHbIMU 3anuCsSMKU MOMb3oBaTenen, B TOM uucre onpenensite NpUHaanexHoCTb
annapaTHbIX OEHTUUKATOPOB.

CosgaBaTb NnokarbHbIe rPynmbl 1 BKNOYATb B HAX YYETHbIE 3an1cy nornb3oBaTenen.
lMpocmaTpmBaTh CNNCOK aKTUBHBLIX CECCUN (CEaHCOB) yYEeTHbIX 3anuncen Ha gaHHom TC.
KoHTponupoBaTb ceccum nonb3oBaTenen (3akpbiTb, 3abNokMpoBaTh).

YnpaBnsiTb CNMCKOM 3a6N0KMPOBAHHBIX YYETHbIX 3anvcei nonb3oBaTenen.

Bknagka «I'Iapameprl Oes3onacHocTM» Mo3BonseT OCyLWLECTBIATb HaCTpOVIKy CUCTEMbI 3allinTbl B
COOTBETCTBMM C NONMTMKamm 6e3onacHocTn. Bknaaka COoOepPXuUT crieagyrouine Kateropmin:

«OcHOBHbIe HacTponkn». Coaep>XUT CNUCOK BCEX NapamMeTpoB 6e3onacHOCTH.

«Hactporiku ceccuii». No3BonaeT perynupoBatb HacTpovku 6e30nacHOCTM AN CeCCUM YYETHbIX
3anucen nomnb3oBaTtenen (MakcMmanbHOe KOMMYecTBO CecCuii, Tamm-ayT OrnoKMpOBKM ceccun B
MUHYTaX, NPUHYAMTENbHOE 3aBepLUeHne paboTbl N0 pacnmcaHuio).

((HaCTpOVIKM ayaunTar». lNo3BonseTt perynmnpoBaTtb BeAeHune XypHarnoB 1 onpenenaTb CPOK XpaHeHUA
AaHHbIX ayguTa.

«HacTtpovikn napons». No3sonseT perynmpoBaTb HACTPOVKK 6e30NacHOCTM AN naponen y4eTHbIX
3anvcen nonb3oBaTenen.

«AnnapaTtHas UenocTHocTby». [lo3BonseT perynupoBaTb NPOBEPKY annapaTtHOW LIENOCTHOCTU U
BeAeHWsi COObITUI ayauTa annapaTtHON LLenoCTHOCTH.

«[lomeH BesonacHocTu». Mo3BonseT perynupoBaTb HAaCTPOWMKN LIEHTPanM30BaHHOIO ynpaBreHns
C3M HC[ c nomowpbto CepBepa 6ezonacHocTtn Dallas Lock n EguHoro ueHtpa ynpaenenus Dallas
Lock.

Bknagka «KoHTponb pecypcoBy». Mo3BonsieT HacTpamBaTb NapameTpbl pasrpaHnyeHus gocTyna, ayguta u
LeNToCTHOCTM Anst 00bEeKTOB hannoBoO CUCTEMBI U YCTPOWNCTB.

Bknagka «CKH». [losBonsieT ynpaBnsTb WCNOMb30BaHMEM MOOKMOYAEMbIX MPOU3BOSIbHBLIX ChEeMHbIX
MaLLMHHBIX HOCUTENnew WHMoOpMauuM Ha OCHOBE aHanu3a paspelleHVd Ha MOAKIMIOYEHWE K KOHKPETHbIM
uHTepdencam Beoga (BblBOAA) BbIYMCIMTENBHOW TEXHUKM, TUMOB, MOAKMOYAEMbIX BHELUHWUX annapaTHbIX
YCTPOWCTB, KOHKPETHbLIX CbEMHbIX MaLLUMHHbLIX HOCUTEenNnen nHpopmMaumu.

Bknagka «M3». No3BonseT HacTpamBaTth npasuna punbTpauumn ceTeBoro Tpaduka, otobpaxaeTt Tekyue
ceTeBble coeanHeHus. Bknagka cogepxuTt criefyroLwme Kateropuu:

«Apgpecayr. [MpocMoTp cnncka akTUBHbLIX CETEBLIX coeanHeHnn APM.
«3abnokupoBaHHble agpecay. [pocMoTp cnvcka 3abroknpoBaHHbIX agpecoB APM.
«CoeaunHeHusa». PeructpupyeT TekyLine coeauHeHns npunoxeHun APM.

«[lMpunoxeHus». MNo3sonseT perynMpoBaTb HACTPONKM YEPHOro 1 6enoro CNMCKOB NPUMOXKEHNA s
dunbTpaumm Tpaguka no NPUNOXeHUAM.
«[lMpaBuna M3». MNo3BonseT perynnpoBaTb HACTPOWKN CNNCKa NpaBui MEXCETEBOro dKpaHa.

«lMpodpmnm M3O». MNosBonseT ynpasnsaTe CIUCKOM Npodunen npaBmn MEXCETEBOIO 3KpaHa.
«MapameTpbl M3O». MMo3BonseT ynpaBnsaTb NONIUTUKAMN MEXCETEBOIO 3KpaHa.

«XypHanbel M3». B xypHanax dukcupyloTcs cobbiTusi 6e30MacHOCT MEXCETEeBOro 3aKpaHa W
yrnpaBleHne MeXCeTeBbIM 9KpaHOM.

Bknagka «KypHanbl» npegHasHavyeHa Ans MpOCMOTpa 3aperncTpyMpoBaHHbIX COOBITUA B KypHanax
HdopmaunoHHo Be3onacHocTu u Ans npegoctasneHus agmuumuctpatopy C3U HCO vHCTpyMeHTarnbHbIX
cpencTe Anst paboTbl ¢ XypHanamu. Bknagka coaepXxuT cnegytome kKaTeropum XypHarnos:

«Ob6wwmey. NpocmoTp BCeX 3aperncTpmpoBaHHbIX CODbITUN.

«Bxoabl». YKypHan BXo4oB COAepXUT cobbITUS ayTeHTU(MKaLuM nonb3oBaTenei B onepaluoHHON
cucteme.

«Y4YeTHble 3anucmy». )KypHan ynpaeneHna nonb3oBaTenaMmn CcoaepXuTt coObITUSA, CBSI3aHHbLIE
C co3gaHneM y4eTHbIX 3anncen nonb3oBaTenen, rpynn y4eTHbIX 3anucemn n nx penaktnpoBaHneM.

«doctyn». XXypHan gocTtyna K pecypcaMm COOep>XUT COObITUS, CBA3AHHbIE C HACTPOWKaMu NMpaBwun
pasrpaHnMdeHns gOocTyna 1 obpalleHneM K 3almiaemMbiM 00bekTam gocTyna.

«MevaTb». B XypHan 3aHOCATCA Bce COObITMS, CBsI3aHHble C pacneyaTko [OKYMEHTOB
Ha NoKalbHbIX U yOaneHHbIX NpuHTepax.

«YHpaBneHme napamMmeTpamMmm». )KypHan ynpasneHna napameTpamMmm CoaepxunT cobbITMS U3MEHEHMS
napameTpoB NOJNMNTUK ©e3onacHoCTML.



—  «CobbiTna OC». XKypHan cuctemMHbIX COObITUA comoepXUT cobblTua cuctemHoro xypHana OC
(syslog).

—  «Pecypcbi». B xypHane gukcmpyroTca cobbiTusi, CBA3aHHbIE C HACTPOMKON NpaBui pa3rpaHNYeHns
OOCTyna u nofiydyeHrMem JOCTyna K NOAKIoYaeMbIM YCTPONCTBAM.

4.2 NMonHoMo4uA nonb3oBaTesrien Ha agAMUHUCTpPpUpoBaHne CUCTeMbl 3alllUTbI

B cucteme 3awmtel Dallas Lock Linux nonHomMo4rs Ha aaMUHUCTPUPOBAHUE CUCTEMBI 3aLLMTbl ONpeaensoTcs
ponbio nonb3oaTtens. [opsagok npegocTtaBneHns NonHOMoYu nogpobHee onucaH B pasgene CosgaHue
NOKanbHOW YY4EeTHOW 3annucu Nonb3oBaTens.

B 3aBMCMMOCTM OT NpeaoCTaBNEHHbIX MOJTHOMOYNIA, KaXKabI MONb3oBaTeNb MOXET ObiTb OTHECEH K OAHOM M3
Tpex KaTeropumn:

— ApmuHucTpatop — obnagaeT BCEMW NPUBUNETMSAMM Ha agMUHUCTPUMPOBaHWE M ayguT CUCTEMBI
3awmThl.

— Ayauntop — obnagaeT BCceMu NpyBUMErMsMmn B 4acTu ayguTa.

— Tonb3oBaTenb — BCe NpUBUIErMM Ha agMuMHUCTpupoBaHmne n ayamt Dallas Lock Linux oTKoYeHbI.

MonHomMoums A.CIMVIHVICTpaTOpa no agMUHUCTPUPOBAHUIO CUCTEMbI 3aLLUNTbI, crneayoune:

— BO3MOXHOCTb Ha3HayYeHWs ponen y4eTHbIM 3an1cam;
—  BO3MOXHOCTb CO3aHuUs U yaaneHus y4eTHbIX 3anucen 1 rpynmn, peaakTUpoBaHUS X CBOWCTB;
—  BO3MOXHOCTb HACTPONKM NONUTUK 6esonacHocTy;
—  BO3MOXHOCTb Ha3Ha4YeHusi Npas nonb3oBaTenen;
— BO3MOXHOCTb perncrpaumm YCTPOWCTB, HasHayeHusi, M3MEHeHUs W yaaneHus npae AocTyna ans
YCTPOWCTB;
— BO3MOXHOCTb cBopa XypHarnoB, 3KkCnopTa, yaaneHusi, HACTPONKM NapaMeTpoB PunbTPpa XXypHarnos;
—  BO3MOXHOCTb U3MEHEHNS HOMEpPAa NMLEH3NN U KIoYa TEXHNYECKOW NOAOEPXKKN;
—  BO3MOXHOCTb M3MEHEHNS HAaCTPOEK MEXCETEBOr0 3KpaHa, ynpasneHus npasunamu M3, npocunsamum,
COeAVHEHNSAMM 1 NPaBUNaMun NCKIIOYEHUS;
—  3anycKk aBTOMaTU4YeCKOro TECTUPOBaAHUS OCHOBHbIX (DYHKLMOHAMNbHbIX BO3MOXHOCTEN;
—  [OCTYN K HacTporKaM LLeHTPanM3oBaHHOro ynpasneHus;
— ynpaBreHve napameTpamu 6e3onacHocTy;
—  BCe BO3MOXHOCTU ponun «Aygutop».
YyeTHast 3anucb C ponbl «AOMUHUCTPATOP» HE MMEEeT BO3MOXHOCTU CMeEHUTb COOCTBEHHYI posb
agMuUHUCTpUpoBaHus. Ee moxeT cMeHuTb Tonbko agmuHnctpatop C3M HCO dlladmin.

Ponb «Ayautop» obnagaeT Bcemy NpUBUNErsiMy Ha MpoCcMoTp MHopMaL i, B TOM Ynche:

—  BO3MOXHOCTb MPOCMOTpPa Has3Ha4YeH ponew;
— NPOCMOTP CNMUCKa YYETHbIX 3anncewn 1 rpynn, a Takke NPOCMOTP CBOWCTB YYETHbIX 3anucen u rpynn;
— MpOCMOTp nonuTuk 6e3onacHoCTY;
— NPOCMOTP NpaB Mofb3oBaTenen N ux HasHa4YeHui;
— NPOCMOTP CNMUCKa 3aperncTprpoBaHHbIX YCTPOMCTB, HA3HaYeHHbIX Ha HUX MpaB 4OCTyna;
—  BO3MOXHOCTb cBopa 1 NpoCMOTpa XypHarnoB, HACTPOVKM NapameTpoB unbTpa XypHaroBs;
—  NPOCMOTP HOMEpPa JIMLEH3NUN U KITHoYa TEXHUYECKOW NOAAEPXKKY;
—  npocMmoTp HacTpoek M3, npasun M3, npaBun UCKOYEHUI, NPOdUIEN N COEANHEHNIA;
—  3anycKk aBTOMaTU4eCKOro TECTMPOBaHUS OCHOBHbIX (PYHKLMOHAIBHBLIX BO3MOXHOCTEN;
NPOCMOTP HacTPOEK LIeHTPanM30BaHHOMO yrpaBrneHus.
POJ'Ib «Monb3oBatenb OC» He nMeeT NoNHOMoun Ha agmunHucTpuposarnme C3UW HC[ Dallas Lock Linux.

4.3 anaBneHMe Y4eTHbIMU 3anncamMum nonb3oBaresneun

Moacucrtema ocylLecTBNSIET ynpaBneHMe cpeacTBaMu 3allinThbl BXOAa B ONepaLMoHHY0 CUCTEMY U CUCTEMY
3awnThbl I/IHd)OpMaLI,I/II/I, NCNOoJb3YyLWNX MeXaHU3Mbl VI.EI.eHTI/ICbVIKaLI.I/II/I n ayTeHTI/ICbVIKaLLI/II/I I'IOJ'Ib3OBaTeJ'IeI7I,
1 NpegocTaBnsALWmnX ayTeHTUdMLMpPOoBaHHYo ceccuto ans pabdotel B OC.

Mopcuctema 6asmpyeTcst Ha UCMONMb30BaHMUN NOLKIIOYAEMbIX ayTEHTUDUKALMOHHBLIX Mogyren (PAM).
Moacmctema ynpaBneHns Nonb30BaTENAMMU:

—  PeanusyeTt xpaHeHve naeHTUuKaunoHHOM 1 ayTeHTUMUKaLMOHHON MHhopMaLmm Nnonb3oBaTenemn,
WMHpopMaLmm 0 cpokax AenCTBMSA, cTaTycax U Tunax y4eTHbIX 3anucen nonb3osBaTenen.

- KOHTpOJ'II/IpyeT ceccun pa60TbI nonb3oBaTenen, npoBOoAUT npouenypbl NPOBEPKU NOATTMHHOCTU.



—  OcyulecTBnsieT ynpasneHne y4eTHbIMU 3anucaMi nosfib3oBaTenen, rpynnamMv nonb3osarenen —
no6asneHve, yoaneHve, 6110KMpoBaHue, CMeHa napornei.

- COﬂ,ep)KVIT MeXaHU3Mbl paGOTbI C annapaTtHbiMn M,CleHTVI(*)VIKaTOpaMVI.

NaoeHTndukaumsa n ayTeHTUdUKauus nonb3oBaTens OCYLLECTBASIIOTCA NPU KaXXAOM BXOAE B OMepauMOHHY0
CUCTEMY M B KOHCOSbHOE npunoxeHuwe ynpaeneHns C3U, npoBepsieTcs MM Mnonb3oBaTens U naporb.
MoacucTema coOOEPXUT MeEXaHU3Mbl MPOBEPKM KayecTBa (HAZEXHOCTW) 3a4aBaeMoro Mapons npu ero
N3MeHeHUN nonb3oBaTenem.

CobbiTva 06 ycnewHbIX M HeycnelHbIX MOMNbITKAX MPOXOXAEHUS uaeHTudurkauum n ayteHTudukaumm
noneb3oBatensa B OC pernctpmpytoTcs B XXypHanax uHgpopmaumoHHon 6esonacHoctn C3U.

B C3M HCL gna ycunenus npouenyp WAEHTURUKAUMM U ayTEeHTUdUKAUUM BO3MOXHO MNPUMEHEHME
annapaTtHbIX naeHTUPUKaTopoB. B naeHTndmkaTtope MOXeT XpaHUTLCA Koy (cepTudmkaT) Ans yCuneHHom
ayTeHTudmkaLmm nonb3oBaTens.

4.3.1 YnpaBrneHue y4eTHbIMU 3aNUCAMM Nosib3oBaTesien B KOHCONIbLHOW 00ono4ke
aAMUHUCTPUPOBaHUSA

Ins nepexoda B NMOAMEHIO YMNpaBNEHUs YYETHbIMM 3aNUCAMU MoNb3oBaTeniell B KOHCOMbHOW 06onoyke
afMUHUCTPUPOBaHMSA HeobXoaMMO BbIMOMHMTL KOMaHay management. lMocrne BbIMOMNHEHWS Komaugpbl
cucTema nepenaeT B COOTBETCTBYIOLLMIA pasaen management.

[ns gaHHOro pasgerna JOCTYMHbI cneayoLme ynpasnsowme KoMmaHabl:
—  users — nepexos B NOAMEHIO yrNpaBfieHUs yYETHbIMM 3anMcamu Nornb3oBaTtenen;
—  groups — nepexopn B NOAMEHIO yrpaBreHns rpynnamMm y4eTHbIX 3anuncen;
—  sessions — nepexof B NOAMEHI0 YNpaBieHUs CECCUAMM YYETHbIX 3anvcer Nonb3oBaTenen;
—  tokens — nepexopn B NOAMEHIO yNpaBneHus annapaTHOW naeHTudukaumen nonb3oBaTens;
—  list— npocMoTp cnucka ynpaBnsaoLWwmMx KOMaHa pasgena;

—  back — BbIxog 13 pa3gena;

— exit — BbIX0[ U3 KOHCOJbHOWM 0605104KK aaMUHNCTPUpoOBaHUA.

B pazgene management HeOOX04MMO BbIMONHUTL KOMaHAY users. lNocne BBoga KOMaHAbl cuctema nepengeT
B pa3gen users (NOAMEHK YNpaBreHUst y4YeTHbIMU 3anucaMmu nornb3oBaTtenen). [lanee KOHCOmMbHOE
npunoxeHve 6ygeTt oxuaate BBOAA YNPaBNALLMX KOMaHA JaHHOW NOACUCTEMbI, CIMCOK KOMaHg npuseaeH
B Tabnuua 7.

Mpumeyanue. VIHpopmaums, npvesedeHHas B AaHHOM PykoBoacTBe MO 93Kcniyatauuw,
OTHOCMTCS KaK K NoKanbHbIM, Tak U K JOMEHHbIM YYETHbIM 3anncsam, ecrm He yKkasaHo MHoe.

Tabnuua 7

Ne KomaHnpa OnucaHue
BbiBOA Ha 9KpaH crvcka y4veTHbIX 3anucen nonb3oartenen. lNocne sBoaa
KOoMaHAbl OyaeT BblBEAEH CMNCOK YYETHbIX 3anncen ¢ NONsMu:
— wngeHTndukatop (uid) yueTHomn 3anucu;
— noruH (login) yyeTHoW 3anucu nonb3oBaTens;
— uwma3 (first-name) nonb3oBaTens;
1  user-list — unpeHTudmkaTop ocHoBHOM rpynnbl (gid) rpynnbl;
—  nmMs gomeHal® (domain);
— Ha3BaHWe OCHOBHOW rpynnbl (Main-group), B KOTOPYI BXOAWUT y4eTHas
3anuce.
Mpumep:
management <enter>

10 Tonbko OANA AOMEHHBIX YYETHbIX 3anucei. [Nns NnokanbHbIX YYETHBIX 3amnvcelt 3HayeHne aToro atpmubyta —
nycToe.
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KomaHpa

group-list

user-add

user-update

user-change-
password

user-lock

user-unlock

user-remove

user-show

user-show-groups

user-set-schedule

user-show-
schedule

user-get-ticket

show-domain-users
<3HayeHue>

OnucaHue
users <enter>
user-list <enter>
g <enter>
BbiBog Ha 3KkpaH cnucka rpynn yyeTHbIX 3anucen nonb3osatenen. [locne
BBOAA KOMaHAbl 6yAET BbIBEAEH CNMUCOK rPynn C NOonsiMu:
— wmgeHTudukatop (gid) rpynnbl;
— HaumeHoBaHue rpynnel (name);

— cucTeMHas rpynna (system). ATpuGyT, MokasblBaloLMi, SBNSETCA u
JAaHHas rpynna cuctemMHol. MpuHYMaeT 3HaYeHus: yes Unm no.

B Tabnuue BbiBOAsiTcs nepBble 50 rpynn, Ansg AanbHenwero BbiBoga crnmucka
Heobxoommo HaxaTtb Enter. KomaHgy Enter Heobxogumo 6yaet BBoaMTb A0
Tex Mop, NMoka cuctema He BblAacT BeCcb CMMCOK rpynn. 1o 3aBepLueHuto
BbIBOJA BCErO CrnMcka, CHOBa CTaHYT AOCTYMHbI KOMaHAbl U3 pasgena users.

[ns BbIXo4a M3 cnucka B TOM Cryyae, Korga BbiBOA CMMCKA €Lle He OKOHYEH,
Heobxoammo HabpaTb KomaHay q.

Mpumep:

management <enter>

users <enter>

group-list <enter>

g <enter>

Mepexon B pasgen gobaBneHus y4eTHOW 3anucuK nonb3oBartens, nogpobHee
— B pasgene Co3fgaHune nokanbHOW YY4EeTHOW 3anucuy nonb3oBaTens

KomaHgoa wun3meHeHus atpubyToB  CyLIECTBYWOLWEN y4eTHOM  3anucu
nonb3oBaTtens, nogpobHee — B pasgene [1pocmMoTp 1 M3MeHeHne aTpubyToB
YY4EeTHOW 3anucu nonb3osaTenemn

KomaHga cmeHbl maponsd yyYeTHOW 3anucu nofnb3oBaTens, nogpobHee —
B pasgene CMeHa napons y4eTHOW 3anvcy nonb3oBaTtens

KomaHga 6J'IOKVIPOBKVI yquHon 3anncu nonb3oBaTtensd, rlo,u,po6Hee —
B pasgene BnokvpoBka 1 pa3broknpoBka y4eTHONM 3anncu nNonbL3oBaTens

KomaHga pa36J'IOKI/IpOBKI/I yquHon 3arnncn nonb3oBaTesd, nop,po6Hee —
B pasgene BnokvpoBka 1 pa3broknpoBKka y4eTHONM 3anncu nNonb3oBartens

KomaHga yoaneHua yquHon 3anncu nonb3oBaTtenid, nop,po6Hee — B pa3gene
YganeHue y4eTHOW 3anmcu nonb3oBaTens

KomaHga npocMoTpa aTpMbyToB y4eTHOW 3anvcy nonb3oBaTtens, nogpobHee
— B pasgene [IpocMOTp W UM3MEHEeHWe aTpubyTOB YYETHOW 3anucu
nonb3oBaTenemn

KomaHga npocmoTpa crnvcka OOMONMHWUTENbHBIX TPYNM, B KOTOpble BXOAMT
yyeTHass sanucb nonb3oBaTens, noapobHee — B pasgene [IpocMoTp
nHdOpMaLIMM O rpynne nonb3osaTtenei

lMepexonq B pasgen ynpaeneHwWs pacnucaHnem paboTbl nonb3oBaTenemn,
nogpobHee — B pasgene YnpaBneHve pacnucaHnem paboTbl Nosib3oBaTenen

KomaHga npocmoTpa M 3KcrnopTa pacnucaHus paboTbl nonb3oBaTenen,
nogpobHee — B pasgene 4.3.6.2 [MpocMoTp U 3KCMopT pacnucaHus paboThbl
nons3oBaTtenem

Mepexon B pasgen nonydveHus Kerberos-tuketa gnsg goctyna K JOMEHHOW
WHdOpMaUMM y4eTHOW 3anucu nofb3oBaTens, nogpobHee — B pasgene
Perncrpaums y4eTHbIX 3anucen AOMEHHbIX NOfib3oBaTenen

BbiBOA Ha 9KkpaH cnmMcka y4yeTHbIX 3anucen norb3oBaTenen gomeHa. [lpwu
BbINOMHEHUN KOMaHAbl HEOBX0AMMO yKasaTb UMS JOMeEHa.



Ne KomaHpa OnucaHue
Mpumep:
management <enter>
users <enter>
show-domain-users DLL.LOCAL <enter>

lMocne BBoga kKomaHAabl GyaeT BbiBeOEH CMUCOK YYETHbIX 3annucen AoMeHa C
MonsiMU:

— unpeHTudmkaTop (uid) y4eTHOM 3anucy;
— noruH (login) yyeTHOM 3anvcum nonb3oBaTens;
— onuncaHwe y4eTHOW 3anucu

KomaHoa ypaneHus y4deTHbIX 3anucert nonb3oBaTener gomeHa n3 6asbl
JaHHbIX cuctembl 3awmTsl Dallas Lock Linux.

domain-user-del Mpumep:
<3HayeHue> management <enter>
users <enter>
domain-user-del DLL.LOCAL <enter>
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4.3.2 YnpaBrneHue y4eTHbIMU 3aNMCAMM Nonb3oBaTenen B rpacdnyeckon obonouke
aAMUHUCTPUPOBaHUSA

Ons npocmoTpa cnuicka Y4yeTHbIX 3anWcert nonb3oBaTenew, a Takke WUAeHTUMKaLUMOHHOMN
N ayTeHTUMKaLNOHHOM MHpopMaLMM TaknX y4eTHbIX 3anuncen, B rpadudeckon obonouke C3N HCL cneayet
BblGpaThb Bknagky «lonb3osBatenm» (cMm. PucyHok 10).

Dallas Lock Linux EEE o

UX

) Dallas Lock L1

Mons3osarenu MapameTp Ge30MacHoCTH KoHTpons pecypcos CKH M3 HKypHanb!

gt e & %
iy 5 . s
LQ_J wn ﬁ?z L_OD s & % @
= BrOKMpOBAHHEIE AnnapaTHele ESA IR
YueTHble 3amuck | Ceccun  Tpynnsl LA HATRRA WaeHTUdMKaTOpSI e

CyGLexTel focTyna JelictanA
Moxazats unsTp

WaeHTnivkaTop « [lonkaoearens Jomex Wnmn THM Y4eTHOH 3anucH e
65534 nisnobody nisnobody Mons3oearens OC

PucyHok 10. Bknagka «[onb3oBatenn»

MaHenb kaTeropwuii Bknagku «lMonb3oBatenu» coaoepxut pasgenbl «CybbekTol gocTtyna» u «[encteusi».
B pabouen obnactu Bknagku otobpaxarTcs cnncku oObeKTOB BbibpaHHOW KaTeropuu pasgena «CyobekTbl
focTynan.
Pasgen «Cyb6bekTbl 4OCTYna» COOAEPXXUT KaTeropum:

—  «YYeTHble 3anMcu» — CMNUCOK BCEX 3aperncTpMpoBaHHbIX YY4ETHbIX 3anuncei nonb3oBaTene;

BHumaHue! lNocne yctaHoskn C3UM HC[H Dallas Lock Linux B gaHHOW kaTeropuu, Kpome
3ape3epBMpoBaHHON  y4eTHon 3anucu dlladmin!t, oTobpaxaloTca y4YeTHble 3anucu
nonb3oBatenen  OC  Linux. B paHHyw  kaTeroputo  nonb3oBaTtenem  BXogaT
«OEeMOHbI»/CUCTEMHbIE Monb3oBaTtenu (monb3oBatenM 6e3 BO3MOXHOCTU aBTOpM3aLun)
1 MoNb30BaTENU, C BO3MOXHOCTbI aBTOopM3auum (Hanpumep, root). Yoansatb nonb3oBaTenem
N3 3TOro CrMcka He pekoMeHayeTcs.

—  «Ceccum» — CNUCOK BCEX aKTUBHbIX CECCUI YYETHbIX 3anucen Ha gaHHoMm TC;
—  «[pynnbi» — CNUCOK BCEX rPYNn y4eTHbIX 3anucen Ha gaHHom TC;

11 3apesepBrpoBaHHYH0 y4eTHyto 3anuce diladmin Henb3a 406aBNATL B AONONHUTENbHbIE FPYNMbI U (MNN) MEHSATb
ero ocHoBHyto rpynny dlladmin.



BHumaHue! MNocne ycraHoskn C3W HC[ Dallas Lock Linux B gaHHOW KaTeropum BbIBOAUTCS
Cnmcok rpynn y4eTHbIx 3anucent OC Linux. B gaHHyto kaTeroputio BXOAST rpynnbl CUCTEMHbIX
nonb3oBaTtenen 1 rpynnbl Nofb3oBaTenen, C BO3MOXHOCTbIO aBTopM3auun. Yaanate rpynnbl
13 3TOro Cnmncka He peKkomMeHayeTCs.

—  «BnokupoBaHHbIe Nonb3oBaTENMN» — CNUCOK 3a6INOKMPOBAHHbLIX YY4ETHBIX 3anncel nonb3oBaTene;
—  «AnnapaTHble naeHTUUKaTOPbI» — CMMCOK 3aperMcTPUPOBaHHbIX annapaTHbIX MOEHTU(UKATOPOB.

4.3.3 Co3aaHue nokanbHOW Y4eTHOM 3anucu nosnb3oBaTens

KoHconbHasa o6ono4yka agMUHUCTPUPOBaHUSA

[na co3gaHus nokanbHOM YYeTHOW 3anucu MoNb3oBaTeNsd B KOHCOMbHOW O0O0M0oYKe agMWHUCTPAaTopa,
B MOACUCTEME YNpaBneHus Monb3oBaTensaMu HeobxoouMMoO BbINONMHUTH KOMaHAy user-add. lNMocne BBoaa
KOMaHAbl cucTema nepenget B pasgen user-add.

MpumeyaHue. Ha ogHy pabouyto cTaHLMIO MOXHO co3aaTb He 6onee 10 000 y4yeTHbIX 3anucen
nonb3oBaTenemn.

Jllanee KoHconbHOe MpwroXkeHve GydeT oXxudaTb MocrefoBaTenbHOro BBoga aTpuBYTOB CO34aBaeMoro
nonb3oBaTeris, CMMCOK aTpmMbyToB NpuBeaeH B Tabnvua 8.

Cnepyet o6paTuTh BHUMaHWE, YTO BCE CEPBUCHI, KOTOPbIE TPEOYIOT Co3aaHns Nonb3oBaTenen B cUCTEME,
pekomeHayeTcs ycTtaHaBnueatbh Ao yctaHoBkm C3W HCH. B cnyyae ecnu nocne ycraHoBku C3U HC[I
BO3HMKIA HeobXOAMMOCTb YCTaHOBUTb KakoW-nmbo CepBMC, KOTOpbIA TpebyeT co3gaHuMs B cuUcTeEME
crneumnanbHOro nofnb3oBaTens, MOXHO co3gaTb ero cpeactBamu C3W HCL (c cdnaroM «CUCTEMHbINY)
[0 ycTaHoBKM cepBuca. Heobxooumo y4ntbiBaThb, YTO 3TOT CNOCOO MOXET He MPMBECTU K TOMY, YTO CEPBUC
YCTaHOBMWTCS N YCTAHOBUTCSA KOPPEKTHO.

MpumeyaHue. Y y4yeTHOW 3anucu agMuHUCTpaTopal? gormkHbl ObITb MpaBa Ha 3anvcb U
BbINOSIHEHNE B COOTBETCTBYIOLLEM KaTarnore, rae 6yaeTt co3gaBatbCst JOMALLHAS ANPEKTOPUS
HOBOro nonb3oBartens (CM. 3agaHue 1 n3MeHeHve Npas A0CTyNa K 3alniiaeMbiM 00 bekTam).

Tabnuua 8
Ne ATpubyT OnucaHue
CucteMHbIn nageHTMdKUKaTOp Nosnb3oBaTens.
MpuHumaeT 3HaveHus: oT 0 go 65534. o ymonyaHuio —
1  uid <yucno> cnegywoulee OCTYNHOE 3HayYeHue.

Heobs3aTenbHbit aTpubyT. Ecnin atpnbyT He ykasbiBaeTcs, byaet
MCnonb30BaH NepBbIf CBOGOAHLIN MOEHTUdUKATOP B cUCTEME

HaumeHoBaHue y4eTHoW 3anncn. Oba3aTenbHbIn aTpubyT.

MmeHa nonb3oBaTenemn A0MKHbI HAYUHATBCH CO CTPOYHOW BYKBbI

2 login <gHaveHue> MM cuMBOMa MOAYEPKMBAHUA W OOSMKHbI COCTOSATb TOJIbKO
N3 CTPOYHbIX NATUHCKUX!E BYKB, LMdp, CUMBOIOB «_» U «-». MoryT
3aKaH4MBaTbCSH CUMBOSOM «$»

HaumeHoBaHue OCHOBHOW rpynnbl nonb3oBartens.
3 | main-group <3HayeHue> Mpu gobaeneHun nornb3oBaTens rpynna yxe [AofkHa ObiTb
co3gaHa. ObsasartenbHbIn aTpubyT

4 | password <3HayeHue> Maponb nonb3oBatens. O6s3aTenbHbIV aTPUOYT.

12 CcTeMHbIN adMUHMUCTPATOP root, OT MMEHM KOTOPOro GyaeT Co3AaBaThCs AOMALLHAS AUPEKTOPUS.

13 C nomoLwbto KoHconu EguHoro ueHTpa ynpaenenus Dallas Lock (cm. pasgen LieHTpanusoBaHHoe ynpaeneHve
CMCTEMOW 3aLUMTLI) MOXHO CO3AaTb YYETHbIE 3annMcu, HAUMEHOBaHMWS KOTOPbIX MOTYT COAEpXaTb CUMBOSbI KNPUMULbI.
B pe3ynbTate CMHXpOHM3aLUKM 3TN y4eTHble 3anucu 6yayT co3ganbl B C3M HCL, Dallas Lock Linux.
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ATpubyT

home <3HayeHue>

first-name <3HayeHue>

second-name <3HauyeHue>

middle-name <3HayeHue>

shell <sHayeHue>

max-sessions <4yucrio>

inactive-days <4ucro>

blocked <yes/no>

require-password <yes/no>

OnucaHue
YcTraHaBnuBaemoe 3HayeHne JOMKHO COOTBETCTBOBATL TEKYLLMM
NONIUTMKaM CMOXHOCTM napons
HomaluHas aupektopus none3osartens. Ob6s3aTensbHbId aTpubyT.
/<nOMHBLIN NYTb K AOMAaLUHEMY KaTanory nonb3oeatens>

Mpumep: home “/home/sHaueHue”

Mwmsa nonb3oBaTens. HeobsizaTenbHbii aTpubyT.

YcraHaBnuBaemMoe 3HadeHue [OOMKHO OblTb 3aknio4yeHo B
OBOWHbIE KaBblYkK, Hanpumep: “‘Omutpnin”

damnnus nonb3oBaTens. Heobsi3aTenbHbI aTpUbYT.

YcTaHaBnuBaemoe 3HayeHWe [JOJPKHO ObiTb 3aKMyeHo B
OBOWHbIE KaBblvkW, Hanpumep: “lNeTpos”.

3HadyeHne moxeT ObiTb NyCTbIM (HO obsi3aTenbHO B ABOWHbIX
KaBbl4Kax)

OTtuecTBO nonb3osaTens. HeobasatenbHbin aTpnbyT.

YcraHaBnuBaemMoe 3HadeHue [OOMKHO ObiTb 3akMio4YeHo B
OBOWHbIE KaBblYKW, Hanpumep: “AnekcaHgposuy’.

3HadeHne moxeT ObiTb NyCTbIM (HO o6si3aTenbHO B ABOWHbIX
KaBbl4Kax).

WuTepnpetaTop komaHaHOW cTpokun. HeobsizaTenbHbin aTpmbyT.
/<NONHBLIN NyTb K dpanny MHTeprnpeTaTopy KOMaHOHOW CTPOKM>

Mpumep: /bin/bash

Ha 3anyckaembiii dann OOMmKkHbl ObITb YCTAHOBIIEHbI MpaBa Ha
YTEHME 1 3anyck s BCex Nonb3oBaTenemn

MakcumansHoe [onycTumMoe 3HayeHue Ceccuil, co3faBaemoe
OT UMEHU Y4YeTHOM 3anucu nonb3oBaTtens. HeobaszaTtenbHbIN
aTpmbyT. He pacnpocTpaHsieTca Ha cynepnorb3oBaTens root.

MpuHumaeT 3HayeHus: -1, ot 1 go 20.

YcTaHoBKa 3HayeHus -1 obo3HayaeT, YTo Ansl OAHHOW YYeTHOM
3anucu  nonb3oBaTensd  OrpaHMYEeHW Ha  MaKkCumarbHoe
OOMyCTUMOE 3HaYEeHUe Ceccuii HaknagbiBaTbcsa He byaeT

JonycTumeln nepuos Heucrnonb3oBaHUsA yyYeTHOW 3anucu. Ecnu
nepuog, B KOTOPbIN N0 Y4ETHON 3annChio HE MPON3BOANIICH BXOA
B CWUCTEeMy, MnpeBblaeT BblIOpaHHbIM OOMNYCTUMbIN nepuog —
yyeTHas 3anunce 6nokmpyeTcs. HeobsisaTenbHbIn aTtpubyT.

MpuHumaeT 3HayeHun: -1, ot 0 go 180.

YcTraHoBKa 3HaveHusi -1 ob6o3HavaeT, YTo AN OAaHHOW y4eTHOW
3anucu  Nonb3oBaTeENd  OrpaHUYeHM Ha  nepuog  ee
HEeUCnonb30BaHUA HaknagblBaTbcs He bygeT

CraTtyc y4yeTHOM 3anvcy nonb3oBaTtens (aKTMBeH/3abnokMpoBaH).
Heobsa3aTenbHbI aTprbyT.

MpuHumaeT 3HaveHUA: yes — nosib3oBaTenb 3abrokupoBaH,
no — nonb3oBaTtens He 3abnokupoeaH. [lo  ymonyaHuio
YCTaHOBIEHO 3Ha4YeHue no

TpeboBatb cmeHy napons npu crniegywowem Bxoge B OC.
Heobsa3aTenbHbI aTpmbyT.

MpuHumMaeT 3HavYeHus: yes — npu Bxoge B OC, nonb3oBaTento
HeobxooMMO CMEHUTb Mnaposib, N0 — TpebOBaHWSA CMEHUTb
naponb otobpaxeHo He Oyaet. Mo ymonuyaHuio yCTaHOBMEHO
3HayeHune no
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ATpubyT

create-home-directory
<yes/no>

system <yes/no>

no-sync <yes/no>

domain <3HavyeHue>

role <aHayeHue>

clear

Mpuwmep:

management <enter>

users <enter>

user-add <enter>

login pol <enter>
main-group user <enter>
password 87456321 <enter>
home “/home/user” <enter>
role not-admin <enter>
first-name “UeaH” <enter>

second-name “llempos” <enter>

middle-name “” <enter>
shell /bin/bash <enter>

max-sessions 1 <enter>
inactive-days -1 <enter>

create-home-directory yes <enter>

OnucaHune

Co3gaHne [pomMallHed OUPEeKTopuM  Ans  y4eTHOW  3anucu
nonb3oBatens. O6a3artenbHbIi aTpUbYT.

Ecnu npu cosgaHumn yyeTHOM 3anucu nonb3oBaTens He Oyget
co3fjaHa [oMallHAs OUpeKTopus, TO BXOA4 B rpaduyeckyto
ob6onouky OC ansa atoro nonb3oBatens 6yaeT HeBo3MOXeH. Ho
BO3MOX€EH BXO/ B TepMuHanbHyto obonouky OC.

anIHVIMaeT 3Ha4YeHud: yes — co3gaBaTtb, N0 — He Co3JaBaTb.
Mo yMOJ14aHUIO YCTaHOBJIEHO 3Ha4YeHne no

YKasaHne Ha TO, YTO y4yeTHas 3anvcb Monb3oBaTens SABMseTcs
cucteMHon. HeobasatenbHbin atpubyT.

MpuHMMaeT 3HayYeHUs:: yeS — CUCTEMHbIN MOMb30BaTENb,
NO — He ABMSeTCS CUCTEMHbIM nornb3oBaTteneM. 1o ymonyaHuio
YCTaHOBIIEHO 3HAYeHne No

YKkasaHne Ha TO, 4YTO [JOMEeHHasd ydveTHas 3anucb Oyaer
CYHXpOHM3MpoBaHa ¢ EguHbim LieHTpom YnpasneHus Dallas Lock
unun Cepsepom 6e3onacHoctu Dallas Lock. Y3 ¢ ycTtaHOBNEHHbIM
3HayeHneM NO «He CUMHXPOHM3Mpyemas Y3» He nepefaroTcs Ha
ELLY/CBE (npv BBoAe B [B).

MpuHuMaeT 3HaveHus: yes — y4yeTHas 3anuce OGyger
CUHXpOHM3MpoBaHa ¢ EguHbim LieHTpom YnpasneHus Dallas Lock
unu Cepaepom 6esonacHocTu Dallas Lock, no — y4yeTHas 3anuch
He BygeT CMHXPOHM3UPOBaHa

HaumeHoBaHve gomeHa, nogpobHee — B pasgene Perncrpaums
YYETHbIX 3anncemn AOOMEHHbIX nonb3oBaTenemn

Ponb nonb3oBatens. [lo3ssonser npegocrtaBnTb  NOpPAAOK
NOSTHOMOYUI yquHon 3anncm Ha agMMHNUCTpUpoBaHME CUCTEMbI
3alunThbl.

MpuHumMaeT 3HaveHus: not-admin — posb «llonb3oeamernby,
master-admin — ponb «AdmuHucmpamopy, auditor-admin —
porsib «Aydumopy.

Mo ymonyaHuio ycTaHOBMEHO 3HaYeHne not-admin

KomaHga o4MCTKM BCeX BBEAEHHbIX anVI6yTOB npu co3gaHun
yquHon 3anncun nonb3oBaTend



system yes <enter>
execute <enter>

Ecnu B npouecce onpeaeneHust atpubyToB yyeTHON 3anvcy Obino 3agaHo HEBEPHOE 3HadeHue napameTpa,
TO NOcne BBOAA KOMaHAbl execute cMcTeMa Bbl4acT COOTBETCTBYHOLLUME NpeaynpexaeHue n yyetHas 3anvcb
He OygeT cosgaHa. Hanpumep, ecnu npu onpegeneHMn atpubyToB Obifo yKasaHO MMSI HECYLLECTBYOLLEN
rpynnbl, cucTema nocne BBOAA KOMaHAbl execute BblgacTt coobuweHne «Unknown main  group»
(«HeussecmHasi ocHogHasi epynna).

Ecnu Bce atpubyThl GbINM onpeeneHsbl BEpHO, TO NOCe BBOAA KOMaHAbl execute yyeTHasi 3anucb byget
cosfaHa, 1 cuctema BblgacT coobueHne «Command ‘user-add’ executed successfully» (komanga ‘user-add’
YCMELUHO BbIMNOMHEHA).

Mpumevanue. [Ona co3gaHMss «OemMOHa» —  CUCTEMHOro nonb3oBatens  Linux,
06e3 BO3MOXXHOCTM aBTopu3auuM MO naponto, HeobxoguMmo 3agaTb MapamMeTpy System
3HaveHue «yesy, a napameTpy password 3HadyeHne «!!».

Mpadmueckas o6onovka agMUHUCTPUPOBaHUSA

[na co3gaHusa y4eTHOM 3anmcy nonb3oBaTtensi ¢ NoMoLLbio rpaduyeckon obonoukn C3UM HC[ Ha Bknagke

«Monb3oBaTenu» HeOOXO0AMMO BbIOpaTh KaTEropuio « YHETHbIE 3anncu» 1 HaxkaTtb Ha kHorky — «Co3gaTb»
Ha naHenu gencTteun (cMm. PucyHok 6).

BHumanue! Bce cepBuchbl, koTopble TpebyloT co3gaHus nonb3oBaTenerd B CUCTEME,
pekomeHayeTCs ycTaHaBnveaTb A0 NepBoHadvanbHon yctaHoBkn C3W HCH. B cnydvae ecnu
nocne ycraHoekm C3M HC[ Bo3HukNa HeobXoAMMOCTb B YCTaHOBKE Kakoro-nvbo cepsuca,
KOTOpbIN TpebyeT co3gaHus B CMCTEME CreuuanbHOro Mosib30oBaTernis, MOXHO co3fdaTb ero
cpeactBamu C3UN HC[ (c dpnarom cucTemMHbIN) 40 YCTaHOBKM cepBuca. Heobxoammo obpatntb
BHUMaHWE, YTO 3TOT CMNOCO6 MOXET He MPUBECTU K XeraemMoMy pesynbTarty.

Mocne Haxatua Ha kHOMKy «Co3gaTb» OTKpbIBAeTCHd OKHO Bblbopa pasmelleHust Yy4eTHOW 3anucu
(cMm. PucyHok 11).

[ obasneHue Nons30BaTENA x
Pazmewenna: | JokansHLIA i
NorunH:

TNorvH Wrr
Ok OTMeHE

PucyHok 11. BbiGop pa3melleHunsi y4eTHON 3anucu

[Ona co3pgaHus nokanbHOW Y4YeTHOM 3anucu HeobxoauMmo BbibpaTb B BbiMagaloLlemM Crvcke nons
«Pa3melleHne» 3HaveHue «JlokanbHblM». HaxaTb Ha kHomky «Ok», ganee oTkpoetcs dopma «[dobaBuTb
nones3oBatensa» (CM. PnucyHok 12).



MpumeyaHue. Ha ogHy paboyyto cTaHumMio MOXHO co3aaTth He 6onee 10 000 yy4eTHbIX 3anuncemn

nonb3oBaTenen.
[obasuTe Nons3oBarens x
Dbuwne
WNoeHTWUKaTOp: 1001 MakcumMansHoe KOM-BO ceccMil: | unused -
JTorH: Mepuog HeWCNoNL30BAHWA; unused b
WMaeHTudnKaTop rpynnsi: BNOKWpOBKA Nofk30BaTens: 3abnokwposaH
Fpynna: root ... | MapameTpul Napona: 3anpoc Hoeoro Napons
Mapons: JoMalHAR QUPEKTOPUA: Co30aTe QUPEKTOPUIo
Mposepka napons: nposepUTE | CWCTEMHLIR NONL3I0BATENR: CWMCTEeMHBIA NONL30BATENL
Wnas: JomeHHas ¥3: HOoMmeHHan ¥3
CYHXPOHWU3aUWA; He cuxxpoHm3vpyemMan ¥3
DamMuana: P o ¥ Py
TUN Yy4eTHON 3anucK: Mons3ceaTens OC >
OT4ecTeO:
; PacnucaHue paboTee OTKpPLITE
WHTepnpeTaTop: /bin/bash

JoMaLIHAR OWPEKTOPUA:
DomeH:

OTMeHa MPUMEHNTE

PucyHok 12. NMapameTpbl y4eTHOW 3an1cu nonb3oBaTens

Pasgen «Obwme» cogepXuT cregyowmi CNMCOK AOCTYMHbIX aTpubyToBs:

«peHTudurkaTop» — CUCTEMHBIN MOEHTUGMKATOP YYETHOW 3anmncu nonb3osatens. [MpuHumaer
3HayeHus: ot 0 pgo 65534. lNo ymon4yaHMO YyCTaHaBNMBaETCsSs W MCMNONb3yeTCs Ccreaylowmn
OOCTYMHbIA naeHTUduKkaTop B cucteme. HeobasatensHbln aTpnbyT;

«JlormH» — HavmeHoBaHue yyeTHon 3anucu. Ob6sa3aTenbHbIi aTpubyT. MiMeHa nonb3oBatenew
AOIDKHbI HAYMHATBLCS CO CTPOUHON OYKBbI NN CUMBONA NOAYEPKMBAHNS U JOMKHBI COCTOATb TOSbKO
U3 CTPOYHbIX NTAaTUHCKMX4 BYKB, UMIP, CUMBOJIOB «_» U «-». MOryT 3akaH4YMBaTbCS CUMBOJSIOM «$»;

«pynna» — HaumMeHoBaHWe OCHOBHOW rpynnbl nonb3osatens. Mpu gobaBneHun y4eTHON 3anucu
rpoynna pomkHa ObiTb yxe cos3gaHa. [lo ymonuyaHuio B Mofle yka3aHa OCHOBHasi rpynna
nonb3oBaTensi, Nog Y4ETHON 3amnuCblo KOTOPOTrO BbIMOMHAETCA CO34aHNe HOBOW YYETHOW 3anuvcu.
ObGsna3aTtenbHbI aTpUbyT;

«Maponb» — naponb Nofb3oBaTens. YCTaHaBnMBaemMoe 3Ha4YeHWe [OIPKHO COOTBETCTBOBATb
nonuTMKam CnoXxHocTun napons. ObasaTenbHbIN aTpudyT;

«lMpoBepka napons» — KHOMKa NPOBEPKN COOTBETCTBUS Ha3HAYEHHOro Maposis YCTaHOBMEHHbLIM
nonMTUKaM CroXHOCTU naponew. Ecnv naponb cooTBeTCTByeT/He COOTBETCTBYET MNOMUMTUKaM
6esonacHocTy, TO NPy NPOBEPKE CUCTEMA BblAacT MHOopMaunoHHoe coobueHne (cm. PncyHok 13
n PucyHok 14). TekcT MHHPOPMaLMOHHOIo COoBLLEHNSA O HECOOTBETCTBMM Napons 3aBUCUT OT TOrO,
MO KakMm napameTpam He npoluen NpoBepKy naponb (Hanpumep, «OTCYTCTBYIOT LMdpbl B Napone»
nnn «OTCYTCTBYIOT CMELCMMBOSIbI B NApOne»);

CMeHa napons

I_laponh YOOBNETBOPAET NONKMTHMEaM HesonacHOCTK.

OK

PucyHok 13. UHdopmaLumoHHoe coobLieHne

14 C nomouwybto KoHconu EguHoro LieHTpa Ynpasnenus Dallas Lock (cm. pasgen LieHTpanusoBaHHoe ynpasneHue

CMCTEMOW 3aLUMTBI) MOXHO CO3A4aTb YYETHblE 3anucu, HAaUMEHOBaHMS KOTOPbLIX MOTYT coepXaTb CUMBOSIbI KUPUNULbI.
B pe3ynbTate CMHXpOHM3aLUKM 3TN y4eTHble 3anucu 6yayT co3ganbl B C3M HCL, Dallas Lock Linux.



CHena napons

HesepHas gnuHa napons (MUMHMManeHas onMHa 8).

OK
PucyHok 14. UHdopmaumoHHoe coobuieHne

«Nmsa» — Wms nonb3osaTens. Asnsetca obssatenbHblM atpubyTom, 3HaveHue MoxeT ObiTb
nycTbiM. [1o ymonuyaHuio B none otobpaxaeTcs NOrMH y4eTHOW 3anucy;

«Pamunuay — Pamunusa nonb3oBaTtend. 3HadeHue MoXeT ObiTb nycTbiM. HeobssaTenbHbin
aTpubyT;

«OT1yectBOo» — OTyecTBO nomnb3oBaTtens. 3HadyeHne MoxeT 6biTb nycTbiM. HeobssaTenbHbin
aTpmbyT;

«MHTepnpeTaTop» — MHTEpNpeTaTop KOMaHAHOW CTPOKW. B gaHHOM none ykasbiBaeTCH MOSHbIV
nyTb K dpanny wWHTepnpeTaTopy KOMaHOHOW CTPOKW. Ha ykasaHHbIi danin AofmkHbl ObiTb
YyCTaHOBMEHbI MPaBa Ha YTeHWe U 3anyck Anst Bcex nonb3oBartenen. o ymonyaHuio B none ykasaH
nyTb /bin/bash. O6sa3aTenbHbIN aTpUbYT;

I'IpumeanMe. I/IHTeprlpeTaTop — nporpammMa, npmHnmMmarLiada 1 BbliNoNHAKLWAaA KOMaHObl.

«JdomallHaa OupekTopusi» — OOMAalIHAS OMPEKTOPUS MOMb30BaTens, Mnofe 3anofiHaeTcs
aBTOMaTUYECKM (ECTb BO3MOXHOCTb PeakTupoBaTh Bpy4Hyto). Popmat 3anonHeHus: /home/nozuH.
Mo ymonyaHuio Npu co3gaHny y4eTHOW 3anucu B none «omalluHss AMpeKkTopusi» yka3biBaeTcs NyTb
/home/HaumeHosaHue yyemHol 3arnucu. Ob6s3aTenbHbln aTtpubyT (ecnu ycTaHoBneH dnar
«CosgaBaTb JOMALLHIOW ANPEKTOPUION);

«MakcumaneHoe Kon-Bo CECCUM» — MaKCMMarbHO JOMYCTUMOE 3HayYeHue ceccuin’®, cosgaBaemoe
OT MMeHU y4eTHOM 3anucu nonb3oBatens. [NpuHumaeTt 3HauveHuna: oT 0 go 10. Mo ymonyaHuto
YyCTaHOBMEHO 3Ha4eHue «He ncnonbayetca». ObasaTenbHbIN aTpubyT;

«Mepvog Hencnomnb3oBaHMA» — OOMYCTUMbIA NEPUOL, HEWCNONb30BaHUS YYETHOW 3anucw.
MpuHumaeT 3HadveHusa: ot 0 go 180. Ecnu nepuoa, B TedeHue KOTOPOro noj y4eTHOW 3anucbio
He NPOM3BOAWNCS BXOA4 B CUCTEMY, NMPEBbILAET BbiOpaHHbLIA OONYCTUMBIA Nepuog — ydeTHas
3anvck 6nokmpyeTcs;

«Bbnoknpoeka nonb3oBatensa» (nar) — nNpu ycTaHOBNEHHOM cprnare yyeTHasa 3anucb GriokupyeTcs
(cTaHoBUTCA HeakTmBHOW), Bxo4 B OC Ha 3awwuweHHoMm APM 3anpeweH. [nsa nonb3oBaTenewn,
B JaHHbIA MOMEHT paboTalwmx B cUCTEME, B MOMEHT OFIOKMPOBKM YYETHOW 3anucu ceaHc
He BnokunpyeTcs, bnokupyeTcs cnegyowuii Bxog B cuctemMy. Mo ymonyaHuio dnar He yCTaHOBIEH;

«MapameTtpbl napons. 3anpoc HoBoro napons» (cnar) — TpeboBaTb CMeHy napons
npu cnegytowem Bxoge B OC. Mo ymonyaHuio ¢hnar He ycTtaHoBrneH. Ecnu dnar yctaHoBneH,
TO npu Bxoge B OC, nonb3oBaTento He06xoauMo CMeHNTb Naponb. Heobs3aTenbHbin aTpUbyT;

«JomalHaa aupektopus. Co3gatb aupektoputo» (pnar) — ecnv npu co3gaHum y4eTHOW 3anucu
nonb3oBarens He GyaeT co3gaHa AOMALLHAS OUPEKTOpUS, TO BXOA4 B CUCTEMY ANs 3TOW Yy4ETHON
3anucu 6yaeTt HeBO3MOXeH. Mo ymonuaHuto donar He ycTaHoBreH. Heobsa3aTenbHbI aTpubyT;

MpumeyaHue. Y y4yeTHOM 3anucu agMuHMCTpaTopal® gomkHbl ObITb NpaBa Ha 3anucb
1 BbIMOJNTHEHME B COOTBETCTBYHOLLEM KaTarnore, rae OyaeTt co3gaBaTbCs JOMALUHAA AUPEKTOPUSI
HOBOrO NMonb3oBaTens (CM. pa3gen PasrpaHnyenne goctyna k 06bektam hannoBori CUCTEMBI).

«CucTtemHbIn none3oBaTenb» (dnar) — ykasaHue Ha TO, YTO MoNb30BaTesb SIBNSAETCA CUCTEMHBIM
nonb3oarenem. o ymonyaHuio gnar He ycTaHoBneH. HeobsasaTenbHbI aTpubyT;

15 He pacnpocTpaHsieTcsi Ha cynepronb3oBaTens root.
16 CcTeMHbI alMUHUCTPATOP root, OT MMeHM KOTOporo ByAeT co34aBaThCs JOMALLHSAS AMPEKTOPUS.



—  «Twun y4yeTHOM 3anmncu» — ponb nonb3oBatens. [lo3BonseT NnpefocTaBUTb NOPSAOK NOFTHOMOYNIA
YYETHOW 3anncu Ha agMMHUCTPUPOBAHNE CUCTEMBI 3aLLUTLI, MOAPOOHee — B pa3saerne [onHomoums
nonb3oBaTenen Ha agMUHUCTPUPOBAHNE CUCTEMbI 3aLLNTHI.

—  «PacnucaHue paboTbl» — ynpasrieHne pacnmcaHmemM padoTbl 1 nepuon 4eNCTBUS yYETHON 3anmcu
nonb3oBartens, nogpobHee — B pasgene YnpaeneHue pacnnucaHmem paboTbl Nofb30BaTENEN.

YyeTHaa 3anucb nonb3oBaTenst MoXeT ObiTb BKMAOYEHA B AOMNOMHUTENbHble rpynnbl. Ona gobaeneHus
y4eTHOW 3anucu B AOMNOMHUTENbHbIE FPYNMnbl HEOOXOAMMO B OKHE NnapameTpoB YY4EeTHOW 3anucu BblbpaTb
pasgen «[pynnbi» (cM. PucyHok 15).

CeoiicTea nonb20Batens x
DbLwne -
8| e
) MpeHTudgmraTop Name
1 1600 user

OTMmeHa MpUMEHWATE

PucyHok 15. Paspen «pynnbi»

BHumaHue! [106aBUTb AOMNOMHUTENBHBLIE FPYMMbl MOXHO TONMbKO B PEXUME peaakTMpoBaHMUs
napameTpoB y4eTHOW 3anncu nosb3oBaTerns.

Onst nob6aBneHnst y4eTHOM 3anmncy B rpynny HEOOXOAMMO HaXkaTb Ha KHOMKY % «[loGaBnTb B rpynny», nanee
oTKpoeTcst opma Bbibopa rpynnel (cM. PucyHok 16).

Boibop rpynnbi

DUNLTP:

Fpynna:  root

OTMmeHa BubpaTe

PucyHok 16. ®opma BbIGOpa rpynnbl
M3 Beinagatowero cnucka Heobxogumo BblibpaTbe HaMMeHOBaHWE TPyMnbl U HaXaTb Ha KHOMKy «BbibpaTby,
nocne 4Yero Ums rpynnbl 0TOOPa3nTCs B CIMCKE AOMONTHUTENbHbIX FPYNn YY4ETHOW 3anvMcy Nonb3oBaTens.
Onsa yoaneHus y4eTHORM 3anncy U3 rpynnbl HEO6X0AUMO BblAENUTb HAMMEHOBaHWE rPyMMbl B CMUCKE U HaXaTb
Ha KHOMKY = «YaanuTb 13 rpynnbi».

Mpu co3gaHWM y4yeTHOW 3anmucy Nonb30BaTensl €CTb BO3MOXHOCTb M3MEHUTb OCHOBHYK  Fpynny
nonb3oBaTens. Ons atoro B okHe «[o6aButb nonb3oBaTensi» (cM. PucyHok 12) HeobxoaMMO HanpoTuB



aTpubyTta «[pynnbl» HaxaTb Ha KHOMKYy . [lanee OTKPOETCS OKHO peAaKTMPOBaHMS OCHOBHOW rpymnbl
y4eHolt 3anucuy nonb3oBaTens.

4.3.4 Perucrpauus y4yeTHbIX 3anucei AOMEHHbIX Nofib3oBaTenen

C3M HC[L npepoctaBnsieT BO3MOXHOCTb paboTbl Ha 3awmueHHbix APM He TonbKo Ans NOKamnbHbIX,
HO M NSl JOMEHHbIX Y4YeTHbIX 3anucel nonb3oBatenen. CTOUT OTMETUTb, 4YTO AN KOPPEKTHOro
B3aMMoaencTBusa JoMeHHbIx nonb3oBatenen u C3W HC[l o6s3atenbHO, 4ToObl APM 66110 BBEAEHO B IOMEH.

BHumanue! [Ing paboTbl C AOMEHHBIMW YYETHBIMU 3anucaMu (perncrTpauud, asTopu3auus
n 7.4.) Heobxoaumo y6eanTbCHa B TOM, YTO HACTPOWMKM CETU KOPPEKTHBI U UMSA JOMEHA AO0CTYMNHO
no cetn (HeobxoAMMO MPOBEPUTb OOCTYMHOCTb MMEHM AOMEHa C yKa3aHueM umeHu APM,
SIBNSAIOLLIEroCcst KOHTponnepom gomeHa, — <hostname>.<domain> n 6e3 ykasaHust UMEeHU 3TOro
APM — <domain>). KoHTponnep gomeHa AomkeH ObiTb JOCTYMNEH NO CETU Kak no ip-agpecy,
Tak 1 no FQDN. Ecnu B cetn Heckonbko KOHTponnepoB gomeHa, ux FQDN gomkHbl ObiTb
ykasaHbl B pasgene URL canna /etc/ldap/Idap.conf.

HenocpeacTBeHHO Ha KNMEHTCKUX paboyumx CTaHLUMAX BbIMOMHAETCS TONbKO perncTpaums AOMEHHbIX YY4ETHbIX
3anvcen Nonb3oBaTenen yxe CyLLeCTBYIOLWMX B AOMEHe. YNpaBneHme JOMeHHbIMK Y 3 (co3gaHne, yaaneHuve,
BnoKkMpoBKa) BbINOMHAETCH HEMOCPEACTBEHHO Ha KOHTpOrnepe JOMeHa.

MpumeyaHue. [lpy pervcTpaumm [OMEHHbLIX Y4YeTHbIX 3anucen no wmacke Cepsep
6e3onacHocTu Dallas Lock/ELLY Dallas Lock n paboyas ctaHums Linux, Ha KOTOPOW YCTaHOBIIEH
C3MN HCL, nomkHbl ObITb y4aCTHUKaMMU OOHOIO KOHTpoOmnepa AoMeHa.

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

Ons pernctpaumun yyetHon 3anucu nonb3osatens B C3W HC[ koHkpeTHoro gomeHa Heobxoammo nonyy4ntb
paspelleHne Ha nonydeHve uHgopmauum B gomMeHe. [nsi aToro Heo6XoOuMO B KOHCOMbHOW 000nouYke
agMuHUCTpaTopa B NoacucTeme yrnpasneHus nonb3oBaTensammn (USers) BbINOMHUTbL KOMaHady user-get-ticket.
Mocne BBOOa KOMaHAbl cMCTEMa NepenaeT B pasgen user-get-ticket. Cucrema 6yaet oxvaatb BBOA SOMMHa,
UMS JOMEHa 1 naporb perncTpupyemon yyetHon 3anucu (cMm. Tabnuua 9).

MpumeyaHue. Heobxoanmo B koHurypaunoHHom canne Kerberos — krb5.conf ykasate, 4to
kerberos-TukeTbl Nonb3oBaTenen JomKkHbl XpaHuTbes B aape OC:

1. OtkpbiTb /etc/krb.5.conf ¢ npaBamu cynepnonb3oBatens (root).
2. B danne /etc/krb.5.conf B pasgene [libdefalts] nponucate default_ccache _name =
KEYRING:persistent:%{uid}.

Ona npocmoTtpa mMHpopmauum nonyyeHHoro Kerberos-tuketa Heobxogmmo BbINOAHMTL B TepMuHane OC
komaHgy klist -A (cMm. PucyHok 17).

Ticket cache: KEYRING:persistent:8:8
Default principal: admin@DL.LINUX

Valid starting Expires Service principal
12/87/20622 16:23:84 12/68/26822 ©2:23:84 krbtgt/DL.LINUX@DL.LINUX
renew until 12/14/2622 16:23:01

PucyHok 17. UHdopmaumum Kerberos-tukera

Ons panbHenwen perncrpauum AOMEHHOW YYEeTHOW 3anvcu Monb30oBaTens B KOHCONbHOW 06orovke
aAMVHWCTpaTopa B MOACUCTEME yNpaBreHus nonb3oBaTtensiMm (USers) 4OCTYNHbl aTpudyThl, NPUBEAEHHbIE B
Tabnuue Huxe.

Tabnuua 9



1

2

3

5

ATpubyTr

user-get-ticket

show-domain-users <domain-
name>

user-add

domain-user-del <all/domain-
name>

user-remove

OnucaHune

Mepexon B pasgen nonyyeHunsa Kerberos-6uneta gns gocrtyna kK
OOMEHHOW nHOopMaL MK YY4EeTHOW 3annucu nonb3oBaTens.

Mpumep:

management <enter>

users <enter>

user-get-ticket <enter>

login user@DLL.LOCAL <enter>
password ***** <enter>

execute <enter>

Mpn ycnewHoOM BbINOMHEHUM KOMaHAbl CUCTeMa BblgacT
cnepywoulee cooblleHme: Success getting user credentials
(YenewHoe nonyyeHue yd4emHbix OaHHbIX M0/1b308amerisi)

BbiBog Ha 3KpaH cnuMcka YYeTHbIX 3anucen nonb3oBaTenen
AomeHa. Npu BbINONHEHWM KOMaHAbl HEOOXOAMMO yKasaTb UMS
AoMeHa.

Mpumep:

management <enter>

users <enter>

show-domain-users DLL.LOCAL <enter>

Mocne BBOga komaHAbl OyAeT BbiBEAEH CMUCOK yY4ETHbIX 3anvcen
AOMeHa C NonsmMu:

— wnaeHTndukaTop (uid) yyeTHOM 3anucy;
— noruH (login) yyeTHOM 3anucuK Nonb3oBaTens;
— ofucaHue y4yeTHOW 3anucu

Pervctpaunsi QOMEHHON y4eTHOW 3anncy Nonb3oBaTens.
Mpumep:

management <enter>

users <enter>

user-add <enter>

login user <enter>

domain DLL.LOCAL <enter>

execute <enter>

|_|pl/l ycnewHOoM BbIMOJIHEHNUU perncTpayunm OOMEHHOM yquHon
3anuncu nonb3oBarTend, CuctemMma Bbl4acT criegyrlliee coobueHue:

Success registering domain user “DLL.LOCAL\user” (YcnewmHas
peaucmpauus nonb3osamerss domeHa “DLL.LOCAL\user”)
KomaHaa yaaneHus ydeTHbIX 3anucei norb3oBaTtenen jomeHa ns3
6a3sbl gaHHbIX cucTemMbl 3awuTbl Dallas Lock Linux.

MpuHumaeT 3HayveHusA: all — yganeHne Bcex y4eTHbIX 3anvcen
nonb3oBaTtenei u3 6asbl AaHHbIX cUCTeMbl 3awmTel, <domain-
name> — yganeHne y4yeTHbIX 3anuncen nonb3oBaTtenen 13 6asbl
AaHHbIX CUCTEMbI 3aLLUUTDI onpe,qenéHHoro AOMeHa.

Mpumep:
management <enter>
users <enter>

domain-user-del DLL.LOCAL <enter>

KomaHga ypaneHuss opHOW Y4eTHOW 3anncu  Mnonb3oBaTens
JomeHa 13 6asbl gaHHbIX cuctemsbl 3awuThl Dallas Lock Linux.

Mpuwmep:



Ne ATpubyTr OnucaHue
management <enter>
users <enter>
user-remove <enter>
login user <enter>
domain DLL.LOCAL <enter>
execute <enter>

ﬂle yCcnewHoM yaaneHun yquH0|7| 3anncu nonb3oBaTtesnda JOMeHa
cucrtemMa BblaacT cneagywulee coobueHue:

Success removing user “DLL.LOCAL\user” (YcnewHoe ydaneHue
nonb3oeamerns ‘DLL.LOCAL\user”)

Mpadmyeckas obonoyvka agMMHUCTPUPOBaAHUS

[ns npoBepku cTatyca AoMeHa C NoMOLblo rpaduyeckon 060no4YkM Heobxoanumo OTKpbITb OkHO «CTaTyc

AOMEHay, Bbl3BaB €ro U3 Crnvcka [JAOMOSHUTENbHbLIX YHKUMA KHOMKMA T[NAaBHOTO MEHI0 "J. MoxeT
notpeboBaTbCA BBOA aBTOPM3ALMOHHBIX AaHHbLIX YMOSIHOMOYEHHOrO Mofb3oBaTens AN NOATBEPXAEHUS
Kerberos-tukeTa (cm. PucyHok 18).

AyTeHTUdUKauua

MpuneruTsL OTmeHa

PucyHok 18. AyteHTuchukaums ynonHoOMo4YeHHOro nonb3oBaTens

Mpu ycnewHoMm noATBepXA4eHWU AaHHbIX YNOSTHOMOYEHHOro MOoNb3oBaTens MosBUTCA MH(OPMaLUOHHOE
coobLeHne B cTpoke cocTosiHua (cM. PucyHok 19), ganee — okHo «CtaTtyc» (cM. PucyHok 20).

Success getting domain user ticket

PﬂcyHOK 19. YcnewHoe nony4eHue Kerberos-TukeTta nonb3oBarens AoMeHa



Cravyc

MapameTp 3HaueHue
LomeH DL.LINUX
IP-agpec gomeHa —
zgagﬁQOPHeaoro DL.LINUX
IP-agpec kopHeBoro
flomeHa ]
[JoBepeHHble A0MEHbI tde.dn,

Jetc/krb5.conf,
Kmoi:r?g:gy;mble letc/sssd/sssd.conf,
Craryc ceasmn c Cana
JoMeHoM ¥ ycTaHoBneHa

Ok

PucyHok 20. CtaTtyc

4.3.4.1 Pernctpauusa 4OMeHHbIX Nofib30BaTesien No Mmacke

B cucteme sawmthl Dallas Lock Linux peanv3oBaH MexaHU3M perncrpauum JOMEHHbIX YY4eTHbIX 3anucen
nonb3oBaTenemn CUCTEMbI C UCMONb30BaHNEM MacCOK, MO CMMBOMY «*». B 9TOM KOHTEKCTe CUMBON «*» nmeet
3HayeHne «Bcex». YyeTHad 3anucbk «Mmsa_pomeHa\*» ykasbiBaeT Ha BCex Morb3oBaTerien AaHHOro JOoMeHa.
Y4yeTHas 3anncb «*\*» ykasbiBaeT Ha BCeX AOMEHHbIX MOnb3oBaTtenen (B TOM Yncne JOBEPEHHbIX JOMEHOB).
YyetHas 3anucb «Mma_pomeHa\normH_Y3»  ykasbiBaeT Ha nonb3oBaTtensd  «norvH_Y3» OoMeHa
«Mmsa_gomeHan.

Ecnu onsa cywecTByloweln y4eTHON 3anucu Buaa «*\*» 3anpeTuTb BXO4 B cucTemy (3abnokupoatb Y3), u
OLHOBPEMEHHO paspeLUnTb BXOA Ans y4eTHbIX 3anucen tuna «ZCB\*», To Ha APM cmoryT BXoguTb TOMNBbKO
nonb3oBatenu gomeHa ZCB, nonb3oBatenu BCex ocTanbHbIX JOMEHOB BXOAMTb HE CMOTYT.

Ecnu 3anpetntb Bxog B cuctemy ans 3anucu «ZCB\*» (3abnokmposatb Y3), n paspewnts ana «ZCBluser1y,
«ZCB\user2», To aT0 6ygeT o3Hayatb, 4To U3 gomeHa ZCB Ha APM cmoryT BXxOAMTb TOMbKO MOSb30BaTENM
user1 un user2.

Takum o6Opa3om, cuctemMy MNpPOBEPKU MNONb30BaTENEN MOXHO Ierko MnpuBECTM K «CTPOrom» CUCTeMe,
OOCTaTOYHO OTKIMHOYUTL YYETHYH 3anucb «*\*», 1 ganee B 9BHOM BWAE PErMCTPUMPOBATb YYETHbIE 3anuncu
HeobXxo4MMbIX AOMEHHbIX NOb30BaTENEN.

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

Ons peructpaumnm OOMEHHON yyeTHOM 3anucu nonb3oBatens B C3UW HC[L B koHconbHow o6onoyke
agMUHUCTpaTopa B MOACUCTEME YMNpaBrieHuUs nonb3oBaTensmMu (users) HeoOXoOUMO BbIMOMHUTE KOMaHOy
user-add. Cuctema nepenget B pasgen user-add. Hmxke npegcraBneHbl NpuMmepbl pernctpaummn JOMEHHbIX
nons3oBaTenen no Macke.

PerucTtpauuns Bcex nonb3oBartenen JOMeHa No Macke.
Mpumep:

management <enter>

users <enter>

user-add <enter>

login DLL.LINUX\\* <enter>

execute <enter>



Success creating user ™\*’ (YcnewHas co3daHue nonb3oeamernel “\*”)
Pervctpaunsa nonb3oBaTtens JoMeHa no mMmacke

Mpumep:
management <enter>
users <enter>
user-add <enter>
login DLL.LINUX\\user <enter>
execute <enter>

Success registering domain user ‘DLL.LINUX\user’ (YcnewHasi pesucmpauyusi nosib3oeamersisi 0oMeHa
DLL.LINUX\user)
Pernctpauums Bcex JOMEHHbIX NoNnb3oBaTenel (B TOM YMcne 4OBEPEHHBIX JOMEHOB)

Mpumep:
management <enter>
users <enter>
user-add <enter>
login *\\* <enter>
execute <enter>
Success creating user ™\* (YcnewHas co3daHue nonb3oeamernet ™\*”)

Mpadmyeckas obonoyka agMMHUCTPUPOBAHUS

[nsa permctpauumn y4eTHOW 3anmcy nonb3oBaTens ¢ noMoLbto rpadunyeckon obonovkn C3W HCL, Ha Bknagke
«Monb3oBaTenu» HeobxoAUMoO BbIOpaTb kaTeropuio «Y4yeTHble 3anucu» U HaxkaTb Ha kHonky «Co3gaTby
Ha naHenu gencrteun (cm. PucyHok 10).

BHumaHue! Bce cepBucbl, koTopble TpebyloT co3gaHusi nonb3oBaTenen B CUCTEME,
pekoMeHayeTcs ycTaHaBnMBaTb OO0 NepBoHavanbHon yctaHoBkm C3UM HCI. B cnyyae ecnu
nocne yctaHoBkun C3W HC[ Bo3HMKNa HeobXoOUMOCTb B YCTAHOBKE Kakoro-nmbo cepsuca,
KOTOpbIN TpebyeT co3daHMs B CMCTEME CreuuanbHOro Mosib3oBaTernis, MOXHO co3fdaTb ero
cpeactBamm C3UM HCJ (c onarom cucTeMHbIN) 00 YCTaHOBKM cepBuca. Heobxogmmo obpatntb
BHUMaHWE, YTO STOT CMNOCOD MOXET He MPUBECTU K XeNaeMoMy pesynbTary.

Ons peructpauvvM [OMEHHOW Y4YeTHOW 3anucu Heobxooumo BbiOpaTb B BbiNajatolem Crnucke nons
«Pa3smelyeHne» 3HaveHne «<msa gomeHa>»17. Mpu BbIGOpEe UMEHN fOMeHa MOXeT noTpeboBaTbCsi BBOS
aBTOPM3aLMOHHbBIX AaHHbIX YMONIHOMOYEHHOro nosb3oBaTensi'® (agMuHUcTpaTopa KOHTposnnepa OOMeHa).
3atem oTkpbiBaeTca dopma «[JobasneHne nonb3osatens» (CM. PucyHok 21, PucyHok 22).

17 B gaHHOM BbinagaroLem cncke 6yaeTt ums goMeHa, ans paboTsl ¢ KoTopbiM HacTpoeHo C3V HC vs pasgena
Pervctpaumsa y4yeTHbiX 3anuceit AOMEHHLIX MOSib30oBaTenen. B Bbinagalollem crnvcke oTobpasaTca Takke UMeHa
[OBEPEHHbIX JOMEHOB, OHU ToXe ByayT AOCTYMHbI Ans BblGopa.

18 YnonHomMo4yeHHbI nonb3oBaTens obnagaeT npaBamu AOCTyna K CUCKYy Y3 AOMeHa M K UX HEOOXOAMMbIM
aTpubytam.
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PucyHok 22. BbiGop nonb3oBaTtens goMeHa Ans peructpauuu 8 C3U HCOQ

dopma no gobaBneHM0 AOMEHHOW YYETHOW 3anucu oTnmnyaeTcst oT oopmbl NOo A0OaBNEHMIO NOKaNbHOM
YYETHOWM 3anucu Tem, YTo AN AOMEHHOMW YYETHOM 3anmcu 3anofiHeHo none «domeH». Pasgen «O6wue»
COOEPXKNT CMUCOK aTpUByTOB, aHaNOrMYHbINA CMMCKY aTpUbYTOB AN1S JTOKArbHOW YYETHOW 3anucuy.

B pexunme penaktmpoBaHnA OOCTYMNHbI cneaywune anI/I6yTbIZ

«MakcrmanbsHoe Kon-BO ceccui» — MakCUmanbHO AOoMyCTUMOe 3HavYeHue Ceccun, cosaBaemoe
OT UMEHU y4eTHoW 3anucu none3osatens. lNpuHumaeT 3HadeHus: oT 0 go 10. Mo ymonyaHuio
yCcTaHOBMeHo 3HayYeHne «He ncnonbayetca». Obsa3aTenbHbIn aTpudyT;

«MHTepnpeTaTtop» — MHTepnpeTaTtop KOMaHAHOW CTPOokU. B gaHHOM norne ykasblBaeTcsl MOMHbIN
nyTe K danny WHTepnpeTaTopy KOMaHOHOM CTPOKW. Ha ykasaHHbIi dann [omkHbl ObiTb
YyCTaHOBMEHbI NpaBa Ha YTeHue 1 3anyck Ans Bcex none3oBarernen. 1o ymonyaHuio B none ykasaH
nyTb /bin/bash. O6sa3aTenbHbIN aTpUbYT;

«Bnokupoeka none3oBaTens» (dnar) — nNpu ycTaHOBMNEHHOM corare y4eTHas 3anucb bnokupyeTtcst
(cTtaHoBMTCA HeakTmBHON), Bxog B OC Ha 3awmuweHHom APM 3anpelyeH. [ns nonb3oBaTenen,
B AaHHbIN MOMEHT paboTallmx B CUCTEME, B MOMEHT ONTOKMPOBKM Y4YETHOW 3anucu ceaHc
He BnokmMpyeTcs, OnokMpyeTcsl cnegyroLwuin Bxod B cuctemy. o ymonyanuto conar He yCTaHOBIEH;



— «[apameTpbl napond. 3anpoc HoBoro naponsa» (dnar) — TpeboBaTb CMeHy napons
npu cnegytowem Bxoge B OC. o ymonuyaHuio cnar He yctaHoBneH. Ecnn dnar ycraHoBneH,
TO npu Bxoge B OC, nonb3oBaTento Heo6xoauMo CMeHNTb Naponb. Heobs3aTenbHbIn aTpubyT.
— «PacnucaHnve paboTbl» — HacTpoyika pacnucaHust paboTbl U nepuod OEeNCTBUS YYETHOW 3anucuy,
nogpobHee — B pasgene YnpasneHne pacnnucaHmem paboThl Nofb3oBaTeNen.

—  «CurHXpoHM3auusa» — yKasaHue Ha TO, YTO y4yeTHasi 3anucb ByaoeT CUHXpOHM3MpoBaHa ¢ EguHbIM
Llentpom YnpaBnenus Dallas Lock unu Cepsepom 6e3onacHoctn Dallas Lock. Y3 ¢ yctaHOBNEHHbIM
Yyek-6oKCOM «He CUHXpOoHU3Mpyemas Y3» He nepepatotcs Ha ELLY/CB (npu Beoge B [1B).

3Ha4eHns ocTarnbHbIX anI/I6yTOB penakTnpoBaTb HENb3A.

[lomeHHble Y4YE€THbIE 3anncn MoryT OblTb [OOaBMneHbl B AOMOSHUTENbHbIE rpynnbl TakKMm e crnocobom,
YTO U NOKaJibHbl€ y4e€THbl€ 3anncu.

4.3.5 [pocMOTp M U3MeHeHMe aTPUOYTOB Yy4EeTHOW 3anucKu Nonb3oBarTens

KoHconbHasa o6ono4yka agMUHUCTPUPOBaHUA

[na npocmoTpa atpmMbyTOB YyY4eTHOM 3anucuK Nonb3oBaTeNs B KOHCOMbHOW ODOMoYke agMUHUCTPUPOBAHMS,
B NogcucTeMe ynpasrieHWsi MONb30BaTENAMN Users HeobxoanMo BbINOMHUTL KOMaHAy user-show, ganee —
yKasaTb NOrMH YY4eTHOW 3anucu nonb3oBaTens 1 MMsi AOMeHa (ecnuv y4yeTHas 3anucb NPUHALNEXUT AOMEHY).

Mpumep:

management <enter>

users <enter>

user-show <enter>

login <ums_nonb3oeamens> <enter>

domain <ums_JdomeHa> <enter>

execute <enter>

Ansi nameHeHns aTpnbyTOB CyLLIECTBYIOLLEN YYETHOWN 3anMcy Monb3oBaTens HeobXxoaMMOo BOCNOb30BaThCS
KomaHgown user-update. lNocne BBoAa ynpasnstoLLe KoMmaHabl He06XoaMMO yKa3aTb HAMMEHOBaHNE YY4ETHOW
3anvcu, 3atem aTtpubyTbl YY4ETHOW 3anncu M UX HOBbIE 3HadeHud. [JonyckaeTcsa M3MeHeHue aTpubyToB
B NPOM3BOSIbHOM MOpPsAKe 1 HEOBXOANMMOM KONTMYECTBE.

Cnmcok aTpnbyToB Nonb3oBaTens AOCTYMHbIX AN O0OGHOBMNEHUS:
—  password — napornb nosfb3oBaTtens;
—  login — HanmeHoOBaHWe y4yeTHON 3anucu;
—  main-group — rpynna y4eTHOW 3anucu;
—  role — ponb agMVHUCTPMPOBaHWS NoNb3oBaTeNs;
—  first-name — nmsa nonb3oBartens;
—  second-name — chamunums nonb3oBaTens;
—  middle-name — oT4ecTBO nornb3oBaTens;
—  shell — HanmeHoBaHWe 060M104KM KOMAHOHOW CTPOKM;

- Mmax-sessions — MakcumarnbHoe pgonyctumMmoe 3Ha4veHue ceccuin, cosgaBaemMoe OT MMEHMU yquHon
3arnncu noJsib3oBaTenA,

— inactive-days — gonyctuMmbli nepnoa HEUCNOMNb30BaHWUS YY4ETHOW 3anucu;
—  require-password — TpeboBaTb CMeHy napons npu cnegyrouwem sxoae B OC;

—  NO-SYNnC — CUHXPOHM3MPOBATb YYETHYK 3anucb nonb3oBartens ¢ EguHbim LleHTpom YnpasneHus
Dallas Lock unu Cepsepom 6e3onacHocTu Dallas Lock.

MonHoe onucaHue atpmndyToB npuseaeHo B Tabnuua 10.
Mpuwmep:

management <enter>

users <enter>

user-update <enter>

login dlladmin <enter>

second-name “llempos” <enter>

execute <enter>



lMocne ycnewHoro BLINOSIHEHNUST KOMaHAbl cucTema BblgacT coobwenne « Command ‘user-update’ executed
successfully» (komaHga ‘user-update’ ycnelwHo BbINMOJIHEHA).

[N OMEHHbIX YY4ETHBIX 3anuceit, sapermctpupoBaHHbix B C3V HC[L, ans o6HOBREHUst AOCTYMHbI aTpubyThl,
npuBeAeHHble B Tabnuue HuxXe.

MpumeyaHue. Ha 3anyckaembin banin 4OMKHbI 6bITb YCTAHOBMEHbLI MpaBa Ha YTeHME U 3anyck
Ons Bcex nonb3oBaTenen.

Tabnuua 10

Ne ATpubyTt OnucaHue

MHTepnpeTaTop KomaHgHon cTpokn. Obsa3aTenbHbI aTpubyT.
1 | shell <3HayeHue> /<NONHBIN NYTb K channy MHTepnpeTaTtopy KOMaHAHOW CTPOKN>

Mpwumep: /bin/bash

MakcnmanbHoe [OonycTMMOE 3HayeHue Ceccui, co3gaBaemoe
OT UMEHN Yy4eTHOW 3anucu nonb3oBaTens. Obs3aTenbHbIN
aTpubyT.

2 max-sessions <yucrio> MpuHumaeT 3HaveHums: -1, ot 1 go 20.

YcTaHoBKa 3HaveHusi -1 obo3HavaeT, YTo Afs JaHHOW y4eTHON
3anucK  nonb3oBaTens  OrpaHWYeHUn Ha  MaKkcuMarbHOoe
[OMNyCTUMOE 3Ha4YeHUe Ceccuin HaknagbiBaTbcs He byaoeT

KomaHaa 6noknpoBkM y4eTHOM 3anmcm nonb3osBaTens, nogpobHee
3 user-lock — B pasgene bnokupoBka M pa3dioKMPOBKA YYETHOW 3anucu
nonb3oBaTens

Mepexoq B pasgen ynpaeneHust pacnucaHnem  pabGoThbl
4 | user-set-schedule nonb3oBarternen, noapobHee — B pasgene YnpaeleHue
pacnucaHnem paboTbl Nosfib3oBaTenen

YKasaHue Ha TO, YTO y4eTHas 3anucb OyaeT CMHXPOHU3MPOBAHa C
EavHbim LeHTpom Ynpasnenus Dallas Lock unu CepBepom
6esonacHocTn Dallas Lock. Y3 ¢ ycTaHOBMNEHHbIM 3HaYeHeM No
«He cuHXpoHusupyemasi Y3» He nepepatotcs Ha ELLY/CB (mpu
5  no-sync <yes/no> BBoge B [1B).

MpuHuMaeT 3HaYeHusa: yes — yyeTHada 3anucb Oygert
CUHXpPOHM3MpoBaHa ¢ EauHbiM LieHTpom YnpaeneHuna Dallas Lock
unn Cepsepom 6esonacHoctu Dallas Lock, no — yyeTHas 3anunce
He ByaeT CMHXPOHM3NpOBaHa

Fpadmyeckan ob6onoyka agMUMHUCTPUPOBAHUA

[nsa npocMoTpa napaMeTpoB y4eTHOW 3anucu nonb3oBaTens B rpadunyeckon 060novke agMUHUCTPUPOBAHUSA
HeobxogmMMo Ha Bknagke «[llonb3oBaTenu» B KaTteropMm «Y4YeTHble 3anucuy» B OOLIEM CNUCKe YYeTHbIX
3anvcen BblIbpaTtb 3anvMCb M OTKPbITb OKHO PeOaKTMPOBaHWS C MOMOLLbIO KHOMKM «CBOMCTBa» Ha NaHemnm
AencTeui. B pexxmme npocMmoTpa OTKpoeTcsl OKHO «[lapameTpbl nornb3oBaTens».

Ons nameHeHust aTpubyTOB Y4ETHOWM 3anucK nonb3oBaTens B rpadunyeckon 0b6onoyke agMUHUCTPUPOBaHUS
HeobXxoaMMO OTKPbITb OKHO pefakTMpOBaHWs NapamMeTpoB YHETHOM 3anncy ABONHBLIM KIMKOM FEBOWM KHOMKU
MbILLKW Ha Heobxoammoi 3anncn. OTKpoeTcs OKHO «lapamMeTpbl NONb3oBaTENA» B PEXUME PEAAKTUPOBAHNS.
[na pegakTMpoBaHWs AOCTYMNHbI CreayroLme aTpubyThl y4ETHON 3anucu:

—  Maponb nonb3oBaTensi.

—  ®amunusa, Mmsa, OtyecTso.

—  HaumeHoBaHne 06004KkM KOMaHOHOWM CTPOKK (MHTepnpeTaTop).
—  MakcumansHoe Kon-Bo ceccun.

—  Kon-Bo gHen nepen cMeHon napons.

—  Cpok gencrsus napons.



—  [MpepynpexaeHne o cMeHe Napons.

—  Mepuopa Heucnonb3oBaHus.

—  Wcteyenne cpoka gencreus.

—  Bnokupoeka nonb3oBaTens.

—  lMapameTpbl naponsi.

—  YnpaBneHue nHgopmaLlnoHHOM 6e30MacHOCTbIO.

B pexume pepakTMpoBaHWsSl NapaMeTpoB  YY4eTHOM 3anuMcu  BO3MOXHO — goGaBneHue/ypaneHue
AOMOSTHUTESBbHBIX TPym.

4.3.6 YnpaBneHue pacnucaHuem paboTbl Nofnb3oBaTenen
4.3.6.1 HacTpowka pacnucaHus paboTbl nonb3oBaTenen

KoHconbHasa o6ono4yka agMUHUCTPUPOBaHUA

Onsi Toro, 4tobbl 3agatb pacnucaHue paboTbl nonb3oBaTenen, HeobxoouMO B pasgene ynpaBneHus
y4YeTHbIMW 3anncsaMu nonb3oBaTenen management 3avtu B nogpasgern users v BbiNOMHWUTL KOMaHAy user-
set-schedule. Cucrtema nepengeTt B KOHCTPYKTOP YCTaHOBKM pacnucaHusi paboTbl nonb3oBartenen. KomaHabl
W HacTpavBaeMble NapameTpbl 48 pacnucaHns paboTsl nonb3oBaTtenen npegcrasneHsl B Tabnuua 11.

I'IpumeanMe. 3apgaHne pacnncaHuna paGOTbI nonb3oBaTenen BO3MOXHO WCKOYMTENBHO ANs
L nonb3oBaTenen c porbio «Monb3oBatens OC» 1 aAnsa nonb3oBaTtenen, He ABNSALWMXCS 0a30BbIMU
Cc

y
Tabnuua 11

Ne ATpubyTt OnucaHue

JlormH nonb3oBaTens, Aand KOTOpPOro YycCrtaHaBlinBaeTCsa

1  login <3HavyeHue>
pacnucaHue paboTbl

[Mo3sonsieT 3apaTtb paspelleHHbIn BPEMEHHOW UWHTepBarn
(BpeMeHHble WHTepBanbl) Ana OHA Hegenwn «lloHeaenbHUKY.
lMpn BBOAE HECKOMbKO BPEMEHHbIX WHTEpBanoB Heobxoanmo
pasgensaTb UX CUMBOSIOM &, ».

2 | mon <3HayeHue> Mpumep:

1. mon 00:00-23:00 — BblIAeNAeT BPEMEHHON nepuopg C
00:00 go 23:00.

2. mon 00:00-8:30,17:30-00:00 — BblgensieT BpeMeHHble
nepuogbl ¢ 00:00 go 08:30 n ¢ 17:30 go 00:00

[Mo3sonsier 3agaTb paspelleHHbIn BPEMEHHOW UHTepBan
(BpemMeHHble uHTepBanbl) Ans AHs Hedenun «BTopHuk». [Mpu
BBOAE HECKONbKO BpEeMEHHbIX WHTepBanoB Heobxoanmo
pasfenaTb UX CUMBOSIOM «,»

3 tue <3HayeHue>

[MossonsieT 3agaTb paspelleHHbI BPEMEHHOW UWHTepBan
(BpemeHHble uWHTepBanbl) ona gHa Hegerm «Cpepax. [Mpu
BBOAE HECKONbKO BpPEMEHHbIX WHTEpBanoB HeobxoaMmo
pas3gensTb UX CUMBOSIOM «,»

4 | wed <3HayeHue>

Mo3BonseT 3agaTb paspelleHHbI BPEeMEHHOW WHTepBan
(BpemMeHHble MHTepBanbl) Ans AHsa Hegenun «Yetsepr». lMpu
BBOLAE HECKONbKO BPEMEHHbIX WHTEepBanoB HeobxoaMmo
pasgenstb UX CUMBOJSIOM «,»

5 thu <snaveHue>

19 Mop 6asoBbIMKU cyBGbekTamu [OCTyna MnoApasyMeBaloTcs nofb3oBatenu, uaeHtudgukatop (uid) KOTopbIX
MeHbLUe 3HaveHus napameTtpa UID_MIN B dhavine /etc/login.defs.



10

11

12

13

ATpubyTr

fri <sHayeHue>

sat <sHayeHue>

sun <3Ha4vyeHue>

mon, tue, wed, thu, fri, sat,
sun <remove>

set-worktime <3nayeHue>

schedule-import-file
<3Ha4yeHue>

start-date <3HaveHue>

expiration-date <sHaveHue>

OnucaHue

[Mo3BonsieTr 3agaTe paspelUeHHbIi BPEMEHHOW UWHTepBan
(BpemMeHHble WHTepBanbl) Ans gHa Hegenw «llatHuuax». MMpu
BBOAE HECKONbKO BPEMEHHbIX WHTEpBanoB Heobxogumo
pas3nenatb UX CUMBOSIOM «,»

Mo3gonsieT 3adaTb paspelleHHbIi BPEMEHHOW WHTepBan
(BpeMeHHble MHTepBanbl) Ans gHa Hegenun «Cy66oTtax». Mpu
BBOAE HECKONIbKO BPEMEHHbIX WHTEPBANoOB Heo6xoanMo
pas3gensTb UX CUMBOSIOM «,»

Mo3BonsieT 3agaTb paspelleHHbld BPEeMEHHOW WHTepBarl
(BpeMeHHble WHTepBanbl) Ona OHA Hegenu «BockpeceHbey.
Mpy BBOAE HECKONbKO BPEMEHHbLIX MHTEpPBASioB HEOGX0AMMO
pa3fensitb X CUMBOJIOM «,»

Ona aTtpmbyTtoB mon — sun, NpM MCMNONb30BaHUM 3HAYEHWS
remove, OyaoyT yaaneHbl BCe paspelleHHble BpeMEHHble
WHTEpBanbl AN YKa3aHHOro AHA

[Mo3BonsieT yctaHOBWUTL (Mepe3anucatb) ANs KaXgoro us gHen
pabouew Hegenwu (NH-NT) pa3peLUeHHbIi BPEMEeHHOW UHTepBar,
yKa3aHHbIV B Ka4eCTBe 3HavYeHns napameTpa «set-worktime», a
ANns  BbIXOAHbIX [AHen (c6-BC) nosBonsieT yaanuTb Bce
pa3peLleHHble BpeMeHHbIe MHTepBarbl.

Mpuwmep:
«set-worktime 9:00-18:00» 3ameHuT 7 KomaHg: «mon 9:00-

18:00», «tue 9:00-18:00», «wed 9:00-18:00», «thu 9:00-18:00»,
«fri 9:00-18:00», «sat remove», «sun remove»

[Mo3BonsieT ycraHOBUTH pacnucaHne paboTbl Nonb3oBaTens,
3agaHHoe B JSON-cpanne. /<nonHein nytb kK JISON-channy>.

Mpumep: /home/user/demouser.json

[ata Havyana gencTeusa yyeTHon 3anucu. 3HavyeHne roga B gate
MOXET NPUHUMaTb 3HaYeHune oT 0 go 9999 skntoumTensHo. Ecnn
3HayeHune B npegenax ot 0 go 99, ucnonb3dyeTcs 3HaYeHue
20xx, rae xx — BBoaMMoe ob6o3HaveHure roga. HeobsizaTenbHbIN
aTpmbyT.

Mpwn ycTaHoBKe ToNbKo AaThl Start-date yctaHaBnMBaemas gata
OormkHa ObITb PpaBHOW UNW Aanblue OT TeKyLen aathbl.

MpuHumaeT 3Ha4veHusn: gata 8 oopmarte JO/MM/TTTT (mnm -1,
ANs OTKIIOYEHNs MPOBEPKN)

[ata ucteyeHns cpoka OeWCTBUSA y4yeTHOW 3anucu. 3HayeHue
rooa B gate MoOXeT npuHumaTb 3HadeHue ot 0 go 9999
BKNtountenbHo. Ecnn 3HaueHne B npegenax ot 0 go 99,
ncnonb3yeTtcsi 3HavyeHune 20xx, rae Xx — BBogumoe obosHaveHne
roga. Mpwn yCTaHOBKe 3Ha4veHus expiration-date,
NPEeBbLILIALLEr0 KONMMYECTBO OHEN B Mecsue, NUWHWE AHU
OyayT npmubaeneHbl Kk cnegywowemy Mmecauy. HeobasaTenbHbIn
aTpmbyT.

Hanpumep, 31 anpens O6ygmeT cooTBeTcTBoBaTb 1 Mas.
Konn4yecTtBo gHen He JomKHO npeBblwaTh 31, HoMep Mecsua He
DOIMKeH NpeBbiwaTb 3HavYeHne 12.

Mpun ycTaHOBKe TONbKO AaThl expiration-date yctaHaBnuBaemas
JaTta [JomkHa ObiTb ganblle OT Tekywen AaTbl MUHUMYM Ha
OOVH [€EHb.

MpuHumMaeT 3HauYeHusn: aata B popmare AOA/MM/TTTT (wnm -1,
ONS OTKIMIOYEHMS MPOBEPKK).



Mpumep:

management <enter>
users <enter>
user-set-schedule <enter>
login user <enter>

mon 9:00-17:00 <enter>
tue 9:00-17:00 <enter>
wed 9:00-17:00 <enter>
thu 9:00-17:00 <enter>
fri 9:00-16:00 <enter>
sat remove <enter>

sun remove <enter>
execute <enter>

Successfully applied schedule (PacnucaHue ycrnewHo rnpuMeHeHo).

MpumeyaHue. Npu ycTaHOBKE BPEMEHHOIO MHTEPBana, BO3MOXHbI CrieayloLlime 3Ha4yeHus
BpeMeHHbIX rpanmu: 00:00, 00:30, 01:00, 01:30, 02:00, 2:30, 03:00, 3:30, 04:00, 4:30, 05:00,

I'IpumeanMe. B pacnncaHnn pa6OTbI nonb3oBaTtena  UCKNw4YeHa  BO3MOXHOCTb
yCTaHaBnmMBaTb BpeMeEHHbIe nHTepBarbl C TOYHOCTbIO 40 1 MWHYTbI.

= =

[ns pegakTMpoBaHWs!, CYLLECTBYIOLLEro pacnucaHusi paboTbl nonb3oBaTtens Heobxoaumo B nogpasgene
users pasgena management BbINOMHUTL KOMaHAy user-set-schedule. Cuctema nepenget B user-set-schedule
ANsl U3MEHEHUs! CYLLECTBYIOLLEro pacnucaHusi paboTbl nonb3oBatens. KomaHgbl M HacTpauBaemble
napameTpbl ANs peaakTMpoBaHusl pacnucaHns paboThl nonb3oBaTens nogpobHo npeacTasneHsl B Tabnuua

11.

Mpumep:
management <enter>
users <enter>
user-set-schedule <enter>
login user <enter>
t
]

flnﬂ nonb3oBaTens user 6bin ycnewHo AobaBneH 3anpeLLarLwmnin BpeMeHHoN uHTepean ansi pabotsl ¢ 13:00
Bo 15:00 BO BTOPHUK.

MpumeyaHume. [Npy NOBTOPHOM YCTAaHOBKE BPEMEHHOIO MHTEpBAra Afis Kakoro-nmbo gHs,
CTapbli BpEMEHHOM UHTepBan A5 BbibpaHHOro AHs 6yAeT NONMHOCTLIO Nepe3anuncat.

S O OO TTTD

Fpadcdmueckasa obonovka agMUHUCTPUPOBAHUA

ﬁnﬂ TOro, 4YtoOGbl HACTPOUTbL pacnucaHwe paboTbl Monb3oBaTenen C NOMOLLbI rpadunyeckorn 0b6oNoYKM
€31 HCO Heobxoammo Ha Bknagke «lonb3oBaTenu» nepent B pasgen «Y4yeTHble 3anucuy». BoigenuTb
none3oBaTtens, Ans KoToporo OyaeT HacTpamBaTbCa pacnucaHue paboTbl, U 3anycTUTb OkHO «CBoOMCTBaY.
Hanee B paboyeM okHe «CBOICTBa NONb3oBaTENSA» OTKPbITL None «PacnvcaHne paboTbi» KNMKHYB Ha KHOMKY
«OTKpbITLY (CM. PUcyHok 23).



Cuctema 3awmTtbl nHdopmaumn Dallas Lock Linux
PykoBoacTBO no aKkcnnyartaumu

MNpumeyaHne. 3agatb pacnucaHue paboTbl Mofb3oBaTeniel BO3MOXHO WCKMIOYUTENBHO ANs
l nonb3oBaTenen ¢ ponbio «Monb3osatens OC» 1M Ana nonb3oBaTteneil, He ABNAIOWUXCA GasoBbIMU

Cc
y
[obaBnTk NoNk30oBaTENA x
|Obune e o

WaoeHTugkaTop: 11001 | MakcumansHoe KoOn-BO ceccui: | unused o |
JNoruy: | | Mepwod HeMcnonbL3oBaHWA: | unused - |
WaeHTuhukaTop rpynms: | ! BNOKWpOBKa Nofib30BaTensa: 3abnokwWpoBaH
Fpynna: |root | |:| NapameTphl Napons: | | 3anpoc HOBOro Napons
Maponb: | | JloMaLIHAR OWPEKTOPWA: Co30aTs QUPEKTOPUIO
MpoBepKa Napons: | npoBepUTE ] CWCTeMHbIA NoNL30BaTENb: || CHCTEMHBIA Nonb3cBaTent
s | |ﬂ,OMEHHaR ¥3: [ | Domennan ¥3
Wambirina: | | CHHXpPOHW3aLNA: | He CUHXpOHW3Npyeman ¥3
B ey |—| TWA YyH4ETHOR 3annucK: I Mons3ceaTens OC - |
WHTepnpeTaTop: | Jbinfbash | PacnucaHue paboTsE | OTKPLEITE |

[oMallHAR OMPEKTOpUA! | |

Homen: | |

OTMeHa | | NpuMeHnTE

PucyHok 23. None «PacnucaHue pabotbi»

Mocne BbinonHeHust gencTemsa « OTKPbITb» 3anycTUTCA OKHO «PacnuncaHme paboTbl U Nnepuog AencTBUsi» (CMm.
PucyHok 24).

Pacnucanme paGotbl M Nnepnop neicTeuna x

Pacnucaxue paboTs!

00/ 01/ 02/ 03/ 04/ 05/ 06/ 07/ 08/ 09/ 10f 11f 12f 13/ 14/

(e | AN i||

15/ 15! 17/ 18/ 19/ 20/ 21/ 22/ 23/

ETopHuK

Cpepa

||

|
Heteepr ! -

|

|

|
|
| Mersep
| MATHALA
| offora
| Bockpecense

CyﬁEOTa H
Bocxpeceube
I PazpelueHo D 3anpelleHo
[ononxuTensHoe ynpaeneHne pacnucaHnem paboTsl Mepuon AEACTBMA YHeTHOR 3anucK
BLICTaBWTL aBTOMATHYHECKH
|PazpewnTs Bee | |E|6cwee BpeMA| C | ng:00 || [le |o1/01/2000|~ | i'GU:O{}:OG =
| 3anpetuTs 8ce || Buixognsie | no [18:00 |2 [Ino |01/01/2000| ~ || 00:00:00 |*|

| MpumeHuTs || OTmMeHa

PucyHok 24. OkHo «PacnucaHue paboTbl 1 nepuop AenNCTBUA»

20 Mop 6GasoBbIMM cyBGbekTamy AOCTyna MNoapasyMeBarTCs Mofb3oBaTenu, uaeHTudukatTop (uid) KoTopbix
MeHbLUe 3HaveHus napameTtpa UID_MIN B dhavine /etc/login.defs.
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B paboyem okHe «PacnucaHue paboThl nonb3oBartenemn n nepnoa AeUCcTBUA» NpeacTaBneH cneayoLmnin 6ok
HaCTpPOEK:

— «Pacnucanue pa6OTbI» — 6nok peann3dyet BO3MOXHOCTb BblAENATb BPEMEHHble OTpe3Ku And
KaXgoro gH4A Hegenum ¢ uenbto pa3p9LUVITb/3aI'IpeTVITb pa60Ty nonb3oBaTtend,;

—  «[ononHuTenbHoe ynpaereHne pacnucaHnem paboTbl» — G110k peanusyeT BO3MOXHOCTb!
—pa3spelwnTb paboTy Nonb3oBaTtens B Nto6oe BpeMs (kHomnka «Paspelunts Bcey);

—3anpeTutb paboTy nonb3oBaTens B Ntob6oe Bpems (KHoMka «3anpeTutb BCe»);
—ycTaHoBUTb paboyee Bpemsi (OBa TEKCTOBbIX MOMsS C BO3MOXHOCTbIO YKasaTb rpaHuubl
BPEMEHHOro uHTepBana pabo4yero aHs u kHornka «Paboyee Bpems»);

—paspelunTb/3anpeTuTb paboTy nonb3oBaTens B BbIXogHble (CO 1 BC).

— «[lleproa gencteusa yyeTHom 3anncuy — 6NOK peannayeT BO3MOXHOCTb BKNIOYUTL/OTKOUUTE AaTbl
Havyana OencTBUS U UCTEYEHUS cpoka OEeNCTBUS YyYETHOM 3anucu nonb3oBaTens, a Takke ykasaTb
HenocpeaCcTBEHHO AaTy U Bpems.

4.3.6.2 MpocMOTp 1 3IKCNOPT pacnucaHusa paboTkl Nonb3oBaTenen

KoHconbHas o6004ka agMMHUCTPUPOBaHUS

[nst npocMoTpa 1 3KcnopTa pacnucaHust paboTbl Nonb3oBaTernen HeobxoauMo B pa3gene users NoAcUcTeMbI
yrnpaBneHns management BbINONHUTL komaHAy user-show-schedule. Cuctema nepenrgetr B MNOAMEHIO
npocMoTpa W 3KcnopTa pacnucaHus nonb3oBaTenen, rae [OOCTYMHbl  ynNpasnsoolwmMe KoMaHAbl,
npeacTaeneHHble B Tabnvua 12.

Tabnuua 12
Ne ATpubyTt OnucaHue

JlornH nonb3oBatens, A4ns KOTOpOro HeobxoaMmMo NPOCMOTPETb

1 | login <3Ha4YeHue>
1 (Unun) akcnopTMpoBaTb pacnucaHue paboThbl

KomaHaa nossonsieT yCcTaHOBUTb NMYTb K AUPEKTOPUM, B KOTOPOM
chann, cogepxalmi pacnucaHue paboTel nons3oBaTens, byget
coxpaHeH B hopmaTte JSON. /<NonHbIN NyTb K AMPEKTOPUK, rae
JSON-cpann 6yneTt coxpaHeH>.

SKCI'IODT pacnncaHusa paGOTbI nonb3oBatenen BO3MOXEH
TOJTbKO C NOMOLLbHO KOHCOMbHOM obonoukn
adMUHUCTPUPOBAHUA.

2 | schedule-export-file <nyms>

Mpu akcnopTe darvina pacnucaHusa paboTbl Nonb3oBaTens dann
aBTOMaTU4YeCKM WMeHyeTcs B opmarte «JIOrMH_Tekylias
Aara.json»
Mpumep:

management <enter>

users <enter>

user-set-schedule <enter>

login user <enter>

e

Klpu ycnewHoM 3aBeplUEHMM 3anpoca B KOHCOMbHOW O6O0MoYKe afMUHUCTPUPOBAHUA OyoeT BbIBEAEHO
BacnvcaHune paboTbl Nonb3osaTens.

c

4.3.7 BnokupoBKa 1 pa3byIOKMpPOBKa y4eTHOM 3anucu nonb3oBaTens

t

MexaHnam  6GnokvMpoBKM  npefHasHaveH Ana  NpeaoTBpalleHns  HeCaHKUMOHMPOBAHHOMO  BXoAa
B ONepaLMOHHYt0 cuctemy y4eTHON 3anucu nonb3osatens. MpegycMoTpeHa NpuHyautenbHas GrnoknpoBka
aAMUHUCTpPAaTopoM N aBTOMaTun4yecKas 6]‘IOKI/IpOBKa yquHoﬁ 3anncu nonb3oBaTtesid B Clydae uUctevyeHuda
tpOKa OencTBns napong.

e
r



KoHconbHasa o6onoyka agMUHUCTPUPOBAHUA

IOna npuvHyantenoHonm OGROKMPOBKM CYLLECTBYHOLWLEN YY4E€THOW 3anuMcyu Nofb3oBaTtenst Heobxoammo
BOCMONb30BaTbCsl KOMaHAow user-lock, ganee — ykasaTb NOMMH Y4E€THOW 3anucu nonb3oBaTens u uvs
AoMeHa (ecnn yvyeTHas 3anucb NPUHaAANEXnT OOMEHY).
Mpuwmep:
management <enter>
users <enter>
user-lock <enter>
login <ums_nonb3oeamens> <enter>
domain <umsi_OomeHa> <enter>
execute <enter>

Ons p836J'IOKI/IpOBaHVIFI yquH017| 3anucu nonb3oBaTens Heobxo4MMOo BOCMONb30BaTbLCA KOMaHAom user-unlock
aHanorn4yHbimM 06pa30|v|, KaK 1 Onsa ocyulecTBlieHnA 6]'IOKI/IpOBKI/I.

Mpadmueckas o6onovka agMUHUCTPUPOBaHUSA

Ons npuHygutenbHon OMnokMpoBkM Heobxoaumo Ha Bknagke «[llonb3oBatenu» B KaTeropum «Y4yeTHble

(4]
3anucu» BbIAENUTb YYETHYH 3anucb U BblOpaTb KOMaHay
AEeNCTBUN.

Mocne ONOKMPOBKM y4eTHOW 3anucu nornb3oBaTensi B CBOMCTBAxX OAHHOMO akkayHTa HanpoTMB napameTpa
«BnoknpoBka nonb3oBatens» byaet BbicTaBneH dnar «3abnoknposaH» (cMm. PucyHok 25).

«BnokupoBaTts/Pa3bnoknpoBatb» Ha naHenu

CeoiicTea nons3osarens X
Ofne
Tpynnsl MoeHTU(WKaTOp: 12 MaKcuMansHoe Kon-Bo ceccuid: |unused v
Norun: games Mepuofn HEMCNONL30BAHWA: unused v

WAEHTU(WKATOP TPYNMk:

Bno KMPpOBKa NONB30BaTENA!

v 3abnokuposaH

Ipynna: users MapaMeTpbl Napons: 3anpoc HoBoro Napons
Napons: MomallHAR OUpeKTopMA: CozpaTh QWMPeKTOPHIO
Mpoepka napons: nposepuTL | CUCTEMHLIN NONL30BaTENL: v CMCTeMHBIM NoAL3DBaTENb
: “ ‘

Hins: games DomenHan ¥3: DomeHHan ¥3

CHHXPOHW3BLWNS: He cunxponmn3anpyeman ¥3
DaAMUIKMA: =

TUN Y4ETHON 3aNUCcK: MonszoeaTens OC v
OT4ecTso:

. . Pacnucanne paboTer: OTKpBITE
MHTepnpeTaTop: /sbinfnologin
JomMaliHAA OWpeKTopua: | /usr/games
Nomen:
OTMeHa MpUMEHNTE

PucyHok 25. 3abnokvMpoBaHHas y4eTHas 3anucb nonb3oBaTens

[nsi pa3bnokMpoBKN y4ETHOW 3anncu nonb3oBaTens HeobxoanMo B CBOMCTBAX y4E€THON 3anucu CHATb dnar

M
«386]'IOKVIPOBaH)) U1 BOCMNOMb30BaTbCA KOMaHOON * -

« EHOKMPOBaHHbIe nonb3oBaTteniny».

Cnincok Bcex 3abroKMpoOBaHHbIX YYETHBIX 3anucen otobpaxaeTtca Ha Bkragke «[llonb3oBatenuy» B pasgene
«BbroknpoBaHHbIe nonb3oBaTenuy» (Cm. PUcyHok 26).

«PasbnoknposaTb» Ha NaHenu 4eWCTBUI B pa3aene



Dallas Lock Linux - o x

&) Dallas Lock LINUX
Monk3osarenu MapameTpst Ge30nacHoCTH KoHTpons pecypcoe CKH M3 HypHans!
v L5 Pazbnokmposarts
0 & B -% 2
dab va i = Yoo 7 i (i OGHOEMTL
NOKMPOBAHHEIE nnaparHkle
YueTHble 3anmc  Ceccun  [pynnkl e WAEHTHAMKATOPS!
CyDbexTel gocTyna [LencTena

CHCTEMHLIM MAEHTUMEATOD Norvu

12 games

PucyHok 26. Cnncok 3a6rnokupoBaHHbIX y4eTHbIX 3anucen
4.3.8 CwmeHa napons y4eTHOM 3anucu nonb3oBaTens

KoHconbHasi o605104ka agMUMHUCTPUPOBaHUS

Ansi cMeHbl Napons y4eTHOW 3anucu nonb3oBaTenst agMVHUCTPATOP AOJPKEH BOCMONb30BATbCA KOMaHOOM
user-change-password, yka3aB B Ka4eCTBe NapaMeTpOB NIOMMH 1 HOBbIV Naposb Y4ETHON 3anucu.
Mpumep:
management <enter>
users <enter>
user-change-password <enter>
login user3 <enter>
password gwerty <enter>
execute <enter>
Monb3oBaTtenb Tawkke MMeeT BO3MOXHOCTb CMEHWTb Napofib Yepe3 KOHCOMbHYH 060nouky. [ns cmeHbl
napona nonb3oBateslb OOJDKeH 3anyCTUTb SMYINATOP TepMUHana unnm nepeutmn B TepMUHalbHbIM CeaHC

(ogHOBpeMeHHO HaxaTb knasuwm «Ctrly, «Alt» 1 0gHy U3 yHKLMOHaMNbHbIX Knaesuw «F2» — «F6») n BBECTU
KoMaHgy passwd.

AamuHuctpatop C3U HC[ cpeactesamu C3M HCD MOXeT 3anpeTnTb CMEHY Naporns nons3oBartenem.
B atom cny4dae npy HEOOXOAMMOCTU CMEHUTL Maponb criegyeT obpaTUTbCA K agMUHUCTPATOPY.

[user@localhost 715 passud
Changing password for user user.
Changing password for user.
(current) DLL password:

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
[user@localhost ~15 _

PucyHok 27. CMeHa napons
Takke noggepXxuBaeTcsi CMeHa Maponsi ¢ ucnonb3oBaHMeM rpadumyeckon obonodkn OC. 3a OGonee
noapobHon MHpopmaumel cnegyeT obpaTuTbesa K 4OKyMeHTaummn Ha ucnonsdyemyto OC.

Fpadmyeckan ob6onoyka agMUHUCTPUPOBAHNUA

[na cMmeHbl naponsa yquH0|7| 3anucu nonb3oBaTtens Heobxoanumo B KaTeropmu «Y4eTHble 3anMcun» B obLlem

CMUCKE YYETHbIX 3amuceil BbIENWTb MONMb30BATENsl M Ha MaHenu AENCTBUI BbIGpaTb KOMaHay
«YcTaHoBUTb Naponby. Mocne BbiGopa kKoMaHabl OTKPOETCSl OKHO CMeHbl Napons (cM. PucyHok 28).



VcraHoBUTE naponb x

Maponk: || | |I'lpcraepua naponﬂ|

MaMeHHTE OTMeEHE

PucyHok 28. OkHO cMeHbI naponsi

B none «[llaponb» BBOAMTCS HOBbLIN Maponb, NpyM HEOOGXOAMMOCTU MOXHO €ro NpoBEepuTb — KHOMKa
«[lMpoBepka napona». [Ang NpUHATUA U3MEHEHUA — KHoMKa «V3MeHUTby, ANa OTMEHbl JENCTBUN — KHOMKa
«OTMmeHay.

Takke naposib MOXHO W3MEHUTb B (DOPME pedaKTVpPOBaHWA MapameTpoB YYeTHOW 3anucu, Heobxoaumo
OTKPbITb CBOWMCTBA Y4ETHOW 3anucy 1 B none «laponb» BBECTU HOBOE 3HAYeHVe napons.

4.3.9 YpaneHue yyeTHOM 3anucu nonb3oBaTens

KoHconbHas o60504ka agMUMHUCTPUPOBaHUS

[nsi yoaneHus y4eTHOM 3anvcu nonb3oBaTenss HeobxoAMMo BOCMOMb30BaTbCs KOMaHAOW user-remove,
Janee — ykasaTb JTOMVIH y4E€THOW 3anvcu nonb3oBaTens U HauMeHoBaHWe JOMeHa (ecrnu ydeTHasa 3anuch
NpVHaanNexvT JOMEHY).
Mpumep:
management <enter>
users <enter>
user-remove <enter>
login <ums_nons3oeamensa> <enter>
domain <ums_0domeHa> <enter>
execute <enter>

BHuumanue! [lpu yganeHun cuctembl 3awmtbl ¢ TC  y4yeTHble 3anucu CUCTEMHbIX
nonb3oBaTtenien, cosgaHHble cpeactsamm C3UM HCI, ocTtatoTca B onepawMoHHON CucTeme.

Fpadmyeckan ob6onoyka agMUMHUCTPUPOBAHUA

Ona yoaneHus yyeTHOW 3anucy nonb3oBaTens Heobxoaumo B KaTeropumm «Y4YeTHble 3anvucuy» BblAENUTb
yYeTHyl0 3anvMcb W BbiOpaTb komaHay «Yaanutb». [pu yganeHum cuctema 3anpocuT MoATBEPXAEHME
onepauun (cMm. PucyHok 29).

yaaneHvie nonb3oBarens

‘7 @ Her ‘ # fa

PucyHok 29. 3anpoc Ha yaaneHue

[na nogTeepxgeHusa onepaunm — kHonka «[ax», ana oTMeHbl genctsnm — «Het».

4.3.10 YnpaBneHue rpynnamu y4eTHbIX 3anmcewn

Ans nepexoda B MOAMEHIO YyMpaBMeHWst rpynnamMyM Y4YeTHbIX 3anucell B  KOHCOMbHOW 0GormoYke
agMUHUCTPMPOBaHUS B pasgene management HeoGxoAMMO BbIMOMHMTL KomaHgy groups. MNocne BBoaa
KOMaHAbl cucTema nepenaet B pasgen groups. [anee KOHCONMbHOe NpunoxeHue GydeT oxuaaTb BBoAA
ynpaBnsoLWnX KOMaHa AaHHOM NoAcUcTeMsl, CMCOK KomaHa npveeaeH B Tabnuvua 13.



Tabnuua 13

Ne KomaHpa
1  user-list

2 group-list

3  group-add

4 | group-add-user

5  group-remove-user

6  group-remove

7  group-show

8  group-show-users

lMpocMoTpeTb CAMCOK BCex
(cm. PucyHok 30).

OnucaHue
BbiBog Ha akpaH cnucka nonb3oBatenen. NMocne BBoga KomaHabl Oyger
BbIBEZIEH CMMCOK Y4ETHbIX 3anncen C NonsiMu:
— unpeHTndmkaTop (uid) y4eTHOIM 3anucu;
— noruH (login) yyeTHOM 3anucuK Nonb3oBaTens;
— wuwms (first-name) nonb3oBaTens;

—  WAEHTUMUKATOpP OCHOBHOWM Tpynnbl (main-group), B KOTOPYH BXOOWUT
y4yeTHas 3anuce;

— pomeH (domain).

Mpumep:

management <enter>

groups <enter>

user-list <enter>

g <enter>

BbiBOO Ha aKkpaH cnucka rpynn nonb3oBaTenen. lMocne BBoga koOMaHAabl
OyaeT BbiBeAEH CMMCOK rPynn ¢ Nonsamu:

— wnaeHTndukatop (gid) rpynnsl;

— HaumeHoBaHue rpynnsl (name).

B tabnuvue BbiBOagATCS nepsble 50 rpynn, AN AanbHENLWero BbiBoga Crnmcka
Heobxogmmo HaxaTtb Enter. Komangy Enter Heobxogmmo 6ygeT BBOOUTH
[0 Tex nop, Noka cuctemMa He BblAACT BECb CNMCOK rpynn. o 3aBepLueHunto
BblBOJA BCEro CnMcka cuctema Bblgact coobuieHne « Command ‘group-list’
executed successfully» (komanga ‘group-list’ BeiInonHeHa ycnewHo), 1 cHoBa
CTaHyT JOCTYMHbI KOMaHAbl U3 pa3gena groups.

[nsa BbIxo4a 13 cnmncka B TOM Criyyae, Koraa BbiBO, CMUCKA ELLE HE OKOHYEH,
Heob6Xx04MMO BBECTU KOMaHAY q.

Mpuwmep:

management <enter>

groups <enter>

group-list <enter>

q <enter>

I'Iepexo,u, B pas3gen nobaBneHus rpynnbl y4€THbIX 3anucen, rlop,po6Hee —
B pa3aene CospaHue rpynnbl Y4ETHbIX 3anncen nonb3oBaTenem

Mepexon B pasgen AoGaBneHus y4eTHOW 3anucy B rpynny, nogpobHee —
B pasgene PefaktupoBaHue JaHHbIX O rpynne

Mepexon B pasgen yoaneHus y4eTHOM 3anucu M3 rpynnbl, nogpobHee —
B pasfene PenaktMpoBaHue JaHHbIX O rpynne

KomaHga yaanenus rpynnbl  nonb3oBaTtenei, 6Gonee noapoGHee —
B pasfene YaaneHve rpynnbl Nonb3osarenem

KomaHga npocmoTpa napameTpoB rpymnnbl nonb3oBatenen, nogpobHee —
B pasgene [1pocMoTp nHopmaumm o rpynne nonb3oBarend

KomaHga npocMoTpa crnucka y4YeTHbIX 3anunceit nonb3oBaTtenei, BXoOaALWMUX
B rpynny, nogpobHee — B pasgene [pocMOTp MHMOpPMAaUMKM O rpynne
nonb3oBarens

rpynn MOXHO Ha Bknagke «[llonb3oBatenu» B pasgene «[pynnbi»
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PucyHok 30. Kateropus «Ipynnbi»
4.3.10.1 Co3pgaHue rpynnbl y4eTHbIX 3aNnUcen nonb3oBaTenen

KoHconbHas o60504ka agMUMHUCTPUPOBaHUS

[na cosgaHusa rpynnbl nonb3oBatenen HeobxooMMo BbINMOMHUTE KOMaHay group-add, cnmncok aTtpubyToB
KOoMaHabl npeacTaBneH B Tabnuua 14.

Tabnuua 14

Ne ATpubyT OnucaHue
CncteMHbIV ngeHTUdUKaTOp rpynnbl.
MpuHumaeT 3HaveHus: ot 0 go 65534. Mo ymonuaHuio — cnegywollee

1 gid OOCTYMHOE 3HaYeHue.
HeobsazaTeneHbii  atpubyt. Ecnu  atpubyt He ykasbiBaeTcs,, 6Oyget
MCNoNb30BaH NepBbI CBOOOAHBIN AEHTUMMKATOP B cUCTEME

o  group-name HanmeHoBaHue rpynnel nons3osartenemn

<3HayeHue>

YkasaHue Ha TOo, YTO rpynna nosnb3oBaTenen SBnseTcs CUCTEMHOM.

I'IpmmmaeT 3Ha4YeHuda: yes — CUCTteMHada rpynna, N0 — He ABndAeTcd

< > “ N o
3 system yes/no CUCTEMHOU rpynnoun nofib3oBaTtenen.

Heobsi3aTenbHbin atpnbyT. M0 ymonyaHmio yCTaHOBNEHO 3HAYEeHUe No

Mpuwmep:
management <enter>
groups <enter>
group-add <enter>
group-name groupl <enter>
system no <enter>
execute <enter>

Fpadmueckas o6onovka agMMHUCTPUPOBaHUSA
[ns cosgaHna rpynnbl y4eTHbIX 3anucei HeobxoauMo B pasdene «pynnbi» Ha NaHenu AencTBuin BbiIGpaTb

KomaHay o «Cosgatby. [Nocne Bbibopa oTkpoeTcsa popma «CosgaHue rpynnbi» (cM. PucyHok 31).
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PucyHok 31. ®opma «Co3pnaHue rpynnbi»

dopma no gobasneHuto rpynnbl COAEPXNUT pasaen «Obwmey.
B pasgene «O6wue» HeobxoaMmMo ykasaTb:

—  «WpeHTudukatop» — cuUCTeMHbI uaeHTUdukaTop rpynnbl. o ymonyaHuio — cregylollee
[AOCTYMHOE 3HaYeHue;

- «Mma» — HanmeHoBaHMWe rpynnbl Nonb3oBaTenew;

—  «CucrtemHas rpynna» (cnar) — ykasaHue Ha TO, YTO rpynna rnosnb3oBaTenen ABnsaeTcs CUCTEMHON.
Ecnu dnar yctaHoBneH, To rpynna sBNSETCA cucTeMHown. o ymonyaHuio cnar He yCTaHOBIIEH.
HeobsA3aTenbHbI aTpmbyT.

Ins no6aBneHns y4eTHOWM 3anucu Nonb3oBaTtens B rpynny Heo6xoaumo B obLeM cnvcke pasgena «Ipynnbi»
[ABOMHBbIM KIMKOM JI€BOW KHOMKM MbIWM MO WUAEHTUGMKATOPY TPYnMbl OTKPbITb OKHO peaakTMpOoBaHuWs!

napameTpoB rpynnel. B pasgene «MNonb3oBatenn» HaxaTtb Ha KHOMNKY «[Jo6aBuTb B rpynny» @ (cm. PucyHok
32).

BHumanue! [lobaBneHne y4yeTHbIX 3anvcen B rpynny BO3MOXHO TOMbKO Nocne perncrpaumm
3TOW rpynnbl B CUCTEME.

CBo#cTBa rpynnbi

Obuive —
@] e
Wpextuduxarop Jlormy
1 20000 diladmin

OTmeHa MpUMEeHHTL

PucyHok 32. [lobaBneHuve y4yeTHOM 3anucu

Mocne HaxaTust Ha KHOMKY OTKpoeTcst hopMa no BbIOOPY y4eTHOM 3anuncy nonb3osatens (cM. PucyHok 33).
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PucyHok 33. BbiGop y4eTHOM 3anucu nonb3oBaTtens
M3 BbinagatoLLiero cnmcka Heobxoammo BeldpaTh NTIOrMH y4eTHON 3anucu. [1nsa BknoyeHnsa BbiGpaHHOW y4eTHOMN
3anucu B rpynny cnegyeT HaxaTb Ha KHOMKY «BbibpaTby», Ana oTMeHbl onepaumn — KHOMKy « OTmeHay.

[ns yaaneHus y4eTHOW 3anuncy nonb3oBaTens U3 rpynnbl HeoGXxoaMmo B 06LLEM crincke pasgena «pynnbi»
[ABOMHBbIM KIMKOM JI€BOW KHOMKX MbIWK MO MOEHTUMKATOPY TIPYNnbl OTKPbITb OKHO peaakTMpOoBaHuUs!
napameTpoB rpynnbl. B okHe «CBoiicTBa rpynnbl» nepeitn B pasgen «lMonb3oBaTtenm», B CUCKE BbiAENUTb

MMSI YYETHOWM 3aNMUCK W HaXaTb Ha KHOMKY «Y[anuTb Momnb3oBaTensi» &, nocrie aToro yyeTHasl 3anuchb
nonb3oBaTens OyaeT yaaneHa us rpynnebl.

4.3.10.2 NMpocMoTp AaHHbIX O rpynne

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

[na npocMoTpa napamMeTpoB rpynmnbl NONb30BaTens Heo6xoaMMO BOCMONbL30BaTbCA KOMaHAOoW group-show,
yKa3aB B KayecTBe napameTpa HauMeHOBaHWE rpynnbl.
Mpuwmep:
management <enter>
groups <enter>
group-show <HaumeHogaHue_zpynrnbi> <enter>
Ons npocmoTpa cnucka Y4YeTHbIX 3anucer nosfb3oBaTener, BXOAAWMX B rpynny, Heobxogumo
BOCMONb30BaTbCA KOMaHAOM group-show-users, yka3aB B KayecTBe MnapameTpa HavMeHOBaHue rpynnbl.
ByneT oTobpaxeH CNMCOK nonb3oBaTenen, Ans KOTOPbIX Yka3aHHas rpynna siBfseTcs OMNONHUTENbHON.
Mpuwmep:
management <enter>
groups <enter>
group-show-users <HaumeHosaHue_zpynrbi> <enter>

Ecnu rpynna He sBnseTca AONOMNHUTENbHOM ANSA KakMX-NMMBo y4YeTHbIX 3anvcer nornb3oBaTtenen, cucrema
BblAacT coobLueHne «Group is empty» («pynna nyctas»).

ﬂ]’lﬂ NpoCMOTpa Chnucka AOONONIHUTENbHbIX Trpynn, B KOTOpPble BXOAWUT MoJib3oBaTeslb, HeOGXOJJ,I/IMO
BOCMO/b30BaTbCA KOMaHAOM User-show-groups, ganee — ykasaTb NOMMH YYETHOW 3amnucu nonb3osatens
1 HaUMeHOBaHMWe [IOMeHa (€CNV y4eTHas 3anuchb NPUHAANEXUT JOMEHY).

Mpuwmep:
management <enter>
users <enter>
user-show-groups <enter>
login <ums_nonb3oeamens> <enter>
domain <ums_JdomeHa> <enter>
execute <enter>

Ecnn y4yeTHasa 3anncb nosib3oBaTesid He BKIK4YeHa B COCTaB AOMNOJSTHUTENbHbIX rpynn, cuctema BblOacT
coobueHune «No additional groups» («Hem dononHUMeNbHbIX 2pyrn»).

[ns BO3MOXHOCTM MPOCMOTPA Cnucka rpynn y4eTHbIX 3anucen 6e3 Bbixoga M3 pasgena users Heobxooumo
BbINOMHMTL KOMaHAy group-list.
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Fpadmyeckan o6onoyka agMUHUCTPUPOBAHUA

Ons npocmoTpa mHopmaumu o rpynne HeobGXoAMMO BblAENUTb HAUMEHOBaHWE rpynnbl B O6LLEM CrMCKe
1 BbIGpaTb KoMaHay «CBOWCTBa» Ha NaHenu aencTeun (cM. PucyHok 34).

OTtkpoeTcsa doopma «CBONCTBA rpynmnbi» B peXMMe NpocmoTpa.

Cooficrea rpynnb

peHTudkaTop: | 1000

Amsa: |user

|| CorTemuas mynna

| OTmewa | Flpimeuun,|

PucyHok 34. Bbli6op komaHAbl «CBoMCTBa»
4.3.10.3 PegakTupoBaHue AaHHbIX O rpynne

KoHconbHasa o6ono4ka agMUHUCTPUPOBAHUA

Ons pnoGaBneHus y4yeTHOW 3anucy Mnonb3oBaTens B rpynny Heo6xoouMO BOCMONb30BATbCH YNpaBrisoLLEn
KoMaHgon group-add-user, ¢ ykazaHueM aTpnOyToB, NnpuBeaeHHbIX B Tabnuua 15.

Tabnwuuya 15
Ne ATpubyr OnucaHue
1  login <sHayeHue> HaumeHoBaHve fobaBnsiemoln y4eTHOW 3anucu nonb3oBaTterns
2 | domain <3HavyeHue> HavnmeHoBaHne gomeHa (ecnu yyeTHas 3anucb NPUHaANEXUT JOMEHY)
3 group-name <sHayeHue>  HaumeHoBaHve rpynnbl Nonb3oBarenemn

Mpumep:
management <enter>
groups <enter>
group-add-user <enter>
login <ums_nonb3oeamena> <enter>
domain <umsi_OomeHa> <enter>
group-name <HauMeHO8aHUe_2pynnbi> <enter>
execute <enter>

[na yoaneHusa y4eTHOWM 3anucu nonb3oBaTerns n3 rpynnbsl HEO6X04MMO BOCMONb30BATLCA KOMaHAOW group-
remove-user, UCNonb3ys aHanornyHble aTpubyThbl, Kak U Ans kKoMaHabl 4o6aBnNeHUs Nonb3oBaTens B rpynmny.

Mpadmyeckas o6onoyka agMMHUCTPUPOBAHUS

Ons u3MeHeHust aTpuGyTOB rpynnbl y4YEeTHbIX 3anucelt nonb3oBaTeneil HeobXOAMMO OTKPbITb OKHO
pefaKTVpOoBaHUS MapaMeTpoB rPynrbl ABOWHLIM KMMKOM NEBOW KHOMKK Mbiwn OTkpoeTcst okHo «CBocTBa
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rpynnei» (cM. PucyHok 35), nanee HeobxoanMo nepentu Ha Bknagky «[onb3oBaTenuy. [nsg pegaktnpoBaHus
OOCTYMHO TOMbKO:

—  Ho6asutb B rpynmny.
—  YpanuTb 13 rpynneil.

CaoficTea rpynnst

PucyHok 35. PegaktupoBatb rpynny
4.3.10.4 YpaneHue rpynnbl nonb3oBarenen

KoHconbHas o6ono4ka agMMHUCTPUPOBaHUA

Ana yganeHus rpynnbl nonb3oBaTesnieil HEOGXOAMMO BOCMOSb30BATLCS YNpaBMsAoWen KoMaHgon group-
remove, ykasaB B KayecTse napameTpa HavMeHOBaHue rpynmbl.

U BHumaHue! 'pynna nonb3oBaTenen He OOSMKHA ObiITb OCHOBHOW ANst KakOW-nnbo yyYeTHOW
3anvcu nonb3oBaTens.

Mpumep:
management <enter>
groups <enter>
group-remove <HauMeHo8aHue_epynmbl> <enter>

Mocne ycneLuHoOro BbINOSIHEHWS KOMaHAbl cucTema Bblaact coobuleHne « Command ‘group-remove’ executed
successfully» (komaHga ‘group-remove' BbIMONTHEHA YCMELLHO).

Fpadmyeckan o6onoyka agMUHUCTPUPOBAHUA

Ons yoaneHuna rpynnbl Y4€THbIX 3anucen nonb3oBaTenen HeobxoouMo BbIAENUTbL rpynny B Kateropuu

«[pynnbi» 1 BOCNONb30BaTbCS KOMaHOoM @ «YganuTb» Ha NaHenu 4encTBun.
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4.3.11 YnpaBneHue cecCUsiIMM y4eTHbIX 3an1Mcen nonb3oBarenen

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

[nsa nepexona B NOAMEHIO yNpaBreHns CECCUSIMU YYETHBIX 3anucer Nonb3oBaTener B KOHCONbHON 060noyke
aAMWHUCTPMPOBaHNS B pasdene management Heobxooumo BbINOMHUTL KOMaHAy sessions. lNMocne BBoaa
KOMaHAbl cucTema nepenaeT B pasgen sessions.

[anee KOHCONbHOE NPUNOXeHUe OyaeT oXxuaaTb BBOAA YNPaBNSAOLWMNX KOMaHA AaHHOW NoACMCTEMBI, CMIUCOK

KomaHg npueefeH B Tabnuvua 16.
Tabnuua 16

Ne KomaHpa

1 show-all

2 lock-session<3HayeHue>

3 term-session <3Ha4yeHue>

term-user-sessions
<3Ha4dyeHue>

Mpumep:
management <enter>
sessions <enter>
lock-session <enter>
show-all <enter>

OnucaHue

OTobpaxkeHne cnucka OTKPbITbIX JTOKanbHbIX CECCUMN.

B pesynbTaTe BbINONHEHNA KoMaHabl 6yaeT oTobpaxeH CNncok ceccui,
COCTOALLUN U3 4 KONOHOK:

— id — ngeHtTndumkatop ceccuu;

— user — HavMeHOBaHWe y4eTHOWN 3anucu Nonb3oBaTens;

— service — HaMMeHOBaHWE CepBUCA OTKPbITON CECCUM;

— opened — garta u BpemMs MOMEHTa OTKPbITUSI CECCUM

EJ'IOKI/IpOBKa ceccun nonb3oBaTtend.

MpuHumaeT 3HayYeHue: wnaeHTudukaTop ceccumn. WpeHtudumkatop
Ceccun MOXHO NMOCMOTPETb B Tabnuvue OTKPbITbIX FIOKanbHbIX CECCUN
B none id

3aBepLueHne ceccumn nonb3oBaTtens.

MpuHumaeT 3HaYeHme: wnaeHTudukaTop ceccumn. WpeHtudukatop
Cceccuy MOXHO MOCMOTPETb B Tabnuvue TepMUHarnbHbIX CECCUIA B More
id

3aBeplueHMe TepMMHamNbHOM CeccuMM MoNb3oBaTeNnd C yka3aHuem
fiorMHa y4eTHOM 3anucu Nonb3oBaTens

MpuHMMaeT 3HayYeHue: NorvH Y4eTHOW 3anncy Nonb3oBaTens

MpumeyvaHune. [ns OMOKMPOBKM TEpPMUHaNbHOW CeccuM nofb3oBaTernieM Heobxoammo
3anycTuTb UcnonHsaemoli dann viock, seinonHue B TepMmmnHane OC komaHgy /dlix/bin/viock.

Fpadmueckas o6onovka agMMHUCTPUPOBaHUSA

[Ina npocmMoTpa ChnMcka akTUBHBLIX CECCUM YYEeTHbIX 3anvcer Heobxooumo Ha Bkragke «llonb3oBaTenu»
nepentu B pasgen «Ceccumny (cMm. PucyHok 36).
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1 user gdm-password 02122022 12:39:09

PucyHok 36. CnMcok akTUBHbLIX ceccum

B pabouem none pasgena otobpa)kaeTca CNUCOK, COCTOSALLNIN U3 4 KONOHOK:

—  «Homep» — naeHtTudukatop ceccuu;

—  «[Nonb3oBaTenb» — HaMMEHOBaHME YYETHOWM 3anncu Nonb3oBaTens;

—  «CepBuYC» — HauMeHOBaHWe cepBUca OTKPbLITON ceccuu;

—  «[laTta oTKpbITUS» — AaTta U BPeEMS MOMEHTa OTKPbITUSI CECCUMN.
[nsa 3aBepLleHMa ceccumn ydeTHOW 3anucu nonb3oBaTens HeobxoaumMo B obLLEM CrMcKe BblAENUTb CTPOKY
c Tpebyemon akTMBHOM MNU 3abNOKMPOBAHHOW CECCUEN M Ha NaHenu OencTBuiA BbiOpaTb KOMaHOy e

«3akpbITb ceccutox. [locne 3aBepLUEHUS CECCUM B NTIEBOM HIXKHEM Yy rpadpmyeckon o6onovku otobpasuntcs
coobuieHune «Ceccusa ycnelHo 3akpbita» (cM. PucyHok 37).

[Ceccm: YENSLHD 33 KPS ra] host:diladming®127.0.0.1

PucyHok 37. UHdopmaumoHHoe coobueHne

[na GnoknpoBKM Ceccumn y4eTHOW 3anmcu nonb3oBaTens HeobxoamMmo B obLieM CMMCKE BbIOENUTb CTPOKY

¢ Tpebyemow akTMBHOW Ceccuer 1 Ha NaHenu 4encTBuin BblibpaTb KOMaHay x «3abnokupoBaTtb CECCUo».
Mocne GrNOKMPOBKU CeCCUMM B NEBOM HWXHEM yrny rpadmyeckon obomnoykm nossutcsa cooberHne «Ceccus
ycneLwHo 3abnokmpoBaHa» (cM. PucyHok 38). MNocne 6roknpoBKku ceccum nonb3oBaTternto (BnagenbLy ceccumn)
oTObpa3nTCs aKpaH Bxoda B OMepaLMoOHHYI0 cucTemy. 3anucu 3abnokMpoBaHHbIX Ceccuin B obLieM crnucke
OyayT oTobpaxaTtbCcs cepbiM LIBETOM.

l Ceccun yonewso 1a0nokuponaHa l host:diladming1 27.0.0.1

PucyHok 38. UHdopmaumoHHoe coobueHne

4.3.12 YnpaBneHue annapaTHoOu naeHTuduKaumen nonb3oBartens

4.3.12.1 MpepBaputenbHaa nogrotoBka OC pgna paboTbl ¢ annapatHOW wuaeHTUdMKaumen
nonb3oBarens

C3M HC[ Dallas Lock Linux no3sonsieT B Ka4ecTBe YCUMNEHUS MexaHu3Ma ayTeHTUuduKaumm nonb3oBaTtens
MCMONb30BaTb AMIEKTPOHHbIE NAEHTUAUKATOPDI:

—  USB-kntoun Aladdin eToken Pro/Java, 72K;
—  cmapT-kapTbl Aladdin eToken Pro/SC;

—  USB-kntoumn n cmapt-kapTtbl PytokeH (Rutoken): Pytoken 3UIM, Pytoken 3UIM 2.0, PytokeH 3L
3.0, PyTokeH Lite, PytokeH OUIM PKI;

—  3NeKTpOoHHble kmoum Touch Memory (iButton): DS-1990, DS-1992, DS-1993, DS-1994, DS-1995,
DS-1996;

—  USB-kntoum n cmapt-kapTtel JaCarta: JaCarta SF/TOCT, JaCarta NOCT, JaCarta PKI, JaCarta
PKI/Flash, JaCarta LT, JaCarta-2 PKI/TOCT, JaCarta-2 TOCT, JaCarta PRO;

—  USB-kntoun n cmapTt-kaptel ESMART: ESMART Token, ESMART Token TOCT, ESMART 64Kk.

MpumeuyaHue. [Ona paboTbl C 9MNEKTPOHHbIMM  knovamu  Touch Memory (iButton)
agMmuHuctpatop C3U (nmmbo nonb3oBaTenu, 3anyckawwme KIMEHTbl) OOJDKHbl COCTOATh B
rpynne dialout, 6o nmeTb Npasa cynepnons3oBaTtens (root).



I'Ipvl HaCTpOVIKe annapaTtHoro Mn,eHTmcbleaTopa pekomeHOyeTca yCTaHaBnnBaTb ,u,pa|7|Bepb|, nocrtaBndaemMbie B
KOMMIeKkTe C I/Ip,eHTM(bMKaTOpOM, WM cKkavmBaTb MX C canta npon3ssBogunTenA.

Mepen HAaCTPOIKON MAEHTUMKALUN C NMOMOLLIbIO annapaTHbIX CpeacTs HeoOX0aAMMO:

1. O6HoeuTb kaw naketoB MO B OC. Ona OC c meHemxkepom naketoB YUM B TepMmuHane BbIMOMHUTL
KOMaHAy: yum makecache, gna OC ¢ meHegxepom naketoB APT BbINOMHUTL KOMaHAY: apt—-get update.
2. YcTaHOBUTb HeOOXoauMble NakeTbl Anga pabdoTtbl ¢ USB-ycTponctBamm — 1ibusb.
3. YCcTaHOBWTb AEMOH pcscd.
4. YCTaHOBWTb COOTBETCTBYIOLLME ApaniBEPDI.
YcTaHoOBKa gpariBepOB BO3MOXHa Kak nepepf yctaHoBkon Ha TC cuctemsbl 3awmTel Dallas Lock Linux, Tak u
nocne. PekomeHayeTcs ycTaHaBnuBaTh ApanBepbl, MOCTaBMsEMbIE B KOMMNIIEKTE C uaeHTMdUKaTopamu, unm
ckayaTb UX C calTa Npou3BOAUTENS.
4.1 B 3aBUCMMOCTM OT UCMNONb3yeMOWN CUCTEMbI, 3arpy3nTb apaneepsl AW: dann ¢ pacwmpeHvem .deb
ana OC Ha ocHoBe deb-nakeTtoB, daiin ¢ pacwupeHuem .rpm anga OC Ha OCHOBe rpm-nakeTos.;
4.2 YcTaHoBUTb ApanBepbl:
— ana OC Ha ocHoBe deb-nakeToB B TepMuHane BbINOMHUTL KOMaHAy: apt-get install
<driver name>.deb;
— ana OC Ha OCHOBe rpm-nakeToB B TepMMHane BbIMOMHUTbL KOMaH4y yum install
<driver name>.rpm,
— ana Anbt Pabovas crtaHumsa, Anbt CepBep B TepMuHarne BbiNOMHUTL KOMaH4y: apt-get
install <driver name>.rpm.
5. lMocne obHOBMEHNS CMCTEMHbIX NakeToB U ycTaHoBkM yTunut OC HeobxoamMMo nepesarpysmnTb.
Ecnu ycTaHOBKa COOTBETCTBYHOLLUX ApaiBepOoB Obina BbIMOMHEHA NOCMEe YCTAHOBKN CUCTEMBI 3aLUMTbI, TO AN
nocneaywowen koppektHon padotel C3M ¢ annapaTHbIMKM uaeHTUgMKaTopamu, Ans KOTOpbIX YCTaHOBMEHbI
Apansepbl, OC Heobx0AMMO nepesarpyaunTb.

BHuumanwme! MNpu ncnonbsosarnum MO SafeNetAuthentication Client ans koppektHon paboTbl
OC u C3M HC[O Dallas Lock Linux HeobxoaMmo co3gaTb CUMBOJSIMYECKYKO CChINIKY Ha
©mMbnmoTeky libcrypto.so.<Bepcusa>

[ina aTtoro B TepmuHane, Hy>XHO BbIMOMHUTL KOMaHAy: sudo 1n -sf /usr/1ib/x86 64-
linux-gnu/libcrypto.so.<Bepcus> /usr/lib/libcrypto.so.6

Oco6eHHOCTU paboThbl C annapaTHOM uaeHTU(UKauuen nonb3oBaTens

Ona USB-kntoya eToken 32K6 obecneymBaeTcsl TONbKO BO3MOXHOCTb
yCUNeHns MexaHumsaMa ayTeHTudukauumn. 3anucb YYeTHbIX AaHHbIX
nonb3oBaTensd Ha Takon uaeHTudukaTop He MPOM3BOAUTCHA B CUNy
OrpaHNYEHHOro obbema  goCTynHowm namsitu annapartHoro

USB-kntoun Aladdin eToken uAeHTUMKaTopa.

Pro/Java, 72K Ons koppekTHom paboTbl annapaTHbiX uaeHTudukaTtopos eToken

HeobxooMMo wmcnonb3oBaTh ApariBepbl SafeNet. Bepcuio pgparisepa
SafeNet gns paboTbl ¢ annapaTHbiMM ugeHTudgurkatopamm eToken B
onepauuoHHbIX cuctemax cemenctea GNU Linux pekomeHgyeTcs
ucnons3oBatb — 10.0.37

Ons  paboTbl 3NekTpPOHHbIX knoven Touch Memory (iButton)

Heobxoammbl gpavBepbl  «Prolific  USB-to-Serial Common Port»

(oaHHble gpanBepbl yxe MoryT 6biTeb B coctaBe OC, nnm nx MOXHO
OneKTpOoHHbIe Knoyn Touch ckayaTb C cavTa npoussoauTens gpansepos Prolific).

Memory (iButton)
OneKTpoHHbIN KntoY iButton nogaepxmBaeTcst TONbKO ANst YTEHMUS, TO
€CTb MOXHO TOSMbKO Ha3HauuTb MOMb30BaTEN. 3annucb YYeTHbIX
OaHHbIX NONb30BaTeNA Ha Takon naeHTUUKaToOpP He NPON3BOAMUTCS
USB-knto4n 1 cmapT-KapThbl B cBaA3n ¢ ocobeHHocTblo ycTponctea JaCarta-2 TOCT, onepauus

JaCarta dopmaTupoBaHMA annapaTHbIX WAEHTUMUKATOPOB AaHHOro Tuna



Oco6eHHOCTU paboThbl C annapaTHOM uaeHTU(UKaumen nonb3oBaTens

OO0J1KHAa BbIMOJTIHATBLCA TOJ1IbKO C UCMOJ1Ib3OBAHUEM Mo «E,ClVIHbIVI KnuneHTt
JaCarta»

4.3.12.2 ABMMHUCTPUPOBaHMe annapaTHoM naeHTudurkKaLum nonb3oBaTens

AnnapatHast ugeHtTudukaumss B C3M HC[L Dallas Lock Linux He sBnsietca obs3aTenbHON U MOXET
NPUMEHSTLCS AOMNONHUTENBbHO K OCHOBHOMY CMOCObYy ayTeHTUdmMKaLmMm nonb3oBaTens ¢ NOMOLLbO Napossi.

3anpoc annapaTHOro naeHTuduKkaTopa OCYLLUEeCTBMASETCS Npu Kaxaom Bxoge nonb3oBatens B OC, ecnu
noeHTupumkatop Obln  HasHayeH y4yeTHOW 3anucu nonb3oBatend. [lpu  OTKNOYEHMM annapaTHoro
noeHTndgurkaTtopa BCE CECCMM YYeTHOW 3anucu nonb3oBaTens, 3a KoTopow Obin  3apermctpupoBaH
n3BnekaembIn naeHTndrkaTop, OyayT aBToMaTnyYeckn 3abnokMpoBaHbi.

Ona kaxagonW YyyeTHOM 3anmucu nomnb3oBaTenss MOXeT OblTb HasHayeH TOMbKO OAWH annapaTHbIf
naeHTudpukaTop. Pernctpaumss ogHOro M TOro ke annapaTtHoro uaeHtudukatopa Ang pasHbIX YYEeTHbIX
3anvcen He gonyckaeTcs.

MpumeuyaHue. Crnegyetr obpatuTb BHUMaHWE, YTO annapaTtHble uaeHTudmkaTopbl mMogenmu
JaCarta-2 PKITOCT u JaCarta SF/TOCT sBnstoTcs KOMOMHMPOBAHHLIMW YCTPOWCTBAMM
JaCarta, T.e. cogepxaT HECKOMNbKO annseToB, YTO NO3BONAET HAa3HaYUTb AaHHblE annneTbl Kak
annapaTtHble UAeHTUMUKATOPbl HECKOMBKUM YYETHBIM 3anuncsm.

MpumeyaHue. [lonb3oBaTensam, KOTOpbIM ObiN Ha3HayeH annapaTHbld MaeHTUUKaTop,
aBTopmsaumda no SSH 3anpelleHa.

Ona nepexoga B noAcucTeMy YnpaBneHWs annapaTtHbIMU  UAeHTUMKaTopamMn YYeTHbIX 3anucen
nonb3oBaTene B KOHCOMbHOW 06GOMNOYKe agMUHUCTPUPOBaHWA B pasdene management Heo6xooumo
BbINOMHUTL komaHay tokens. MNocne BBoda koMaHabl cucTema nepenaeT B pasden tokens.

[anee KOHCONbHOE NpUNoXeHue OyaeT oxuaaTtb BBOAA YNPaBsALLUX KOMaH, 4aHHOW NOACMCTEMBI, CMIUCOK
KomaHg npuBefeH B Tabnuua 17.

Tabnuua 17

Ne KomaHnpa OnucaHwue
OTobpaxeHne annapaTHOro nageHTudmkaTopa, KOTOpbIN Ha AAHHLI MOMEHT
BPEMEHU MOAKIMIOYEH K KOMMbIOTEPY.
Mocne BBOAa KOMaHAbl OyAeT BbiBEAEH CMUCOK C NOMAMM:
— Wpentndukatop (TokenlID).

— JNoruH nonb3oBatensa (User). Ecnn naeHTUdUKaTop He accouumnpoBaH C
1  tokens-info YYETHOWN 3anucbio MONb3oBaTens, B AaHHOM none 6yget ykasaHo «Do not
assign» («He HasHaueH»).

— HaumeHoBaHve nageHTudukaTopa (Token). Ecnn y ngeHtudukatopa HeT
UMEHU, B AaHHOM More yka3saHo «no_label».

— CepuiHbIi HOMep naeHTudukatopa (Serial).

— Twn xpaHumon Ha uaeHTudukaTope nHdopmaumm (LoginType)
OTobpaxeHne cnucka BCEX Ha3HaYeHHbIX annapaTHbIX WOEHTU(UKaATOPOB.
Mocne BBOoga kKomaHabl OyaeT BoIBEAEH CNUCOK C MOSMSMMU;

— Wpentndukatop (TokenlID).

— JoruH nonb3oBatens (User).

— HanmeHoBaHue ngeHTtundpukatopa (Token).

— CepuiHbIi HOMep ngeHTudukatopa (Serial).

— Twn xpaHumon Ha uaeHTudukaTope nHdopmaumm (LoginType)

assigned-tokens-

2 info



Ne KomaHpa OnucaHue

KomaHga HasHayeHus annapartHoro VID,eHTVI(*)VIKaTOpa yquHOVI 3anuncu

3 assign-token nonb3oBatensd, nogpobHee — B pasgene HasHayeHwe annapaTtHoro
naeHTudukaTopa
KomaHga oTMeHbl MpUHAAIeXXHOCTM annapaTHOro naeHtTudukatopa y4eTHom
4 unassign-token 3anucu nonb3oBatens, noapodbHee — B pasgene OTKNKOYEHME annapaTHou
nageHTudnkaumm

KomaHoa wusMeHeHus PIN-koga [aOns annapaTtHoro uaeHTudmkaTopa,

5  change-pin nogpobHee — B pasgene CmeHa PIN-koga annapatHoro ngeHtudukaTopa

KomaHga BbiNonHeHust hopmatvpoBaHWs annapaTHoOro uaeHTudumkaTopa,

6 | format
nogpobHee — B pasgene dopmaTtvpoBaHne annapaTHOro naeHTudmkaTopa
KomaHga no3BonsieT NPOCMOTPEThb CNMCOK Y4ETHbIX 3annucen nonb3oBaTenemn,
7  user-list He BbIXOAS W3 MOAMEHIO YMpaBfeHWs annapaTHbIMU MAeHTUdUKaTopaMm

tokens

4.3.12.3 HasHa4yeHne annapaTHOro ngeHTucmkaropa

Mpu HasHaveHUn annapaTHoro naeHTUdukaTopa TpebyeTcs BBoA Nonb3oBaTensckoro PIN-koga annapatHoro
ngeHTudurkaTopa Ang cneaylowmux TUNOB XpaHUMOW MHAOpMaLun:

—  OTkpblTas ayTeHTUdMKaLUNOHHAs NHopmauums.
— 3akpblTas ayTeHTMdMKaunoHHas nHpopmauums.

— Tonbko nms nonb3oBartens.

MpumeyaHue. B cBA3M C OrpaHNYEHHBIMU BO3MOXHOCTAMM BBOAA NOSb30BATENbCKNX OAHHBIX
MeHemkepa paboyero ctona FlyDM B Astra Linux, npy BxoAe Nonb30BaTeNto C Ha3HAYeHHbIM
eMy annapaTtHbiM WMOEHTUUKATOPOM C 3aKPbITOW ayTeHTUUKALMOHHON MHOPMaLMEN,
Heobxoaumo BBoanTb PIN-kog B none «laponb».

Mpn Ha3HayeHUU annapaTHOro uaeHTUMKaTopa y4eTHOW 3anmucu Nonb3oBaTensd C NOMOLLLI KOHCOJTbHOW
000MoYKM  aAMWHUCTPUPOBAHUSA UM rpadmnyeckon  0BOMOYKM  agMUHUCTPUMPOBAHUS  HeobxoauMmo
ncnonb3oBaTh aTpubyThl UNK NapaMeTpbl NpeacTaBneHHble B Tabnuvua 17.

Mpumeuanue. MNpu n3ameHeHun napameTpos goctyna AU n cuHxponnsaumm yepes ELLY Ha C3U
HC[L Dallas Lock Linux BeinonHsetca copoc «tuna goctyna» AW po 3HaveHusa ELLY: «SET
FROM UCC» gnsi koHconbHoM obonoykn agMuHucTpupoBaHus, «UCC» ans rpaduyeckon
060n0YKN afMUHUCTPUPOBAHUS.

Mpu nocnepyrowen asTopu3aumm nonb3oBatens B Linux, B C3/ HC[L Dallas Lock Linux
npuceavBaeTCcs COOTBETCTBYIOLUIA TUM AOCTYNa, 4To 1 Ha ELLY.

Tabnuua 18



Ne ATpubyTr

ishl: login-type <3nauyeHue
1 [14P
GUI: mun docmyna

ishl; token-uid
2 | <3HayeHue>

GUI: uéeHnmugpukamop

ishl; user <sHayeHue>
GUI: nonb3oeamerib

ishl: password
4 | <3BHayeHue>

GUI: napornb

ishl: pin <sHaveHue>
GUI: PIN

OnucaHue

BbiGop BMaa XxpaHUMOi Ha annapaTHOM MaeHTUduKaTope
nHpopmMaummn. ATpubyTy MOXET ObiTb Ha3Ha4YeHO OAHO U3 3HAYEHUIA:

— «1» /| «OTKpbITaa ayTeHTUMOMKALNOHHAA MHopMaLNa»

B oTKpbITON NamMATK MaeHTUdmnKaTopa XpaHMTCA Naposb y4ETHOMN
3anvcu. [Npy aBTOpMU3aL MM NONb30BaTEN HEOOXOAMMO TOMLKO
npeobsBUTL annapaTHbli naeHTudmkaTop, NorvH 1 Naporb
cuuTbIBaKOTCA C Kntova asTomaTudeckm (Full public);

— «2» | «3akpbITas ayTeHTUdMKauMoHHas nHopmaumnsa»

B 3akpbITOn NamMsaTn nageHTugmkaTopa XpaHnTCa naposib y4eTHON
3anucu. Npn aBTOpMU3aLMM NONb3oBaTENO HEOH6XOAMMO NPeabABUTL
annapaTHbI naeHtTudgukatop u seectn ero PIN-kog (Full private);

— «3» / «TonbKko MMsI NonNb3oBaTENA»

B ngeHtTudumkatope xpaHuTcsa nHopmaums TONbKO O FIOrMHE y4eTHOM
3anvcu. [Npu aBTOpMU3aL MK NONb30BaTENb AOIMKEH NPeabsBUTb
naeHTUMMKaTOp U CaMOCTOATENBHO BBECTW NApOsib Y4ETHON 3anuncu
(Only username);

—  «4» [ «[ycTon ngeHTudukaTop»

B ngeHTtudpmkarope He xpaHuTtca nHdopmaumsa o y4eTHOM 3anucu.
Mpn aBTOpM3aLUMM Nonb3oBaTeNb AOJPKEH NPEAbABUTb
naoeHTNMKaTop N CamMoCTOATENBHO BBECTU MNOrMH U Naposb y4ETHOWM
3anvcu (Empty token)

HanmeHoBaHue annapaTHoro naeHTudgmrkaTopa B HEX-dpopmate

B none aBTomatu4veckmu 0T06pa)KaeTCFI M4 npeabvABJIEHHOIO B
OaHHbIA MOMEHT BpeMeHn annapaTtHoro VlﬂeHTVId)VIKaTOpa

YkasblBaeTcs fOrmH yquHon 3arnncun norb3oBaTtend

YkasblBaeTcs TEKyLLMIN Naporb y4eTHOW 3anucu nons3osaTens

YkasblBaeTcs TeKyLUMin nonb3oBaTternbckuii PIN-kog annapatHoro
naeHTuduKaTopa

KoHconbHas o6onoyka agMUHUCTPUPOBaHUA

[na nepexoga B MOAMEHIO ynpaBfieHUs annapaTHbIMU MaeHTUdUKaTOpaMn B KOHCOMbHOM 06onoyke
aMUHUCTPUPOBaHMS B pasgene management Heo6xoaMmo BbINOMHUTE komaHay tokens. B pasgene tokens
BbINONMHUTL KOMaHAy assign-token, ¢ ykasaHuem aTtpubyToB, NpeacTaBreHHbix B Tabnuua 18. Huke
npeacTaBneHbl NpUMepbl HasHaYeHUst annapaTHbIX AeHTUUKAaTOPOB YYETHOM 3annucy nonb3oBaTens.

Ecnu ans atpubyTa login-type 6bino BeibpaHo 3HaueHue «1», Heo6xoaMMOo 3anonHWUTL Nonsa user 1 password.

Mpuwmep:
management <enter>
tokens <enter>
assign-token <enter>
token-uid <sHayeHue> <enter>
login-type 1 <enter>
user pol <enter>
password 12345678 <enter>
pin 00000000 <enter>
execute <enter>



Ecnu ana atpubyra login-type 6610 BbIOpaHO 3HauYeHne «2», He0bXo0AMMO 3anosfHUTbL Nong user, password,
pin.

Mpuwmep:
management <enter>
tokens <enter>
assign-token <enter>
token-uid <aHayeHue> <enter>
login-type 2 <enter>
user pol <enter>
password 12345678 <enter>
pin 00000000 <enter>
execute <enter>

Ecnu anga atpubyta login-type 6b1no BbibpaHo 3HavyeHue «3», HeobxoauMo 3anonHUTL norne user.
Mpumep:

management <enter>

tokens <enter>

assign-token <enter>

token-uid <aHayeHue> <enter>

login-type 3 <enter>

user pol <enter>

pin 00000000 <enter>

execute <enter>

Ecnu gns atpubyta login-type 6bino BbibpaHo 3HavyeHne «4», He0OX0OUMO 3aMnoNHUTL Nosie User.
Mpumep:

management <enter>

tokens <enter>

assign-token <enter>

token-uid <aHayeHue> <enter>

login-type 4 <enter>

user pol <enter>

execute <enter

Mpadmueckas o6onovka agMUHUCTPUPOBaHUSA

[na HasHaveHna annapartHoro I/ID,eHTM(bVIKaTOpa yquHon 3anncu nonb3oBartena B rpacbmquKoﬁ obonouke
aAMUHUCTpUpoBaHUA HeobXx04MMO BbIMOMHUTL cneaywuwme waru:

1. Ha Bknagke «[lonb3oBaTenu» NepenTn B kKaTeroputo «AnnapatHble naeHTUuKaTopbI».

2. MNpepbasute  annapaTHeld  uaeHTUdmKaTop, BCTaBMB ero B cOOTBeTCTBYyOWMN  USB-nopt
W MPUKOCHYBLLUMNCH K CHYMTbIBaTENo (B 3aBMCMMOCTH OT TuMa).
3. B kaTeropum «AnnapatHble UWOEHTUUKATOPbLI» Ha naHenn «[encTBus» BblOpaTb KOMaHAy
«HasHauntby =
4. B OTKpbIBLUEMCS JUANIOrOBOM OKHE HEODOXOAMMO.
4.1 BbibpaTb annapaTtHbI ngeHTMdMKaToOp B BbinagaoLwem Cnmcke (B cnucke otobpaxaroTcs Bce
NOAKITIOYEHHbIE annapaTtHble ngeHTMgrKaTopbI).
4.2 YkaszaTb Heobxoaummble napameTtpbl (cM. PucyHok 39). lNpu HasHayeHum annapaTHoro
naeHTudumkaTopa y4eTHOM 3anucy NOonb30oBaTenss C  MOMOLLbK  KOHCOSIbHOM 060M04KM

aMUHUCTPUPOBaHMS UMM rpadouyeckort  0BOMOYKM  aAMUHUCTPUPOBaHMS  HeoGXxoaMMmo
1cnonb3oBaTb aTpuGyThl UMK NapaMeTpbl NpeacTaBneHHble B Tabnuua 17..



Ha3HaunTe MAeHTUGKMKATOP (OT CYyNepnonb3o:

WUgerTudmkatop: 86100768269493E3
Tun gocTyna: OTHPRITAA BYTEHT. MHIDOPMALWS o

MeTka naesTugmraTopa: Rutoken ECP <no label>

MonNb3oBaTENR! Lser | |
Maponk:
[MHH:

HasHaunTh OTMeHa

PucyHok 39. ®opma «HasHaunTb ngeHtucdmukaTtop»

Mocne ycTaHOBKM BCEX NapaMeTpoB HeobXoaAMMO HaxaTb KHOMKy «HasHauuTb». [locne HasHaveHus
naeHTudMKaTopa Ans y4eTHON 3anncy AaHHble kntoya Ao6aBnstoTces B 00LLy0 Tabnuuy 3aperncTpupoBaHHbIX
Kntoyewn (cM. PucyHok 40).

O Dallas Lock LINUX ]
Monsaceatern | flapameTpe: Sesonactocty | Koxtponbpecypcos |~ CKH - M3 | MKypHans
% & OGHoBMTL ~ PopmaTnposars
=B a -
LQQ .2 _Cg" d @ & HasWawmb > Cmera i
- BnoxiposaKHme AnnapatHaie
yeThuie Vel | Ceconn  pynne  UFOSEIRE Aem";mmw & Orwena VHbODMAIS O6 WABKTHENATODE
CyBLEKTL! A0CTYNa LeficTems
Monek3osarens Metka WasHTngmkarop Tan poctyna Mogens
userai UccToken SFF7C73544ED3699 ucc JaCanaGosT
pin 9-10 EF225E0E571E6CT9 He HassaveH JaCartaGOST
1L EFCF5050CFFa573D He Ha3raueH JaCaraPKl

PucyHok 40. O6wwan Tabnvua 3apermcTpMpoBaHHbIX annapaTHbIX naeHTuduKkaTopos

Ona kaxgonW YyyeTHOWM 3anmucu nomnb3oBaTens MOXeT OblTb Ha3HayeH TONMbKO OAWH  annapaTHbIf
naeHTndukaTop. Pernctpauus ogHOro M Toro Xe uaeHTUdukaTopa AMS pasHbiX YYeTHbIX 3anucen He
AonyckaeTcs, Npuy NonbITke MOBTOPHOW perncrpauun otobpaxaetcsa npegynpexaeHue (cm. PucyHok 41).

MpumeyaHue. Cnenyet obpatuTb BHMMaHWE, YTO annapaTHble uaeHTUdmkaTopbl MOZenu
JaCarta-2 PKITOCT wn JaCarta SF/TOCT aBnsitoTcsi KOMOMHUPOBAHHBLIMW YCTPONCTBaMM
JaCarta, T.e. coaepaT HECKOMNBKO annneToB, YTO NO3BOMSET HAa3HAYNTb AaHHbIE annneThl Kak
annapartHble MOEHTUPUKATOPbLI HECKOSTbKUM YYETHBIM 3aMMCSIM.

HasHaueHne noeHTMdpMKaTopa X

TorvH AWM annapaTHBEIA MAeHTUGMKaTOR Y MCNoNb3YETCRA

PucyHok 41. UHdopmaumoHHoe coobuieHne

Ons onpegeneHvs MNPUHAANEXHOCTU NPeAbsBMEHHOro annapaTHOro wuaeHTudukatopa Heobxoanmo
o o e gl

Ha naHenu gencTeumn BolibpaTb koMaHay = «MHdopmaumsa 06 ngeHTudumkaTope» . MNocne Boibopa KoMaHab

OTKpoeTCs WMHAOPMAaLMOHHOE OKHO, B KOTOpOoM OygeT ykasaHO WMS MpegbsBlEHHOro annapaTHOro

naeHTudurkaTopa 1 norvH Nonb3oBaTens, KOTOPOMY Ha3Ha4YeH AaHHbIA UOEHTUUKaTOP.



4.3.12.4 OTKNOYeHMe annapaTtHonM ngeHTucpukayum

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

[nsa oTkNoYeHnsa annapaTHo naeHTudukaunum ons y4eTHOM 3anmcy Nonb3oBaTtensi Heobxoanmo B pasgene
tokens BbINONHUTBL KOMaHAY unassign-token, ¢ ykazaHvem noruHa (user).
Mpuwmep:
management <enter>
tokens <enter>
unassign-token pol <enter>

Mpadmyeckasn o6onoyka agMMHUCTPUPOBaAHUS

Ins Toro 4ToGbl CHATb Ha3HA4YeHWe annapaTHOro uaeHTUdMKaTopa AN YY4eTHOM 3anucu, Heobxoaumo
B obLlel Tabnvue BblAENMTb CTPOKY C NapaMeTpamMu Krova v Ha naHenu «[encTeus» BblOpaTb KOMaHay

«OTmeHa» @.
4.3.12.5 CmeHa PIN-koga annapaTtHoro ngeHtudukaropa

[nsa paboTbl ¢ annapaTHbIMU naeHTndMKaTopammn Heobxoammbl Mx aBTopmsaunoHHble PIN-koabl. PIN-koabl
annapaTHbIX MOEHTUPUKATOPOB YCTAHOBSEHbI B NAMATU NOEHTUAUKATOPOB MO YMOSTHaHMIO.

MapameTtpbl cumsonoB PIN-koga ana vaeHtudwukatopa (Hanmudme umdp, BykB m T.M.) onpegenstoTcs
HaCTPOWKOM NapaMeTpoB B YTUNMUTE COOTBETCTBYHOLLEro naeHtudukaropa. lNpexae yem namennte PIN-kog,
agMmuHuncTpaTtop Wb HacTpauBaeT AaHHble NapaMeTpbl MMEHHO B yTunute. Ecnn BBeAeHHbIN B rpadmyecKon
o6onouke C3M HC[L Hoeein PIN-kog He COOTBETCTBYET MOMMTUKAM, KOTOpblE YCTAHOBMEHbI B YTUNUTE,
TO BblJaeTCsi COOTBETCTBYIOLEE coodLieHre u HoBbI PIN-kog He npumeHsieTcs. Ecnm nonuTnku CrnoXxHOCTH
napors BbIKMOYEHbI B yTUNuTe, 70 BBoA HoBoro PIN-koga B C3U HC[ He orpaHmnymnBaeTcs.

KoHconbHasi o60no4ka agMUMHUCTPUPOBaHUS

Ons cmeHbl PIN-koga agmuHucTpaTopa annapaTHoOro maeHtudumkatopa Heobxogmmo B pasgene tokens
BbINOMHMTBL KOMaHay change-pin, ¢ ykazaHnem aTtpnbyTos, NpuBeaeHHbIX B Tabnuvua 19.

Tabnuua 19

Ne ATpubyT OnucaHue
1  token-uid <sHavyeHue> YHUKanbHbIN UAEHTUMUKATOP annapaTHOro naeHTugukaTopa

JloruH  agMuHMUCTpaTopa  annapaTHOro  uaeHTudmkatopa  WUnu

2 account <sHa4yeHue>
nonb3oBaTtend ans cmexbl PIN-koga

BeBog crtaporo PIN-koga, COOTBETCTBYHOLLErOo YyKa3aHHOMY FOMUHY

3 old-pin <sHayeHue>
aAMUHMCTpaTOpa Unu nonb3oBaTens naeHtTudmukaTopa

4 new-pin <sHayeHue> Bsopg HoBoro PIN-koga

Mpumep:
management <enter>
tokens <enter>
change-pin <enter>
account admin <enter>
old-pin 123 <enter>
new-pin 321 <enter>
execute <enter>

Mpadmueckas o6onovka agMMHUCTPUPOBaHUSA

[nsa cmeHbl PIN-koga Heob6xoaumo:
1. [MpeabsBuTb annapaTHbI OeHTUdUKaTOP.

2. Ha naHenu genictBui BoiOpaTb koMaHay « CMeHnTb PIN-kog» 7.



3. B oTKpbiBLIEMCS OKHE BbIbpaTh MAEHTUUKATOP 1 3anonHUTbL nong (cMm. PucyHok 42).

CmeHuTs PIN-KOp x

BribpaTe woeHTUhMKaTop: -

MeTka WLeHTUhWKaTopa:

Y4eTHaA 2annce: NoNE30BaTENE -
CTapbid PIN:

HogeelA PIM:

| HMameHn T OTmeHa

PucyHok 42. CmeHa PIN-koga ansa annapatHoro naeHtudgukatopa

—  «BbibpaTtb ngexHtundpmnkatopy;

—  «MeTka ngeHtndmkaTopay;

—  «Y4eTHas 3anuMcb» — akkayHT agMUHUCTpaTopa Unmn Nonb3oBartens naeHTndgrkaTopa;
—  «Ctapbin PIN» — BBOA cTaporo PIN-koga naeHtudukartopa;

—  «HoBbin PIN» — BBOA HOBOro PIN-koga ngeHtudmkatopa;

4. Tlocne BBOAa NapameTpoB ANs BbINOMHEHMs onepauunn cmeHbl PIN-koga Heobxogumo Haxatb
KHOMKY «/1I3MEeHUTb».

4.3.12.6 ®dopmaTupoBaHue annapaTtHoro naeHTudukaTopa

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

Ans dhopmaTupoBaHUsi annapaTHOro MaeHTMdgukaTopa Heobxoaumo B pasgerne tokens BbINMONHUTL KOMaHOy
format, ¢ ykasaHuem aTpubyToB, npuBeeHHbIX B Tabnuua 20.

Tabnuua 20

Ne ATpuoyT OnucaHwue

Beopg TeKyLLero PIN-koga agMuHUCTpaTopa annapaTHOro

1  admin-pin <sHavyeHue>
naeHTudumkaropa

2  token-uid <3nayeHue> YHUKanbHbIM MAEHTUUKATOP annapaTtHOro naeHTudukaTopa

3 new-user-pin BBop HOBOro napons nonb3oBaTens annapaTtHoro naeHTMdgukaTopa
<3HayeHue>

4 | label <snayeHue> HaumeHoBaHWe annapaTHoro naeHtudukatTopa
Mpuwmep:

management <enter>

tokens <enter>

format <enter>

token-uid <3HavyeHue> <enter>
admin-pin 321 <enter>
new-user-pin 951 <enter>
label token <enter>

execute <enter>

Mpadmueckas o6onovka agMMHUCTPUPOBaHUSA

[na bopmaTtmpoBaHus annapaTHOro ngeHtTudurkaropa Heobxoammo:
1. MpeobsaBuTb annapaTHbIA MAEHTUdUKATOP.



2. Ha nanenu gencteuii BoibpaTb komaHay «dopmaTmpoBaTtby»
3. B oTkpbiBLWENicSa dhopMe BbIOpaTb naeHTudmkaTop 1 3anonHnTb nons (cm. PUcyHok 43).

DopMaTMpoBaTe MAEHTUKUKATOP x

Bribpate MaeHTHHKATOR: -
Metka naexTumraTopa:

MuH aOMWHKCTRATOPA:

Hoeslit NMH NOJL30BATENA:

MogTeepauTe NUH:

Hoeas MeTka:

MaeHTWdmMKaTop He NPUKPENASH HIA K OOHOMY NOE30BATEND

DopMaTMpoBaTE OTMeHa

PucyHok 43. ®opmaTtupoBaHue annapatHoro naeHtudmrkaropa

Ons  BbINonHeHuss copmaTupoBaHuss TpebyeTcs ykasaTb AedcTBylowmid  PIN-kog  agMuHucTpaTopa
naeHTUdmkaTopa, HoBbli PIN-kog nonb3oBaTtens uaeHTUdUkaTopa, HOBOE WMSA  uAeHTUdukaTopa.
[ns 3aBepLUeHUs onepauun opMaTMpoBaHns TpebyeTcs HaxaTb KHOMKY «PopMaTMpoBaThby.

4.4 HacTtpomnka nonuTUK 6e3onacHocTun

Monutukn 6Ge3onacHoCcTU MM napameTpbl Ge30nacHOCTM — COBOKYMHOCTb MpaBui no obecnevyeHuto
6e30nacHOCTU MHGOPMALUK, BbIpaXXeHHbIE HacTpanBaeMbIiMy KAaTEFOPUAMU CUCTEMbI 3aLLMTbI.

Monutnkn  GesonacHocTU  onpedensioT  MNPUHUMMBLI  (PYHKLUMOHWPOBaAHWUSA  3aLUUTHLIX  MEXaHW3MOB
C3Nn HCAO n OC:

—  [NapameTpbl, cBA3aHHbLIE C BXOAOM MOMb30BaTenemn B CUCTEMY.

—  CnoxHocTb Naporns y4eTHbIX 3anucen nonb3oBaTenen.

—  Yucno paspelleHHbIX CeaHCoB.

— Paborta C3M HC[ c y4eTHbIMM 3anMcsiMy JOMEHa.

—  [NonuTtukn ayaura.

—  [Mepuoabl co3gaHnsa apXmMBHBIX KOMUI XypHanoB MHOPMAaLMOHHON 6e30nacHOCTY.
—  [NonuTukm NpoBepKU LEenoCTHOCTM annapaTHon cpeapl.

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

[nsa yopo6cTBa agMUHUCTPUMPOBaHMSA NapameTpbl 6e3onacHOCTN 06beAnHEHDbI B CrieayloLmne KaTeropum:
—  MapameTpbl BxoAa.
—  lMapameTpbl ayguTa.
—  MapameTpbl LENOCTHOCTU annapaTHOM cpeapl.

[na nepexona B NOAMEHIO ynNpaBreHnst nonutukamm 6e3onacHOCT! B KOHCONbHOM NPUIOXEHUW yripaBrieHus
CpPeACTBOM 3awmTbl MHopMaumm Heobxogmmo HabpaTb komaHgy policies. [Ons Bbixoga u3 pasgena
HeobxoaMMo HabpaTb komaHay back.

HocTynHble komaHabl pasgena policies:
—  show-all — npocMoTp TeKyLMX 3Ha4YeHnI NONMTUK 6e3onacHoCTy;

—  user-get-ticket — nepexon B pasgen nonyyeHust Kerberos-6unerta gns goctyna K AOMEHHOW
MHbopMaLIMKM YYETHO 3anncy nonb3oBaTtens;

—  password-policies-set — nepexop B pasgen HaCTpOMKU NONUTUK CAIOXKHOCTW Napons;



—  session-policies-set — nepexon B pa3gen HaCcTPOMKM NOMUTMK CECCUA NONb3oBaTEeNEeN;

— journal-policies-set — nepexoa B pa3gern HacTporiku nepuoaa cos3aaHnst apxXmBHbIX KOMUIN XXypHanos
nHpopmaumnoHHon 6esonacHoctn C3 HC[;

— audit-policies-set — nepexog B pa3gerni HaCTPOMKM NONMUTUK ayauTa;

— hardware-policies-set — nepexon B pasgen HaCTPOWMKM MOMMTUK MNPOBEPKU LIENOCTHOCTU
annapaTHoOW cpeapl;

—  firewall-policies-set — nepexoa B pa3gen HaCTPONKM NONUTUK paboTbl MEXCETEBOrO 3KpaHa;
—  list— npocMOoTp cnvcka AOCTYMHbIX KOMaHA Y NOAMEHIO;

—  help — BbIBOA UH(pOpMaLIMM O BCTPOEHHbIX KOMaHAax;

—  back — BbIXxog U3 NOAMEHO (Ha YPOBEHb BbILLE);

—  exit — BbIXof U3 KOHCOJbHOM 06004KM agMUHUCTPUPOBaHNS 1 3akpbiTue ceccun dlladmin.

Ons npocmMoTpa TeKywMx 3HadeHun nonuMtuk 6e3onacHocTM Heobxoaumo HabpaTb YNpaBnsoOLLYHO
komaHzy show-all.

PesynbTaTt ycnewHoro BbiNonHeHus (BO3BpaLLaeTcs CMCOK NONMUTUK, COCTOSLLUIA U3 pasaenos):
—  HavMMeHOBaHWe NoNuUTUKM B6e3onacHoCTy;
—  Tekyulee 3HayeHue atpmbyTOB NONUTUKM Ge3onacHoCTu.

PesynbTaTt oWMG0YHOro BbINOMHEHWS:

— "send_zmg_cmd()# timeout response" — He yganocb nepefaTb 3anpoc Ha MoflydeHue cnmcka
nonMTUKM 6e3onacHocTy;
—  "Error 13: Authorization is needed" — He yganocb MoOny4MTb NONUTUMKM GE30MacCHOCTU, TaK Kak

HapyLwweHa cBsasb ¢ C31 HC[.
Fpadmyeckan o6onoyka agMMHUCTPUPOBaHUSA

Ons HacTtpovikm nonutuk 6esonacHoctn C3WM HCLO B rpadwuyeckorn o06onodke aaMUHUCTPUPOBAHMS
HeobOxoomMMo BbIOpaTb Bknagky «[lMapameTtpbl 6e3onacHoctu» (cM. PucyHok 44). Ha paHHOW Bknagke
NpeacTaBneHbl cneayoLme KaTeropun HacTpanBaeMblX NAPaMETPOB CUCTEMBI 3aLLMUTbI:

—  «OCHOBHbIE HACTPOWKMNY;

—  «HacTtpoliku ceccniny;

—  «Hactpoiikn aygutay;

—  «HacTtporikn napons»;

—  «AnnapaTtHasi LefIoCTHOCTbY;
—  «JlJomeH GesonacHoOCTU».

Ons kaxpow kateropum B pabouen obnactu otobpaxaeTtcs Tabnuua ¢ nonsamu «Ums» n «3HaveHue».
Hactpoiika napameTpoB BbINOMHAETCS HEMocpeACTBEHHO B Tabnuue, nyTemM peaakTMpoBaHUS
YCTaHOBIIEHHOrO 3Ha4yeHWsi (YCTaHOBKa Kypcopa B siveiike «3HaueHvWe» HanpoTMB COOTBETCTBYHOLLENO
Ha3BaHusi napameTpa). [ocne HacTPoVkM NapamMeTPOB Ha NaHenu AefcTBUIN HeoOBX0AUMO BbIGpPaTh KOMaHAy
«CoxpaHuTb» (cM. PucyHok 44).
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OcHOBHeIE | HacTpoikw  HacTpoiiky  HacTpoikw  AnnaparHas Jowmen

HACTPOWKN Ceccui ayguTa napons UenocTHocTe  GesonacHocTy
Kareropum JencTeuns

Wma 3HaueHne -

MuHumMansHan gnvna napona (1-14, 0 - oTkmoueHo) I

Harnnune cneucuMBonos

Hanuuune yup

Hanuune CMMBONOE BEPXHETD ¥ HIWKHETD PETMCTPOB

KonwyecTso nonLITok HEBEPHOMD BBoAA napona (1-10, 0 - otxnoueno) 3

KonwuecTeo aHei nepeg cmeHol napons (0-180, -1 - aTkMKYeHo) =1

Cpox geicTena napona B guax (0-180, -1 - oTknioueHo) -1

KonuuecTeo gHell Ao npegynpexaedua o cmene naponsa (0-180. -1 - 3

OTKMHYEHT)

MakcuMansHoe KonnyecTeo ceccuid (1-20, 0 - oTRNIYEHO) 10

Taitm-ayT GNOKMPOBKKM CECCUN B MHYTaxX (1-120, 0 - oTKMOYeHa) Q

TMprHygMTENsHOE 3aBeplueHie patoTel NO PacnMCaHKI

Cpox xpaseHns xKypHana B MecAlax (1-6) 3

OGkem wypHana B MG {100-10000) 2800

MyTE K apXUBaM HYDHANCE fdib/backup

HypHan BX0oB/BLIX000E \'d

JypHan focTyna K pecypcam v

KypHAN ynpasneHna noMb3oBaTeiAMy W rpynnamm v

MypHan neyam '

KypHan ynpasneHna nonuTukami GesonacHocTi v

CHCTEMHLIN XypHan v

JypHan focTyna K ycTpoicTeam v

MpoBepATE aNNapaTHy LENOCTHOCTE BO BPEMA 3arpy 3kl
MeHenanua cofkTUE 3YNUTA ANNANATHON LeNnCTHOCTY

OK diladmin@127.0.0.1

PucyHok 44. Bknapka «MapameTpbl 6e30nacHOCTU»

4.4.1 HacTtpouka napons

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

[na onpegeneHns (YCTaHOBKM) NONUTUK, CBA3AHHbIX CO CITOXXHOCTbIO Naponsi, HeoOXoANMO BBECTU KOMaHAY
password-policies-set B pasgene ynpaBneHuss nonutMkamm 6e30MacHOCTU  KOHCOMbHOW  060MoYKM
agmuHucTpupoBaHunda. [Mocrne BBoAa KoMaHAbl cucTemMa nepengeTr B pasgen password-policies-set,
roe Heob6xooMMO YCTaHOBUTbL MapaMeTpbl CITOXHOCTM Napons, UCMOMb3yst KOMaHAbl, yKasdaHHble B Tabnuua
21.

Cnepyet 0o0paTuTb BHMMaHWE, YTO MOSIMTUKMA CMOXHOCTM Maponsi He paboTalwT Ans agMuMHUCTpaTopa
6e3onacHocTu B ceaHce ishl.

BHumaHwue! o ncredeHun ycTtaHOBNEHHOIO CpoKa AEWCTBUA Napons BO Bpems GrokupoBKM
akpaHa C3W aBTOMaTU4YECKM NPEASIOXKUT CMEHUTL Naposib Tonbko npu Bxoae B OC.

Tabnuua 21

Ne KomaHpa OnucaHune

OnpegenseT MUHWManbHYlO ANWHY Mapons, [OonycTUMoe 3HadeHue
1 | min-len <yucno> aTpnbyTta B npegenax ot 0 4o 14 cMMBOMOB B Naporie. YCTaHOBMEHHOe

3HayeHve «0» 03HayaeT, YTO NapameTp He NCMOoNb3yeTCs

Monutuka onpegenseT Heo6XOAMMOCTb UCMOMb30BaHWA B napone

cneumanbHbIx cumBonoB: “I”, “«”, “#”, “$”, “%”, “&”, “”, “(", Y, “*”, 47, 1), “-
2 has-spec-sym <yes/no> ", 7, 1T A< ST S S @, (T VL (T, A L T Y

YcTaHoBKa 3HayeHuss yes obo3HadaeT, 4YTO cheumarbHble CUMBOSbI

B Napose AOMKHbI NPUCYTCTBOBaThL 0653aTeNbHO.



Ne KomaHpa

3 | has-digit-sym <yes/no>

has-upperlower-sym
<yes/no>

5 retries <yucro>

pswd-min-days

6 <yucrno>

7 pswd-max-days
<yucno>

8 pswd-wrn-days
<yucno>
Mpumep:

policies <enter>
password-policies-set <enter>

OnucaHune

Mpumep. Ecnn y nonb3oBaTtensa umeetcs naponb «password1» n ecnu
nonuTMKa BKIIOYEHa, TO NpU CMeHe napons Ha «password2» BblBeaeTCs
coobueHne o6 owmnbke. MNMpaBunbHOM OyaeT cMeHa napons, Hanpumep,
c «password1» Ha «password#»

BBog komaHabl onpegensieT HeobGXoAMMOCTb Hanuyusi B MaposibHOM
CTpOYKe LMdPOBLIX CMBOJIOB.

YcTaHoBKa 3Ha4YeHns yes ob03HavaerT, 4To LI.VICprBbIe CMMBOIJ1bI B NMapone
OOJDKHbI MPUCYTCTBOBATb obsi3aTensHo.

Mpumep. Y nonb3oBaTenss wumeeTca naponb «password», ecnu
OonncaHHas BbIWE MONMUTMKA BKMAOYEHa, TO NpW CMeHe napons
Ha «passwordd» BbiBegeTcs coobuieHne 06 ownbke. MpasunsHon 6ygeT
CMeHa napons, HanpuMmep, ¢ «password» Ha «password12»

Monutuka onpegenser HeobGXOAMMOCTb  COBMECTHOMO  Hanmm4ms
B MapPOfbHOW CTPOYKE CTPOYHBIX Y MPOMMUCHBLIX BYKB.

YctaHoBKa 3HadeHus yes obosHavaeT, 4TO OyKBEHHble CMMBOIbI
B HWXKHEM W BEpXHEM perucTpe B napofie OOSKHbl NPUCYTCTBOBAaTb
o6sa3aTensHo.

Mpumep. Ecnu y nonb3oBatensa nmeeTtcs naponb «password1», n ecnm
nonuTMKa BKIOYEHa, TO MpUM CMeHe napons Ha «pacsword1» 6yger
BbiBegeHo coobuieHme o6 owmnbke. Ecnv nonb3oBaTtens CMEHUT Napornb
«password1» Ha «paSsword1», To onepaumsi 3aBepLUNTCS YCMNELIHO

MonuTnka onpegenseT YMCNo NOMNbITOK BBOAA HEBEPHOro Napons, nocne
KoToporo  npousongeT OrnokupoBka  BO3MOXHOCTW  aBTOpU3aumm
noA AaHHOW y4eTHOMN 3anucbio Ha onpeAeneHHbIN MPOMEXYTOK BPEeMeHMN.
MpuHumaeT 4ncnosoe 3HadveHne ot 0 go 10. 3HaveHne «0» obosHavaeT,
YTO [JdaHHas nonuTvka OTKMoYeHa. [nuTenbHOCTb  ONOKMPOBKM
Mo yMONYaHWi0 — NATb MUHYT (MM MHOE BpeMs B 3aBMCUMMOCTM
OT HaCTPOEK CUCTEMBbI)

MuHMManbHbLIN CPOK OENCTBUS Napons, KOTOpbI Heobxoaumo 3agaTtb
nonb3oBatento, 4YToObl CMEHUTb naposflb. YKasblBaeTcs B OHSIX.
Heobsa3aTenbHbI aTpmbyT.

MpuHumaeT 3Ha4veHus: -1, ot 0 go 180.

YcTaHoBKa 3HaveHus -1 obo3HayaeT, 4To AN SaHHOM YY4eTHOW 3anucu
nosib3oBaTesil orpaHMYeHUn Ha MWHUMAarnbHbLIM CPOK AENCTBUS napons
HaknagbiBaTbCA He OyaeT

MakcumanbHbIn  cpok  Aencteus napons. [locne wucTevyeHus cpoka
AencTBna naponsa cuctema 6ygeTt TpebosaTb CMEHy napons y4eTHOM
3anucum nonb3oBaTens. HeobasaTenoHbI aTpmbyT.

MpuHumaeT 3Ha4veHus: -1, ot 0 go 180.

YcTaHoBKa 3HaveHus -1 o0o3HayaeT, YTo AN OAaHHOW YY4EeTHOW 3anuvcu
nonb3oBaTens orpaHMYeHU Ha MaKcUMarbHbIA CPOK OAENCTBUS Napons
HaknagplBaTbCcsa He OyaeT

3HaueHuWe (B OHAX), NOcne KOTOporo nosb3oBaTtento 6yayT BbiAaBaTbCs
yBEOOMMEHUsT O HeobXOoAMMOCTM CMeHbl Napofs, C ykasaHuem
KkonuyecTBa [HEW [0 WCTEYeHWUs cpoka [eUCTBMS  Mapons.
Heobsa3aTenbHbI aTpmbyT.

MpuHumaeT 3Ha4veHus: -1, ot 0 go 180.

YcTaHoBKa 3HaveHus -1 0603Ha4yaeT, YTO yBEAOMITIEHUI BblAaBaTbCsA He
Oyper



has-spec-sym yes <enter>
min-len 9 <enter>
execute <enter>

Pe3yanaT yCneLwHOoro BblNONMHEHUA:
—  "Success setting password policies™— nonnTuku COXHOCTU Napons yCTaHOBMNEHbI YCNELLHO.
PesynbTat oWIMBOYHOrO BLIMNOSTHEHUS:
—  "send_zmg_cmd()# timeout responses" — He yganocb nepegatb 3anpoc Ha U3MEHEHWUE MOSNUTUK
CMOXHOCTW Naponsi;

—  “Error 13: Authorization is needed" —
HapyLieHa cBsasb ¢ C3 HC[.

He yaanocCb nonyydYnTb NOJIUTUKK ©e30nacHOCTH, Tak Kak

Mpadmyeckas o6bonoyvka agMMHUCTPUPOBaAHUS
K kaTteropun «HacTpoikn napons» oTHOCATCA cneayolwme napameTpbl (cM. PucyHok 45):
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OcHOBHEIE
HacTpoikAa

HacTtpoiku
CEecCHi

HacTtponkm
ayguTa

Hactponkm
napons

AnnaparHan
LeN0CTHOCTh

Kareropum

ma

Wy OBHOBMTL
Jowmen
GezonacHocTh

DencTena

3HaueHne

MuHuMansHan gnvda napona (1-14, 0 - oTknoueHo) 8
Hanuuue cneucumMeonos

Hanuuue unpp

Hannune CUMBOMOE BEXHETD U HUKHETD PErMCTPOB

KonwyecTso NonLITok HeBepHOTD Be0AA napona (1-10, 0 - otkmoueno) 3
KonuyecTeo gHed nepeg cMexoi napons (0-180, -1 - oTkMo4eHo) =1
Cpox gedcTena napona B gHax (0-180, -1 - oTkmoueHo) -1

KonuuecTeo gHeR 00 NpegynpemaeHus o cmede napons (0-180, -1 -
OTHIHYEHD)

PucyHok 45. Kateropus «Hactpoiiku naponsi»

BHumaHwme! o ncreyeHun ycTaHOBNEHHOMO CpoKa AEWCTBUA Napons BO Bpems G6rokupoBku
akpaHa C3W aBTOMaTM4YECKM NPEASIOKUT CMEHUTL Naposib Tonbko npu Bxoae B OC.

- MuHumanbHas AnnHa napons. ,D,aHHbIM napamMmeTpom yCTaHaBiMBaeTCA orpaHu4eHue
Ha MMHUManbHYO AnuHy napons. [OnuHa napons MoxeT 6bitb o 0 go 14 cumBONOB.
YcTaHoBneHHoe 3HavyeHne «0» o3HavaeT, 4To napameTp He ucnonb3yetcs. Ecnu yncno cumsonos
B naposfie MeHblle YCTaHOBJIEHHOro 3HadeHud, TO Npu npoBepke napond 6y,u,eT BbIXOAUTb
coobueHne «HesepHas anuHa naponsy. Mo ymonyaHuio yCTaHOBIEHO 3Ha4YeHune 8.

- Hanwnune cneucnmMmBOIioB. Ecnn cpnar ana OgaHHoOro napameTtpa YCTaHOBIIeH, TO MNMpu Cco3gaHuun
napons B HeM OOKHbl NMPUCYTCTBOBATL crieuuanbHble CUMBOMbL: «!», «@», «#», «$», «%», «&»,
&, &y, @), €, €, CED, €, €, L, &I G, D, &<y, S, &P, <[, «]», «, «M, «Cn, <, «),
«~», «|». Ecnu B napone HeT CNeLCcUMBOJSIOB, TO NPW NPOBEpPKE Napons 6yaeT BbIXOAUTb COo0LLeHne
«[Maponb OoMmKeH cogepxaTb creluanbHblie CMMBOMbI». Mo yMonyaHuio donar He ycTaHOBMEH.

—  Hanwuuue undp. Ecnn chnar gna gaHHoro napameTpa yCTaHOBMEH, TO NPU CO34aHMM Napons B HEM
OOJDKHBI NMpUcyTcTBOBaTh LMdpbl. Ecnv B mapone HeT undp, TO Npu npoBepke napons 6yger
BbIXOOUTb coobLieHune «lMaponb gormkeH cogepxaTb undpbl». 1o ymonyaHuto prnar He yCTaHOBIEH.

— Hanuuve cvMBONOB BepxHero M HkHero peructpoB. Ecnu dnar gns gaHHoro napametpa
YCTaHOBIEH, TO MpWU CO3AaHWM Naporns B HEM AOSKHbI MPUCYTCTBOBATb CTPOYHbIE U MPOMUCHbLIE
6ykBbl. Ecnin B napone HeT CMMBOIOB BEPXHEro WU HUXHEro perncrpa, To npu NpoBepke napons
OymeT BbIxoauTb coobuweHne «laponb OOMKEH coAepkaTb CUMBONbI BEPXHEIO W HUXKHEro
permctpoBy. Mo ymonyaHuio cdnar He yCTaHOBMEH.

- KonnyectBo nonbITOK HEBEPHOro BBOAa NaposA. YCTaHOBNEHHOE 3HadeHue pernameHTupyert,
CKOJTbKO pa3 nosb3oBaTesib MOXET ownéunTtbes npwn BBoAe napons. Ecnn npn aBTOpMU3aLunn Ha TC



4.4.2

nonb3oBaTterb BBES HEBEPHbIN Naposb, TO NOABUTCS NpeaynpexaeHne «YkasaH HeBEpHbIA NOrnH
uwvnn naponb». Ecnuv yncno owmbok AOCTUrHET YCTaAHOBIEHHOro AOMYCTUMOrO 3HA4YeHus, TO
yyeTHasa 3anucb 6yget 3abnokupoBaHa, M Nonb3oBaTenb HE CMOXET BOWTU B CUCTEMY. Y4YeTHas
3anucb byaet 3abnokupoBaHa B TeHeHUEe 5 MUHYT, MOCne Yero Norib3oBaTeslb MOXeT NonbITaTbCs
BBECTW Naporb ele pas. [1o ymMonyaHuio yCTaHOBIEHO 3HaYeHve 3.

KonuyectBo aHen nepen cmeHow napons. MuHuManbHbIA CPOK AEWCTBMS Napons, KOTOPbIN
HeobxoouMMO 3agaTb Nonb3oBaTento, 4YToObl CMEHUTb naponb. YKasblBaeTCcs B OHAX.
HeobszaTtenbHbin aTpubyT. MNpuHumaeT 3HadveHus: -1, oT 0 go 180. YcraHoBka 3HayeHus -1
obo3HavaeT, YTo ANd AaHHOW YY4EeTHOW 3anucuy Nornb3oBaTens orpaHMyYeHnin Ha MYMHUMarbHbIA CPOK
OeVCTBUsS Napons HaknageiBatbecs He 6yaeT. o yMonyaHuio ycTaHOBNEHO 3HayeHve -1.

Cpok penictBua naponst B gHaX. [locne mncrteyeHnsa cpoka OEWCTBMS Mapons y4eTHOW 3anucu
cuctema bygeT TpeboBaTb CMEHY Napons y4eTHoOM 3anucy nonb3oBartens. [NpuHMMaeT 3HaYeHus:
-1, ot 0 po 180. YcraHoBka 3HadeHus -1 o6O3Ha4aeT, YTO ANS [AHHOW YYEeTHOW 3anucu
nonb3oBaTtens orpaHWYeHnin Ha CPOK OEeNCTBUS Mapons B OHAX HaknagbiBatbcst He Gyaet. o
YMOMYaH1I0 YCTaHOBIIEHO 3Ha4veHue -1.

KonunyectBo aHenm 0o npedynpexaeHust 0 cMeHe napons. 3HadeHue (B OHsIX) nocrne KoToporo
nonb3oBaTtento 6yayT BblgaBaTbCs YBEAOMIEHUS O HEOOXOAMMOCTM CMEHbl Napors, C ykazaHnem
KonnyecTBa OHEW OO0 UCTEeYEHUst Cpoka aencteus napons. HeobasaTtenbHbin atpubyT. MNpuHUmMaeT
3HayeHus: -1, ot 0 go 180. YcraHoBka 3HaveHus -1 0603HavaeT, YTO YyBEAOMIEHU BblAaBaTbCs He
Oyzet. Mo ymonyaHuio ycTaHOBMNEHO 3HayeHne -1.

Uucno paspelueHHbIX CeaHCOB

KoHconbHasi 0605104ka agMMHUCTPUPOBaHUA

Ons onpegenexHvs (YCTaHOBKWM) MOMUTUK, CBA3AHHbLIX C OrPaHMYEHMEM 4YMUcna AONYCTUMBIX CeCccuw
nonb3oBaTtenen, HeobxooMMo BBECTM KOMaHZy session-policies-set B pasgene ynpasrieHusi NonmTukamm
B6e3onacHOCTN KOHCOMbHOW 060MoYKM agMUHUCTpUpoBaHus. lMocne BBOAa KOMaHAbl cucTema nepenget
B pasgen ynpaeneHus MnonutukaMm ceccuin session-policies-set, rge Heobxoaumo 3agaTtb MpasBuna,
nucnonb3ys atpubyThl, yKkazaHHble B Tabnuua 22.

Tabnuua 22
Ne ATpUbyTbI OnucaHue
Monutuka He pacnpocTpaHsieTcA Ha cynepnonb3oBartens root.
MonuTuka  3agaeT  MakcuMarnbHOE  OOMYCTUMOE  KOJIMYECTBO  CECCUM
nonb3oBaTenen Ha gaHHom TC.
MpuHMMmaeT yncnosoe 3HayeHue ot 0 go 20.
Ecnu 3Ha4yeHne paBHO HYMO — AaHHasi NONMTUKa OTKIYeEHa.
max-sessions CnenyeT obpaTnTb BHMMaHWe, 4TO AN OCYLLECTBIIEHWS BXxoga Mpy MOMOLLM
<yucro> rpacmyeckon obonovkn OC B nonutuke GesonacHoctn C3U HCL Heobxoammo
yKka3aTb 3HA4YeHMe MaKCMMarnbHOro  JOMYCTMMOrO  KONM4ecTBa  CECcui
nonb3oBartesnen paBHbIM UNn 6onbLnM 2.
Mpy nNpeBbIWEHUN MaAKCUMANbHONO KONMYECTBa CECCUM MNONb30OBaTENO Npu
aBTopm3auun OyaoeT BbIBOOUTbCA nNpepynpexgeHne (Hanpumep, «He yganochb
cosgatb/yganuTb 3anuck...», «Cannot make/remove an entry for the specifed
sessiony», «JOCTUrHYT NMMUT NOAKINIOYEHMI NONb30BaTENSA»)
MonuTtuka He npumeHseTca Ha OC Astra Linux 2.12.
MonuTuka 3agaeT MakcMMarnbHOe BpeMs (B MUHYTax) 6e3aencTBmsA Nonb3oBaTens,
5 lock-timeout MO UCTEYEHMIO KOTOPOTrO CECCUSI TaKoro Nnonb3oBaTens OyaeT 3abnokupoBaHa.
<yucno> MpuHuMaeT yncrosoe 3HadeHne ot 0 go 300, ycTaHOBMEHHOE 3HaYeHne paBHoe

HYNK — OaHHaaA NoJIMTUKa OTKIK4YeHa.
MNonntuka BCTynaeT B CuUIy ONd BCeX HOBbIX rpa(pmqecmx N TepMUHanbHbIX ceccumn

schedule-force-  Monutka nossonseT BbIGPaTh MNPUHYAUTENbHOE 3aBeplUeHMe B KayecTse
shutdown OEenCcTBUs,, NPUMEHAEMOro K Monb30oBaTeNbCKMM CECCUSIM MO  HACTYNNEeHUo
<3Ha4eHue> 3anpeLeHHOro MHTepBara BpeMeHu.



MpuHMMaeT 3HaYeHUA: N0 — [Nl BCEX NONb30BaTENbCKUX CECCUN NPUMEHSIETCS
OnokupoBka, yes — [Ans nonb3oBaTenbCKMX ceccurn ByaeT npuMeHATbCS
NPUHYOUTENbHOE 3aBepLUEHNE.

Mo yMOI4aHutio B Ka4ecTBe 3Ha4YeHUA NoJIMTUKN YCTaHOBJ1EHO «NO»

BHumaHue! HacTtpoinka 6roknpoBku rpadhmyeckon ceccum Takke AOCTYMHa K M3MEHEHUo C
MOMOLLIbIO CTaHAAPTHbIX yTUNNUT HacTporikn OC. Takoe nsameHeHne He oTobpasnTcs B 060mnoyke
agMmuHucTpupoBarus C3U HCU.

Mpuwmep:
policies <enter>
session-policies-set <enter>
lock-timeout 0 <enter>
execute <enter>

PesynbTaT ycnewHoro BbINOSIHEHWS:
—  "Session settings session policies" — NONUTUKN NONb30BaTENbCKNX CECCUI YCNELUHO YCTaHOBSIEHbI.
PesynbTaTt OLWMGOYHOrO BbINONHEHUS:

—  "send_zmqg_cmd()# timeout responses” — He yganocb nepedaTb 3anpoc Ha U3MEHEHUe NONUTUK
Nonb30BaTeNbCKNX CECCUN;
—  "Error 13: Authorization is needed" — He yganocb MOnyyYnTb MNOMAMTUKM GE30NacHOCTW, TaK Kak

HapyLweHa ceasb ¢ C31 HC[;

—  "Invalid input: <HaumeHosaHue ampubyma> should be in range <[epaHU4YHbIe 3Ha4YeHUsI yKa3aHHO20
ampubymaj>" — BBeAEHO He4ONYCTUMOE 3HAYEHNE.

Mpadmyeckas obonoyka agMMHUCTPUPOBaAHUS

KonnyecTBo paspelleHHbIX CeaHCOB 3ajaeTcd B Kateropum «Hactponku ceccun». Kateropus copepxut
napameTpbl HACTPOMKN CECCUIN YHeTHbIX 3anucen nonb3osaTenen (cM. PucyHok 46). K gaHHbIM napameTpam
OTHOCATCS:
—  MakcumarnbHoe KonuyecTBo ceccuii?l. MakcManbHOe KOMMYECTBO aKTMBHbIX CECCUIA HA AAHHOM
TC. BoamoxHble 3HaveHusi 0 m oT 1 go 20. YcTaHoBKa 3Ha4eHus «0» o3HavaeT, YTo napamMmeTp bygeT
oTKntoYeH. o ymonyaHuto yctaHosneHo 3HadeHuve 10.

—  Taim-ayT GnOKMPOBKM ceccun (B MUHYTax). ABTOMATUYECKOE 3aKpbITUE CEecCUM Monb3oBaTerns
Yyepes onpeaeneHHoe BpemMsl HEaKTMBHOCTM Yy4EeTHOW 3anucu nonb3oBartensi. BoamoxHble 3HaveHus
0 n ot 1 40 120 YcraHoBka 3Ha4veHus «0» o3HadvaeT, 4To napameTp 6ygeT oTknoyeH. 1o ymonyaHuio
YCTaHOBIEHO 3Ha4yeHune 2.

—  [MpuHygutenbHoe 3aBepweHne paboTbl MO pacnucaHuto (dnar). YcTtaHoBKa OaHHOro napametpa
no3BonsieT NPUHYAUTENBHO 3aBepPLUMTL PaboTy NOMb30BaTENbCKNX CECCUN, a HE BnokMpoBaTth Npu
HacTynneHmu 3anpeLieHHoro BpeMeHHoro nHTepaana. Mo ymon4yaHuro q)nar He YyCTaHOBI1EH.
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21 He pacnpocTpaHsieTcs Ha cynepnosib3oBaTesisi root.



BHumaHue! Hactporika 6NOKMpOBKM rpadpmyeckon ceccum Takke [OCTYNHa K M3MEHEHUIo
C NOMOLLbI CTaHOapTHbIX yTunut Hactponkn OC. Takoe u3MeHeHMe He oTobpasuTcs
B obonoyke agMmuHucTpuposaHua C3/ HC[.

4.4.3 TMonuTuku ayauTa
KoHconbHasa obonou4ka agMUHUCTPUpoBaHuUA

[na ycTaHOBKM MNOMWTUK, CBA3a@HHLIX C MpaBunamMyM ayauta, HeobxXxogumo B KOHCOMbHOW 0Gonoyke
aZMWHUCTPMPOBaHNS B pasgene ynpasneHusi nonutukamu 6esonacHocty audit HabpaTe komaHay audit-
policies-set. Nocne BBoga kOMaHAbl CUCTEMa NepevaeT B pasgen ynpasneHus nonutukamu ayamta audit-
policies-set, roe HeobxoaMMo 3aaTh NpaBuna, UCNonb3ysa atpubyThl, NpyBeAeHHbIe B Tabnuua 23.

Tabnuua 23

Ne ATpnbyThI OnucaHue
Monntuka onpegensieT, OydeT N BbINONHATLCA cbop cobbiTuN,
. . CcBSA3aHHbIX ¢ cobbiTuaMuM Bxoga B OC, M 3anucb Takux cobbiTUA B
1  entries-policies <yes/no>

10

access-policies <yes/no>

users-policies <yes/no>

printing-policies <yes/no>

policies-policies <yes/no>

devices-policies <yes/no>

syslog-policies <yes/no>

firewall-security-events
<yes/no>

firewall-management
<yes/no>

XXypHarn BXoJoB.
MpuHMMaeT 3Ha4YeHus: yes — cobupatb, N0 — cOop He NPOM3BOANTCSA
Monntuka onpegensiet, OyaeT N BbINONHATLCA cOop cobbiTUN,

CBSI3aHHbIX C COBbITUSIMM JOCTYNa K 3awmiiaeMbiM 06bekTam, 1 3anucb
Takunx cobblTUi B XXypHarn AOCTyna K pecypcam.

MpuHuMaeT 3Ha4YeHusn: yes — cobupatb, N0 — cOop He Mpon3BOAUTCA
MonuTtnka onpegensieT, 6ygeT nu BbINOMHATLCA CcBop COBLITMA,
CBSI3aHHbIX C COObITUSIMM yMnpaBneHus nonb3oBaTensMu (rpynnamm

nonb3oBaTenen), U 3anucb TakMx COOLITUIA B >XypHan ynpasreHus
nonb3oBaTensmMu.

MpuHumaeT 3HaYeHus: yes — cobupaTb, N0 — cBOp He NPOM3BOAUTCA
MonuTvka onpedensieT, 6ygeT nv BbINONHATbLCA cBop COGLITUM,

CBSI3aHHbIX C COBbLITUAMM neyaTun, U 3anucb Takux coObITUIA B XypHan
nevyarTu.

MpuHumaeT 3HaYeHus: yes — cobupaTb, N0 — cBOp He NPOM3BOAUTCA
MonuTvka onpedensieT, 6yaeT nv BbINONHATLCA cBop COGLITUM,

CBA3aHHbIX C ynpaBleHneMm noJimTukamm ©e30nacHOCTH, 1 3anncb Taknx
cobbIThi B XypHan ynpasieHnda NnoJsIuTukamMmu.

MpuHuMaeT 3Ha4YeHusn: yes — cobupartb, N0 — cOop He Mpon3BOAUTCA
MonuTtnka onpegensieT, OygeT nu BbINONMHATLCA cbop cobbiTui,

CBSI3aHHbLIX C COObITUAMM goctyna K yCTpOVICTBaM, M 3anncb TaKnX
cobbIThi B XypHan ne4daTtu.

MpuHMMaeT 3Ha4YeHus: yes — cobupatb, N0 — cOop He NPOU3BOANTCSA
Monntuka onpegensieT, OygyT nuM  PEermcTpupoBaTbCs CUCTEMHbIE
cobbITKSA B XXypHane cucteMHbix cobbitun C3U.

NMpuHMMaeT 3HayeHus: yes —
He NponsBoanTCA

cobupatb, nNo — 3anucb

MonuTtnka onpegensieT, OyoyT nuM BbINONHATLCA cBop cobbITUR,
CBsI3aHHbIX C cobObITMAMN Be3onacHocTn MO, 1 3anucb Takux cobbITUM
B XypHan cobbitua 6esonacHoctn MO.

MpuHumaeT 3HaYeHus: yes — cobupaTb, N0 — cBOp He NPOM3BOAUTCA
MonuTvka onpedensieT, OyAyT M BbINOMNHATLCA cGOp COGLITHN,

CBSA3aHHbIX C COObITUAMKM ynpaeneHns M3, 1 3anmcb Taknx cobbiTUi B
XypHan ynpasnexus M3

MpuHUMaeT 3Ha4YeHUA: yes — cobumpaTb, N0 — cOop He NpoM3BOANTCS



Mpuwmep:

policies <enter>
audit-policies-set <enter>
syslog-policies yes <enter>
execute <enter>
PesynbTaT ycnewHoro BbINOSIHEHNS:

—  "Success setting device policies" — nonuTukM ayauta ycnewHo yCTaHOBIEHbI.
PesynbTaTt OLWMGOYHOIO BbINONHEHUS:

—  "send_zmg_cmd()# timeout responses" — He yganocb nepegatb 3anpoc Ha U3MEHEHWE MOSNUTUK
ayouTa;
—  “Error 13: Authorization is needed”" — He yganocb MONy4MTb MONMUTUKM ©E30MACHOCTU, TaK Kak

HapyLwweHa cBsasb ¢ C31 HC[.

Mpadmueckas o06onovka agMMHUCTPUPOBAHMS

YT106b! YCTAHOBUTL NONUTUKN ayauTa, HEOBXOAMMO NepenTn B kaTeropuio «Hactponkm aygnta» (cm. PucyHok
47), 3aTeM C MOMOLUbI YCTaHOBKW (brara OTMETUTb Heobxoaumble O MPOTOKONUPOBAHMS >KypHarbl.
Kateropusa «Hactpoviku ayanta» BKMoYaeT creayoLme napameTpsi:

—  Cpok xpaHeHus xypHana. [aHHbIM NapameTpoM YCTaHaBNMBAETCA CPOK XPaHEHUS XXypHaroB B
Mecsuax. [JonycTumble 3HayeHus oT 1 0o 6. o ymonyaHuio ycTaHOBIEHO 3HaYeHune 3.

— Ob6bem xypHana. [apameTp ycTaHaBnuBaeT OrpaHuyeHus obbema XXypHarnoB B AuManasoHe oT
100 M6 go 10000 M6 gnsa apxmBaumu. o ymonyaHuio yctaHoBneHo 3HadveHme 2800 M6.

— [TyTb kK apxvMBam >XypHamnoB. YCTaHOBKa MyTW apxuBaLuMu XypHanoB B cucteme. 1o ymonyaHuio
ykasaH nyTb: /dlix/backup.

—  2KypHan BxoQoB/BbIXOOOB. YCTaHOBKa chniara no3BonsieT NpOTOKONMpOBaTb B XypHane coObiTus
ayTeHTudumKaumm nonb3oBaTenen B onepaumnoHHON cucteme.

—  KypHan gocTyna k pecypcaM. YcTaHoBKa doriara no3BosisieT NpoTOKONMPOoBaTh B XKypHare coobiTus,
CBAI3aHHblEe C HACTPOWKOM MpaBwun pasrpaHuyeHns 4ocTyna v obpalleHVeM K 3allviiaeMbiM
o6bekTam gocTyna.

— XypHan ynpaBneHus nonb3oBatenaMuv M rpynnamu. YctaHoBka (pnara nossonser
NMPOTOKONUPOBAThL B XypHane cobbiTus, CBA3aHHbIE C CO34aHMEM, peakTUpOBaHMEM, yaaneHmem
yYeTHbIX 3anucein nonb3oBaTternen n rpynn nonb3oBaTenem.

— KypHan nedyaTtu. YcTtaHoBka crara nosBofseT NpOoTOKONMpOBaTb B XXypHane cobbiTva nedvatu
Ha rneyaTtarLmx yCcTponcTeax.

—  XypHan ynpasneHus nonuTtukamm 6e3onacHocTy. YcTaHoBKa drara no3BonseT NpoToKonMpoBaTh
B >XypHarne cobbITUsi N0 M3MEHEHU0 NoNMTNK 6e3onacHoOCTU.

—  CucteMHbIn XypHan. YcTaHoBka driara Mo3BONsieT MNpPOTOKONUPOBAaTb B XXypHane cobbiTusi
CUCTEMHOrO XypHana onepauuoHHon cuctemsl (syslog).

—  XypHan pgoctyna K ycTpoucTBaM. YcTaHoBKa doriara nossorisieT MpOTOKONMpoBaTb B XypHane
cobbITMSA, CBs3aHHble C HACTpPOMKaMuM npaBun  pasrpaHuyeHus goctyna v obpalleHus
K MOAKITI0YaeMbIM YCTPOUCTBAM.
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4.4.4 CpoK XpaHeHUs XXypHanoB B MmecsiLax

KoHconbHas 0605104ka agMMHUCTPUPOBaHUA

[ns ycTaHOBKM CpoOKa XpaHeHWs XypHanoB wHdopmauuoHHon 6esonacHoctn C3U HCO Heobxogumo

B KOHCOSbHOV 060MoYke agMMHUCTPUPOBAHWUA B pasfene ynpasneHus nonutukamu 6esonacHoctn audit

HabpaTb koMaHAy journal-policies-set. Nocne BBoga KomaHabl cMcTeMa neperaeT B pasaen journal-policies-

set, rae HeobxoaMMo 3aaTb CPOK XpaHEHWs XXypHarnoB B MecsiLiax ¢ NoMoLLbo koMmaHapl lifetime. B kavecTtse

nepegaBaemMoro 3Ha4yeHusi ykasblBaeTCcs Lienoe YMCro MecsueB B AnanasoHe oT 1 4o 6 BKMYUTENBHO.
Mpumep:

policies <enter>

journal-policies-set <enter>

lifetime 5 <enter>

execute <enter>

Pe3yanaT yCneLwHOoro BblNONHEHUA!

—  "Success setting journal policies" —
XKypHara ycTaHOBJEHbI.

NMOMUTUKA HACTPOWMKN Nepuoaa XpPaHEHWs! apXMBHbIX KOMWiA

PesynbTat oWMG0YHOro BINOMHEHMS:
—  "send_zmg_cmd()# timeout responses" — He yganocb nepefatb 3anpoc Ha U3MEHEHME MONUTUK
ayouTa;
—  "Error 13: Authorization is needed" —
HapyLweHa cBsasb ¢ C3N HC[;

— "Invalid input: journal lifetime should be in range [1, 6]" — BBe4eHO HEBEPHOE 3HAYEHUeE.

He yaanocCb MnonyyvYnTb NOJIUTUKK ©e3onacHoCTK, Tak Kak

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

CpoK XxpaHeHus XypHanoB MOXHO 3adaTb B kaTeropumn «HacTtporikn ayautay» (cMm. PucyHok 47). YcTaHoBKa
CpoOKa XpaHEeHUs XypHarioB ocyulecTBnsaeTcs B mecsuyax (ot 1 go 6 BkmounTenbHo). locne okoHYaHus
YyKa3aHHOTO Ccpoka (OpPMUPYETCA apxuB, W >KypHamnbl HA4YMHAKOT 3anofiHATLCH HOBbIMW - AaHHBIMW.
Mo ymonyaHuio ycTaHOBMEHO 3HaveHue 3.

4.45 OrpaHunyeHue obbema XypHanos

Mpumeuanme. lMpy nNpeBbIlEHUM 3a4aHHOrO oOGbema XXypHana, MPOWCXOAMT CO3faHue
APXVMBHOM KOMWU XXypHana.



KoHconbHas o6onouka agMUHUCTPpUpoBaHuA

Ons  yctaHoBkM ob6bema XypHanoB, HeOOXOAMMOro Ans CO34aHUA apXWMBHbIX KOMWIA  XXYPHaroB
nHpopmaunoHHon 6esonacHoctn C3UM HC[L, HeoOxoaMmo B KOHCONbHOW 000NoYke agMUHUCTPUPOBAHUS
B pasgene ynpasreHusa nonutukamu 6esonacHoctu policies HabpaTe komaHay journal-policies-set. Nocne
BBOAa KOMaHAbl cucTema nepenaet B pasgen journal-policies-set, roe Heobxooumo 3agaTb OrpaHUYeHUs
obbema xxypHanoB B gnanasoHe «ot 100 M6 go 10000 M6».

Mpuwmep:
policies <enter>
journal-policies-set <enter>
size 500 <enter>
execute <enter>
[nsa npyHyanTensHOro co3gaHuns apXmMBHbIX KOMUI XXypHanoB Heobxoanmo nepentn B pasgen audit v BeibpaTb
komaHpay archivate 6e3 napameTpos.

Mpumep:
audit <enter>
archivate <enter>

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

Ons ycrtaHoBku obbema XypHanos, HeobXoaAMMOro Ans CO34aHuUs apXMBHOW KOMWW, HYXHO NepenTu
B kaTteroputo «Hactponkn ayguta» (cm. PucyHok 47), 3atem B cTpoke «O6bem xxypHana B M6 (100-10000)»
HeobxoaMMo 3adaTtb 06beM, NPU AOCTXKEHUN KOTOPOro ByaeT co3gaHa apxXuBHas Konus XypHana.

4.4.6 HacTpouka nonUTUK NPOBEPKN LLEeNIOCTHOCTM annapaTHOU cpeabl

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

[ns ycTaHOBKM NONWUTMK MPOBEPKM LENOCTHOCTM annapaTHoOW cpedbl HEOOX0AMMO B KOHCOMbHOW 060mnoyke
agMWUHUCTPUPOBAHUS B pasfgene ynpaeneHus nonutukamyn 6esonacHoctu policies BbINONHUTL KOMaHgy
hardware-policies-set. Nocne BBOAa kOMaHAbl cuctema nepenget B pasgen hardware-policies-set, roe
HeobxoaMMO 3adatb NpaBuna, UCnonb3yst aTpubyThl, NpuBeAeHHble B Tabnuua 24.

Tabnuua 24

Ne ATpuGyThHI OnucaHue

BkntoueHne/oTKMOUEHNE NPOBEPKM LLENIOCTHOCTU NpU 3arpy3ke CUCTEMBI.
check-on-boot

1 Mo ymonyaHuio napameTp OTKIMOYEH.
<yes/no>
MpuHUMaeT 3Ha4YeHUA: Yyes — BKIIOYMUTb, NO — OTKITHOYMTb
‘ git BkntoyeHme/oTknoveHne OTCINEeXUBaHNS cobbITUI HapyLLeHus
2 g;’gs/rr?oi'a“ : uenoctHocTu. Mo ymonyaHuio napameTp OTKITHOYEH.
MpuHUMaeT 3Ha4YeHUA: yes — BKITKOYMTb, NO — OTKITHOYUTb
Mpumep:

policies<enter>
hardware-policies-set<enter>
check-on-boot yes<enter>
generate-audit yes<enter>
execute<enter>

PesynbTaTt ycnewHoro BblNOMHEHUS:
—  "Success setting hardware integrity policy" — nonutrka NnpoBepkn LLeNOCTHOCTU BKITHOYEHA;
—  “Success updating policies" — nonuTuka ayguTa BKOYeHa.

PesynbTaTt oWINMOOYHOrO BLIMNOMHEHNUS:

— "Invalid input: ‘yes’ or ‘no’ expected" — noruyeckoe 3HayeHWe He 4BMseTCSA AOMYCTUMBLIM.
[ocTynHble 3Ha4YeHUsa «yes» Unm «no.



Mpadmueckaa obonovka agMMHUCTPUPOBAHUSA

[N yCTaHOBKM MOMUTMK MPOBEPKM LIENTOCTHOCTY anmnapaTHOW cpedbl HeoOXoauMo MepeiTh B KaTeropuio
«AnnapaTtHasi LernocTHOCTb» (CM. PucyHok 48). KaTeropusi coaepXuT criegytolime napaMmeTpsbil:

MpoBepaTb annapaTHYl LEeNnoCTHOCTb BO BpeMs 3arpysku. YcTaHoBKa AaHHOro napameTpa
NO3BOMSIeT OCYLIECTBMATb aBTOMaTMYECKyld MPOBEPKY LENOCTHOCTM annapaTHoi cpepgpl
npw 3arpyske cuctembl. 1o ymonyaHuio doriar He YCTaHOBIIEH.

eHepaumsa cobbIT aygMTa annapaTHOM LEeNOCTHOCTU. YCTaHOBKa AaHHOro napaMmeTpa no3sonseT
oTcnexmBaTb CobObITUA  HapylleHus annapaTHoW uenocTHoctu. [lo  ymonuaHuio  cpnar
He yCTaHOBMEH.
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PucyHok 48. Kateropus «AnnapaTtHas LLeNnoCTHOCTb»

HacTpoika nonuTtuk paboTbl MeXceTeBOoro aKkpaHa

KoHconbHas o60504ka agMUMHUCTPUPOBaHUS

[na nepexoga B NOAMEHIO ynNpaBreHns NOIMTUKaMn HEMNOCPEACTBEHHO MEXCETEBOrO akpaHa HeobxoamMmo B
NoAMeEHI0 ynpasneHus nonmtukamum policies BeinonHUTb KomaHAay firewall-policies-set. Nocne BBoga komaHab!

cuctema nepengeTt B pasgen firewall-policies-set, roe Heobxogmmo 3agatb nonutuk MO, ucnonbays
aTpubyThl, NpeacTaBneHHble B Tabnuua 25.
Tabnuua 25

Ne ATpUbyYTbI OnucaHue

3anyck paboTbl MEXXCETEBOro 3KpaHa.

1  firewall-is-active <yes/no>

I'Ipvu-mmaeT 3Ha4YeHusd: yes — BKIMIOYUTb; N0 — OTKIMKYNTb

3anyck npoBepku WndpoBaHHOro Tpaduka.

2  ssl-analyze <yes/no>

MpuHMMaeT 3HaYeHUA: Yes — BKMHOUYNTL; NO — OTKMIOYUTb
BkriouyeHre aHanusa M KypHanvMpoBaHWsl COObITUIA MeXCeTeBoro
aKpaHa.

MpuHUMaeT 3HaYeHUA: yes — BKIMOYNUTb, N0 — OTKIIOUYNTB.

[locTyneH ayaut cneayoLmnx cobbiTin MEXCEeTeBOro akpaHa:

—address-blocking;
—kill-connection;
—policies-change;
—testing;

3 audit <aHayeHue> —set-rule;

—change-rule;

—remove-rule;
—firewall-state;

—set-profile;

—change-profile;
—remove-profile;
—set-blacklist-command;
—change-blacklist-command;
—remove-blacklist-command;



Ne ATpubyTHI OnucaHue

—set-whitelist-command;
—change-whitelist-command;
—remove-whitelist-command
Mpumep:

policies <enter>
firewall-policies-set <enter>
audit remove-rule yes <enter>
execute <enter>

BkntoyeHune/oTkntoueHne 6enoro n YEepHOro CnMcKoBs KomMaHAa.

MpuHumaeT 3HauYeHUA: whitelist— BknroueHne 6enoro cnnucka koMang,
blacklist — BkntoyeHWe YepHOro cnMcka KoMaHza, None — BbIKNIOYEHNE
©enoro 1 YepHOro CNUCKOB KOMaHA.

OD,HOBpeMeHHO BKIMHOYNUTb L‘IepHI:»Il\/‘I n 6enbii  CNMCKM KOMaHg
HEBO3MOXHO.

Mpumep:

policies <enter>
firewall-policies-set <enter>

black-white-lists blacklist <enter>
execute <enter>

black-white-lists
<3HayeHue>

M3meHeHne MakcMMarnbHOro MHTEepBana >XypHanmpoBaHusA COObITMA
. Tmna «C aGaTbIBaHVIe apasun» (B MUHYTAaXx). |-|OJ'II/ITI/IKa onpegendeTt
auto-block-interval P P ( yrax) P

5 MHTepBan cpabaTbiBaHUSA NpaBui Afsi aBTOMaTUYecKon OIrOKMPOBKK
<3HayeHue>| ampecos

MpuHumaeT 3Ha4eHusn: ot 1 go 60

M3mMeHeHne MakcMmanbHOro KOMMYecTBa XXypHanupyemblX cOBbITUM
auto-block-burst Tuna «CpabatbiBaHue npasun». [MonuTuka onpegensieT KonuMyecTBo
<3HayeHue> cpabaTtbiBaHMsA NpaBu Ans aBTomMaTuyeckon 6roKMpoBKM agpecos.

MpuHumaeT 3HayveHus: ot 1 go 10

Mpuwmep:
policies <enter>
firewall-policies-set <enter>
firewall-is-active yes <enter>
execute <enter>

Mpadmueckas o6onovka agMUHUCTPUPOBaHUSA

YToObl YCTAHOBUTbL NONUTUKM ayauTa MEXCETEBOrO 3KpaHa C NOMOLLbLO rpadumyeckon obonodkm C31 HCU,
HeobxoamMmo Bo Bknagke «M3O» nepenTu B kateropuio «lapameTpbi» (cM. PucyHok 49).
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KYPHA "COBLITUA BE30MACHOCTIA M3" - BbIKN
Agnpec saBnoxuposaH(exn), Agpec pazBnokMpoBaH(Bkn),

HYPHAN "YTIPABNEHWE M3" - BLIKN

Pazpis coefuuesna(ewn), [obSagneHue npaeuna(ern), Yaanenue npaeuna(Beikn), MsmeHexne npasnna(ein), Coznaque
npodrnaA(ekn), MameHene npoduna(ekn), Yaanendue npodmna(exn), AoGasnetune npunox. B YepHsiid cnncok(skn), YaaneHue
npnoK. W3 YepHoro cnucka(Bkn), MameHeHne npunox. B YepHom cricke(Brn), foGasneHne npunos. B Bensiit cnncok(ewn),
YoaneHne npunow. 3 benoro cnucka(ekn), MameHene npunox. 8 benom ciucke(Bxn), MaMeHeHne BrN. ypHana
fHezonacHoCTM(BLINT), MI3MEHEHME BK/. KYPHANA YNIPABNEHWA(BLIK), Vi3MeHeHre pexnMa (unsTp. npunom(Beikn), ViameHexue
pexuma SSL(TLS)(Bbikn), Mametenue Bxn. M3(Bxn), CamoTecTupoBaHie (BK/T), VameHeHye nonuTukw Gnk. agpecos(Bbik),
iameHeHwe coBkITHA NpoTokon. M3(ekn),

Gunetpayma SSL(TLS) Tpadmka Brn
BnorMpoBka agpecos ABTOMaTHYecKaA GnoKMpoBKa agpecos, ecnu npasuno M3 cpabotano Gonblwe 10 pas B TeueHnn 60 MUHYT
Ynpasnexue paGoToi M3 Brikn

KaTeropus «
— |_|p

PucyHok 49. Kateropus «lMapameTpbi»

MapameTpbl» BkNtoyaeT B cebs cnegyoLme napameTpbl:
oTOKONupoBaHne cobbitun M3. [lonutuka no3BonseT onpefenvTb TUN PErncTpupyembix

COObITUI MeXceTeBOro 9KpaHa, a TakkKe BKIo4YeHne 1N OTKI4YeHne BBeaeHnsa XypHarnos M3. I'IpM

Bbl

KIMHOYEHUM XypHanoB cobbitus M3 yaanstoTca. [JocTynHbl crieaylowe TUMnbl permcTpupyembix

CoObITUIA:

paspblB COeAMHEHUS;

agpec 3abnoknpoBan;

agpec pa3brnokMpoBaH;

pobaeneHne npasun MO;

yaaneHue npasun M3;

nameHeHue npasun M3;

cosfaHue npoduns;

M3MEHEHNE CBONCTB NPOogunns;

yaaneHue npoduns;

nsmeHeHne pexuma dunstpauun SSL(TLS) Tpaduka;
N3MeHEeHMe NoNUTMKN BNOKMPOBKN a4pecoB;

N3MeHeHne pexnMma unbTpaunmn NPUNoXeHUn;
n3MeHeHune pexuma pabotol M3;

camoTecTupoaHne M3;

nobaeneHune npunoxerus B Blacklist;

yaaneHue npunoxeHus us Blacklist;

n3MeHeHne CBONCTB nNpunoxeHus B Blacklist;
nobaenenune npunoxernsi B Whitelist;

yaaneHue npunoxexus n3 Whitelist;

n3MeHeHne cBoncTB npunoxeHus B Whitelist;
N3MeHeHNe CoObITUI NPOTOKONMPOBAHNS KOHUIypauuu;
n3MeHeHue pexuma paboTsl xxypHana «CobbiTust 6esonacHocTn M3O»
N3MEeHeHne pexnma paboThl xxypHana «YnpasneHue MO».

[na pernctpauum Tpedyembix COObITUIA AN NPOTOKONMPOBaHMS coObITUn M3 He06X0oUMO OBOVHBLIM KITUKOM
MbILIK 3anycTuUTb «3HaveHne» napameTpa «lpoTokonupoBaHue cobbituin MO». [lanee — OTKpOeTCst OKHO

«[lMpoTokonu

poBaHue cobbiTun M3» (cm. PucyHok 50).



MpoTokonuposaHue cobbiThit M3

MypHan "CobeiTia BezonacHocT M3"

TWUNbI PErHCTPUPYEMBIX COOBITHIA: Bxn (& BblEA
V| Appec 3abnoxmpoBaH
V| Appec pazbnokuposaH
HypHan "YnpaeneHwe M3"
TuUnNbl pErHCTPUMPYEMBIX COOLITHIA: Brn ‘@ Beikn

v | Paspeie coeguHenua

v | Cozganue npasnna M3
¥oanerue npaswna M3

v | MameHeHue npasywa M3

v | Co3gaHwe npothuna

v | Mamenenne npoduaa

v | ¥oanexuwe npodna
JofaeneHne NPUACHEHWA
B YepHEIN CNHUCoK
¥oaneHue NpunoseHnn
13 YepHoro cnucka

l1aMEHEHWA CEORCTE
MEMNOKEHHUA U2 YepHoro cnucka

JoOagneHue NpUNoKEHNA
B Benbiil CNMcok

YOaneHwe NpUnoxeHus
13 Benoro cnvcka

MameHeHWe CBOWCTE
npunoxeH1a w3 Benom cnicka

MameHeHWe pexuMa paboTw

#ypHana "Cobeitia bezonacHocTh M3

MameHeH1e pexuma paborl
#MypHana "¥npaenedue M3
MameHeHre pexuma
hMNETpALWA NPWNOMEHWA
MameHeHve pemmma
dmneTpayw SSL(TLS) Tpatwea

V| MameHeHwe pexvma pabotw M3

v | CamoTecTupogaqve M3

M3meHeHWe NONWTHEKA -:“].ln"ll.'.li{HDEIBHH aapecos

MameHeHve coBBITHA NPOTOROMPOBaHUA M3

CHATE BCe BeigeneHnA | | [MpumennTs | | OTmMeHa

PucyHok 50. MpoTokonupoBaHue co6bituin M9

dunbTpaums SSL (TLS) Tpaduka. NapameTp no3sonseT BKNIOYNTb pexnm dpunstpauumn SSL (TLS)
Tpaduka. MprHUMaET 3HaYEHUsT: «BKIY, «BbIkI». [0 yMOnN4aHuio yCTaHOBMNEHO 3HayYeHne Bk/I.
Bbnokuposka apgpecoB. [lonuTuMka nO3BOMNSET OCYWECTBUTbL OOKMPOBKY agpecoB npwu
YCTaHOBMEHHOM KONu4yecTBe cpabaTbiBaHWN MNpaBWUil  MEXCETEBOro dKpaHa B  TeYEHUM
YCTaHOBIMEHHOIO nepuoaa BpeMeHu. NpuHMMaeT 3HavYeHne KonmyecTa cpabaTbiBaHuia: oT 2 go 10;
NpMHUMaeT 3HaveHue cpabartbiBaHui npasun M3: ot 5 go 60 MuHyT. Mo ymMonuyaHuo nonuTuka
ocywecTtBnseT 6nokupoBky agpecoB npu 10 cpabaTbiBaHuax npasun M3 B TedeHne 60 MUHYT
(cMm. PucyHok 51).
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OcyllecTENATE GnokMpoBky agpecoe npw; | 10 A

cpabatuigaquid npasnn M3 3a (MuHyT) | 60 MuHyT -

| MpAMEHHTL OTMeHa

PucyHok 51. Monutuka 6noKMpoBKu agpecoB

— YnpaeneHue pabotor M3. lNMonntrnka no3BonseT BKAYUTE UMW BbIKIOYNTE paboTy MEXCEeTEBOro
akpaHa. Mo ymonuyaHuio ycTaHOBREHO 3HadeHue «Bbiki» lMpu BbiknoyeHHOM M3 oTknovaetcs
TONbKO UnbTpaLms COrnacHo ycTaHoBMNeHHbIM npasunam M3 u cnuckn komaHg Blacklist n Whitelist.

4.5 Pa3srpaHnyeHue goctyna K oobektam ¢pannoBon cuctemMsbl

C nomouwpto C3M HCL Dallas Lock Linux MOXHO pasrpaHuynTb OOCTYN K oObekTaM (pannoBor CUCTEMDI.
C3W HCL nossonsieT rmbko 3agaBaTb nonb3oBaTensam npaBa Ha gocTtyn Kk obbektam ®C. MNocne 3agaHus
npae nomnb3oBaTenu MoryT paboTaTb TOMbKO C TeMu OObekTamu, AOCTYN K KOTOPbIM WM paspeLueH,
1 coBepLUaTb Haf HAMU TOSNbKO CaHKLMOHUPOBaHHbIE OMnepaLmu.

BHumaHue! [uckpeuuoHHble npaBa AOCTyNa W KOHTPONb LENOCTHOCTU MPUHYAUTENbHO
Ha3HayeHbl CUCTEMON 3aLMTbl Ha kaTanor /boot. B cnyyae HeobxoanmMocTu B3auMoaencTBus
¢ obbekTamum hannoBon CUCTEMbI U3 BbILLEYNOMSHYTOrO Katanora, €CTb BO3MOXHOCTb WX
oTknouNTL. Mo 3aBepweHnto paboTbl pekoMeHOyeTCA OUCKPEUMOHHbIe MpaBa [ocTyna u
KOHTPOIb LIENOCTHOCTU BOCCTaHOBUTL. Ha cnyyan, ecnn pekomeHaaumst 6ygeT He BbINOMHeHa,
TO nocne nepesarpy3kn TC npaBa gocTtyna u KoHTponb uenoctHocty C3UM HCL Ha /boot
BOCCTaHOBATCS.

MpumeyaHue. [na koppekTHoW paboTbl pasrpaHMyeHus Joctyna Kk obbektam annoBou
CUCTEMbI, PaCMONOXEHHbLIX HAa CbEMHbIX HAKOMUTENAX, CMOHTMPOBAaHHLINA pa3gen CbeMHOro
HakonuTens JOMKeH MMETb KaKyo-nmbo 13 dannoBbix cuctem: ext2, ext3, extd, JFS, ReiserFS.

BHumaHue! C3M HC[ Dallas Lock Linux He nogaepxvBaeT umeHa anfioB U KaTanoros,
cofepXalmnx B CBOEM MMEHM cneumarnbHble CUMBOSbI.

B C3M HCQO Dallas Lock Linux peanun3oBaH COBCTBEHHbIN MeXaHW3M pasrpaHuyeHus npaB JocTyna
k obbektam PC, Takke nogaepxusaroTcsa cnuckn goctyna POSIX ACL22,

MpumeHnTENBHO K MpaBam AOCTyna, BceX nonb3oBatenen (CyObekTbl AocTyna), 3apermcTpupoBaHHbIX
B CMCTEMe 3aLWTbl, MOXXHO pa3fenuTb Ha TPU KaTeropum.

1.Y4yeTHble 3anvcu. OTO MHAMBUAOYyanbHble yYyeTHble 3anucu Monb3oBaTenen, AN KOTOPbIX YCTaHOBEHbI
nHaMBuayanbHble (OTAMYHbIE OT APYrMX NOMb30BaTENen 1 rpynn nonb3oBaTenen) npaea gocTtyna.

2.lpynna y4yeTHbIXx 3anucen. Bcem y4yeTHbIM 3anucaM, BXOAAWMM B OAHY rpynny, aBTOMaTUYecKu
Ha3Ha4yalTCH npasa Ha AOCTYN, YCTAHOBMEHHbIE AN FPYynMbl.

3.0ctanbHble. OcTanbHble y4YeTHble 3anucu, ANA KOTOPbIX He Ha3HayeHbl HW WMHAMBWUAYyarnbHble npasBa
AOCTYNa, HY rpynnoBble.

B C3M HCQ Dallas Lock Linux kaxgoMy o6bekTy MoxeT BbiTb CONMOCTaBMAEH CMUCOK, 3rIEMEHTaMn KOTOPOro
MOTYT SIBNATbLCHA MHOVBMAYANbHbIE YYETHbIE 3anucu, rpynnel nonb3osBatenen u kateropus « OctanbHbIE.

Kaxabll 06BbEeKT cUCTeMbl 3aliMThl XapakTepusyeTcs HabGopom napameTpoB 6GesonacHocTu. Kakabii
napameTp Ge30MacHOCTM KOHTPONMPYeT onpedesieHHyo onepauuio (yaaneHue, 3anyck, 3anuch), KoTopas

2 POSIX ACL — cuctema koHTpons ans pabotel ¢ #C B OC cemeincTtBa Linux, nocpeactBoM KOTOPOWA
OCYLLECTBNAETCS YCTaHOBKa NpaB AocTyna K dainnam.



MOXeT ObITb npomsBedeHa ¢ obbektoM. Jllobas onepaumsi ¢ 06BLEKTOM MOXET ObiTb paspewleHa nmnbo
3anpeLlleHa nonb3oBaTernto.

Ol'lepaLl,VIVI, KOTOpble MOXXHO Npon3BOANTb C 00beKkTamMm B CUCTEME 3aLLMTbI, 3aBUCST OT TUMa 06beKTa.

AamuHuctpaTtop Vb nmeeT BO3MOXHOCTb Ha3HayaTth criefytoume npasa OCTyna K 00 bekTy CUCTEMbI 3aLLMUTbI
Anga BbibpaHHOro cybbekTa gocrtyna:
—  KkaTanoru, nogkartanorn u dannbl (MOryT HaxoOAUTbCS Ha JOKanbHbIX OUCKaX, Ha CMEHHbIX
HOCUTENSX, Ha CETEBLIX pecypcax), CUMBOJIMYECKMNE CCbISTKM:
e «JocTyn Kk aTtpubyTtam» — akTyanbHO TONbKO [ONsl YYEeTHOW 3anucu nosib3oBaTensi-
Bnagensua n agmmHuctpartopa OC; ob6o3HauyeHne — «ar.
e «YTeHne» — NpoOCMOTP CoaepPXXMMOoro dawna nboro Tnna; obo3Ha4YeHNe — «I».

e «3anucb» — 3anuUCb Ha [AUCK W3MEHEHHOro danna (M3MEeHeHMe COAEPXKUMOro);
obo3HaveHne — «w».
e «3anyck» — BO3MOXHOCTb 3arpy3ku dainna B namsaATb W MOMbITKU 3anyCcTUTb

€ro Ha BbIMOJSIHEHWNE KakK UCMONHSIEeMYI0 NporpaMmMy (ToNbKo ANs nporpamm); obo3HaveHne
— «X».

o «[lepemelweHne» — cMeHa uMeHM (pacwmpeHud) danna unu ero nepemMeLleHue;
0603HayYeHne — «mp.

e «Co3gaHune CCbiNkM» — MpaBO Ha CO3[aHWe KECTKUX CCbIMOK (Tonbko And dhannos);
obosHayeHne — «l».

o «YpaneHue» — yganeHune obbekta PC; ob6o3HaYeHne — «uy».

e «CneunanbHble npaBa» — CcO34aHMe cneuvanbHbiX (annoB: COKeToB, OGMOYHBIX
YCTPOMCTB, MMEHOBaHHbLIX KaHanos (npusunerns ana @Qannos He MNpUMEHSAETCS);
obo3HayeHne — «S».

MpumeyaHue. lMpu HasHayeHun npaB AOCTynNa Ha CUCTEMHbIE AMPEKTOPUUM HeoBxoammo
y4nTbiBaTh 3aBUCALUME OT COAEPXKaHUA 3TUX OUPEKTOPUA NporpaMmbl U cepsuckl. B cnyvae
BbICOKON aKTMBHOCTM B LIENIEBOW AUPEKTOPUM, Onepauuns HasHavyeHus npas AoCTyna Moxet
3aHATb ANUTENbHOE BpPeMS.

Mpun 3anpete 3anucu B nanky neperMMeHOBaHUE BIIOXEHHbIX OOBEKTOB 1-r0 YpOBHSA BIOXEHHOCTU
He BbIMONHSIETCS.

M3meHeHne npaB gocrtyna XKECTKOW CCbINIKN BbI30BET cooTBeTCTBYHOLLIME U3MEHEHUA N B CaMOM cbaﬁne
(06'beKTe CCbIJ'IKI/I). YpaaneHue cCbifikn, ecrv OHa He NnocnegHss, He NoBneyveT yoanedHue cbaﬁna, OH OCTaeTCcA
cyuleCcTBoBaTb C Ha3HA4Ye€HHbIMKX NpaBaMu.

Mpu co3gaHuM CMMBONMYECKOW CCbISIKM BnagernbLbl Ha3Ha4yalTca B COOTBETCTBUM C KOHurypaumen OC
(yyeTHas 3anucb Nonb3oBaTens U OCHOBHAs! rpynmna).

Ecnu o6bekT siBNseTCs BMOXEHHBIM U eMYy HE COMOCTaBMEH CMMUCOK YYETHbIX 3anncen ¢ npasamu, To npasa
[OCTyna y4eTHOWN 3an1cu K JaHHOMY OObEeKTYy onpefenstoTcs napaMmeTpammy KOPHEBOro 00bekTa.

Ecnu yyeTHasa 3anucb HaxoauTcA B COMOCTaBMIEHHOM OOBLEKTY CMMUCKE M OOHOBPEMEHHO BXOAMT B COCTaB
rpynnbl YY4ETHbIX 3anucen, HaxXoOsALWMXCs B CONOCTABNEHHOM OOBEKTY CMMCKE, TO OENCTBYIOT MapamMmeTpbl
[0CTyna, YCTaHOBIMEHHbIE AS1S 9TON YY4EeTHOW 3anucu.

Ecnu y4eTHas 3anucb BXOAMT B COCTaB HECKOIBbKUX MY, HAXOASLLMXCS B COMOCTaBIIEHHOM OBBEKTY CMUCKE,
W, xoTst Obl ANS OAQHOW U3 3TUX TPYNN YCTAHOBMEH 3anpeT Ha COBEpLUEHUE [aHHOW onepauuu, a Takke
OTCYTCTBYET UHOMBMAYallbHOE COMOCTaBrEHWe OaHHOW YYETHOW 3anncu OGLEKTY (HET SIBHO Ha3HAYEHHbIX
npaBs), TO y4eTHOW 3anucu 3Ta onepauus sanpeLlaeTcs.

MNpumeuanmne. CrieayeT y4yecTb, 4YTO YCTAHOBIIEHHble MpaBa [ocTyna Aana rpynn
AencTBuTenbHbl TOMbKO [OMA CeCcUi nomnb3oBaTternen, 3anylleHHbIX rocne nobasneHus
nonb3oBaTenel B 3TW rpynnbi.

Ecnu ydyeTHas 3anncb He HaxoOMTCS B COMOCTaBNEHHOM OGLEKTY CMMCKE U He BXOOWT HU B OOHY
U3 COMOCTaBIMEHHbIX OGBEKTY (UMM KOPHEBOMY OGBEKTY) Fpynn y4eTHbIX 3anucei, To Ans Hee OEUCTBYIOT
napameTpbl, YCTAHOBMEHHbIE AN KaTeropumn yyeTHbIX 3anucein «OcTanbHbie» (Monb3oBaTenu, Ans KOTOpbIX
He Ha3Ha4eHbl MHAMBMAYanbHbIE NpaBa).

Ecnv pns  kakoro-To  o6bekTa  HaszHayaloTcs  MpaBa  [ocTynma, MNOTOM  3TOT  OObekT

ﬂepEVIMeHOBbIBaeTCH/HepeMeUJ,aeTCﬂ, TO NpaBa AOO0CTyna COXPaHAKTCA, B AJaHHOM Cllydae npasa OoCTyna
«npuBA3aHbI» K 06'beKTy.



[na nepexoda B MNOAMEHI0 pasrpaHUYeHust gocTyna k obbektam ¢annoBon CUCTEMbl HeobxogMmo
B KOHCOMbHOWM obonoyvke agmuHuctTpupoBaHusa C3W HC[, (ishl), B pasgene resources BbIMOMHUTL KOMaHAy

files.

lMocne BBoAa komaHAbl cuctema nepenget B pasgen files, rae HeobGxoaMmo BbINOMHWUTL komaHay dsb,
cuctema nepengeTt B pasgen ynpaerneHuss gocTtynom. KoHconbHoe npunoxeHue 6ygeT oxugaTb BBOAA
yrnpaBnsoLLMX KOMaHa AaHHOW NOACMCTEMBI, CMIMCOK KOMaHa npuBeaeH B Tabnuua 26.

Mpuwmep:

resources <enter>
files <enter>
dsb <enter>

Tabnuua 26
Ne KomaHpa
1  get-rights
2  set-rights-user
3 | user-list
4  set-rights-group
5 | group-list
6  set-rights-other
7  get-owner
8  set-owner
9  rm-rights-user
10  rm-rights-group
11 rm-rights-other
45.1

OnucaHune

MonyunTb cnucok npaB goctyna k o6bekty ®C. Heobxoaumo ykasaTtb
MONHbIV NYTb K OB BHEKTY.

Mpumep:
get-rights ‘/home/user/test.odt”

Ecnun Ha o6bekT PC He ObinM HasHa4veHbl npaBa cpeagcTeamu C3UN HCL,
cuctema Bblgact coobueHne “Missing dsb  rules” (“Mlpasa dsb
omcymcmsyrom”).

Ecnn Ha ob6bekt ®C Obinu HasHayeHbl npaBa cpeactBammn C3U HCL,
cucTeMa BblgacT cooblleHue, C ykasaHuWeM JorMHa Y4eTHOW 3anucu
1 HabopoM Ha3HaYEHHbIX NpaB

YcTaHoBUTL MpaBa AOCTyna y4eTHOM 3anucu nonb3oBaTensi K 00bekTy
dC, nogpobHee — B pasaene MNpaBa goctyna Kk 06bekty $C

KomaHga NMPOCMOTPAa Crnncka y4eTHbIX 3anucen

YcTaHOBUTE MpaBa [ocTyna rpynnbl nonb3oBaTtenen k obbekty OC,
nogpobHee — B pasgene [paBa goctyna Kk 06bekty PC

KomaHga NpoOCMOTpPa CnnCKa rpynn y4eTHbIX 3anucen

YcTaHoBUTE npaBa goctyna k obbekty ®C gna kateropum «npoyuve
none3oBaTenu u rpynnel», noapobHee — B pasgene [lpaBa gocTtyna K

obbekty ©C

KomaHga 3anpoca norvHa Bnagenbua obbekta PC, nogpobHee —
B pasgene CmeHa Bnagenbua obbekTa haninoBon CUCTEMBI

YctaHoBuTb Bnagensua obvekta PC, nogpobHee — B pasgene CmeHa
BnagenbLa obbekTa hannoBon CUCTEMbI

KomaHga ypaneHus npaB goctyna gnsd BblIOpaHHOW y4eTHOW 3anucy,
nogpobHee — B pa3gene YganeHue npas/npaBun JocTyna Ans cyobekra

gocrtyna
KomaHga ymaneHus npae gocTyna Ans BblOpaHHOW rpynnbl y4eTHOM

3anncu, nop,po6Hee — B pasgerne YpaneHve npae/npaBun gocTyna ans
cybbekTa goctyna

KomaHga yoaneHua npas AO0CTyna ANd KaTeropum ydeTHbIX 3anucen
«OcTtanbHbiey, nop,poGHee — B pasgene YganeHve npas/npaBun
gocTtyna ans cybbekTta gocryna

MNpaBa goctyna k 06bekTy ®C

KoHconbHas o6onoyka agMUHUCTPUPOBaHNA

Ans 3apgaHua npaB goctyna Kk 06bekTy ®C Ons yd4eTHOW 3anmcy Monb3oBaTens B pasfene ynpaereHus
pocTtynom (dsb) HeobxoaMMo BLINONHUTE kKOMaHAy set-rights-user, ¢ ykasaHnem aTpubyTOB, NPUBEAEHHbIX
B Tabnuua 27.



Tabnuua 27

Ne ATpubyT OnucaHue
1  login <3HayeHue> HavmeHoBaHMe yyeTHOM 3anucu nonb3oBaTens

3agaBaeMble NpaBa Ha 0OBHEKT hannoBO CUCTEMBI.

MpuHUMaeT 3Ha4YeHunA: cTpoka B opmaTe ‘arwxmusl’, cocrosiwas
n3 8 OyKBEHHbIX CUMBONOB, OOO3HAuawLWMX MpaBa AOCTyNa.
Mpu oTCcyTCTBMM onpeneneHHolx npaB, OykBeHHOE 3HayeHue

NPUBUIETMN MOXET ObITb 3aMEHEHO Ha cumBon “-”.

— a— npaBo Ha [ocTyn K atpubyTtawm;

— I — MpaBO Ha YTeHue;

— W — MpaBo Ha 3arnuch;

— X — MpaBo Ha BbINOMHEHMe (4N annoB u KaTanoros);
— M — NpaBo Ha NepeMeLLeHME;

— U— npaBo Ha yaarieHue;

— S — MpaBoO Ha co3fjaHve B kaTanore crneumanbHbIX ¢pannos:
COKeToB,  OfIOYHbIX  YCTPOWCTB,  WMEHOBAHHbIX  KaHarnoB
(npyvBunerna ans gannos He NpUMeHseTcs);

— | — npaBo Ha co3gaHue XeCTKUX CCbINTOK (TOMbKO Ans dainos).

2  rights <3HayeHue>

Cnegyet 006paTuTb  BHUMaHWe, 4YTO  MPUBUNEMUAS  «X»
ONst QMPEKTOPUIA MMeeT CBOWCTBO paspeLLeHnsi BXOXOEHUS B Hee
ansa cybbekToB gocTyna.

Mopsaok ykasaHusi CMMBOJIOB, 0603Ha4aloLWmX npaBa g4ocTyna unm
MX OTCYTCTBME, MOXET ObITb Moo

3 | path <3navyeHue> MyTb kK 06bEKTY hannoBon CUCTEMBI

Mpumep: Ha3Ha4YeHWe NpaB Ha YTeHne 1 3anucb Ha dann /home/user/test.odt ansa y4eTHoM 3anuncu
user.

resources <enter>

files <enter>

dsb <enter>

set-rights-user user rw /home/user/test.odt <enter>

[na 3apgaHua npaB goctyna k o6bekty ®C anga rpynnbl Nnonb3oBaTenen B pa3gene ynpaBnieHnsa OOCTYnom
(dsb) HeobGxooumo BeINOMHMTL KOMaHAy set-rights-group, ¢ ykazaHuem atpubyToB, NnpuBeAeHHbIX B Tabnuua
28.

Tabnuua 28
Ne ATpubyT OnucaHue
1  group <3HayeHue> HavmeHoBaHwue rpynnel nons3osarenem

3agaBaeMble npaBa Ha 06BbEKT hannoBon CUCTEMBI.

MpuHMMaeT 3HaYeHunA: cTpoka B hopmare ‘arwxmusl’, coctosias
3 8 OyKBEHHbIX CMMBOMOB, 0603HavalLWMx MpaBa [AOCTyna.
Mpv oTCyTCTBMM oOnpeaeneHHblX npaB, OYKBEHHOE 3HaveHue

“

NpUBUMNErMn MoXeT ObITb 3aMEHEHO Ha cUMBON “-”.
— a— npaBo Ha JocTyn Kk atpnbytawm;
— ' — NpaBo Ha YTEHNE;

2  rights <sHayeHue>

— W — MpaBo Ha 3anuce;

— X — MpaBo Ha BbINOMHeHWe (4N painoB u KaTanoros);
— M — NpaBo Ha NepemMeLLEeHuE;

— U— npaBo Ha yaarneHue;



3

Tabnuua 29
Ne ATpuoyT
1  rights <3HayeHue>

2

ATpubyT

path <3HaueHue>

OnucaHune

— S — NpaBO Ha co3gaHue B KaTasore cneunanbHbIX c*)aﬁnos:

COKETOB,  OMOYHbIX  YCTPOWCTB,  MMEHOBAHHbIX  KaHaroB
(npuBunernsa anga annoB He NPUMEHSETCA);

— | — npaBo Ha co3gaHue XeCTKUX CChINOK (TONbKO Ans hannos).

Cnep,yeT 06paTVITb BHUMaHWe, 4yTO npueunernd «X»

ANS AUPEKTOPUIA MMeeT CBOWCTBO paspelleHus BXOXOEHUS B Hee
Ans cybbekToB gocTyna.

Mopsaok ykasaHus CMMBONOB, 0603HaYaloWmX npasa 4ocTyna unm
UX OTCYTCTBME, MOXET BbITb Nobon

MyTb kK 06BEKTY hannoBon cucTeMsl

Mpumep: HasHayeHWe npaB Ha 4TeHMe M 3anucb Ha pann /home/user/test.odt gna rpynnbl
nonb3oBaTenemn user.

resources <enter>
files <enter>
dsb <enter>
set-rights-group user rx /home/user/test.odt <enter>

[nsa 3agaHnsa npaB Ha 4OCTYN Ans y4eTHbIX 3anvcen kateropun «OcTanbHbie» (Nonb3oBaTenu, Ans KOTopbIX
He Ha3Ha4yeHbl MHOMBMAYanbHble NpaBa), Heo6xoAnMOo BOCNONb30BaTLCS yNpaBnsaioLLen komaHaon set-rights-
other, ykasaB B ka4yecTBe aTpubyToB NnapameTpsbl, ykasaHHble B Tabnmua 29.

path <3HaueHue>

OnucaHue

3apaBaeMble NpaBa Ha 06bEKT halifioBoON CUCTEMBI.

MpuHumaeT 3HavyeHusa: cTpoka B dopmaTte ‘arwxmusl,
coctoswasa n3s 8 BGykBEHHbIX CMMBONOB, 0BO3HavaKLWmUx npasa
goctyna. [pwu oTCcyTCTBMM onpefeneHHbix npas, OykBeHHOe

3HayeHve npyMBUNErMm MoxeT ObiTb 3aMeHeHo Ha cumBon “-”.
— a— npaeo Ha JocTyn K atpubyTtam;

— I — MpaBo Ha YTeHue;

— W — MpaBo Ha 3anuchb;

— X — MpaBo Ha BbINoNHeHne (Ansa annos 1 KaTanoros);
— M — nNpaBo Ha NepemeLleHue;

— U — npaBso Ha yaarneHwue;

— S — NpaBo Ha co3fjaHue B KaTanore cneuuansHblX annos:
COKeTOB, OmO4YHbIX  YCTPOWCTB, MMEHOBAHHbLIX  KaHaros
(npuBuneruns ans ¢annos He NpUMeHseTCs);

— | — npaBo Ha co3gaHWe >XXEeCTKMX CCbITOK (TOnbko Ans
hannos).
Cnegoyet o00paTuTb  BHUMaHME, 4YTO  MPUBUNEINS  «X»

ONs QUPEKTOPUIA MMEEeT CBOWCTBO paspeLLeHUsi BXOXAEHUS B Hee
ans cybbekToB goctyna.

I'Iopﬂp,0|< yKa3aHna CMMBOIIOB, 0603HavatoLwmnx npaBa AO0CTyna
nnn nx OTCyTCcTBmne, MOXeT ObITb NtoboI

MyTb kK 06bEKTY hannoBon cUCTEMBI

Mpumep: HasHavyeHMe NpaB Ha YTeHue 1 3annck Ha dann /home/user/test.odt Ans ydeTHbIX 3anucen
kateropuun «OcTanbHbIe».

resources <enter>
files <enter>
dsb <enter>
set-rights-other rw /home/user/test.odt <enter>



MpumeyaHue. [Ina KoppekTHoW paboTbl pasrpaHuyeHns gocTyna Kk obbektam charinoson
CMCTEMbI, pacrnonoXeHHbIM Ha CbeMHbIX HaKOMUTEeNsaX, CMOHTUPOBAHHBIN pasfen CbeMHOro
HakonuTens AOMKeH MMETb Kakyto-nmbo 13 dannosbix cuctem: ext2, ext3, ext4, JFS, ReiserFS.

Mpadmyeckasn o6onoyka agMMHUCTPUPOBaAHUS
[nga Toro 4Tobbl HAa3HAYNTb OUCKPELMOHHBIN foCcTYn And obbekta ®C, He06X0AUMO BbINOMHUTL criegyoLme
waru:

1. B rpadmueckorn obonovke OTKpbITb BKNaaky «KOHTponb pecypcoB» M nepentu B kateroputo «dPanmnbi»
(cm. PucyHok 52).

Dallas Lock Linux = O X

@ Dallas Lock LINUX

MNonk3osarent MapameTpsi Ge30nacHoCTH KoHTpons pecypcos CKH M3 JKypHans!

. el Ga . B
=% Ly | S = =B Qi &3 Ynanuts thain © KoHTpons ayauTa (haiinos
Yctpoiictea | pMHTEpLI OE:E?:S::: PaguouHtepdencel | @annsi

4 OBHOBMTH 9 KoHTpons LenocTHoCTH thainos

|7 KoWTpons Hag diaitnom

OfEekTs jocTyna JencTena

ima ~ TN KOHTPOMA
.autorelabel

PucyHok 52. Bbibop kaTeropum «Pannbi»

raa
2. B pgepeBe obbektoB BbIbpaTh hawin, Ha NaHenu OEWCTBUW HaxaTb Ha KHonky —  «KoHTpomnb Hag
davinom». (cm. PucyHok 53).

Dallas Lock Linux o Hall R

@ Dallas Lock LINUX

Mons3osareny MapameTps Be3onacHocT KouTpons pecypcoe CKH M3 Ky pHanb!

— — =
= = E
MporpammHoe

Yctpoctea | [MpuHTEpsl ABACIAaE

4 OBHOBMTE @ KowTpons LenocTHOCT thaiinos

=B ,_‘;_. £3 Ypanuts haitn 2 @ KoHTpons ayguTa diainos
PaguounTepdeiicsl | ®ains

I“"_" KoHTpors Hag q:afmoml

O6bekTs gocTyna NencTeun
] = Tvn KoHTpONA -
.esd_auth
ICEauthority

b local
b .mozilla

1
I test text.odt

PucyHok 53. Bbi6op o6bekTa ®C

3. Oanee B oTkpbiToM OKkHe «KoHTponb Hag obbekTom: file_name» nepentn B pasgen «dMCKpPELMOHHbIN
pocTtyny. 3agaTb Habop paspelueHuin, KOTopbii OyaeT onpedensitb NpaBa K 4aHHOMY OOBLEKTY, MOXHO C
MOMOLLIbIO KOMaHA naHenu aencteui «CeonctBa» ans «lonb3oBatenuy, «Mpynnbi» nnn «OctanbHbIe.

MaHenb genctBuii «CBOMCTBa» MO3BOMSAET OnNpeaenuTb NpaeBa AocTyna K oObekTy Ans YY4eTHOW 3anucu
nonb3oBatens. [lpu BbIOOpe KoMaHObl OTKpbiBAeTcs dopma, B KOTOPOW W3 BbiNagatoLIero cnucka
HeoOXxoaMMo BbIOpaTb HauMeHoBaHME yYeTHOW 3anuvcu. [ocne gobaeneHnst B oOWMIA CIMCOK NS OAaHHON
y4eTHOM 3anucu Heobxooumo HasHauuTb Habop npaB (ycTaHoBKa drara B Mofe COOTBETCTBYHLLENO
paspelueHusi) (cM. PucyHok 54).
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L, Cwennte enagentua L CwennTe rpynny Bnagencua

Monb3oeatens: root{0) Ipynna: root{0)

Ha3zHaueHdkle npasa 2
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B e I et el

CreluantHsie npasa

CoXpaHuTs | | MpUMEHUTS OTMeHa

PucyHok 54. Co3gaHue HOBOro nonb30BaTeNibCKOro npaBuna

KomaHga «[pynnbi» nossonseT onpegenutb npaBa AOCTyna K OObekTy AN rpynnbl YYETHbIX 3anucew
nonb3osatenen. pu Bbibope kOMaHObl OTKpbIBaeTcd dopMa, B KOTOPOW M3 HMCMaZaloLWwero MeHH
HeobxoamMo BblbpaTb HavMeHoBaHue rpynnbl. [locne gobasneHnsa B OOLWMIA CNNCOK, ANS AaHHOW rpynnbl
HeobxoaMMo Ha3Ha4MTb Habop npas.

KomaHp,a «OCTaJ'IbeIe» no3BongdeT onpe,u,enmb npaBa ,IJ,OCTyI'Ia K KaTeropvm y\-IeTHbIX 3anucen
«OcTanbHbley.

2,
Cumsornom | “¥ B obLiem cnucke 0603Ha4aeTCs NOL30BATENLCKOE NPaBUIIO.

CvmBonom % B 06Lem crnmcke obo3HavaeTcs rpynnoBoe npasuno.

CumBornom —*

B obLem crnucke obo3HavaeTcs NpaBuo AN KaTeropum yYeTHbIX 3anncen « OctanbHbley.
Ons o6bekta PC MOXHO HazHa4YMTb creayoLme TUMbl paspeLLeHnii:

— [HocTtyn k atpubyTam — npaso Ha AOCTyn K aTpmubyTtam.

—  YTeHue — npaBo Ha YTeHue.

—  3anucb — npaBo Ha 3anuchb.

—  Banyck — npaBo Ha BbINofiHeHUe (TonbKo Ans dannos).

—  [epemelleHrne — npaBo Ha NepeMeLleHue.

—  Co3spaHue CCbInkn — NpaBo Ha CO3[aHune XeCTKUX CCbINOoK (ToNbKo Ans arnnos).

—  YpaneHvwe — npaBo Ha yaaneHue.

— CneupanbHble npaBa — MpaBO Ha CO3daHWe B KaTtanore creuuanbHbIX alinoB: COKETOB,
MMEHOBaHHbIX KaHanoB (Npusunerus ans amnnos He NPUMEHSIeTCS).

Cnep,yeT O6paTMTb BHMMaHWe, 4YTO pas3pelleHune «3aI'IyCK)) anda D,I/IpeKTOpI/II7I O3Ha4aeT npaBO BXOXOEeHusa
B Hee aAnd Cy6beKTOB nocrtyna.

4. Mocne YyCTaHOBKWM paspelleHuin Ux crnefyeT MNpUMEHWUTb, HaxaB KHoMky «lpumeHuTb», fanee —
«CoxpaHnTb».



4.5.2 CwmeHa Bnagenbua o6bekta hannoBon CUCTEMbI

Kaxgpbin 06bekT dharnoBon cuctembl B OC cemelicTBa Linux nmeeT Bnagensua. TOT, KTO co3a4an 3TOT 00beKT,
cyYMTaeTCcs ero BnaaenbLem.

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

[na npocmoTpa norvHa BnagenbLla o6bekta He06X0aMMO BbINONMHUTL KOMaHAy get-owner, ykasaB MofHbIn
nyTb kK 06bekTy OC.
Mpumep:
resources <enter>
files <enter>
dsb <enter>
get-owner /home/user/test.odt <enter>
B pesynbTaTe ycnewHoOro BbINOMHEHWUST KOMaHAbl CUCTEMa BblOAcT coobLieHune, B KOTOpom OyaeT ykasaH
NOrVH y4eTHOW 3anucu-Bnagenbla n HaMMeHoBaHme rpynnbl-Bragensyua.

Onsi cmeHbl BNagenbua obbekta HeO6X0AMMO BbINOMHUTL KOMaHAy Set-owner, ganee ykasaTb B KayecTBe
aTpubyToB NnapameTpbl, ykasaHHble B Tabnmua 30.

Tabnuua 30
Ne ATpnoyT OnucaHue
1  path <sHaveHue> MyTb K 06bEKTY hannoBoOM CUCTEMBI
2 | user <sHayeHue> JlorvH y4eTHOM 3anucu-BnagenbLa
3 | group <3HayeHue> HaunmeHoBaHue rpynnbl BriagenbLa
Mpumep:

resources <enter>

files <enter>

dsb <enter>

set-owner <enter>

path /home/user/test.odt <enter>
user user <enter>

group user <enter>

execute <enter>

Mpadmueckas o6onovka agMUHUCTPUPOBaHUSA

[nsa cmeHbl BNagenbua Heobxoaumo:

1.Ha naHenwu gencteui BoibpaTb koMaHAay «KoHTponb Hag hannom» (cMm. PucyHok 53).

2.B oTKpbIBLLEMCH OKHE NeperTu B pasgen «ANCKpeLMOoHHbIN AocTyn» (CM. PucyHok 54).

3.B naHenu pgencteun «Bnageneuy HaxaTtb Ha KHONKY « CMeHUTb Bnagensua» (cM. PucyHok 55)
CwmeHa rpynnbl BNagenbLa BbINOMHSAETCS aHanormyHbIM cnocobom, 4To n cMeHa Bnagensua danna.

WN3meHeHWe NpaB AWCKPELMOHHOTO AocTyna

Bnageney,
fl. CmenuTh BRagens fC
b8 afenkua At CMeHWTE Tpynny Bnagensyla
Monk30EaTens: user{1000) Mpynna: user(1000)

PucyHok 55. KomaHabl «CMeHuTb Bnagensua»/«CMeHUTb rpynny BrnagenbLa»



4.5.3 YpaneHue npaB/npaBun goctyna ansa cyobekra gocrtyna

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

[na yoaneHua npaB JocTyna y4eTHOW 3anvcy nonb3oBaTenst K BbibpaHHOMY 00bekTy JocTyna B pasgene
ynpaerneHus goctynom (dsb) HeobxooumMo BbINONMHUTL KOMaHAZy rm-rights-user ¢ ykasaHuem aTpuOyTOB,
npeacraBneHHbix B Tabnumua 31.

Tabnuua 31
Ne ATpubyTt OnucaHue
1  login <3HayeHue> JlornH yyeTHOM 3anucu nonb3oBaTens
2 | path <sHavyeHue> MyTb kK 06beKTY hannoson cuctemsl
Mpumep:

resources <enter>

files <enter>

dsb <enter>

rm-rights-user user /home/user/test <enter>

[ns ygoaneHus npaB gocTyna rpynnbl YYETHbIX 3anucein K BbibpaHHOMY OObLekTy AocTyna B pasgene
ynpasneHns goctynom (dsb) Heobxoaumo BbIMONMHUTL KOMaHAy rm-rights-group ¢ ykasaHvem aTpubyToB,
npeacTaBneHHbIX B Tabnuue 32.

Tabnuue 32
Ne ATpubyTt OnucaHue
1  group <3HayeHue> HanmeHoBaHuWe rpynnbl y4eTHbIX 3anvcen
2  path <svayeHue> MyTb kK 06beKTY hannoson cuctemsl

Ons ypnanedus npae pocTyna kateropun «OcTtanbHble» (Monb3oBaTenu, AN KOTOPbIX He HasHaueHbl
WHAVBMAYanbHblE NpaBa) K BblOpaHHOMY 0ObekTy JocTyna B pasgene ynpaeneHuss gocTtynom (dsb)
HeoGXoAMMO BbINOMHUTL KOMaHAy rm-rights-other ¢ ykasaHuem atpubyTa, npeactaeneHHoro B Tabnuua 33.

Tabnuua 33

Ne ATpubyT OnucaHue

1  path <sHayeHue> MyTb kK 06bEKTY hannoson cuctemsl

Fpadmyeckan ob6onoyka agMMHUCTPUPOBAHUA

&

YpaanuTte npasuna AUCKPELIMOHHOMO A0CTYMNa MOXHO C NMOMOLLIbIO KOMaHAbI «YpaneHue» (cMm. PucyHok 56).
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PucyHOK 56. YaaneHue npaBuna AUCKPELMOHHOro aAocTtyna
4.6 KoHTponb ycTpoucTB

Moacuctema npumeHseTcs AN pasrpaHNyYeHns JoCTyna nonb3oBaTenen 1 rpynn nonb3oBaTtenen K 6y104HbIM
YCTPOMCTBaM, OorpaHuyeHns goctyna k 6ecnpoBofgHbIM YCTpOMCTBaM nepegayn MHgopmMauum, ycTpomucTeam
BbIBOJA Ha nevaTb B Lensax npegoTepalleHns HeCaHKLMOHMPOBAHHOM YTEYKM NHdopMaL MK ¢ 3aLuLLIaemMoro
TC.

BHumaHue! lNpu nepBom nogkntoyeHun yctponctBa Kk TC yCTPOMCTBO perncrpupyetcs
B CBW HCO c HasHayeHHbIMM npaBaMu [JocTyna [Ans KaTeropum Y4yeTHbIX 3anucemn
«OcTanbHble», aHanornyHeiMM MNpaBamMu OOCTyna ANs OAaHHOW KaTeropuu nonb3oBaTenew
ans knacca 6104YHbIX YCTPONCTB.

Mpumeyanue. C3N HC[ ocylecTBnsieT KOHTPOSb YCTPOMUCTB nocre MoHTuMpoBaHus mux ®C.
Takum obpasom, ecnu PC noOAKMYEHHOrO YCTPOWCTBA HE CMOHTMpOBanacb, npasuna
pasrpaHuMdeHusa gocTyna penctBoBaTb He OyayT. Takke CTOUT OTMETUTb, YTO He BCe
yCTPOMCTBA  MOryT  aBTOMaTU4EeCKM  MOHTMPOBaTbCsA K CUCTeMe B  npouecce
ee PyHKUMOHUpOBaHusA. NoaToMy HeobXoauMO NPOBEPUTbL BO3MOXHOCTb aBTOMAaTMYECKOro
MOHTMPOBAHWSI YCTPONCTB B npoLiecce pabotel C3W HCA.

B Tom cnyyae ecnn ®C noakno4eHHOro ycTpoMCTBa He CMOHTMpOBanacb aBTOMAaTUYECKM
(Takoe BO3MOXHO npu pabote 6e3 rpadmyeckon o6OMOYKM), MONBL3OBATEN HEOOXOANMO
OyoeT CMOHTMpOBaTb YCTPOMCTBO BPYYHYIO ninn obpatuTecs kK AUB.

e 518 NONb30BaTENbCKMX — He bonee 32 npasun;
e Ans rpynnoBbiXx — He Gonee 32 npasun;

@J I'IpumeanMe. Konnyectso npaBwui, Ha3Ha4YaemMblIX Ha yCTpOI7ICTBO OorpaHn4eHo:
e A KaTteropum «OcTanbHble» — He bonee 1 npasuna.

4.6.1 PasrpaHuM4yeHue gocTyna K 65104HbIM yCTPOMUCTBaM

C3MHCLO npepoctaBnseT BO3MOXHOCTb pasrpaHUYeHUss [[OCTyrna K Kraccy OroYHbIX YCTPOWCTB.
PasrpaHunyeHne gocTyna BO3MOXHO Ha YPOBHE Y4YETHbIX 3anuvcei, rpynn ydeTHbIX 3anucen, kaTeropuu
y4yeTHbIX 3anucen «OcTanbHbIe».



PasrpaHquHme 0OCTyna OCyLeCTBndeTCcA Ha OCHOBE MaTpuubl OOCTYyNa, onuncblBatoLLEeN npaea AocCTtyna
YHeTHbIX 3anucemn nonb3oBaTenen u rpynn, K 3apermctpupoBaHHbIM B CUCTEME ©NoYHbLIM yCTpOﬁCTBaM.

OcyLecTBRsiIETCA pa3rpaHMYeHne AocTyna K cnegylowmumM Tunam yCTponcTB:
—  USB-Flash-Hakonutenu;
—  BHELLHWe HaKonuTemnu Ha XeCTKUX auckax2s3;
—  VHble yCTponcTea.
KoHTponupyeTtcsa gocTyn K crnegyowmm nHTepdericam Beoga (BbiBoaa):
— noptbl (USB, COM, LPT);
—  KOHTponnepsl WuHbl IEEE-1394.

CTpyKTypa KOHTPONMpYyeMbIX YCTPOMWCTB, TUMNOB YCTPOMCTB OTOGpaxkaetcda B Buae pepesa. KoHTponb
uHTepdencoB BBoAa (BbiBOAA) OCYLLECTBSETCSA B OTAENbHOW kaTeropum «[MlopTel» Bkrnagku «Pecypcbi»
rpadounyeckon o6ono4km agmmHuctTpuposarHna C3M HCL.

BHumanue! PasrpaHvnyeHve goctyna K yCTpoWCTBaMm, MponucaHHbiM B panne /etc/fstab,
He npousBoauTcs. PekomeHgyetcs ob6ecneuntb 3awuTy JaHHOro pamna C  MNOMOLBO
mMexaHuamoB C3/ HCL.

MpumeuyaHue. LVM gobaBnseT ypoBeHb abcTpakumm npy B3anMOAEeNCTBUM C PU3NYECKUMU
HocuTenammn LVM, no3TOMy KOHTPOSlb TakMx YCTPOWCTB OCYLUECTBMASETCA Ha MOrMyeckom
YPOBHE, BHYTPU hannoBon CUCTEMBI.

B C3M HC[O nogkniovaemble OMoyHble YCTPOMCTBA OTOXAECTBISKOTCA C TOYKAMU MOHTMPOBAHUS —
KaTanoramu, B kKoTopble MOHTUpYtoTcs PC ycTponcTtea. Takum o6pa3om, Mmacka npaB 4OCTYNa K yCTPONCTBY U
3HayeHne aTtpubyToB Macku npaB [AOCTyna aHanorMyHbl aTpmbyTtam MpaB Q[ocTyna K KaTanoram
1 nogkartanoram.

Ecnu nonb3oBaTenb COCTOMT B rpynne, KOTOPOW 3anpelieH [OCTyn K YCTpoWcTBam, TO 3arnpeT
pacrnpocTpaHsieTCsl M Ha Nonb3oBaTens.

Ecnv nonb3oBaTens cocTouT B rpynne, KOTOPOW paspeLleH JOCTYN K YCTPOMUCTBaM, TO NoMnb30BaTento Tak xe
OyOeT paspeLueH 40CTyn K yCTPOUCTBaM.

Ecnu nonb3oBaTernb BXOAUT B HECKOSbKUX rpynnax, TO A KaX4oN U3 Takux rpynn ¢ NOMOLLH NTOrMYecKoro
YMHOXEHWA BblYUCNAOTCS 3hEKTUBHBIE NpaBa AOCTYNa K YCTPOMCTBY:

pynna 1 pynna 2 Hoctyn
+ —_ —
— + —
+ + +

«+» — [OCTYN pa3peLleH
«—» — [0CTYyn 3anpeLueH

MpumeuaHme. B cryyae ecnv KOHKPETHOMY NMOMb30BATENI0 HAa3HaYeHbl SIBHbIE paspeLuaroLne
npaBa — rpynnoBkle NpaBa aHanM3npoBaTtbecs He 6yayT. B aTom cnyyae, paspeluatoLLee npaBo
OyOeT MMeTb NPUOPUTET Hag 3anpeLLaoLLyM.

Ecnun yquHon 3anncun He HasHavyeHbl HaAnBUAOyarnbHbI€ NpaBa, U OHa He BXOAUT HU B OOHY U3 Tpynn y4YeTHbIX
3anucen, To ons Hee ,Cl,eI7ICTByl0T napamMmeTpbl, YCTaHOBIIEHHbIE 114 KaTeropun «OcTanbHbley.

Mpouenypa HasHaYeHusi NpaB AN Kaxaon n3 06ono4Yek agMMHUCTPUPOBAHUS ONMCaHa HUXKe, B Noapasaenax
KOHcomnbHas oboriovka agMUHUCTPUPOBaHUSA M rpaduyeckass oboroyka agMUHUCTPUPOBAHUS TeKYyLLEero
pasgena.

23 YcTpoiicTa, NoaknoyaeMble NOCPeacTBOM UCTONb3oBaHNUA HTepdencos SATA, IDE, wuHbl PCI Express.



BHumaHue! OTcyTCTBME paspelleHns Ha YyTeHre (napaMeTp r B Macke nNpaB JOCTyna) BeAeT K
NonHoMy 3anpeTy AocTyna K yCTPONCTBY/TUMy yCTPONCTB/KNaccy BnoYHbIX YCTPOMCTB.

KoHconbHasa o60no4yka agMUHUCTPUPOBaHUA

[na nepexoga K NoaocuMcTeMe KOHTPONS AOCTyrna K yCTpoOMCTBaAM HeobxoouMO B KOHCOJbHOW OOOMouKe
aamnHuctpupoBaHusa C3UW HC[ (ishl) B pasgene resources BbiNnonHUTL komaHay hardware. Nocne BBoga
KOMaHAbl cuctema nepenget B pasgen hardware. [lanee koHconbHOe npunoxeHue 6yaeT oxuaaTte BBOAA
YNpaBnsaoLWmMX KOMaHg NoACUCTEMbI, CMIMCOK KOMaHA npueedeH B Tabnvua 34.

Tabnuua 34

Ne KomaHpa

1 show-devices

2 show-rules <3HavyeHue>

remove-device

3
<3HayeHue>

4 remove-user-rules

OnucaHue

BbiBog cnucka NOAKMOYEHHbIX YCTPOWCTB M YCTPOWCTB, ANSA KOTOPbIX
ObIny onpeaeneHbl Npasunna pasrpaHnyYyeHns gocTyna.

Mpumep:

hardware <enter>

show-devices <enter>

B pesynbtaTe BbINONHEHMS KomaHAabl OyaeT BbiBegeHa Tabnvua
C nonsamMu:

device ID — ngeHTndUKaTOpP YCTPOMNCTBA;

name — 1MMs YCTPOWCTBa;

label — meTka ycTponcTsa;

— status — cTaTtyc ycTpovcTBa

BbiBOg cnucka npaBun  pasrpaHMYeHUs  J0CTyna, Ha3Ha4YeHHbIX
Ha ycTpomncTBO. B kauyecTBe napameTpa k kKOMaHAe Heobxoaumo ykasaTb
UM$§ YCTPOMCTBA.

Mpumep: BbIBECTM CNUCOK NpaBun Ans ycrponctea ¢ umeHem sdb.
hardware <enter>

show-rules /dev/sdb <enter>

Ecnu gnga yctponcTtBa He ObinvM HasHaveHbl NpaBuna pasrpaHuyeHus
JocTtyna, cuctema BblgacT coobuleHme «Warning! no rules for this device.

Nothing to display» («[lpedynpexdeHue! Hem npasun 0Ons 3mMoeo
ycmpoticmea. He4eeo rokazame»)

KomaHga ygansetr ycTpOMCTBO C  Ha3HaYeHHbIMWM  MpaBunamm
pasrpaHuyeHuMs AOOCTyna W He MNOOKMIYEHHOe B [AaHHbIA MOMEHT
n3 cnucka yctponcts TC. B kayecTBe napameTpa Kk koMaHge Heo6xoanmo
yKasaTb MMsl YCTPOMCTBA.

Mpumep:

hardware <enter>

remove-device /dev/sdb <enter>

YpaneHne  npaBun  pasrpaHuMdeHus  goctyna K YCTPOWCTBY

ansa nonb3oBatensa. B kadecTBe anM6yTOB HeobxoamMmo yKasaTb
cneagywuwme napamMmeTpbl:

— device — ngeHTudukaTop yCTPOUCTBa;

— login — norvH y4yeTHOM 3anucu nonb3oBaTens.
Mpumep:

hardware <enter>

remove-user-rules <enter>

device /dev/sdb <enter>



5

6

7

8

9

10

11

KomaHpa

remove-group-rules

set-user-rules

user-list

set-group-rules

group-list

set-other-rules

remove-other-rules

OnucaHue
login user <enter>
execute <enter>
YpaneHve npaBun pasrpaHMyeHust JoCTyna K YCTPOWCTBY AN rpynmbl

nonb3oBatenen. B kayecTse anVI6yTOB HeobxoaMmo YKa3aTb
cnegyouine napamMmeTpbl:

— device — ngeHTUMKaTOP YCTPONCTBA;

— group — HaMMeHoBaHue rpynnbl Nofb3oBaTenen.
CuvHTaKcMC KOMaHabl aHanorM4yeH CUHTaAKCUCY KOMaHbl remove-user-
rules

YcTaHoBKa npaBun pasrpaHuyeHnst 4OCcTyna K YCTPOMCTBY ANst Y4eTHbIX
3anucein. B kavectBe aTpubyToB HeobxoaMMo YykasaTb cregywoliue
napameTpbl:

— device — ngeHTUbMKaTOp YCTPONCTBA;

— login — noruH yyeTHOM 3anucum nonb3oBaTens;

— rules — matpuua npaB goctyna, B oopmaTe «arwxmusl». Nopsagok
yKasaHus npaB JOCTyna K YCTPOMCTBY AOMKeEH OblTb cobnioaeH.
Mpumep:

hardware <enter>

set-user-rules <enter>

device /dev/sdb <enter>

login user <enter>

rules -rwx---- <enter>

execute <enter>

BbiBoa cnmcka y4eTHbIX 3anvcen B pasgene hardware

YcTaHoBKa npasun pasrpaHnyeHna Oocrtyna K yCTpOVICTBy ana rpynnbl
nonb3oBatenen. B kayecTee anM6yTOB HeobxoaMmo yKasaTb
cnegywwme napamMmeTpbl:

— device — ngeHTndmMKaTop yCTPONCTBA;

— group — HavMeHoBaHWe rpynnbl Nonb3oBaTenen;

— rules — macka npae goctyna, B oopmate «arwxmusly. Mopsigok
yKasaHus NpaB 4OCTyna K YCTPONCTBY AOMKeH OblTb COOMtoaeH.

CuvHTaKcMC KOMaHabl aHanorMyeH CUHTaKcUcy komanabl set-user-rules
BbiBOA cnivcka rpynn nonb3oBatenen B pasgene hardware

YcTaHoBKa npaBun pasrpaHM4eHns 4ocTyna K YyCTPOWCTBY ANS YYETHbIX
3anucen karteropum «OcTanbHble» (Nonb3oBaTenn, Ans KOTOPbIX
He Ha3HayeHbl UWHAMBMAYyanbHble npaBa). B kayectBe artpubyTos
HeobXxoAMMO ykasaTb cregytoLmne napameTpsbl:

— device — ngeHTUdUKATOpP YCTPOMCTRA;

— rules — macka npaB goctyna, B popmate «arwxmusl». Mopsagok
YyKasaHus gaHHbIX NpaB 4oCTyna JOIMKeH ObiTb COOMNOaEH.
Mpumep:

hardware <enter>

set-other-rules <enter>

device /dev/sdb <enter>

rules -r------ <enter>

execute <enter>

YpaneHve npaBun pasrpaHuUyeHusl 4OCTyna K YCTPOMCTBY AN YYETHbIX
3anucen kateropum «OcTanbHble» (nNonb3oBaTenu, ANnsi  KOTOpbIX



Ne KomaHpa OnucaHue

He Ha3HayeHbl uWHAMBMAYanbHble npaBa). B kayectBe artpubyTos
HeobxoaMMO yKasaTb crneaylLwwun napameTp:

— device — ngeHtndmkaTop yctpomncrea

OtobGpaxeHne Bcex noptoB (USB, COM, LPT), AoCTynHbIX
12 | show-usb-ports ONS NOAKMIOYEHNs1 YCTPONCTB, B hopmaTte Tabnuubl co ctonbuamu port
(HameHoOBaHwWe nopTa) 1 status (Tekywwmi cTatyc noprta)

BriokupoBka/pa3broknpoBka MopTa Ans BCEX YYETHbIX 3anwuceit
nonob3oBaTenei. B kayectBe aTpubytoB HeobxoguMo  ykasaTtb
criegyloLme napameTpbl:

— port — HaumeHoBaHue NopTa;
— status — crtatyc nopta. MpuHumaeT 3HauveHus: on/off nnn 1/0.

13  set-usb-port-status Mpumep:
hardware <enter>

set-ush-port-status <enter>

port <3HayeHue> <enter>

status off <enter>

execute <enter>

OnucaHne CMEeHHOro HakonuTens NO3BOSSET 3aMEHUTb YCTAHOBMNEHHbLIM

Has3BaHueM unaeHTuukaTop Hakonutens Ans paboTbl C HakonuTenem
B C3W.

B kayecTtBe aTpnbyTOB HEOOXOAUMO YyKa3aTh criegyroLlime napameTphbl:
device — ngeHTUdUKaTOp YCTPONCTBA;

info — onncaHne ons cCMEHHOro HaKONUTENS.

14 | set-device-info?* .
Mpumep:

hardware <enter>
set-device-info <enter>
device <3HayeHue> <enter>
info <3HavyeHue> <enter>
execute <enter>

OTo6pa>KeH|/|e Tabnuubl yCTpOVICTB C onuncaHuAamMn, ycTtaHOBIIE€HHbIMU

15  show-device-info24 e
C nomoLbio KomaHabl set-device-info

Mpadmueckas o6onovka agMUHUCTPUPOBaHUSA

Hactpoiika napameTpoB [OCTyrna OCYLEeCTBMNSETCH Ha Bknagke «KOHTpornb pecypcoB» B KaTeropuu
«YcTpouncTear.

[na Ha3HaveHWs NpaB 4OCTyNa Ha yCTPOWCTBO/TUN YCTPONCTB HEOHXOAMMO BbINOMHUTL CneayoLime warm:
1. B obwem cnucke BblAeNUTb MOEHTUMUKATOP YCTPOMCTBA/TUNA YCTPOUCTB/KNacca BroYHbIX YCTPOWCTB U

B

Ha naHenu OencTBuI HaxaTb Ha kHonky ~ «KoHTponb Hag ycTpoicTBoM» (CM. PucyHok 57).

24 KomaHga goctyrnHa TonbKO Mpu HanuMymm COOTBETCTBYIOLLEN NULIEH3NN.
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PucyHok 57. Bbibop ngeHtudmkaTopa yctponctea

2. [Oanee B oTKpbITOM OKHe «KOHTponb Hag ycTponcTeoMm: file_name» nepentn B pasgen «MCKPELMOHHBIN
poctyn». 3agatb Habop paspelueHui, KoTopbin ByaeT onpedenaTb nNpaBa K AaHHOMY OBBLEKTY, MOXHO C
NMOMOLLbIO KOMaHA naHenu aencteun «Ceoncteay ansa «Monb3oBaTtenu», «pynnbl», «OcTanbHbIe.

MaHenb genctBuii «CBOMCTBa» MO3BONSET OMpPeAenuTb MpaBa [OCTyna K oObekTy AN y4eTHOW 3anucu
nonb3oBatens. [lpu Bbibope koMaHObl OTKpbiBaeTcs dopMa, B KOTOPOW M3 BbiMadaloLlero Ccrnvcka
HeoOxoaMMo BbIOpaTb HaumMeHoBaHME yyYeTHol 3anucu. [ocne pobaeneHus B o6LWMIA CAMCOK AN OAaHHON
YYETHON 3anmMcyn HeobxoaumMo HasHauMTb Habop npaeB (ycTaHoBKa chnara B none COOTBETCTBYHOLLEIO
paspelueHunst) (cMm. PucyHok 58).

3. Mocne goGaBneHns y4eTHO 3anvcK, rpynnbl y4eTHbIX 3anuceit, kateropum «OcTanbHble» HasHavalTcs
npaea gocTyna Ans BblGpaHHOW KaTeropuv cybbekToB JocTyna.

4. lna coxpaHeHus npaBun Heobxoaumo Ha naHenu AencTBui BblbpaTb komaHay «[puMeHuTb» (CM.
PucyHok 58).
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PucyHok 58. Co3gaHue HOBOro nonb3oBaTenibCKOro npasuna

KomaHnpa S «YpaneHue» nosBondeT yganuTb MpasBunio M3 cnncka «[UCKPEeuWOHHbIM JocTyny» Ans
BbIOpaHHOro ycTporicTea. [ocne yaaneHus B NeBOM HbKHEM yriy rpadouydeckon koHconu C3M HCI nosiButcs

UHbopMaLMoHHOe cooblueHue «MpaBuno goctyna 6bino ycnewHo yaaneHo» (cMm. PucyHok 59).

Iﬂpasmw AcTya BLn0 YENBLWHE yAaNEHD ' host:diladmin@127.0.0,1

PucyHok 59. UHdopmaumoHHoe coobeHne

YnpaeneHve KoHTponem uHTepdericoB BBoda (BbiBoga) B C3W HCLO Dallas Lock Linux csogutcs
K BO3MOXXHOCTU BNOKMPOBKM MIn pa3brioKMPOBKU YCTPOWCTBA.

YnpaBneHune koHTponem uHTepderncoB Beoaa (Bbieoga) B C3W HC[ Dallas Lock Linux ocyuwiectBnsetcs
B kaTteropuu «[opTbi» Bknagku «CKH» rpadmyeckort 060n04km agMmHucTpmpoBaHus (cm. PucyHok 60). ns
OnokmpoBkM UHTepcdberica BBoAa (BbiBOAA) HEOOXOOUMO BbIAENUTH €ro B OOLLEM CMUCKE U Ha MaHenu
aencteun BoibpaTtb KomaHay «brnokuposatby. MHTepdenc BBoga (BbiBoga) 6yaet 3abnokuposaH v B ctonbue
«Ctatyc» ang Hero 6ygeT oTobpaaTbCs COCTOsIHNE «3abrTOKMPOBaHOY.
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HaKOMHTENN d YCTpoRCTEa «# Pasbnoxnpoeats
OfverTsl gocTyna JeRcTeMA

Mopt Craryc
com-0 C 1WA
com-1
com-2
com-3

PucyHok 60. Kateropus «Moptbi» Bknagku «CKH»

Ons pas3bnokupoBku MHTEpderica BBoAa (BbiBoAa) HEOBXOAMMO BblAENUTb B 0BLWEM crnucke uHTepdenc

BBOAA (BblBOAA) M Ha NaHenu AencTeni BolbpaTb koMaHay «Pasbnoknposatby». MiHTepdenc BBoaa (BbiBOAA)
Oynet pa3bnokupoBaH.

Mpu HanmMuMM §nUUEH3MN CTaHOBWUTCS OOCTYNHbIM pasgen «CmeHHble Hakonutenu» Bkragkm «CKH»
rpaduyeckort 060104KM agMUHUCTPUPOBaHUs (cM. PucyHok 61).

@ Dallas Lock LINUX

Monb3oeatend | Mapamerpe! DesonacHocT | KoWTponb pecypcoe | CRH | M3 | MKypHans

! = ' OBHOBMTHL
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CMeHHkIE Tt MTR/PTP
HakonuTenn p yCTpORCTER £3 YRanuTs OnucaHue
OfrekTsl focTyna HencTeuna
Homep o  Hassanne Metka ) )  Onmcatne
G3fefibed17234cB8e3ecdis... USB_FLASH_DRIVE_C2100...

PucyHok 61. Kateropusi «CmeHHble Hakonutenu» Bknagku « CKH»

Ons pobaBneHus (M3MEHEeHWs) onucaHus noaknioveHHoro Kk APM yCTpoMCTBa HYXXHO HaxaTb KHOMKY
«M3meHnTb onncaHue», 0o6aBnTbL HeobxoaMmMoe onncaHne, HaxaTb KHOMKY «[TpuMeHNTbY» ONA CoOXpaHeHus
unu kHonky «OTMeHa» ans oTMeHbl JobaBneHns onncanus (cMm. PucyHok 62).

Ons yoaneHna onnmcaHua yCTpOVICTBa M3 CMNNCKa HY>XHO HaXaTb Ha KHOMKY «Ypanutb onucaHue».
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63fefbbed17234c88e3ecdfb8. . — Onucakime: .

MpuMeHnTs OTmeHa

PucyHok 62. [lo6aBneHue (M3MeHeHMe) onMcaHUss CMeHHOro HakonuTens

Ons ynobctBa nonb3oBaTtens 4tobbl yBUOETb BCE YCTPOWCTBA, ANsS KOTOPbIX A0OaBneHbl OnvcaHus,
Heob6Xxo4MMO OTCOPTMPOBATL CMUCOK YCTPONCTB, HaxaB Ha cTonbel, «OnucaHue.

BHumaHue! Hanuune cooTBeTCTBYHOLWEN NLEH3MM obecnevmBaeT Bo3moxHocTb C3UM HC[
CUrHanM3upoBaTb agMUHUCTpPATOpPYy  MHAOPMAUUOHHOM  6e3onacHOCTM O COBbITMAX
BO3MOXXHOr0 HapyLlueHusi 6e30nacHOCTH, CBA3aHHLIX C AOCTYMNOM K ycTponcTBaM. [MNogpobHee
— B pasgene [Noacuctema ayamra YCTPOWCTB.

4.6.2 PasrpaHuyeHue gocTyna K nevyartarowmm yCcTponcTeam

C nomowiblo nogcucTemMsl pasrpaHnyeHna nocrtyna MOXHO rmobko HaCTpOUTb CIMUCOK YYEeTHbIX 3anucen
nonb3oBaTtenen, Ans KOTOpPbIX 6y,u,eT paspewieH [OoCTyn K YCTaHOBJIEHHbIM B CUCTEME MNevYaTaklwnm
yCTpOVICTBaM, N Kak crneagcrene, orpaHn4YnTb BO3MOXXHOCTD neyvaTtu I/IH(bOpMaLI,VIVI O5A TaKnX y4eTHbIX 3anucen.

MpuHUMN pasrpaHMyeHns OOCTyna K nevyaTtallumMm YCTPOMCTBaM aHanorMyeH npuHUunYy pasrpaHuveHuns
pocTtyna K 6roYHbIM ycTporcTBam (CM. PasrpaHuyenne goctyna K 61104HbIM YCTPOWCTBAM).

BHumanwue! Mo ymonuaHuo onsg npuvHTepoB, HacTpoeHHbix B OC go yctaHosku C3U HCA,
OTCYTCTBYET paspeLleHne Ha JOCTyn.

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

[nsi ynpaBneHus OOCTYNOM K MpUHTEPaM B KOHCOSbHOW 00orouvke agMuHUcCTpupoBaHnus (ishl) B pasgene
resources HeoOXoAMMO BbIMOMHUTL KOMaHAy printers. Mocne BbINOMHEHWA KOMaHAbl CUCTEMa NepenaeT B
pasgen printers.

[anee koHCONbHOE NpunoxeHue GygeT oxugaTe BBOAA YNPaBSAOLWMX KOMaH4 AaHHOW NOACUCTEMBI, CMIMCOK
KOMaHz npeacTasneH B Tabnuua 35.

Tabnuua 35

Ne KomaHpa OnucaHune

BbiBOA, cnvcka JOCTYNHbIX NPUHTEPOB. B pesynbTaTte BbINOMHEHUS KOMaHAbI
1 show-printers oTobpaxaeTtcsa cnucok “Printer List”, COCTOALWMN U3 2-X KONTOHOK:

— driver — ums NpuHTEpPa;



Ne

KomaHpa

show-printer-rules
<3HayeHue>

set-user-printer-
rules

set-group-printer-
rules

OnucaHue
— model — mogenb npuHTepa.
Mpuwmep:
resources <enter>
printers <enter>
show-printers <enter>
OTobpaxeHne cnucka npaBuil, Ha3HAYEeHHbIX Ha MNPUHTEp, MPOU3BOAUTCS
npv NOMOLM yNpaBnsiolen KoMaHabl C ykasaHMeM B kadecTBe aTpubyTta
HavMeHOBaHWsi NPUHTEpPA.
Mpuwmep:
resources <enter>
printers <enter>
show-printer-rules laser <enter>

B pesynbTaTe BbINOMHEHUS KOMaHAbl oTobpaxaeTtcs cnucok “Printer rules”,
COCTOSALMNIA U3 3-X KONMOHOK:

— subject type — Tnn cybbekTa gocTyna;

— subject name — nmsa cybbekTa gocTtyna;

— value — npaBo JocTyna, NPMHUMAaET 3Ha4YeHUs: yes — nevyaTtb pa3peLleHa,
No — ne4artb 3anpeLleHa

YcTaHoBKa npaBui pasrpaHuyeHnst 4OCTyna Ha NpuHTep Ans y4eTHON 3anucu
none3oBatensi. B kayectBe aTpubyToB HeobxoAMMO ykasaTb criefyloLine
napameTpbl:

— printer — HaMMeHOBaHWe NPUHTEPA;

— login — y4yeTHas 3anucb nonb3oBaTens;

— access — nMnpaBO A[OCTyna, MNPUHMMaeT 3HavYeHud: yes — neyatb
paspelleHa, N0 — nevyaTtb 3anpeLleHa.

Mpuwmep:

resources <enter>

printers <enter>

set-user-printer-rules <enter>

printer laser <enter>

login user <enter>

access yes <enter>

execute <enter>

YcTaHoBKa MpaBui pasrpaHnUyYeHus [OCTyna Ha MpuHTEep AN rpynnbl

nonb3oBaTenei. B kayectBe aTpubByTOoB HEOGXOAMMO yKasaTb cregyloliue
napameTpbl:

— printer — HaMmMeHOBaHWe NPUHTEPa;

— group — HavMeHOBaHue rpynnbl Nonb3oBaTenew;
— access — npaBo [JOCTyna, MNpPUMHUMAaeT 3HayeHus: yes — nevatb
paspelleHa, N0 — neyaTtb 3anpeLleHa.

Mpumep:

resources <enter>

printers <enter>

set-group-printer-rules <enter>

printer laser <enter>

group user <enter>

access yes <enter>

execute <enter>



Ne KomaHpa OnucaHue

YpaneHue npaeBun pasrpaHWYeHUst 4OCTYNa Ha NPUHTEP ANs YYeTHOW 3anuncu
nonb3oBatens. B kayectBe aTpubyToB HEobGXoAMMO ykasaTb crieaylolime
napameTpbl:

— printer — HaMMeHOBaHMWe NPUHTEPa;
— login — y4eTHasa 3anuch nonb3oBaTens.

5 femove-user-printer- Mpumep:

rules resources <enter>
printers <enter>
remove-user-printer-rules <enter>
printer laser <enter>
login user <enter>
execute <enter>
YpaneHve npasBun pasrpaHMdeHus JOoCTyrna Ha MpuHTEp Ans  rpynnbl
none3osartenen. B kayectee aTpubytoB HeobxoouMO ykasaTb criegywolime
napameTpbl:
— printer — HaMMeHOBaHMWe MPUHTEPA;
— group — y4yeTHas 3anucb Nonb3oBaTens.

remove-group- Mpumep:

printer-rules resources <enter>
printers <enter>
remove-group-printer-rules <enter>
printer laser <enter>
group user <enter>
execute <enter>
YcTtaHoBKa npaBun pasrpaHuyYeHus JocTyna Ha nNpuHTep Ans KaTeropuu
YYEeTHbIX 3anucen «OcTtanbHble» (I'IOJ'II:3OBaTeJ'II/I, Ana KOTOPbIX HE Ha3Ha4YeHbl
WHAMBKMAYyanbHble Npasa).
B kayecTtBe aTpnbyToB HEOOXOAMMO yKasaTb creayloLime napameTpsbi:
— printer — HaMMeHOBaHWe NPUHTEPA;
— access — npaBo [JOCTyna, MNpUMHUMaeT 3HayeHus: yes — nevaTtb

) paspelleHa, N0 — nevyaTtb 3anpeLleHa.
7 set-other-printer-

rules Mpumep:
resources <enter>
printers <enter>
set-other-printer-rules <enter>
printer laser <enter>
access no <enter>
execute <enter>

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

HacTpoiika npaB goctyna BbiNonHseTcss Ha Bknagke «KoHTporb pecypcoB» B kaTeropuu «[puHTEpbI» (CM.
PucyHok 63).

B kaTeropum «[MpuHTepbl» B CMMCKe YCTPOMCTB GyAyT oToGpaxaTbCs BCe MOAKMHYEHHble K AaHHomy TC
nevararLume ycTpoicTsa, «MpaBa gocTyna» — CnNUcok cybbekToB AocTyna (y4eTHas 3anuck nonb3osarens,
rpynna y4yeTHbIX 3anucei) ¢ HasHayeHHbIMWU NpaBaMy OTOOpaXkaltoTcs B OkHe HacTpoiiku «KoHTponb Hag
NPUHTEPOMY.



& Dallas Lock LINUX

Monssosarenn  Mapawerpbl Gesonachocrn  KoHTponbpecypcoe  CKH - M3 | Hyphano!

¢ CeHoBNTL

= H =l = =1 [Z] KOHTPQAL Hag NDUKTEROM
o Mporpaumtoe Sy T
Yerpoitctea | MpvHTEpb QecneusHpe | BAMONHTEDDEMCH  Daiirbl
OfBENTH A0CTYNE NencTans
Morent Npans=p YIpasNeHnE Nevarbo
prinie:r ______________________________liopil92168131158brrtery/ Ancep coctyn

PucyHok 63. Kateropus «MpuHTepbi» Bknagku «KoHTponb pecypcoB»

MpuHumn BbIGOpa y4yeTHOW 3anucyu nonb3oBaTeNsA/rpynnbl yYEeTHbIX 3anucer aHanornyeH npoueaype,
onncaHHowm Ans 6noyHbIX ycTponcTB. [ns Bbibopa cybbekta gocTyna HeobxoAMMo BbIMOMHUTE warn 1-5
nogpasgena padudeckaa obonoyka agMMHUCTPUPOBaHUSA pasgena PasrpaHuyeHne goctyna K 6104YHbIM
YCTPOWCTBaM.

Mocne BbIOOpa cOOTBETCTBYKOLWErO CyObekTa [JOCTyna YycTaHaBNMBAKTCH MpaBa Ha BO3MOXHOCTb
BbINOSIHEHUsI MeYyaTn ¢ gaHHoro npuHTepa. Ecnu gnar «lMeyatb» ycTaHoBneH, To Ans cybbekta goctyna
paspeLleHo BbIMOMHEHUE MevaTu, ecnv cnar He yCTaHOBMEH, TO MNoNb3oBaTeNo/rpynne 3anpeLaercs
BbINOSIHEHNE NeYaTu.

4.6.3 PasrpaHuyeHue goctyna K MOOUINbHbLIM YCTPOUCTBaM

MpumeyaHue. CoToBble TenedoHbl B 3aBUCUMOCTM OT KOMMJIEKTALMM CaMoOro yCTpoMCTBa
MOryT onpegenatbca Kak 6GecnpoBogHoe yCTpoucTBO, kak USB-Flash-Hakonurens
UK Kak YCTPOWCTBO, paboTatoLee no npotokony MTP/PTP.

Ynpaenernne MTP/PTP-yctporicteammn B C3M HC[, Dallas Lock Linux ceogutcst K BO3MOXHOCTU GITOKMPOBKM
unun pa3broKMPOBKN YCTPOMCTBA.

BHumaHue! YcTaHOBNEHHbIV B X04e paboTkl MO MPOTOKONY 3anpeT noaknioveHns MTP/PTP-
YCTPONCTB cpaboTaeT TOMbKO Npy NOBTOPHOM MOAKIMHOYEHNN YCTPONCTBA.

BHumaHue! YcraHoBneHHoe paspewleHne nogkniodeHms MTP/PTP-yctpoiicTe cpaboTaet
TOMbKO MpY NOBTOPHOM NOAKMIOYEHUN YCTPOMCTBA.

KoHconbHas o60onoyka agMMHUCTPUPOBaHMUS

Ons 3anpeta nogkm4YeHus YCTPOWCTB no npoTtokony MTP/PTP B koHCOMbHOW  oBorovke
agmuHnctpupoBanus C3UW HCL (ishl) B pasgene resources Heobxogumo BbINONHUTL kKomaHdy hardware.
Mocne BBOOa kOMaHAbl cuctema nepenget B pasgen hardware. [lanee koHconbHoe npunoxeHue 6yget
oXuaaTb BBOAA YNPaBrisOLMX KOMaHA AaHHOW NoACUCTEeMbl, CMIMCOK KOMaHA npeacTasneH B Tabnuua 36.

Tabnuua 36

Ne KomaHpa OnucaHue

MokasaTb cOCTOsIHME JOCTYyNa YCTPOWUCTB No npotokony MTP/PTP.

Ecnn poctyn «PaspeweHnH» — cuctema Bbigact coobuieHne «Access is
1 show-mtp-ptp-state  allowed» («[ocTyn paspeLueH»).

Ecnn pgoctyn «3anpeweH» — cuctema BblgacTt coobuieHne «Access is

denied» («[ocTyn 3anpeLueH»)



Ne KomaHpa OnucaHune

YcTtaHoBKa npaBuii pasrpaHMyeHnss OOCTyrna Ha MOAKMYEeHWe YCTPOWCTB

no npotokonny MTP/PTP. B kadectBe aTpubyTtoB HeoOGXOAMMO yKas3aTb
2 set-mtp-ptp-state cnegyroLne napameTpsbl:

off — pocTyn 3anpeLueH;

on — JoCTyn paspeLueH

Mpadmueckas 060novka agMMHUCTPUPOBAHUS

MTP/PTP-ycTpoiicTBa BblHECEHbI B OTAENbHyt0 Kateropuio «MTP/PTP-yctponctBa» Bknagkun «CKH»
rpaduyeckon obonoykmn agMmmHnctpuposaHus C3U HCL (cm. PucyHok 64).

[nsa Toro 4ytobbl 3anpeTnTb paboTy ¢ ycTponcTBaMu, paboTatowwmmm no npotokony MTP/PTP, HeobxoamMmo
nepewnTu B kKateroputo « MTP/PTP-ycTporicTBay Bknagkm « CKH» 1 B BbinagatoLiem crnivcke BbibpaTb 3Ha4YeHne
«OTKNIOUMTBLY. [lanee HY>KHO HaxaTb KHOMKY « COXpaHWUTb» B NaHENN OENCTBUN.
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PucyHok 64. Kateropust «<MTP/PTP-ycTponcTea» Bknagku « CKH»
4.6.4 YnpaBneHue 6ecnpoBOogHbIMA YCTPOUCTBAMMU

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

[nsi nepexoda k NoagcucTeMe KOHTPOMs JOCTyna Kk 6ecnpoBoAHbIM YCTPONCTBaM HEOOXOOUMO B KOHCOSBHOMN
obonoyke agmuHncTpmpoBaHug (ishl) B pasgene resources BeINoNHUTE KomaHay radio-interfaces.

[anee koHCONbHOE NpUNoXeHue OyaeT oxuaaTtb BBOAA YNPaBALLNX KOMaH, A4aHHOW NoACUCTEMBI, CMIUCOK
KomaHg npuBedeH B Tabnuua 37.

Tabnwuua 37

Ne KomaHpa OnucaHue

OtobpaxeHne wuHdoOpmMaumm O COCTOAHMM 6ecnpoBOAHbIX YCTPONMCTB.
B pe3ynbTaTte BbINOMHEHUS] KOMaHObl, OTOOpaXaeTCcsl CMUCOK YCTPOWCTB,
COCTOSALLNN N3 4-X KOJTOHOK:

— index — ngeHTndmrKaTop yCTPONCTBa;

— hame — M4 CEeTEeBOro MHTepgenca ycTpomncTaa,
— type — Tun ycTponCTBa;

— status — cocTosHue.

1  show-status

Mpumep:

resources <enter>
radio-interfaces <enter>
show-status <enter>

2 | block 3abnokupoBaTtb Bce 6ecnpoBoaHbIE YCTPOMCTBA.



Ne KomaHpa OnucaHue
Mpumep:
resources <enter>
radio-interfaces <enter>
block <enter>

B pesynbTaTte BbINOMHEHUS KOMaHAbl cucTema BblgacT coobuwerne ‘RIF
blocked successfully” (“Paduourmepcgbelicsbl 3abrioKupo8aHbi ycrieuwHo”)

PasbnoknposaTb Bce GecrnpoBoHble YCTPOMUCTBA.
Mpumep:
resources <enter>
3 unblock radio-interfaces <enter>
unblock <enter>

B pesynbTaTte BbINOMHEHUS KOMaHAbl cucTeMa BblgacT coobuweHne ‘RIF
unblocked successfully” (“PaduouHmepcbelicbl pa3briokupogaHsbl ycreuwHo”)

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

MpocmoTpeTb cnncok 6ecnpoBOAHbIX YCTPOWCTB MOXHO Ha Bknagke «KOHTPOMb pecypcoB» B KaTeropuu
«PagnonHTepdence».

B pabouyen obnactn kateropum «PaguouHTepdencbl» peructpupytotca 6ecnpoBogHble YCTPOWCTBA,
pacno3HaBaemble faHHbiM TC (cm. PucyHok 65). Cnncok yCTpOWCTB BbIBOAMTCA B Buae Tabnuubl
CO creaylLwmMm NonAMu:

—  «MpeHTndukatop» — naeHTndUKaTop yCTpOMCTBa;

—  «WHTepdenc» — nma ceteBoro UHTEpdenca ycTpomcTaa;
—  «Tun» — TUN YyCTPOWCTBA;

—  «Crartyc» — cocTosiHue ycTponcTBa.
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PucyHok 65. PaguouHtepdeichbl

Ynpaenexnue 6ecnpoBogHbiMn ycTponctBamun B C3W HC[H Dallas Lock Linux cBogutcs K BO3MOXHOCTU
ONOKNPOBKM NN pa3bOKMPOBKN YCTPONCTBA.

[ns GNOKMPOBKN YCTpoiiCTBa HEOBGXOAMMO BblAenvTb B 0OLEM CMMCKe YCTPOMCTBO U Ha MaHenu AencTBuid
BbiGpaTb komMaHay «BrnokupoBaTtby». YCTpolcTBO GyaeT 3abnokupoBaHo U B cTonbue «CTtatyc» Ans Hero
6yneT oTobpaxaTbCa cocTosHue «3abnokupoBaHo». B neBoM HWXKHEM Yrny rpaduyeckoi 060noYKu
nosiBUTCS MHOpMaLMoHHOe coobLueHne «PaanonHTepdeichl Bbin ycnewHo 3abnokMpoBaHbl».

[nsa pa3brioknpoBKM YyCTPOMCTBA HEOOXOANMO BbIAENUTL B 0OLLIEM CMMCKE YCTPONCTBO U HA MaHenu ENCTBUN
BbIOpaTb komaHay «PasbnokupoBaTtby. YCTpPOWCTBO OyaeT pas3bfiokKMpoBaHO M B FIEBOM HMDKHEM Yriy
nosiBUTCA MHOpMaLMOHHOE coobLeHne «PagnonHTepdenchl Obinm ycnewwHo pa3dnoknpoBaHbI».

4.7 KOHTponb LenoCTHOCTH

C3M HCLO Dallas Lock Linux Bknto4aeT B CBOW COCTaB MOACMCTEMY OOEcneyvYeHust LEenoCTHOCTMU.
OHa no3BonsieT KOHTPONMPOBaThb LIENOCTHOCTb annapaTtHoi cpeabl TC, LenoCTHOCTb 06BHEKTOB (halnoBom
CUCTEMbI?®> N LIEMNOCTHOCTb MPOrpPaMMHbIX KOMMOHeHTOB C3M, a Takke BoccTaHaBnuMBaTb LIENOCTHOCTb
ONS NporpaMMHbIX KOMMOHEHTOB CpeacTBa 3aLmTbl MHPOPMaLMK.

% C3M HCQO Dallas Lock Linux He KOHTpOnuvpyeT LEeNOCTHOCTb OOBLEKTOB (halnoBbiX CUCTEM CbEMHbIX
Hakonutenewu.



OcHOBY MEXaHM3MOB KOHTPONSA LEMNOCTHOCTW MpeacTaBnsieT MpoBepka COOTBETCTBUS KOHTPOMNMPYEMOro
obbekta aTanoHHomy obpasuy. [Ona SToro UCNonb3ylTCA KOHTPOSbHbIE CYMMbl, pacCYMTaHHble
no anroputmy SHA1L.

dakT HapyweHnAa UenoCTHOCTUN ONA Ka)Xaoro obbekTa d)VchmpyeTcsa nHamsunayarbHO. OO6bekT Nnpu3HaeTcd
LEeNIOCTHbIM, KOrga CbVIKCVIpyGMbe/] napameTp KOHTpOJ'IbHOVI CYMMbl COOTBETCTBYET 3HAYeHUAM Wua3 0asbl
OaHHbIX KOHTPOJIA LLENMOCTHOCTMW.

4.7.1 KoHTponb LUenoCcTHOCTU 06bEKTOB hannoBOMN CUCTEMbI

KoHconbHasa o6onoyka agMMHUCTPUPOBaHUS

[nsi nepexoga K NOACMCTEME KOHTPOMs LenocTHoCcTM 06bekToB PC HeobXxoaumo B KOHCOMbHOW 060onoyke
agMmunHucTpupoBaHus (ishl) B pazgene resources nepentu B nogpasgen files, n BeinonHUTL kKOMaHAay integrity.

Npumevanune. C3 HC[ ocyliecTBnsieT NepUOANYECKy0 NPOBEPKY LENOCTHOCTU OOBEKTOB
haninoBon CMCTeEMbl — OAMH pa3 B NSATb MUHYT.

[anee koHcoNbHOE NpunoxeHue 6ygeT oxuaaTb BBOAA YNPaBAOWMNX KOMaHA AaHHOM NOACUCTEMbI, CMTUCOK
KomaHg npeacTasneH B Tabnuua 38.

Tabnuua 38

Ne KomaHpga OnucaHue

BbiBoa cnvcka 06bektoB C ¢ ycTaHOBNEHHBIM KOHTPOMNEM LeNTOCTHOCTM.
Mpuwmep:

resources <enter>

files <enter>

integrity <enter>

show-all <enter>

1  showe-all

KomaHaa nogcyeTa KOHTPOMbHOW CyMMbI channa.

Mpu BBOAE KOMaHAbI YKa3bliBaeTcs NyTb kK 06bekTy PC B ABOWMHbLIX KaBblYKaXx.
Mpumep:

resources <enter>

files <enter>

Integrity <enter>

calc-file “/home/user/ Tekcmosbili dokymeHm.odt” <enter>

calc-file
<3HayeHue>

B pesynbtate BbiNonHeHus komaHabl OygeTr oToGpaxeHa Tabnuua
C KOHTPOJIBHOW M 3TANOHHOM CYMMOW 0ObekTa

KomaHaa ycTaHOBKM KOHTpons uenocTHocTn gna obbekta PC. lNpu BBOAE
KOMaHabl Heobxoanmo 3agaTb aTpubyThI:

— path <3HayeHue> — nyTb K 00bekTy ®C (B ABOVHbIX KaBblYKaXx);
— backup <sHauyeHue> — cbnar cosgaHus pesepBHOM konunm obbekta OC,
Ha KOTOPbIV YyCTaHaBNMBAETCH KOHTPOMb LLeNOCTHOCTH.

3  lockup-file
MpuHuMaeT 3HayveHme: yes/no.

Mpumep:
resources <enter>
files <enter>



4

5

7

KomaHpa

unlock-file
<3HayeHue>

restore-file
<3HayeHue>

verify-file
<3HayeHue>

update-file

OnucaHue
integrity <enter>
lockup-file <enter>
path ““home/user/ Tekcmoenbili dokymeHm.odt” <enter>
backup yes <enter>

execute <enter>

B pesynbTaTte yCnewHoro BbIMOMHEHNS KOMaHAbl cuctemMon ByaeT BbiBEAEHO
coobuieHune “Success setting file under integrity control”

KomaHga ypaneHus obbekta ®C M3 cnucka NOOKOHTPOMbHBbIX OOBHEKTOB.
Mpn BBOAE KOMaHAbl HEOOGXOAMMO YyKasaTb MOMHbIA MyTb K obbekTy ®C B
OBOMHBIX KaBbl4Kax.

Mpuwmep:

resources <enter>

files <enter>

integrity <enter>

unlock-file “/home/user/ Tekcmosnbili dokymeHm.odt” <enter>

B pesynbTaTte ycnewHoOro BbINOMHEHWS KOMaHabl cucTemol ByaeT BblBeOEHO
coobueHune “Success removing file from integrity control”

KomaHnga BocctaHoBneHusa danna ns pesepsHon konuu. MNMpun BBoae koMaHabl
HeobX04MMO yKa3aTb NOMHbIN NyTb K 00bekTy C B ABOMHbLIX KaBblYKaXx.
Mpuwmep:

resources<enter>

files<enter>

integrity<enter>

restore-file /home/user/Tekcmossili dokymeHm.odt” <enter>

B pesynbTate ycnewHoro BbIMOSIHEHMS KOMaHObl cuctemol 6yOeT BblBEAEHO
coobuleHune “ Success setting file under integrity control”.

BHumaHue! Ecnv Ha pgaHHbii chann Obin HasHaveH ayaut
(cm. Mogcuctema ayauta o6bekTOB  hamnoBOW CUCTEMBI), TO
nocre BOCCTaAHOBMEHUSI U3 pPEe3epBHOM KOMUW MO KOHTPOIO
LLeNOCTHOCTU ayauT OYAET CHAT aBTOMAaTUYECKU

KomaHoa cBepKku KOHTPOMbHOW CyMMbl daina C 3TanoHHbIM 3HayeHuem.
Mpu BBOOE kOMaHAbl HEOOXOAMMO yKasaTb MOMHbIA NyTb K 00bekty PC B
[BOWMHbIX KaBblYyKaxX.

Mpumep:

resources <enter>

files <enter>

integrity <enter>

verify-file “/home/user/Tekcmossilt dokymeHm.odt” <enter>

Ecnv 3HayeHUa KOHTPOMbHOW M 3TanoOHHOW CyMMbl COBMagatoT, CUCTEMOWN
OyneT BbiBeAeHO coobueHune “File integrity is correct”.

Ecnu 3HayeHns KOHTPONBLHOM M 3TANoOHHOW CYMMbl He COBMafaloT, CUCTEMOWN
Oynet BbiBeeHo coobueHre “The result of the file verification---ERROR”

KomaHga nepecyeTa n yCTaHOBKM HOBOM KOHTPOJSIbHOM CyMMbl Anst o6bekta OC.



Ne KomaHpa OnucaHue
Mpn BBOAE KOMaHAblI HEO6X0AMMO 3a4aTb aTPUOYThI:
— path <gnavyeHue> — nyTb kK 06bekTy OC (B OBOMHbIX KaBblYKax);
— backup <swavyeHue> — cpnar cosgaHusi pesepBHoM Konum obbekta OC.
MpuHuMaeT 3HayYeHusA: yes/no.
Mpuwmep:
resources <enter>
files <enter>
integrity <enter>
update-file <enter>
path ““home/user/ Tekcmoenbili 0oKymeHm.odt” <enter>

backup yes <enter>
execute <enter>

B pesynbTate ycnewHoro BbIMONIHEHMSA KOMaHObl cuctemon ByaeT BbiBeAEHO
coobueHune “Success: file integrity was updated”

Mpadmyeckas o6onoyvka agMMHUCTPUPOBaAHUS

[nsa HasHayYeHWs KOHTPONS LenoCTHOCTM Ha 06bekT ®C HeoOX0AUMMO BbINOMHUTL CReayoLmne warmu:
1. Bbibpatb Bknaaky «KoHTponb pecypcoB» U nepenTu B pasgen «dannbi».

2. B pepeBe obbektoB BbibpaTb (hann, Ha naHenu AeVCTBUA HaxaTb KHOMKy «KOHTponb Hag dannomy.
[anee B oTkpbiBLLIEMCS OKHE «KOHTpONb Haa o6bekToM» nepentn B pasaen «KoHTponke LuenocTHocTn obbekTa
®dC» (cM. PucyHok 66).

KonTtponb Hap o6bekToM:" [JokyMeHTh" X
Obuwme 5 @
[IMCKpeLmMonHsIR ocTyn EYTRICTIOR 113 QLY Bl &
Al CeoicTEa

AT AOCTYNA
DHTPOML LENDCTHOCTH DfvekTa ©C

CrneguTe 3a thainom:

Pe3epBHas KOMWA:

CoxpaHnTh MpUMeEHHTE OTmeHa
PucyHok 66. Pasgen «KoHTponb LenoctHocTu o6bekta ®C»
3. B pasgene «KoHTponb LenocTHocTn o6bekta PC» Ha naHenu gencteui noctaBuTb donar «CneguTb 3a

davinom». MogTBepanTb (MMM OTMEHUTL) co3faHue konum obbekta ®C B OTKpPLIBLUEMCS ONANOroBOM OKHE
(cMm. PucyHok 67).



Cwuctema 3awmTel MHpopmauwmm Dallas Lock Linux
PykoBoACTBO Mo 3KcnyaTaumum

BrnioueHue KOHTpONA UENOCTHOCTH X

e Co3pjaTs pesepeHyio Konuio chafina?

[ @N || @yes |

PucyHok 67. HasHayeHne KOHTPONSA LenocTHOCTU ANnsA o6bekta PC

4. Tlocne noareepXaeHus (MNn oTMeHbI) co3aaHus konuu carn 6yget aobaeneH B 06LLMIA CNMCOK 0O bEKTOB

®C noa KOHTPOMNEM LIENMOCTHOCTU B OKHE 9 «KoHTponb uenoctHocTh channos». OBOLWMA CNMCOK OOBHEKTOB,
HaxoOsALWNXCA NoA KOHTPONeM LEeMnOCTHOCTW, OOCTYNeH Mo HaxaTuio KHomku «KoHTponb LenocTHOCTU
darinoB» M3 OCHOBHOIO OKHa rpadmyeckort 060NOYKM aAMUHUCTPUPOBaHUSA B kateropum «Pannbi» Ha
Bkrnagke «KoHTponb pecypcoB». Cuctema Oyaet oTcnexuBaTb uenoctb obbektoB PC, Haxogdawmxcs
B JaHHOM CrMuCKe.

B cnyyae HapylweHus LenocTHOCTUM WM Npu ycrnoBuu ¢OpMUPOBaHUS Konuu danna, cuctema CMOXET
€ro BOCCTaHOBUTb C MOMOLLBIO AaHHOW konuu. Ecnn konus He Gbina cgenaHa, TO cuctema BygeT TONbko
oTcrnexuBaTb LeMoCTHOCTb [AaHHOro dpavna 6e3 BO3MOXHOCTM €ero BoccTaHoBneHus. WHdopmauns
0 Hanuuuy Konum ykasaHa B ctonbue «Konusi» Ha Bknagke « KOHTponb LenocTHoCcTM dhannosy (cMm. PucyHok
68).

KoxTponk uenoctHocTH chaiinos x
OtcnexvBaemMbie thaiinei
| i) Bocctanoeus duaiin | || Mokazams koHTpOnsHyIo cymmy-! |'%| NposepuTe Lpaﬁ.r|| |'t¥) OBHoeMTE chain |
Pacnosioxenne | Korms
{home/user/
i |E£Tb

PucyHok 68. UHdopmaums o konum o6bekta PC

[Ons npoBepkn LENOCTHOCTUM oObekTa HeoOXoAMMO Ha NaHenuM MWHCTPYMEHTOB HaxaTb Ha |<Hon|<yu
«KoHTponb uenoctHoctn ¢annoe». Ha Bknagke «KOHTponb LENoCTHOCTM painoB» BbIOENUTH

Wi
KOHTPONMpyeMbli dhann N HaxxaTb Ha KHOMKY ﬂ «lMpoBeputb avin». B cnydyae HapylweHUs LEeNoCTHOCTU
cucTemMa BblgacT cooblueHne «LenoctHocTb darina HapyweHay (cm. PucyHok 69).
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Owwnbra

LlenocTHocTs draitna HapylueHa

FAAY
Ok

PucyHok 69. UHdopmaLmoHHoe coobLieHune

Ecnu uenoctHocTb hanna He HapylleHa, TO Npu NpoBepke cuctema BbldacT coobuieHne «LlenocTtHocTb
danna He HapylweHa» (cMm. PucyHok 70).

LlenocrHeocTs gaitnos

LlenoctHocTe dhalinoe He HapyleHa

OK

PucyHok 70. UHcdopmaumoHHoe coobueHne

B cnyyae HapylleHusi LernoCTHOCTM MOXHO NMG0 O0BHOBWUTL haiin, ecnu HapylleHue LenocTHOCTU Gbino
CaHKLMOHUPOBAHHbLIM, MO0 BOCCTAHOBUTbL oait.

W3c
[ns o6HoBReHus daina Heo6XxoaAMMO Ha NaHeny MHCTPYMEHTOB HaxaTb Ha KHOMKy « OBHOBUTL dpainy» ¥,
CucTtema BblgacT 3anpoc Ha hOpMMPOBaHNE HOBOW KOMUM OObEKTA.

[na BoccTaHoBREHUs obbekTa HeobxoauMO Ha naHenu WHCTPYMEHTOB HaXXaTb Ha KHOMKY «BoccTaHoBUTb

Ganny» == . dann GyaeT BOCCTAHOBIEH B COOTBETCTBUE C €r0 AEWCTBYIOLLEN KOMUEN.
BHumaHue! Ecnv Ha gaHHbIA dhann Obin HasHavyeH ayauT, ayaut OyaeT CHAT aBTOMaTUYECKH.

Ana npocMoTpa TeKyLlero COCTOSIHUSA (3HAYEHUS KOHTPOSbHbIX CYMM, COCTOSIHME LIENMOCTHOCTW)
KOHTpONMpyemoro 06bekTa HeoOXOOUMO Ha MaHenu WHCTPYMEHTOB HaxaTb Ha KHomky «[lokasatb
WEL

KOHTPOMbHYO CyMMYy» ¥ nocne 4ero cuctema BblAacT MHPOPMaLMOHHOE coobLueHue (cM. PucyHok 71).

KoHTponeHaa cyMMa dpaiina x

MHopMaLna o UenOCcTHOCTH haina
AKTYANLHAR KOHTPONLHAR CYMMAE:
Ox2f43b42fd833d1e77420a8dae 7419000
STANOHHAA KOHTPONBHEA CYMMA:
0x2f43b42{d833d1e77420a8dae 7419000
LienocTHOCTE alnog He HapyleHa

| #ox |

PucyHok 71. UHcdopmaumoHHoe coobuieHne

[ns oTMeHbl BbINOSTHEHUS KOHTPOMS LIENOCTHOCTU Heobxoammo B OkHe «KoHTponb Hag obbekTtom OC»x»
BblOpaTb B NEBOI YacTX OKHA 3MeMeHT cnncka « KoHTporb LienocTHocT obbekta PC» 1 cHATL donar HanpoTuB
«Cneantb 3a hannom» M COXpaHUTb AaHHble M3MEeHeHus. [Mocne BbINONMHEeHUS 3TUX OEUCTBUN OaHHble
obbekta PC OyayT yoaneHsl n3 obern Tabnuubl «KoHTponb uenocTHocTn annosy.



4.7.2 KoHTpoOnb LEeNOCTHOCTU annapaTHOMW cpeabl

KoHconbHas o6onouka agMUHUCTPUpoBaHuUA

[na nepexoga K NOACUCTEME KOHTPONSA LENOCTHOCTU annapaTHOM cpedbl HeoOXOAMMO B KOHCOMbHOM
obonouyke agmuHucTpupoBaHus (ishl) B pasgene resources nepenty B nogpasgen hardware n BbINONHUTD
KomaHgay integrity.

[anee KOHCONbHOE NPUNOXeHUe OyaeT oXxuaaTb BBOAA YNPaBNSAOLWMNX KOMaHA AaHHOW NoACMCTEMBI, CMIUCOK
KomaHj npeacTtaBneH B Tabnuua 39.

Tabnuua 39
Ne KomaHpa OnucaHue
KomaHga  npoBepkM  LEnoCTHOCTM  annapaTHOW  cpeabl.
lMocne BbINONHEHNsT kOMaHAbl OyayT BbiBeAEHbl COOOLLEHMS
O COCTOSIHUM annapaTHOW LenocTHocTu. Ecnu sTanoHHasa cymma
He nocuyuTaHa, byageT BbiIBEOEHO NpeaynpexaeHue.
1 check-integrity Npumep:

resources <enter>

hardware <enter>

integrity <enter>

check-integrity <enter>

KomaHga BblumcneHus/nepecyeTa KOHTPOSIbHON CyMMBbI.
Mpumep:

resources <enter>

hardware <enter>

integrity <enter>

recalculate-checksum <enter>

2 recalculate-checksum

KomaHga npoBepku KOHTPOMbHOM CYMMbI.
Mpumep:

resources <enter>

hardware <enter>

integrity <enter>

get-checksum <enter>

B pesynbTaTte ycnewHoro BbINOMHEHWS KOMaHabl cuctemon 6yget
BbIBegeHo cooblleHune “Integrity is not broken”

3 get-checksum

Cnepyet 0bpatuTb BHMMaHue, 4To cpady nocne yctaHoBkn C3M HC[ koHTponbHas cymma annapaTHowm
cpeabl OTCYTCTBYET M €€ He0b6X0AMMO BbIMMCNNTE KOMaHAon recalculate-checksum.

Fpadmyeckan ob6onoyka agMUHUCTPUPOBAHUA

C nomoLblo NOMUTUK KOHTPONS LeNOCTHOCTM Ha Bknaake «[MapameTpbl 6e3onacHocTM» — «AnnapaTHas
LLeNoCTHOCTb»  YCTaHaBNMBAKOTCA MapameTpbl  KOHTPOMSA  LEenoCTHOCTW, CM. HacTporka nonuTtuk
6e3onacHoCTH.

Ons HaCTpOVIKI/I KOHTPONA LEeNnoCTHOCTU annapaTHO|7| cpenbl HeobXxo0aMMO BbINOSHUTb cnegywouime waru:

1. B rpacuyeckon obonoyvke C3N HCL nepentn Ha BkNaaky «KOHTPOmb pecypcoBy» — «YCTPOWCTBaY.
2. B cnucke 06EKTOB BbIAENUTL CTPOKY C MOEHTU(UKATOPOM 06beEKTa.

]
3. Haxartb Ha kHOMKyY - «KoHTponb annapaTHoOW LEenoCcTHOCTMY.
[anee B okHe «KOHTpoOnb annapaTHOM LIENOCTHOCTU» OTODPa3sATCs 3HAYEeHUs akTyarlbHOM M KOHTPOJSIbHOM
CYMMbI U CTaTyC NPOBEPKN LIENOCTHOCTH.



KoHTponb annapaTHOR LenocTHOCTH X

CeoicTEa
KoutponsHan cymma: |941bd5c065745c4343002d161737d3355a7688ac

PacuetHan KC: 941bd5c06574504343902d161737d3355a7688ac

Craryc: LlenocTHOCTL He HapylueHa

MpOBEpHTE LENOCTHOCTR | MEepecUNTATE KOHTPOMBHYH CyMMY Ok

PucyHok 72. HacTpoiika KOHTPO-Si LLenoCTHOCTN

Mocne yctaHoBkn C3WM HC[L Dallas Lock Linux aTtanoHHass cymma Ansi YCTPOWCTB annapaTHOW cpefpbl
OTCYTCTBYET, €e HeoOXOooMMO BbIMMCIUTbL. [nsi 3TOro B OkHe «KOHTpoOmnb annapaTHOW LienOoCTHOCTU»
HeoOXoAMMO HaxaTb Ha KHOMKy «[llepecynTaTb KOHTPOMbHYO CyMMY». [locne HaxaTtusa aTanoHHas cymma
Oyget paccunTtaHa.

Ecnu 3HayeHne akTyanbHOW M 3TanoHHOM CyMMbl HE COBMagaloT, TO cTaTyc npoBepku 6yaeT «LlenocTHocTb
HapyLleHa.

Ecnu BblumMcneHa aTanoHHas Ccymma, BKIIOYEHa MpoBepKa annapaTtHOW LEenoCTHOCTM BO BPeMs 3arpysku
1 Bbina HapyLeHa annapaTHas LLefoCTHOCTb, TO NocneayeT 3anpeT aBTopu3aumm B cucteme (ans Bcex Kpome
root). B Ttakom cnyvyae agmuHucTpatopy 6e3onacHoCTM Heob6XOAMMO BOCCTAHOBUTb LENOCTHOCTb UMK
nogknoumtecss K TC yganeHHo nNpyM MOMOLLM KOHCOMbHOM 060MnoykM nmbo rpadumyeckon 060no4Kkm
agmunHuctpupoBaHusa C3U HCL v nepecuntatb KOHTPONbHYIO CYMMY, Tak kak npu 3arpyske OC ¢ HapyLLeHHoW
annapaTtHOM LEeNOCTHOCTBI OHa AOCTynHa Tornbko yaaneHHo (depe3 CB Dallas Lock nub6o obonouyky
agMWUHUCTPUPOBAHUS).

Ecnu 3HavyeHnss akTyanbHOM M KOHTPOMBHOW CyMMbI COBMaAatoT, TO cTaTyc npoBepku 6yaeT «LlenocTHocTb
He HapyLLeHay.

4.7.3 KoHTposb LenoCcTHOCTU NporpaMmMHbIx kKomnoHeHToB C3U HCQ

MoctaHoBka komnoHeHToB C3WM HC[ Ha KOHTpOMb WU caM KOHTPOMb OCYLLECTBSAITCA aBTOMaTU4eCcKu
0e3 yyactus agmuHuctpatopa C3W HCH. lMpu aTomM BCA HAcTpolka MexaHu3ma KOHTPOMs LeNoCTHOCTM
nporpaMmmHbix komrnoHeHToB C3W HC[ BbinonHseTcs B npouecce yctaHosku C3UN HCI Ha TC.

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

[nsa nepexoga k NoacucTtemMe KOHTPOMs LeNOCTHOCTM NporpamMMHbIX koMnoHeHToB C3M HC[L Heobxoommo
B KOHCOMbHOWM obonouvke agmunHucTpupoBaHus (ishl) nepentn B pasgen resources. B pasgene resources
BbIMONTHUTBL KOMaHAy software.

[anee koHCONbHOE NpunoxeHue 6ygeT oxuagaTe BBOAA YNPABMAOWNX KOMaHA AaHHOM NOACUCTEMBI, CMTUCOK
KomaHg npeacTasneH B Tabnuua 40.

Tabnuua 40

Ne KomaHpa OnucaHue

KomaHga BbIBOAMT CMMCOK NporpamMMHbIX koMmnoHeHToB C3 HCL.

B pes3ynbTaTte BbINOJIHEHNA KOMaHA4bI 6yp,eT BblBeAeHa Tabnuua c
nonamMum:

1  show-szi-files

— location — nyTb nporpammHoro komnoHeHta C31 HC[;



— backup - dnar co3gaHua  pes3epBHOW  KOMUK
nporpaMmmHoro komnoHeHta C31 HC[l

MpuHyauTenbHas  npoBepka  LENOCTHOCTM  MPOrpamMmMHbIX
komnoHeHToB C3M. B pesynbTate nNpoBepkM cucTema BblgacT
coobLeHne, 4YTO LIeNOCTHOCTb NPOorpaMmHbIX KomnoHeHToB C3U
He HapyLleHa/HapyLueHa.

2 | check-szi-integrity Npumep:

resources <enter>
software <enter>
check-szi-integrity <enter>

KomaHgoa BkNOYaeT KOHTPOMb  LENOCTHOCTM  NporpamMmMHbIX
komnoHeHToB C31 HC[

Bblkntountb KOHTpOnb uenoctHoctu dannos C3W HCH. TMpwu
BBOAE KOMaHAbl Heobxoanmo ykasaTb Habop danos C3U HCL,
4  unlock-szi-files <all/szi> ANsi KOTOPbIX OTKMNOYAETCS KOHTPOSb LIENOCTHOCTH.

3 lock-szi-files

MpuHumaeT 3HaveHus: all — Bce dannsl C3U HCL, szi —
Toneko charnel C3M HCL, He asnstowmecs yactamu sapa Linux

MpumeuaHue. B cnyyae 3arpyskn OC B pexnme «Emergency mode» Heo6xoaMMo 3anycTuTb
nporpaMmmy NpoBepKn N BocCcTaHoBNeHna LenoctHoctn C3U /usr/sbin/int-check.

Mpadmyeckas obonoyka agMMHUCTPUPOBaAHUS

Ecnn ans nporpammHbix komnoHeHTtoB C3W HC[ Dallas Lock Linux 6yaeT HapyweHa LenoCTHOCTb,
TO Ha Bknagke «KoHTponb pecypcoBy B kaTeropun «lporpammHoe obecnedeHue» B paboyen obnactu byget
BbIBEEH CMUCOK KOMMOHEHTOB C HapyLUEHHOW LIeNOCTHOCTLIO (CM. PucyHok 73).

Dallas Lock Linux = im
@ Dallas Lock LINUX
Nonesosarens | Mapamerpe GesonacHocte | KowTpons pecypcos | CKH | M3 XKypeanst

Ay DBHORKTE

) W

= =B ‘|
n og E T
Jrr PapmowsTepheice  Oafnk

=] |

Yerpoiciea  MprHreph

OfLeKTs gocTyna LOewcTamn
Claryc Myis

PMcyHox 73. CNUCOK KOMMOHEHTOB C HapyLLIeHHOﬁ UesfiIoCTHOCTbIO
4.8 OyuncTtka octaTto4yHOU UHopmauumn

BonbWWHCTBO oOMepauMoHHbIX CcUCTEeM nNpw  ydaneHud parina He ypanswT codepxumoe danna
HenocpeacTBEHHO, a BCEro NLLb YAANST 3anuch o oanne 13 ampekTopum ainoBon cucTemsl (Tak caenaHo
ONs ycKopeHust paboTbl CUCTEMBI).

PeanbHoe cogepxumoe channa OCTaeTCd Ha 3anoMuHarloLlleM YCTPOMCTBE M €ro MOXHO MNpoCMOTpeTb
00 Tex nop, Noka onepaunoHHas cUCTemMa 3aHOBO He UCMOMb3yeT 3TO NPOCTPAHCTBO AN XpaHEHUsi HOBbIX
OaHHbIX. Takad ocTaTovHas WMHGOpMaLMs MOXeT NPUBECTU K HenpeaHamepeHHOMY pacnpoCTpaHeHUro
KOH(pnaeHumansHon NHopmaumun.

C3MHCLO Bkno4yaeT noACUCTEMY  OYMCTKM  OCTaTOYHOM  MHOpMaumu, KOTopas  rapaHtupyet
npefoTepalleHne BOCCTaHOBNEHNS yAaneHHbIX AaHHbIX.

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

[na rapaHTupoBaHHOro yganeHusi oobekta ®C ¢ NOMOLLBK KOHCOIbHOM 060M0OYKM agMUHUCTPUPOBAHMS
C3M HC[, Heobxogumo B ishl nepenTtn B pasgen resources, ganee nepentu B pasgen files n BbinonHWTL
komaHgy erase-file. lNocne BeINONHEHNsT KOMaHObLI CUCTEMaA NepenaeT B pa3gen erase-file.

[anee B 060M04YKy agMUHUCTPUPOBAHUS crieqyeT BBECTU aTpubyTbl OAHHOW KOMaHAbl, CNUCOK aTpubyTos
npeacTtaeneH B Tabnuua 41.



Tabnuua 41

Ne ATpubyTt OnucaHue
1  path <sHavyeHue> MyTb kK 06bEKTY hannoBon CUCTEMBI

KonnyectBo uUMKIoOB nepesanucu. ﬂapameTp MOXEeT NPpUHNMaTb

2 | passed <3HayeHue>
3HayeHunss ot 1 go 75

Mpuwmep:
resources <enter>
files <enter>
erase-file <enter>
path /home/user/test.odt <enter>
passed 10 <enter>
execute <enter>

Moacuctema KOHTPONS rapaHTUPOBAHHOM OYUCTKN NaMATH

MNpumevaHune. [JaHHas noacucTeMa [OCTYMHA K HacTPOWKE TOMbKO Yepe3 KOHCOMbHYH
060n04Ky aAMUHUCTPUPOBAHMS.

MoacmcTtema KOHTPONS rapaHTUPOBAHHOW OYUCTKM NaMSATU peanu3yeT OYMCTKY ocBOBOXOaeMblx obracTten
onepaTMBHOW NaMATM U BHELLHUX NOAKMIOYaeMbIX HaKonmuTeneu.

lapaHTUpoBaHHas o4ncTKa NamsTh PyHKUMOHMPYET ¢ MoMmeHTa ycTtaHoBku C3M HCL u He TpeGyeT BBOAA
[OMOJSTHUTENbHBIX KOMaHA, B KOHCOSIbHOM MpUIoxeHun ynpasnexduns C3M HCL.

[ns ouncTkm octaToyHOW MHGOPMAUMM Ha CbeMHbIX Hakonutensax B ishl Heobxoaumo nepenTu B pasgen
resources, nanee nepentn B pasgen files n BeinonHUTL KOMaHay erase-file. MNocne BbINONHEHMA KOMaHAbI
cuctema nepenget B pasgen erase-file.
Mpuwmep:
resources <enter>
files <enter>
erase-file <enter>
path “/media/admin/KINGSTON/test” <enter>
passed 10 <enter>
execute <enter>

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

[nsi py4HOro 3anycka rapaHTMpPOBaHHOM 3a4MCTKM 06bekTa hannoBon cuctemel B rpadmyeckon obornoyke
agMUHUCTPUPOBAHNST HEOOX0AMMO:

1.MepenTn Ha BKNagky «KoHTponb pecypcoB» B pasgen «Pannbi».
2.B pepeBe 06beKkTOB BbIbpaTth hann n OTKPbITh BKIAAKy «Yaanutb danny.

3.[anee B OTKPbITOM OKHe «YaaneHue davinay ykasaTb KONMYeCcTBO LIMKNOB nepe3anucy B none «KonuyecTtso
LMKNOB nepesanucu» U HaxaTb KHOMKY «Yaanutb» (cM. PucyHok 74). MapameTp «KonuyectBo UMKNOB
nepesanncuy» MOXeT NpUHMMaTh 3HaveHus oT 1 go 75.
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PucyHok 74. YaaneHue o6bekta ®C
4.9 Peructpauus n y4yeT coobITUI

Moacuctema permctpaumm n yyeta C3M HCJ Dallas Lock Linux peanuayeT BO3MOXHOCTb ayauTa CobbITUN,
NPON3BOAMMBIX MOSIb30BaTENAMM Hag 3alyaemMbiMM obbekTamu, ayauta cobblTUA BXOAOB (BbIXOOOB)
B MHOPMALMOHHYKO CUCTEMY, B T.4. CETEBbIX, ayauTa CUCTEMHbIX COObITUIA, OTYYXAEHUS WMHopMaLmu
Ha HaKOMUTENW WNU TBEPAYID KOMUIO, a Takke uKcauMio TakMx COObITUI B XypHanax MHGOpMaLMOHHOW
BesonacHocTw.

Ona nepexoga B nOACMCTEMY perucTpaummM U ydyeta HeobxoOMMO B KOHCONbHOW  06ofoyke
agMmuHucTpupoBaHus (ishl) BeinonHMTe komaHay audit. [Nocne BbINOMHEHUS KOMaHAbl cucTema nepenget
B pasgen audit.

[anee koHcoNbHOE NpunoxeHue 6ygeT oxuaaTe BBOAA YNPaBSOWNX KOMaHA AaHHOM NOACUCTEMBI, CMIUCOK
KomaHg npeacTaBneH B Tabnuua 42.

Tabnuua 42

Ne KomaHpa OnucaHue

Mepexon B NOAMEHIO NOACUCTEMbI XXYpPHANMpoBaHusi, nogpobHee —

1 | get-journal
B pasgene [logcucTema XypHanvpoBaHus

KomaHga NPUHYONTENbHOIro co3aaHna apxXmnBHbIX Konum XypHanos,

2 | archivate
nogpobHee — B pasgene OrpaHuyeHne o6bemMa XXypHanos

KomaHpa gns npocmoTpa npasun ayauta oobekta ©C, nogpobHee — B

3 | get-watch 8 .
pa3gene Moacucrema ayamTta 06bekToB hannoBon cUCTeEMbI

KomaHga ans npocmoTpa cnvcka o6bektoB PC, HaxogAaLWmMXes Noa ayamTom,

4 | get-watch-all _ .
nogpo6Hee — B pasgene [Noacuctema ayanta 06beKTOB hanNoBoOk CUCTEMbI

KomaHga HacTponkn ayauTta obbektoB PC, nogpobHee — B pa3gene

5 | set-watch . o
Nogcuctema ayamta o6bekToB harnoBon CUCTEMBI

KomaHga oTmeHbl ayauta obbektoB ®C, nogpobHee — B pasaene

6 remove-watch - .
MNogcuctema aygmta o6bekToB oaninoBon CUCTEMBI

KomaHga akcnopTa xypHana B popmat ODS, nogpobHee — B pasgerne

7 | export-ods -
OKCMOpT XXypHaNoB UHGOpMaLMOHHOW Be3onacHoCcTH

KomaHpga akcnopTa xypHana B popmat PDF, nogpobHee — B pa3gene

export-pdf 2
8 port-p JKCMopT XXYpHanoB MHOOPMaLIMOHHON 6e30nacHOCTH

KomaHpga akcnopTa xxypHana B popmat XML, nogpobHee — B pasgene

9 | export-xml o
OKCNOPT XXYpHanoB MHdopMaLUnoHHon 6esonacHoCTH

HaCTDOIZKa napameTpoB ayguta Fpa(*)VILIeCKOVI obornoukn aAMUHUCTPUPOBAHNA BbIMOJTHAETCA B MNOJINTUKAX
©e3onacHocTu, cM. HacTponka nonuTuk 6e30nacHoCTy.

4.9.1 [Noacucrtema XXypHanupoBaHuA

Mopcuctema XypHanuMpoBaHWs NpefHasHavYeHa aAns perncrpauumn cobbiTuii B XXypHanax UHGopmMaLnoHHOM
©esonacHocTn 1 npegoctaBneHus agmuHuctpatopy C3W HCL uHCTpyMeHTanbHbIX CPeAcTB Ansd paboThbl
C TaKMMM XXypHanamu.



MpumeyaHue. BaxHo 3amMeTuTb, ecniv naponb cynepnonb3oBatens (root) He 6bin 3agaH Ao
yctaHoBku C3W HC[, To B XXypHanax perucrpaumm cobbiTnii B CBSA3M C BNOKMPOBKOM root co
BpemMeHeM OygeT yBenuMuMBaTbCS HeOorpaHM4YeHHOEe KONM4YecTBO 3anucer o6 owwmbkax no
nobbIM OenCcTBMSAM, KOTOpPbIM B Mpouecce obpalleHusi K CUCTEMHbIM Bbl30BaM TpebytoTcs
NPVBUMETMN YPOBHS «ro0ty.

MpumeyaHue. VHTepBan BpemMeHW Mexay COoObITMEM W BHECEHMEM 3anucy B KypHan
MHopMaumoHHoM 6Ge3onacHOCTH cocTaBnsaeT He MeHee 20 ceKyHA.

AnMuHUCTpaTop 6e30nacHOCTU MOXET ONpeaenvTh NpaBuna BbiBoga UHoOpMaLMmn O CobbITUSAX, YCTaHOBUB
npaeuna unbTpauum Ans Takoro XypHana.

KoHconbHasa o6ono4yka agMUHUCTPUPOBaHUA

Ona npocMoTpa >KypHamoB peructpaumm cobbiTui  HeobXOAMMO B KOHCOMbHOW  0borouke
agmuHncTpupoBanus (ishl) nepentn B pasgen audit. B pasgene audit BeinonHWTL KOMaHay get-journal.
Mocne BBOOA kKOMaHAbI cMCTeMa NepengeT B pasgen get-journal.

Ons BbiBOAa wHMOPMaUMM U3  >KYpHANOB Ha 9KkpaH HeobxoaMMO MCnonb3oBaTb  CREAYHOLLYHO
nocneaoBaTenbHOCTb KOMaHA:

journal <ums XypHana> <enter>
execute <enter>

B C3M HC[ Dallas Lock Linux npegycmoTpeHbl cnegytoLlme napaMmeTpbl Ans npocmoTpa XypHanos (Tabnvua
43).

Tabnuua 43
Ne HavmeHoBaHue XypHana MapameTpbl
1  O6wwi xypHan overall
2  XKypHan BxogoB entries
3 XypHan goctyna kK pecypcam resources
4 | XypHan gocTtyna K ycTponcTsam devices
5  XypHan ynpaBneHusi nonb3oBaTensiM1 1 rpynnamMmn | USers
6  KypHan neyatu printers
7  XypHan ynpaeneHnusi nonutukamm 6e3onacHocTu policies
8  XypHan cuctemHbIx cobbiTui syslog
9  XypHan cobbiTuin 6e3onacHocT M3 fw-sec-events
10 XKypHan ynpasnenua M3 fw-management

1. O6wwmn xxypHan (overall). B xxypHane oukcupytoTcs cobbITUA BCEX XKYPHAINOB, KpOME COObITUIA CUCTEMHOTO
XypHana (syslog).

2. XXypHan BxogoB (entries) cogepXut cobbITuS ayTeHTUdUKauun nonb3oBaTenen B OnepalyoHHON
cucTeme.

3. XKypHan pgoctyna k pecypcam (resources) CoOepXWT COObITUS, CBA3aHHble C HaCTpOWKamu npasBun
pasrpaHuyeHust goctyna v obpalleHusamMu K 3almiaemMbiM obbekTam 4ocTyna.

4. XypHan pocTtyna Kk yctpowctBam (devices) cogoepXuT cobbITMS, CBA3aHHbIE C HACTPOMKaMu NpaBun
pasrpaHuyeHmns gocTyna u obpalleHUsMN K NOAKITIYaeMbIM YCTPOUCTBAM.

5. XKypHan ynpaBneHus nonb3oBaTensAMuM W rpynnaMmu (USEers) COAepXWUT coObiTuSA, CBS3aHHble C
HacTpoWMKkaMu 1 Co3daHMEM YYeTHbIX 3anncen nonb3oBaTtenen, rpynn y4eTHbIX 3anucen.

6. XypHan neuaTtu (printers) cogepxXuT cobbITUs NeyaTy, BbINONIHEHHbIE C NeYaTaloLmnX YyCTPOWCTB.

7. XXypHan ynpaeneHus nonutukamm 6GesonacHoctu (policies) cogepXuT CoObITUS M3MEHEHUS MONUTUK
6e3onacHocTy.

8. XKypHan cnctemHbix cobbiTuii (Syslog) cogepuT cobbiTusa cuctemHoro xypHana OC.

9. XypHan cobbitun  6e3onacHoctv MO (fw-sec-events) cogepXut  cobbiTus O  OEeNCTBUSX,
npeanpyHMMaemblX B OTBET Ha BO3MOXHbIE HapyLleHus 6e3onacHocTu.



10.2KypHan ynpasneHus M3 (fw-management) cogepxut cobbitus o moandmkauum npasnn M3, gaHHbix M3,
pesynbTatax ynpasneHusa npodunamu nposepok M3, pesdynbTatax camoTectuposaHus M3, moamdukaumm
3Ha4yeHun aTpmbyToB Ge3onacHoOCTN, O AEUCTBUAX, NpeanpMHMMaeMbiX B OTBET Ha BO3MOXHbIE HapyLUeHUs
BesonacHocTw.

[ns onpegeneHvs npaBun BbiBOAa WHGOPMauMM O CoObITUSIX B XXKypHamax ucnonb3dyetca uibTp.
Mpu ycTaHoBKe unbTpauun AN Takoro >XypHana HeobxoaumOo MCNonb3oBaTb aTpubyThbl, yKa3aHHble
B Tabnuua 44.

Tabnuua 44

Ne ATpubyTHI OnucaHue

HaumeHoBaHve Tuna cobbiTus
MpuHuMaeT 3HaYeHuUs:
Onsa xypHana Bxopos (Entries):
— userLogin — Bxopf nonb3oBaTtens;
— userLogout — BbIxog Nonb3oBaTens;
— systemStartUp — ctapT cucrtemsl;
— systemShutDown — 3aBeplueHne paboTbl;
— selfTest — camoTecTupoBaHue;
— journalArchived — apxmnBauus xypHana;

— sessionsExcess — NpeBbILWEHO KOMMYECTBO paspeLleHHbIX
CEeCCUI;

— sessionStart — 3anyuieHHble ceccumn Ha TC;
— timeChange — nsMeHeHue CUCTEMHOIO BPEMEHW.
Ons xXypHana gocTtyna K pecypcam (Resources):
— auditSet — HasHa4yeHue ayauTa Ha 06bekT OC;
— auditRemove — cHATne ayguta ¢ obbekTa PC;
— sziFsRightsSet — ycrtaHoBka npas goctyna k oobektam ®C;

— sziFsRightsRemoved — yganeHue npasB pgoctyna K
obbektam PC;

1 | event-type <3HavyeHue> — fileIntegrity — BHeceHue ob6bekta ®C nod KOHTPOSb
LLernoCTHOCTY;

— fileCalc — pac4yeT dhainoBon LEenoCTHOCTY;
— hwintegrityRecalc — nepecuyeT annapaTHON LENOCTHOCTY;

— objectMovedTo — ob6bekT nepemeweH B <galn
pasmeweHusT>;

— UccSetTime — cuHxpoHu3auusa Bpemenm ¢ ELLY;

— fileRightsChanged — n3meHeHne npaB gocTyna K oObekTy
C;

— hwintegrityErr — annapaTtHas LenoCTHOCTb HapyLLeHa;
— fileRestored — ob6bektT ®C BOCCTaHOBIEH;

— fileIntegrityErr — HapyweHa uenocTtHocTb 06bekTa PC;
— sziRestored — komnoHeHT C3W BocCTaHOBNEH;

— szilntegrityErr — wenoctHocTb C3U HapyLueHa;

— writeFail — HapyLleHne LenoCcTHOCTY XypHana;

— SdzSetTime — cuuTbiBaHWE BpPEMEHW C nnaTtbl cpeacTea
OOBEPEHHOW 3arpysku;

— formatToken — ¢dopmaTupoBaHue annapaTtHoro
naeHTndurkaTopa;

— changeTokenPin — nameHenne PIN-koga gns annapatHoOro
naeHTndukartopa;



ATpubyTHI

OnucaHue

unassignToken — OTKItOYEHME annapartHoro
naeHTudmrkaTopa;
assignToken — nogkritoyeHve annapartHoro
naeHTudurkaTopa;

dirOpen — oTKpbITUE ANPEKTOPUN;

fileAccess — pgocTtyn k 06bekTy OC;

sfileAccess — pgocTyn k cneuynanbHoMy obbekTy OC;
fileRead — uTteHne ob6bekTa PC;

sfileRead — uTteHue cneumanbHoro obwekra OC;
fileWrite — 3anncb obbvekta OC;

sfileWrite — 3anucb B cneymanbHblii 06bekT PC;
fileExecute — BbinonHeHne obbekta OC;

sfileExecute — BbInonHeHune cneyuansHoro obvekta OC;
fileOpen — oTkpbITHEe obbekTa PC;

dirRead — 4TteHune gupekTopuu;

dirCreate — cosgaHne gupekTopuu;

fileCreate — cospgaHue obbekta OC;

sfileCreate — cosgaHue cneumanbHoro obbekta OC;
dirRemoved — yganeHue gupekropuu;

fileRemoved — ynaneHune obbekta OC;

sfileRemoved — ynaneHune cneunanbHoro obvekra ¢OC;
fileAttrChanged — nsmeHeHue aTpnbyToB 06bekTa PC;
objectMoved — nepemelleHne o6bekta PC;

linked — co3paHue XecTKOW CCbINKN.

Onsa xypHana gocTtyna K yctpoucteam (Devices):

deviceMount — MOHTMpOBaHWE YCTPOWCTBA;
deviceUnmount — pa3mMOHTMpOBaHNE YCTPOWNCTBA;
mtpDevAccess — goctyn kK MTP/PTP-ycTponcTBy;
deviceAccess — O0CTYN K YCTPOUCTBY NOCIe MOHTUPOBAHWS;
devicelnfoChanged — nameHeHue onvcaHus ycTponcTeas;
deviceRightsChanged — wu3meHeHue npaB pJoctyna K
YCTPOWCTBY;

portStatusChange — M3MeHeHue COCTOSHUA NopTa;
deviceAuditSet — ycTaHOBKa ayauTa Ha YCTPOMWCTBO;

deviceAuditRemove — ypaneHue ayguTa, Has3HayeHHOro
Ha yCTPOMNCTBO;

cupsJobCheck — npoBepka npae gocTyna ans neyaTy;
devicePlugln — nogknoyeHne ycTponcTea Yyepes nopr.

Ons XXypHana ynpaBneHus nonb3oBartensamu (Users):

userCreate — co3gaHune nonb3oBaTens;

userUpdate — n3ameHeHne nonb3oBaTens;

groupCreate — co3sfaHue rpynnsl;

userAddToGroup — gobaeneHue nonb3oBaTens B rpynmny;

userRemoveFromGroup — yaaneHue nonb3oBartena u3
rpynnbl;

26 CobbITUE (OUKCUMPYETCS NMPY HATNIMYUM COOTBETCTBYHOLLEN NULIEH3UN.



Ne ATpubyTHI OnucaHue
— userChangePassword — nameHeHue naposs nonb3oBaTens;
— userLock — 6noknpoBka nonb3oBaTens;
— userUnlock — pas6nokupoBka nonb3oBartens;
— groupRemove — yaganeHue rpynnei;
— userRemove — yganeHue nosfb3oBaTens;
— domainEnter — BBOA B JIOMEH,;
— domainExit — BbIBOA, U3 JOMEHA;

— domainUserRemove — yganeHue y4eTHOM  3anucu
[AOMEHHOr0 Mosib3oBaTensi.

Onsa xypHana nevatu (Printers):
— cupsJobCreated — cTapT nevaty;
— cupsJobCompleted — 3aBepLueHne neyaTtu;
— cupsPrinterAdded — go6aBneHwue npuHTEpPa;
— cupsPrinterDeleted — yganeHvne npuHTepa.
Onsa xypHana ynpaBneHusi nonutukamum (Policies):
— setPolicy — nameHeHne NnonuTuky;
— journalPolicyStatus — 3anyck ayauTa;
— auditRead — uyTeHue xypHanos?’;
— connectToUcc — noakntodeHne k ELLY;
— disconnectToUcc — oTkntouyenne ot ELLY;

— supportkeyChange — wn3MeHeHMe KnYa TeXHUYECKOM
NoAAEPXKKY;

— synchroUcc — cuHxpoHusaumsa ¢ ELLY;
— licenseChange — nameHeHune nUuUeH3unu.
Onsa xypHana cucteMHbIX cobbiTum (Syslog):
— syslog — cobbITMe CUCTEMHOrO XypHana;
— processKill — npepbiBaHWe npoLecca;
— processStart — 3anyck npoecca;
— processStop — ocTaHOBKa npovecca.
Onsa xypHana cobbiTui 6e3onacHocTn M3 (fw-sec-events):
— firewallBlockAddress — agpec 3abnokmMpoBaH;
— firewallPassPacket — nakeT nponyLueH;
— firewallRejectPacket — nakeT OTKNOHEH.
Ons xypHana ynpaBneHme M3 (fw-management):
— firewallSetRule — npaBuno yctaHoBMeHO;
— firewallTesting — camoTtectnposaHune M3;
— firewallChangeRule — npaBuno n3meHeHo;
— firewallRemoveRule — npaBuno yganeHo;
— firewallSetProfile — npodunb ycTtaHoBREH;
— firewallChangeProfile — npodunb nsameHeH;
— firewallRemoveProfile — npodunb yoanes;

— firewallSetBlacklistCmd — ycTaHOBNEH YepHbIA CMUCOK
NPUNOXEHWUN;

— firewallChangeBlacklistCmd — wu3mMeHeH 4YepHbI CNUCOK
NPUNOXEHWUN;

27 PeructpupyeTcsi coGbITUe Ans nonb3oBaTener ¢ ponbio AOMUHUCTPaTop U AyauTop.



Ne ATpubyTHI OnucaHue

— firewallRemoveBlacklistCmd — yganeH 4epHbI CNUCOK
NPUNOXEHNI;

— firewallSetWhitelistCmd — yctaHoBneH 6enbln  CNUCOK
NPUNOXEHNI;

— firewallChangeWhitelistCmd — wun3ameHeH 6enblin cnucok
NPUNOXEHNI;

— firewallRemoveWhitelistCmd — ypaneH ©enbln  cnucok
NPUNOXEHWUN;

— firewallChangeState — nsmeHeHo coctosiHue M3;
— firewallKillConnection — coeanHeHne pa3opBaHo;

— firewallPoliciesChange — M3MEeHeHne NONUTUK
©e3onacHocTu;

— firewallUnblockAddress — agpec pa3bnoknpoBaH
PunbTp MO BPEMEHW MOSABMAEHUSA COObITUSA, YKa3aHUe HUKHEN
rpaHnLbl.

MpuHuMaeT 3Ha4veHus: fJata u Bpemsa B dopmate Aa-MM-
IIIr@4Y4:MM:CC

2 from-time <3HaveHue>

®dunbTp NO BpeMeEHM MOosABNEeHUs cobblTus, ykasaHWe BepxHen
rpaHnLbl.

MpuHuMaeT 3Ha4veHus: fJata u Bpemsa B dopmate Aa-MM-
T @44:MM:CC

3 till-time <3HaveHue>

4 user-name <3HayeHue> q)VIJ'Ipr Nno HaMnmeHoBaHUO yquHon 3anncun nosib3oBaTend

®PunbTp No pesynbTaTy BbINOMHEHWS COObITUS.
MpuHnMmaeT 3HaYeHUA:

— ok — ycnewHbIn pesynbTarT;

— fail — HeycnelwHbIRN

5 result <sHaveHue>

6 | object <snayeHue> dunbTp No 06bEKTY JocTyna

dunbTpaums No MMeHU NpUHTEpPa, Ha KOTOPbIA BbIBOAUTCS 0OBEKT

7  printer <3HavyeHue> 28
Ansa nevatm

MyTb K apXMBHOW KOMWM >XypHanoB COObITUA WMH(OPMAaLUOHHON

8  archive-path <aHayeHue>
©e3onacHocTu

Mpumep nocnegoBaTenbHOCTM KOMaHA ANS BblBOAA AaHHbIX XypHarna BXO4OB, C NPUMEHEHWeM MpaBus
dunbTpaummn:;

audit <enter>

get-journal <enter>

journal entries <enter>

event-type userLogin <enter>

execute <enter>

Fpadmyeckan o6onoyka agMMHUCTPUPOBaHUS

B cucteme sawutel Dallas Lock Linux peructpaums n 3anucb BedeTCs B pasnUYHbIX TUMax >XypHaros.
Ha Bknagke «AyauT» BblgerneHo 8 kaTeropnin, COOTBETCTBYIOLLUX OCHOBHbLIM XypHanam:

1. XKypHan «O6wume». B xypHane dukcupyloTcs cobbITUs BCEX XYyPHanoB, KpOMe COBObITUIA CUCTEMHOTO
XypHana (syslog).

2. XXypHan «Bxogpl». B XypHane oukcmpytoTcs cobbiTus ayTeHTUMKaLMM Nonb3oBaTenen B onepaLoHHON
cucteme.

28 dunbTpauus No 4aHHOMY napaMeTpy NPUMEHSIETCS TOJBKO K XKypHany neyatu (printers).



3. XKXypHan «YdyeTHble 3anucu». B xypHane dukcupyloTca cobbiTUS, CBSA3aHHble C CO3aHueM,
pefakTupoBaHWeM, yaaneHmem y4eTHbIX 3anucer nonb3oBaTenen n rpynn nonb3oBaTenen.

4, XypHan «JocTtyn». B )XypHane ukcupyroTcs cobbiTUs, CBI3aHHbIE C HACTPOWMKOW NpaBun pasrpaHuyeHus]
AocTyna u ¢ obpalleHneM K 3almiiaemMbiM o6bektam gocTyna.

5. XKypHan «[leyaTtb». B xypHane ukcupyroTca Bce cobbITUs, CBA3AHHbIE C pacnevyaTKkon AOKYMEHTOB Ha
nevyartaroLLMx yCTPONCTBaXx.

6. XKypHan «YnpaBneHue napametpamu». B XypHane dukcupyoTca cobbiTUS MO M3MEHEHUIO MNOSIUTUK
BesonacHocTw.

7. CucTtemHbIn XypHan. B xypHane dukcmpyroTca cobbITUS CUCTEMHOIO XXypHana onepauyuoHHON CUCTEMbI
(syslog).

8. XypHan «Pecypcbl». B XypHane dukcupyoTca cobObiTUsl, CBsi3aHHble C HACTPOWKOM NpaBwui
pasrpaHMyeHuns 4oCcTyna u NofydyeHmem JOCTyna K MOAKI0YaeMbIM YCTPONCTBaM.

[na yctaHoBKM npaBun punbTpauumn Heobxoammo Ha Bknagke «>KypHanbl» HaxaTb Ha KHONKY «[lapameTpbi»,
nocrne 4Yero OTKPOeTCs AOMNOMHMTENbHas naHerns (CM. PucyHok 75 u PucyHok 76).

Dallas Lock Linux - o x

@ Dallas Lock LINUX

Monk30BaTend MapameTpsi Ge3onacHocTH KouTpont pecypcoB CKH M3 HypHane! |

— fi i B e 1)
b (a) I Bl i | e @
g 4 = e | | " .
: w1 ah = = s ST =t 3|
O6wwe | Bxogel  YuetHele 3amuc  Joctyn  Meuats nar:]gi?:r?;fn CofbiTus OC  Pecypcsl &

Kareropiu [eiicTang

| Moxazark thunsTp

ID Bpewmn Monk3oearent Tun cofisimig  Peaynsrar -
69866 06.12.2022 15:58 diladmin Exog nonk3oearens i@ yonex
69837 06.12.2022 15:58 diladmin Yrenue xypHanoe C3W @ Yonex

PucyHok 75. OTKpbITE AONONHATENBHOW NaHen MHCTPYMEHTOB

Dallas Lock Linux - o x

© Dallas Lock LINUX

Monk30BaTent MapameTpel Ge30nacHoCTH KOHTpONL pecypcos CKH | M3 HKypHanbI

C = =] (o= | “u
2 A S = B W = 4
o

¥npaeneHue
Ofuwpe | Bxogel  YuetHble 3anuck | fJoctyn  Meuats napameTpami CoBeiTa OC  Pecypckl
Kareropum [Oeiictana
Tun cobuimia: | Bxof nonk3osatens v Bpema Hauana: 05/12/2022 15:58 | = | OfbexT: Pezynetar: | MioGod -
Monb3oearens: Bpewms 3aBepiennn: | 06/12/2022 15:58 | | Mpuutep: |Moboi | ApxuBe:
OUUCTHTE MpUMEHHTE
CKpbiTh thnkTp

ID ) Bpemn MNonk3oearents Tun coBbiTna Peaynstar [«
69978 06.12.2022 16:01 root Bxopn nons3oearensa @ Ycnex

PucyHok 76. MNaHenb HacTpoWku napaMmeTpoB unbTpaLmm

Wcnonb3oBaHne unbTpoB [[aeT BO3MOXHOCTb OTCESATb HEHYXHble [aHHble B KypHane Tak,
YTO OHW CTAHOBSITCS HEBUAMMBI 4151 TPOCMOTPA, B TO e BPeMsi MHGopMaLns Npy NCMNOSb30BaHUN (punbTpoB
13 XXypHarnoB He yaansieTcs.

YT106bI BLINOMHUTL HACTPOWKN, HEOBXOAMMO YCTAaHOBUTL COOTBETCTBYIOLLME aTPUOYThl U HaXaTb Ha KHOMKY
«MprMeHnTLY», Mocne Yero K 3anucsiM XxypHana 6yayT npuMeHeHbl napameTpbl hUnbTpaLmu.

Kaxabin d’)l/IJ'Ipr MMEET MapamMeTpbl HaCTp0l7IKVI, KOTOpbleé COOTBETCTBYKOT OCHOBHbIM 3J1eMEe€HTaM Crnuncka
OTKPbITOro XypHana. Takke 3annucu B Kaaom XypHane MOXHO OTCOPTUpOBATb MO onpeneneHHoOMY Tuny
cobbiTus, KOTOpO€ COOTBETCTBYET TOJIbKO Bbl6paHHOMy XypHany.



4.9.2 Tlopcucrema ayguta o6bEKTOB (PannoBon CUCTEMbI

Moacuctema ayaguta obbektoB PC npegHasHadeHa pAna  ydeta [AeNCcTBui CyObeKkToB gocTyna
Haj 3awywaembiMm obbekTamu. Takor y4eT OCHOBaH Ha onpefeneHun npasun ayguta Ansa 3awmwaembix
obbekToB. [Mlog npasBunamu ayauta noppasymeBaeTcsd peructpaums Habopa onepauui, BbINOMHAEMbIX
cybbektamun Hapg obbektamm gocTtyna (Y4TeHue napameTpoB panna unu katanora, M3mMeHeHne aTpunbyTos
JocTyna, yganeHve, cosgaHve unu nepeummeHoBaHue panna (katanora) M UHble OEeNCTBUA CYObekToB
AoCTyna Haj 3awmwaembiM 06bekToM).

MpumeyaHue. YcTaHOBKa ayauta Ha katanor «/» 3anpeweHa. B atom cnyyae ©6yget
BO3paLleHa owwmbka.

Moacuctema ayauta obwvektoB ®C npepoctasngaet agmuHuctpatopy C3M HCL Bo3MOXHOCTE A06aBnsTh,
yoanaTb U peAakTupoBaTh NpaBuria ayauta B CUCTEME.

pacnosioXKeHHbIX Ha CbeMHbIX HAaKOMUTENAX, CMOHTVIpOBaHHbIVI pa3gen CbeMHOro HakonuTenA

MpumeyaHue. [ns KoppekTHOW paboTel ayauta ob6bekToB (annoBoW  CUCTEMBI,
OOJKEH NMEeTb Kakyto-nnbo 13 dannosbix cuctem: ext2, ext3, extd, JFS, ReiserFS.

BHumaHue! [Mpu BoccTaHoBneHMn obbekta PC u3 pesepBHOW Konuu, ayaut OyaeT CHAT
aBTOMAaTUYECKN.

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

Onsi yctaHoBKkn ayamTta Ha o6bekT ®C HeobxoaMMO B KOHCONbHOW obornodvke agmuHucTpupoBaHus (ishl)
nepenTu K nogcucteme ayguta, Habpas komaHAy audit, a 3aTem onpegenuTe NnapameTpbl ayanta oobekta ©C
KoMaHgown set-watch, ucnonb3ysa atpmbyThbl, ykasaHHble B Tabnuvua 45.

Tabnuua 45

Ne ATpuoyThHI OnucaHue

MyTb kK 0ObekTy hannoBoOn CUCTEMBbI, Ha KOTOPLIAN YyCTaHaBnuBaeTcsH
ayout

Macka npasun ayguTa, B popmaTe «arwxmusl», rae napameTp:

a — oTcrnexuBaeT CobbITUS CMeHbl aTpubyTOB;

r — oTcnexmBaeT cobblTUA YTeHUs;

1  path <sHavyeHue>

W — OTCNeXnBaeT CobbITUS 3anuncu;

X — OTCrnexvBaeT cobObITUA BbIMOMHEHUS (TONbKO ANs  doansos).
Mpu ycTaHOBKe [aHHOro napameTtpa anga dawna-ckpunta (sh, python
MT.0.) cobbitme «processStop» peructpupoBatbCs He 6ygeT, T.K.
nctoyHunkom npouecca B OC 6ynet uHtepnpetaTop (bash, pythonn 1. a4.);

2 | mode <3HayeHue> m — OTCNeXnBaeT COObITUS NepeMeLLeHNs;
U — OTCNEeXuBaEeT COObITUS yaaneHus;
S — oTcnexuBaeT coObITUS, CBSI3aHHble C CO3daHWEM B KaTanore

crneumanbHbIX hainoB (COKETOB, UMEHOBaHHbIX KaHarnoB);
| — oTcnexuBaeT cobbiTne cozgaHus (Tonbko Ans annos).

Ecnn kakoe-To npasuno ayaumta He Ha3HadaeTcd, TO BMeCTO
COOTBETCTBYHOLLEro napameTpa yCTaHaBIIMBaAETCA «-».

MpumeyaHue. Mopsgok ykasaHus CMMBONOB, 0603HavalLWMX npasBuna
ayguTa nnm ux oTCyTCTBME, MOXET ObITb nobon

Mpumep: HEO6XOOMMO BKINIOYNTE ayauT YTEHMS U n3aMeHeHus atpubytos ans cdanna /etc/fstab.
audit <enter>



set-watch /etc/fstab ar <enter>
Yaanute npaBuna ayamta ¢ obbekta hannoBor CMCTEMbI BO3MOXHO MpY NMOMOLLM KOMaHAabl remove-watch,
yKkasaB B KayecTBe ero 3HayeHus path (onucaHue atpnbyta npmegeHo B Tabnuua 45).
Mpumep: HeoBxoaUMO OTKNOUMTL ayauT Ansa obbvekta PC.
audit <enter>
remove-watch /etc/fstab <enter>
[na npocmoTpa cnucka ob6bektoB PC, HaxoadaWmMXCA o4 ayauToM, Heob6X0aAMMO BbINOMHUTL KOMaHay get-
watch-all.
Mpumep:
audit <enter>
get-watch-all <enter>
lMpocmoTpeTb NpaBuna ayauta obbekTa annoBon CUCTEMbI BO3MOXHO MpY NMOMOLLM KOMaHabl get-watch,
yKa3aB B ka4yeCTBe ero 3HauyeHusi path (onvcaHme atpubyTa npuBegeHo B Tabnuua 45).
Mpuwmep:
audit <enter>

get-watch /etc/fstab <enter>

Mpadmyeckas o6onoyvka agMMHUCTPUPOBaAHUS

[nga yctaHoBKkM ayauTa Ha 06 bekT hainoBon cMcTeMbl HEOGXOAMMO BbINOMNHUTL CAEAYoLNE Liarn:

1. B rpadmueckon obonovke C3MN HC[ BuiGpaThb Bknagky «KOHTponb pecypcoB» v Nepentn B KaTeropuio
«Pannbi».

e

2. B pepeBe 06bekToB BbiBpaTh haiin M HaxaTb Ha KHomky — «KoHTponb Hag daitnom», nubo 2 pasa
KMWKHYTb NIEBOM KHOMKOW MbIWK Ha BblbpaHHbI 06bekT PC. lMoseutca okHO «KoHTponb Hag obbekTom:
«HauMeHosaHue 8bibpaHHo20 obbekma ®@C» (cm. PucyHok 77).

3. B okHe «KoHTponb Hag oObeKkToM: «HauMeHosaHue 8bibpaHHO20 obbekma @C» B NEBOW 4acTU OKHa
BbIGpaTh N3 CNUcka KaTeropum aneMeHT «AyanTt ocTyna.

4. YcTaHOBUTL npasuna ayauta and Bbl6paHHOFO obbekta ®C. HasHaueHne npaBun BbIMOJIHAETCA nyTem
YCTaHOBKMU cbnara HanpoTuUB COOTBETCTBYHOLLEro napameTpa. Ha o6bekt ®C MOXHO HasHa4nTb cnegywowme
npasuna:

— [HocTtyn k atpubytam — oTcnexvsaTb COObITUA CMEHbI aTpubyTOB.

—  UYteHue — oTcnexuBaTtb COObITUS YTEHUS.

—  3anncb — oTCrexunBaTb COObITUS 3anuncu.

—  3anyck — oTcnexuBaTtb coBbITUS 3anycka, BbINMOMHEHWUS.

—  [lNepemelleHne — oTcnexmBaTb COObITUSA NepemMeLLeHms.

—  Co3pgaHue CcCbinkn — OTCMexXMBaTh COObITUS co3aaHus (B kaTanore).
—  YpaneHvne — oTcnexuBaTtb COObITUSA yaaneHus.

—  CneumanbHble npaBa — OTCEXMBATb COObITUSA, CBA3aHHbIE C CO34aHMEM B KaTarore crneumarnbHbIX
hannoB (COKETOB, UMEHOBAHHbIX KaHamnoB).

C nomoupbto KHoMNoK «[MonHbIN ayanT» n « CHATb ayguT», COOTBETCTBEHHO, MOXHO BbICTaBUTb UK yopaTb Bce
donarn ayguTta.

5. lMocne ycTaHoBKM brara Ha naHenu MHCTPYMEHTOB « KOHTpomnb Hag 06beKTOM» HEOOXOAMMO COXpaHUTb
NpaBuIo — HaXaTb Ha KHOMNKY « CoxpaHuTby». HaxxaTue kHonku «[IpuMeHUTb» BEAET K COXPaHEHUIO U3MEHEHNI
1 3aKpbITUIO OKkHA «KOHTponb Hag 06BHLEKTOM: «HauMeHoBaHUe 8bibpaHHO20 0bbekma PC».
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Obwme HasHauyeHmne ayguTa
CKPELWOHHRIA AOCT
[l [ 1

CeoiticTea

Koﬁtpo'nb UenocTHoOCTH obwexta @C -
Monyeid aygut | | CHATL ayguTt

Loctyn k arpubyTam

Yrexue v
3annch
Jamyck v
MepemelleHue

Co3faHue cobiii

¥Ynaneuue

<

CneumansHbie npaga

CoxpaHuTb [MpUMEHNTE OTmeHa

PucyHok 77. OkHo «KoHTponb Hag 06bLEKTOM: «kHaMMeHOBaHue BbiIGpaHHOro o6bekrta PC»

Nudopmauus o6 obbekTax, Haxoaawmxes nog aygutom, otobpaxaetcsa B oblen Tabnuue B naHenu ©
«KoHTponb ayauTa cannos» (cm. PucyHok 78). B Tabnuue ykasbiBaeTcs NONHbIN NyTb K 06bekTy ®C 1 dnar
npaswn ayauTa, B dopmate «arwxmusly, rae napamerp:

—  a— npaBwIo CMeHbl aTpubyToB;

— ' — MpaBuIO YTEHUS;

— W — MpaBuIo 3anucu;

— X — NpaBwWrio BbINOSHEHMS;

— M — NpaBuUNo NepemMeLLeHms;

—  U— npaBwmo yaaneHus;

— S — chneyuvanbHoe NpaBuno;

— | — npaBunno co3faHnst XXeCTKMUX CCbINOK (TONbKO AN (hannos).

Koutpons aygura dpaiinos x
daiinel nog ayantTom
Monteiit ayguT | | CHATE ayauT
- MyTh focTyn | Yrewwe | 3anuce | 3anyck | [epemew,  Ccbiika | Ygan, | Cneu
/home v v v v v v v v

PucyHok 78. Bknagka «AyauT cpanos»
Onsa pepakTnpoBaHua Habopa npaBun Heo6xoauMO:
1. B obuwen Tabnuue BbIAENUTb CTPOKY ¢ 06BbekTom OC.
2. YcTaHoBUTb hnar HanpoTUB COOTBETCTBYIOLLEro npasuna (unu yépatb).



3. HaxaTb Ha kHonky «[MpumeHnTb». HoBOE npaBuno nobasuTcs, 1 Macka npasun B 06Lwen Tabnuue dyaet
oBHoBreHa.

NS OTMeHbI BbINOMHEHWs ayauTa Heobxoaumo B obLiel Tabnuue BblaeniTb OGBEKT U HaXaTb Ha KHOMKY
«CHsATb ayauT». [Nocne oTMeHbl ayanTa B TIEBOM HUXKHEM Yriy rpacpuyeckoii 060M104kmu NosiBUTCS CoobLLEeHe,
41O C 06beKTa Bbln CHAT ayauT, U MHopMaLMs No AaHHOMY 00bekTy GyaeT yaaneHa u3 Tabnumubl.

4.9.3 Mopcucrtema ayauTa yCTPOUCTB
4.9.3.1 AyauTt ycTpomncTBe

Mogcuctema ayauta YCTPOWCTB MpedHasHayeHa Ans  yvyeTa [OEWCTBUA  cyBbekToB  gocTyna
Hag 3almwaembiMm obbekTaMu. Takol ydeT OCHOBaH Ha onpeaerieHun npaBun ayauta Ans 3aluwaembix
0bObeKToB.

Moa npaBunamn ayguTta nogpasymeBaeTcs peructpauus Habopa onepauun, BbIMOMHAEMbIX CyObekTamu
Hag obbekTammu goctyna (4TeHue, 3anucb, UCMOMHEHWe, OOCTyn K aTpubyTtam, nepemMelleHve, yganeHuve,
crneunanbHble NpaBa, CO34aHNE XXECTKMX CCbINOK).

Mopcuctema ayguta yctponcts npepgoctaenseT agmuHuctpatopy C3UM HCI Bo3mMoxHOCTb A06aBnATb,
yoanaTb U pegaktupoBaTb npasuna ayguTa B cucteme. C3M HC[ nossonseT Ha3Ha4MTb ayguT HE TOMbKO
Ha KOHKPETHOE YCTPOWCTBO, HO 1 Ha TWUM YCTPOWNCTB.

C3M HC[I dukcupyeT cobblTsi TOAKMOYEHNS] YCTPOMCTB K MHTEpdencam BBoaa/BbiBoAa B «XKypHan goctyna
K ycTponcteamy (cm. [Mogcucrema xxypHanmpoBaHus).

MpumeuyaHue. [ns KOppekTHOM paboTbl ayauTa YCTPOMCTB, CMOHTUPOBAHHbLIA pasgen
CHEMHOro HaKONUTENS AOIMKEH MMETb Kakyo-nnbo ns dpannosbix cuctem: ext2, ext3, ext4, JFS,
ReiserFS, VFAT. KoppekTHas paboTa ¢ gpyrumm tunamm ®C He rapaHTupyeTcs.

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

[ns ycTtaHoBKM ayauMta Ha YCTPOMCTBO (TN YCTPOMCTB) HEOBXOAMMO B KOHCOfMbHOW 0Bonouke
aaMmunHuctpupoBaHus (ishl) nepentn k pasgeny resources, ganee nepenTn K nogcucteme ynpasreHus
obopynoBaHuem hardware, 3atem — onpegenuTe napameTpbl ayguta obbekta PC komaHgon set-device-
audit, ncnonb3aysi aTpubyThI:

device <ums ycTpowcTBa (Tvna yCTPOWUCTB)>;
audit <pexxum ayouta> — pexum ayauta B dopMaTe «arwxmusl». MMopsigok ykasaHus npaB goctyna K
YCTPOWCTBY A0JKEH ObITh COOMOAEH.

Mpumep:
resources <enter>
hardware <enter>
set-device-audit <enter>
device /dev/sdb <enter>
audit arwxmusl <enter>
execute <enter>

YnaneHvwe npaeun ayauTta ¢ yCTPOMCTBA (TUna YCTPOMCTB) OCYLLECTBNAETCA NPU NOMOLLM KOMaHAbl remove-
device-audit <nazsaHue ycmpolicmea>.

Mpuwmep:
resources <enter>
hardware <enter>
remove-device-audit /dev/sdb <enter>
execute <enter>

[nst npocMmoTpa cnucka yCTPOWCTB, Ha KOTopble Ha3Ha4YeH ayauT, HeoOX0OUMO BbIMONHUTL KOMaHAy show-
audit.

Mpuwmep:
resources <enter>
hardware <enter>
show-audit <enter>



Mpadmueckas o6onoyka agMUHUCTPUPOBaAHUS

Ons YCTaHOBKWU ayauTa YCTDOVICTB Heob6X0AMMO BbINOSTHUTL cnegywuwimne waru:

1. B rpadpmueckon obonouvke C3WN HCL nepentn Ha Bknagky «KOHTpOmb pecypcoBy», BblbpaTb KaTeropuio
«YcTpouncTear.

!

2. B nepese 06beKTOB BbIGPaTh YCTPOMCTBO (MMM TUMN YCTPOICTBA) U HaXaTh Ha KHOMKY — «KoHTponb Hag
yCTPOMUCTBOMY®. [1oABUTCS OKHO «KOHTPOSb Hag YCTPONCTBOM: <UMS ycmpolcmea>».

3. B okHe «KoHTponb Hag yCTPOMCTBOM: <uMsi ycmpolicmea>» B NEBOW 4acTu OKHa BblOpaTb M3 cnucka
KaTeropui anemeHT «AyauT goctyna.

4. YctaHOBWUTb MpaBuna ayauta Ang BblOpaHHOro ycTponcTsa. HasHauyeHue npasBun BbINOMHAETCA NyTem
YCTaHOBKM dpniara HanpoTMB COOTBETCTBYHOLLEro napameTtpa. Ha ycTpoWCTBO (Tun yCTPOWCTBA) MOXHO
HasHa4MTb crnegyowme npasuna:

— [Hoctyn k atpubytam — oTcnexvsaTb COBbITUA CMEHbI aTpubyTOB.

—  YteHne — oTcnexmBaTb COBbITUA YTEHUS.

—  3anucb — oTcnexusaTb COObITMSA 3anncu.

—  3anyck — oTcnexuBaTb COObITMA 3anycka, BbINMOSTHEHUSI.

—  [lNepemelleHne — oTcnexmBaTb COObITUSA NepemMeLLeHms.

—  Co3pgaHue cCbinkn — OTCNeXMBaTh COObITUS co3aaHus (B kaTanore).
—  YpaneHvne — oTcnexuBaTtb COObITUSA yaaneHus.

—  CneumanbHble NpaBa — OTCMEXMBaTb COObLITUSA, CBA3aHHbIE C CO3A4aHNEM B KaTarnore
cneumanbHbiX hannoB (COKETOB, MMEHOBAaHHbIX KaHanoB).

C nomoupbto KHoMNokK «[onHbIN ayanT» 1 « CHATb ayauT», COOTBETCTBEHHO, MOXHO BbICTaBUTb UK ybpaTb Bce
dnaru ayguTa.

5. lNMocne yctaHoBkM (pnara Ha naHenM WHCTPYMEHTOB OKHa «KOHTpOmnb Hag YCTPOMCTBOM: <uMs
ycmpoticmea>» He0BX0AMMO COXPaHWUTb MPaBUITIO — HaXaTb Ha KHOMKy « CoxpaHuTby.

Haxatne kHonku «[pumeHWTb» npuBegeT K COXPaHEeHW0 U3MEHEHUN U 3aKpbITUIO OkHa «KOHTpomnb Hag
YCTPOWCTBOM: <UMS ycmpoucmea>».

4.9.3.2 Ayaut ycTponcTs, paboTarowumx no npotokonam MTP/PTP

C3M HC[O obecneumBaeT dumkcaLmio cOBbITUIN, CBSA3AHHbLIX C OCYLLECTBNEeHMeM AOCTyna K YCTPOWCTBaM,
pabotatowmm no npoTtokonam MTP/PTP. [llogobHble cobbitns dukcupytlotca B «XKypHane pgoctyna
K ycTponcteamy (cm. [MogcucremMa xxypHanmpoBaHus).

B cny4ae BO3HWKHOBEHWS COOLITUA MOMbITKA MNOMyYeHUs [OCTyna K ycTponcTBam, paboTaromx
no npotokonam MTP/PTP, uKcupyloTCs HaMMeHOBaHME Mpou3BOAUTENSA YCTPOMCTBA M JIOTWUH
nonb3oBaTtens, B rpan4eckon ceccum KOTOPOro NOAKIMOYEHO YCTPONCTBO.

4.9.3.3 ABTOMaTM4yecKass peakuus NOACUCTEMbl ayAuTa Ha COObiTMEe BO3MOXHOIO HapylueHUs
6e3onacHocTU

KoHconbHas o6onoyka agMMHUCTPUPOBaHMUS

B C3M HC[ Dallas Lock Linux npegycmoTpeHa aBTomaTnyeckas peakumsa ayamta 6e30nacHOCTU Ha cobbiTme
BO3MOXXHOro HapylleHus 6e3onacHocTi. CobbiTve BO3MOXHOIO HapylleHns 6e3onacHOCT — 3TO cobbiTue
«lMony4eHne JocTyna K YCTPOMCTBY NOCHE MOHTUPOBAHUSI» C pedyrbTaTom «Fail».

Mpu obHapyxeHnn BO3MOXHOrO HapyweHus 6esonacHoctn C3U HCO 6yget BbIBOAUTBCA MHOPMaLMS
0 COOTBETCTBYIOLLEM COObITUM C YyKasaHMeM BpEMEHU BO3HMKHOBEHWS COObITUS, UMEHW nonb3oBaTens
1 MOSTHOTO NYTU K 06BbEKTY, K KOTOPOMY Bblfia OCyLLEeCTBNEHA NOMbITKA NOMYyYeHWs JOCTyNa.

Mpacdmyeckasa obonoyka agMMHUCTPUPOBaHUA
Mpy BO3HWKHOBEHWM COOLITUS BO3MOXHOMO HapylleHWss 6e30MacHOCTU 3Ha4yokK (cm. PucyHok 79),

pPacnonoXeHHbIV B NPaBOM BepxHeM yrny rpadudeckori obonoykn agmumHnctpupoBanus C3W HCL, 6yget
oTobpaxaTbCs C YUCMOBbIM MHOUKATOPOM.
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Mone3osareny MapameTps! GezonacHocTH KouTponk pecypcos CKH M3 HKypHans!

PucyHok 79. MNpacdmnyeckas o6onoyka agmuHuctpupoBanus C3U HCL npu ycnoBuu Hanuumne cobbITUN BO3MOXHOTO
HapylueHus 6e3onacHoOCTH

Ana oTobpaxeHns MHdopMaLun 0 NOAOBHLIX COBLITUSAX HEOGXOOMMO HaXKaTb Ha 3Ha4vok <. Mpu HaxaTum
oTobpasnTca MHdopmaumna o6 nHumMaeHTax 6e3onacHoOCTU C ykasaHnem BpeMeHy BO3HWKHOBEHUS COBbITUS,
MMEeHM Momnb3oBaTtens W MOMHOro NyTM K 0BbEKTY, K KOTOPOMY Gbifa OCYLLEeCTBEHa NOMbITKAa MOoMnydYeHus
gocrtyna.

4.9.4 ApxuBauusa XXypHanoB MHdOpMaLMOHHON 6e30nacHOCTH

ApxuBaums xxypHanos nHgopmarmoHHon 6esonacHoctn C3M HC[ npousBoantca aBTomaTnyecku, CornacHo
3aJaHHOMY WHTEpBany WM YCcTaHOBNEHHOMY 0ObeMy, YyKaszaHHbIM B COOTBETCTBYIOLLUMX MOMAMTUKAX
©esonacHocTu. Mo HacTynneHuo cpoka apxmBauuMyM UM No OOCTWXKEHMIO 3a0aHHOro pasmepa apxvBauuu,
CcoObITUA, XpaHSALLMECS B XypHanax UHGOpMaLUMOHHONW 0e30MacHOCTU, COXPaHAKTCA B apXxvB, a B XXypHan
BXo4oB pAobaensieTcs 3anMcb O TOM, 4YTO Oblna npou3BefeHa apxuvBauusi. ApXMBbI  KypHanoB
HGOPMaLMOHHOM 6e30MacHOCTM NPU CO34aHUN aBTOMAaTUYECKN CTaBATCS NOA KOHTPOSb LIeNTOCTHOCTMY.

Mo ymonuaHuio, apxuBbl >XypHaroB MHOpMaLMOHHOM Be3onacHoCcTK xpaHsaTces B anpektopun /dlix/backup/ ¢
UMEHEM, BKIOYaoLWnm AaTy 1 BpeMsi Co3faHunst apxuea. Katanor 4ns xpaHeHust XXypHanoB MHpOpMaLoHHON
BesonacHOCTM MOXHO 3agaTb B nonuTuke HesonacHoctn «[yTb K apxmBam xypHanos / archive-path» (B
rpadn4ecKomr N KOHCONbHON 000M0YKax, COOTBETCTBEHHO).

KoHconbHasi 0605104ka agMMHUCTPUPOBaHUA
[ns npocmoTpa cobblTUn M3 apXMBHBLIX KOMWW XypHaroB MHAMOPMAaUMOHHON Be3onacHOCTU HeobxoaMmo
BOCMONb30BaTLCHA KOMaHAow archive-path n3 nogcuctemel audit ¢ ykazaHneM MNOSTHOMO MYTU K apXUBHOW KOMUW.

Mpumep:
audit <enter>
get-journal <enter>
archive-path “var/log/dll_archive/journal_archive_2015-04-15-19:53:40.sql” <enter>
execute <enter>

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

[nsa 3arpy3ku apxvBa XypHana Heobxoaumo B napameTpax KypHana yka3aTb MyTb K katanory (no ymonyaHuio
nponucad nytb Kk /dlix/backup/journals_archive_xxx-xx-xx:xx:xx.db/) wn HaxaTb KHONKYy «[lpyuMeHnTb»
(cm. PucyHok 80).
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Monk3oeartenu MapameTpsl Ge3onacHoCT KoHTponL pecypcos CKH M3 HypHans!
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OuNCTHTL MpUMEHHTE
PucyHok 80. HacTpoiika 3arpy3ku apxuBa XypHana
4.9.5 3KcnopT XypHanos MH¢popMaLMOHHON 6e3onacHOCTH

B C3M HC[l BO3MOXEH 3KCMOPT 3anncemn XypHarna nnm oTunbTPOBaHHbIX 3anncen XypHana B criegyoLwime



dopmartbl: PDF, ODS, XML.

KoHconbHas o6onouka agMUHUCTpPUpoBaHuA

Ona BbINONHEHWs 3KcnopTa pAdaHHblx B ¢dopmat PDF  HeobxogMMO B KOHCOMbHOW 0borouke
agMuHucTpupoBaHus (ishl) B pasgene audit BeinonHUTL komaHay export-pdf. Nocne BbINONHEHMA kKoMaHabl
cuctema nepenget B pasgen export-pdf. Janee Heobxogumo onpeaenuTb nNapameTpbl 3KCNOpTa AaHHbIX,
ucnonb3ysa atpnbyTbl, ykasaHHble B Tabnuvua 46.

Tabnuua 46

Ne KomaHpa OnucaHue

1 export-path MyTb K KaTanory, kyaa 6yayT 3KCNOpTUPOBaHbI AaHHbIE
<3HauyeHue>

2 archive-path MyTb K apxXMBHOW KOMWMM >KypHana, 3anucu KOTOpol Heobxoammo
<3HayeHue> 3KcnopTMpoBaTb

3 journal HaunmeHoBaHue xxypHana, 3anMcu KOToporo HEOOXOAMMO 3KCMOPTUPOBaTh
<3HayeHue>

4 event-type HacTtpovika dunbTpa no tTuny cobbiTvs, nogpobHee — cm. Tabnuua 44
<3HayeHue>

5 from-time ®dunbTp NO BPpEMEHN NOSBNEHNS COBOLITUS, YKa3aHWe HUXKHEWN rpaHunLbl.
<3Ha4yeHue> MpuHuMmaeT 3HaYeHUA: gaTta n Bpems B hopmarte AA-MM-ITIT@44:MM:CC

5 till-time PunbTp NO BPEMEHN NOABMNEHUS COOLITUSA, YKasaHne BEPXHEN rpaHnLib.
<3Ha4yeHue> MpuHMMaeT 3HauYeHus: gaTa n BpeMsi B popmate Aa-Mm-rrrr@4y:MM:CC

;  user-name ®unNbTp N0 HAMMEHOBAHMWIO YYETHOW 3anMcuK Nonb3oBaTens
<3HayeHue>

PunbTp NO pesynbTaTy BbIMONHEHWS COBbITUS.
MpuHuMaeT 3HaYeHUSA:
8 | result <sHayeHue> .
— 0k — ycnewHbIn pe3ynbTar;

— fail — HeycnewHbIN
9 | object <sHayeHue> = OUNbLTP NO OOBLEKTY UNKN CYOBEKTY AOCTyNa

10  printer <3HaueHue> ®UNbLTPALUA MO UMEHW NPUHTEPA, HA KOTOPbIN BbIBOAUTCS OGBEKT ANs neyaTu

Mpumep: Heo06x0QMMO IKCMOPTMPOBATL 3aMUCK XypHana entries, ¢ hunbTPOM No Moo event-type.
audit <enter>
export-pdf <enter>
export-path /home/user/doc <enter>
journal entries <enter>
event-type userLogin <enter>
execute <enter>
[ns BbINONHEHMS aKcnopTa AaHHbIX B popmat ODS Heobxogumo BOCMNONb30BaTbCS KOMaHAOM export-ods
W yCTaHOBUTbL Tpebyemble aTpnbyThl (cM. Tabnuua 46).

[nsi BbINONHEHMA 3KcnopTa AaHHbiX B doopmat XML Heobxooumo BOCMONb30BaTbLCA KOMaHAoW export-xml
N ycTaHoBUTb Tpebyembie aTpnbyThl (cMm. Tabnuua 46).

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS
[nsi BbINOMHEHUS 9KCNOpTa AaHHbIX XypHana HeoBGXoanMmo:

1.Ha Bknagke (()KypHaﬂbl» OTKPbITb KATEropunto C COOTBETCTBYHOLLNM XypHarom.

7]
2.Ha nanenu «[enictBua» BbIbpaTb kKOMaHay — «OKCMNopT».
3.B oTKpbiBLLENCS hOpME YKa3aTb NapameTpbl SKCMOpTa AaHHbIX (CM. PucyHok 81):



—  «Kartanor». C nomoLLbi0 KHOMKM BblGoOpa : YKa3bIBaeTCsl MOMHbIN MyTb K KaTtanory,
B KOTOPOM ByAyT COXpaHeHbl AaHHbIe XypHana;

—  «Wmsax. YkasbiBaeTca HauMmeHoBaHue hanna ¢ AaHHbIMY;
- «DPopmat». M3 HUCnagatoLero cnucka BelbmMpaeTcs hopmart BbIrpy3KM AaHHbIX.

JKCNOopT COBBITHI X

Katanor: /home/user/[okymeHTl [

Wma: | PKyprnal |

Qopmat: | PDF b

3kcnopT B /homeluser/ okyMeHTel My pHna.pdf

JKCNopT OTmeHa

PﬂcyHOK 81. lnanoroBoe OKHO NapaMeTPOB 3KCMNOpPTa AaHHbIX XypHana

4.,D,J'|ﬂ BbIMOJTHEHNA 3KCNOpPTa AaHHbIX Ha)XaTb Ha KHOMKY ((SKCI'IOPT)), ana OTMeHbl onepauun — KHOMKa
«OTMeHa».

4.10 YnpaBneHue perucTpaumMoHHbIMM AAHHbIMU CUCTEMbI 3aLUUTbI

Moacuctema ynpaeneHus permctpaunoHHeiMy gaHHeiMu C3UM HC Dallas Lock Linux nossonseT ynpaenstb
TeKyLWen NUUEH3Nen M KIYOM TEXHUYECKOW NoJaepKkM, OBHOBMNSATb NONb30BaTENbCKUMA U KOPHEBOM
cepTudukaThbl, a Takke NpocMaTpusaTb HOMEpP Bepcum 1 cbopkm, yctaHosneHHon C3W1 HCO.

BHumaHue! [MonHoueHHoe dyHKkuMoHupoBaHe C3U HCL BO3MOXHO TONbKO B Ccriyyae
KOPPEKTHOM HacTPOMKN N YCTAaHOBKN AENCTBYIOLLErO NMULEH3MOHHOIO HOMepa NpoayKTa.

Ons nepexoga B noacucTeMy ynpaBreHus pernctpaumoHHbiMu daHHbiMn C3UM HC[L Heobxogmmo
B KOHCOSbHOW obonodke agMuHUcTprpoBaHus (ishl) BeinonHuTE komaHnay information. Mocne BbINOMHEHWS
KOMaHAbl cuctema nepenget B pasgen information.

Cnncok OCHOBHbIX yNpaBnsaoLLmnxX KomaHg pasgena information:
—  show-license — npocmoTp HoMepa nuueH3un C3U HC[L;

show-version — NnpocMoTp HoMepa TekyLeln Bepcumn u cbopku C3N HCL;

—  set-license — cmeHa Homepa nuueHaun C31 HCL,;

—  support-serial — ynpaBrneHue Kno4oM TEXHUYECKOW NOLAEPXKKY;

—  change-cert — o6HOBNEHME KOPHEBOTO M NOSb30BaTENBbCKOr0 CEPTUDMNKATOB;

—  list— npocMOTp cnvcka AOCTYMHbIX KOMaHA Y NOAMEHIO;

—  show-0s-version — NpocMOTp BepcuM onepaLmoHHON cucTeMbl ceMeicTBa Linux n Bepcun aapa;
—  help —BbIBOA MHOPMaLNMK O BCTPOEHHBLIX KOMaH4ax;

—  back —BbIxog U3 NOAMEH!0 (Ha YpOBEHb BbiLLE);

—  eXit — BbIXOA M3 KOHCOSIbHOW 0B0OYKN aAMUHUCTPUPOBaHKS 1 3akpbiTne ceccum diladmin.

4.10.1 TMMpocmoTp HOMepa TeKyLlern BepCcun u cOOpKn cMcTeMbl 3alUThbI

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

B pasgene information peanusoBaHa BO3MOXHOCTb MPOBEPKM HOMepa TekyLiern Bepcumn n cbopkm C3N HCU.
[nga aToro HeobxoAMMo BbINONHUTL KOMaHAy show-version.



Mpumep:
information <enter>
show-version <enter>

Pe3ynbTaT BbINOMIHEHUA KOMaHAbI:
Installed “3.31.58”

Mpadmueckas o60novka agMMHUCTPUPOBAHUS

Ina Toro, 4toGbl NpoBepUTL HOMep Tekylen Bepcumn n cbopkm C3N HCL, Heob6xoaMmMo OTKpbITb OKHO «O

nporpamMme», BbI3BaB €ro U3 Cnncka AOMOSTHUTENbHbLIX (OYHKLMIA KHOMKM FNaBHOrO MEHIO v . Mocne HaxaTua
KHOTMKW rMaBHOMo MeHIo NosiBUTCs okHO «O nporpamme». B cnncke HanTtm ctpoky «Homep cbopkm» n «Bepcua
GUI» (cm. PucyHok 82).

Takke okHO «O nporpaMmme» CoaepXuUT CriefyoLlyo MHPOPMaLUIo:

— CoeavHeHne — ykasblBaeTCsi agpec XoCTa;
— Howmep nuueHsuy;

— Kopa TexHmyeckon nogaepku;

— Howmep cbopku;

— Bepcua GUI;

—  AKTMBHbIE KOMNOHEHTLI — cnncok moaynen C3U HC[ B cooTBeTCTBMM NPUOBPETEHHON NULIEH3NEN;
—  Cant KomnaHuu;

—  CanT NnpoayKTOBOWN NTMHENKY;

—  Agpec TEXHUYECKON NOJOEPXKKN;

— Tenedos;

— Tenerpam-60T.



O nporpamme

C3M HCA Dallas Lock Linux

CoefMHeHwe:
127.0.0.1

Homep chopum:
3.31.58

Bepcua GUI:
3.31.58

Homep nuueH3nu:

-".a:’.' ~— AKTUBHLIE KOMNOHEHTBI:

/A W\ 3auwTa ot HCJ (C3W HC)
(.~ ~ B CpefcTBo KOHTPONA NogrAioYaemMei HocuTenel (CKH-TT)
\ P 9 | Moayie MEKCETEROMD IHpaHA

s Kop TexHuueckoi nogaepmmm:
—— He 3aaH.

o ’ [Jata 3aEeplUeHUA TEXHUYECKOH NOMNe PHKN:
He 3aaH.
CaliT KoMIaHHK:
wawconfident.u

Dallas Lock CaifT npogykToBoit nuHekn:
Linux www.dallaslock.ru

Appec TeXHUYECKO Noge pKw:
helpdeski@confident.ru

Tenedpou: -

R A T Tl T s e

CMEHUTE HOMED NIMLEHZHW W KO TEXHUUECKOR NOL0E PHREW |

¥panute C3M HCA
Ok

PucyHok 82. O nporpamme
4.10.2 TMpocMOTp YCTaHOBMEHHOrO JINLIEH3UMOHHOIO HOMepa

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

Anst nonyy4eHns nHdopmaumm o6 yCTaHOBIIEHHOM NULLEH3MOHHOM HOMepe npoAykTa B pasgerne information
Heob6xo4MMO BbINOMHUTL KOMaHAy show-license.
Mpumep:
information <enter>
show-license <enter>

Pe3ynbTaT BbINONIHEHUSI KOMaHAbI:
license: <Homep nuueH3uu>
Command ‘show-license’ executed successfully

Mpadmueckas o6onovka agMMHUCTPUPOBaHUSA

Ans nonyveHuss uHcopmauum o6 yCTaHOBNEHHOM fIMLIEH3MOHHOM HOMepe MpoaykTa HeobXoAMMO OTKPbITb



okHO «O nporpamme», BbI3BaB €ro U3 crnucka AOMNONHUTENbHbIX (OYHKLMN KHOMKW FMaBHOIMO MEHHO v .
MosiBuTcA okHO «O nporpammex». B cnvcke npocmoTpeTe AaHHbIE CTPOkU «Homep nuueHsmmn» (cm. PucyHok
82.).

4.10.3 YnpaBrneHue NMLUEH3UOHHbLIM HOMEPOM

KoHconbHas o6onouka agMUHUCTpPUpoBaHuA

[na cMeHbl NMUEH3NOHHOIro HoMepa NpoaykTa B pa3gene information Heo6xo0AMMO BLINONMHUTL KOMaHAY Set-
license ¢ ykasaHnem B kadecTBe aTpubyTa HY)kHOro Homepa.
Mpuwmep:
information <enter>
set-license 0-0000-0000 <enter>

Mpadmyeckas o6onoyka agMMHUCTPUPOBaAHUS

[na cmeHbl NMLEH3NOHHOrO HoMepa NPoAyKTa HeobX0AMMO OTKPbITb OKHO «O nporpamMmme», Bbi3BaB €ro 13
CNUCKa OMOMHUTENBHBIX (OYHKLIMIA KHOMKY FMaBHOMO MeHI0 + . B okHe «O nporpamme» HaxaTb Ha KHOMKY
«CMeHUTb HOMEpP NULEH3UN N KOO TEXHMYECKON noaaepxkm». OTKpoeTcs OKHO « M3MeHUTb HOMEpP NULIEH3UK
W Kopg TexHudeckon noppepxkkm» (cm. PwucyHok 83). BBectu HOBbIM HOMep nuueH3uun. Takxke,
O[HOBPEMEHHO, MOXXHO BBECTU KO aKTMBALMMN TEXHUYECKOW MNOAAEPXKKM.

MzMennTs HOMEP NMUEH3WN UMW KOO TeX. ... X

HomMep NWUeHINM:

Kog Tex. nognepsiu:

| Mpumennts || OTmena
PucyHok 83 YnpaBneHue nMueH3MOHHbIM HOMEPOM
4.10.4 YnpaBrneHue KI4YOM TeXHUYECKON Noaae pPXKKu

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS
[na nepexoga K nogcuUcTeMe YNpaBneHWst KIHYOM TEXHMYECKOW noanepxkn B pasgene information
HeobX0AMMO BbINOMHUTBL KOMaHAy support-serial.
[na naHHoro pasgerna OOCTYMHbI CrieayoLne KoMaHabl:
—  set-support-serial — ycTaHOBKa Krtoya TEXHUYECKON NoaLEPXKKY;
—  get-support-serial — NpocMOTp HOMEpPa KIto4a TEXHUYECKON NOAOEPXKKY;
—  get-serial-date — npocmMoTp cpoka AeNCTBMS Kitova TEXHUYECKOW NOOLAEPKKY;
—  list — npocMoTp cnucka koMang pa3gena;
—  help —BbIBOA MHOPMaLNMK O BCTPOEHHBLIX KOMaH4ax;
—  back —BbIXxog U3 NOAMEH0 (Ha YpOBEHb BbiLLE);
—  exit — BbIXof, U3 KOHCOJbHOM 060M104KM agMUHUCTPUPOBaHNS 1 3akpbiTue ceccun dlladmin.



[nsi ycTaHOBKM KNkoYa TEXHNYECKON NOSAEPXKKN HeoOX0aMMO nepenTn B pa3gen set-support-serial, BeINONHMB
KomaHay set-support-serial, 3aTeM BbINONMHUTL KOMaHAy key ¢ ykasaHnem B kadecTBe aTpubyTta Tpedyemblii
HOMeEp KtoYa TEXHUYECKON NOALAEPXKKM.
Mpuwmep:
information <enter>
support-serial <enter>
set-support-serial key 00000000-000 <enter>
execute <enter>
Ons nonyyeHus MHgopMaLMnM O HOMEpe YCTaHOBIMEHHOMO KM4va TEXHWYECKOW MogaepXku Heobxognmo
BbINOMHUTBL KOMaHAy get-support-serial.
Mpuwmep:
information <enter>
support-serial <enter>
get-support-serial <enter>
Ans nony4yeHus wvHdOpPMaLUMM O CPoOKe LEeNCTBMSA YCTAHOBIIEHHOMO KMYa TEXHUYECKOW NoJaepiKKu
Heob6xoaMMO BbINOMHUTBL KOMaHAy get-serial-date.
Mpuwmep:
information <enter>
support-serial <enter>
get-serial-date <enter>

Mpadmyeckas o6onoyka agMMHUCTPUPOBaAHUS

[na ycTtaHOBKM M (MNK) CMEHbI KOAa akTUBaLMW TEXHUYECKOW MOJAEPKKM NPOoAyKTa HeobGXoaAMMO OTKPbITb
¢

okHo «O nporpamme», Bbi3BaB €ro U3 Cnmcka A0NOMHUTENbHbIX (PYHKLMWIA KHOMKM FNaBHOMO MEHIo . B okHe

«O nporpamme» HaxaTb Ha KHOMKY « CMEHUTb HOMEp NMLEH3MN 1 KoL TeXHUYeCcKon nogaepxkny». OTkpoeTcs

OKHO «/3MeHUTb HOMep MUUEH3MM Unu KOA TexHwyeckon nogdepxku» (cMm. PucyHok 83). Beectn kopg

aKTMBaLmm TexXHUYecKon nopaepku. Kop aktmeaumm TEXHUYECKOM MOAAEPXKKM N HOMEP MULIEH3UN MOXHO

MEHATb OAHOBPEMEHHO.

MpumeuaHme. Koa aktMBaumm TEXHUYECKOW MOAAEPXKKM YKa3aH B NMUCbMe, OTNPaBfieHHOM Ha
3MEKTPOHHYIO NOYTY.

4.11 YnpaBneHue MeXceTeBbIM 3KpaHOM

MexceTeBon akpaH siBnsetca mogynem C3M HC Dallas Lock Linux n npegHasHaveH ons 3awmtbl padbo4dmx
cTaHumi n cepsepoB oT HC[] nocpecTBOM OCYLLECTBNEHUS KOHTPONS U (UnbTpaLmm, Npoxoasawmnx yepes
ceTeBble MHTepdelickl K ceTeBbIXx NakeToB B COOTBETCTBUUN C 3afaHHbIMW NpaBuiaMmu.

3agaBaTb OrpaHUYeHnst MOXHO No paboTe CryKeGHbIX U NPUKNaAHbIX NPOTOKOMOB, NOPTOB U T. A. OYHKUMK
M3 ocylLecTBNAITCA NOCPEACTBOM KOHTPOIS U UnbTpaLnmn CETEBLIX NAakeTOB B COOTBETCTBMMN C HaBopoMm
TaKnX NapameTpoB, KaK NapamMeTpbl CEeTEBbIX MPOTOKOMOB, Npodunn M3, npaesuna M3, agpeca, NpUNoXeHus.

YnpaBneHve HacTporkamm MEXCEeTEeBOro 3KpaHa [OOCTYMHO MONb3oBaTensdM, KOTOpbIM Ha3HayeHa
BO3MOXHOCTb M3MeHeHus1 HacTpoek M3 — agmuHucTpatopam Dallas Lock Linux. lNMNonb3oBatenu ¢ pornbto
«Aygutop» obnagatoT BCEMU NPUBUNETMSMU HA NPOCMOTP MHGOPMALIMM U HACTPOEK MEXCETEBOrO 3KpaHa.

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

[nsa nepexona B NOAMEHIO YNpaBreHnsi MEXCETEBBIM S3KPAHOM B KOHCOSbHON 000104Ke agMUHUCTPUPOBAHNS
(ishl) Heobxogumo BbINONHUTL koMaHay firewall. Nocne BbLINONMHEHMS KOMaHObl cMCTEMA MNepengeT B
cooTBeTcTBYOLWMIA pa3gen firewall.

[lns naHHoro pasaena AOCTYMHbI crefylowmne ynpaBnsiowme kKoMmanabl, npeacTaBeHHble B Tabnuue HKe:
Tabnuua 47



Ne ATpubyT

1 show-netstat

2 remove-blacklist-command
<3HayeHue>

3 show-commands-blacklist

4 remove-whitelist-command
<3HayeHue>

5 show-commands-whitelist

6 remove-rule <3HavyeHue>

OnucaHune

KomaHgoa BbiBOOa Ha 3KpaH CTaTUYECKUX CeTeBbIX
coeanHeHun. llocne BBoAa KomaHabl OyaeT BbiBedeH
CMUCOK CETEBbLIX COEANHEHWI C MONAMN:

—  pid — yHUKanbHbIN naeHTudmkaTop npouecca;

— nonb3oBaresb (User) — Nofb3oBaTenb,
NHULManNn3npyoLni coeguHeHmne;

— cepsuc (command) — HaMMeHOBaHME CepBUCa;

— cTaTyc (state) — cTaTyc ceTeBoro coeanHeHus;

— Bepcus (type) — Bepcust UHTEPHET NpOTOKONa;

— npotokon (protocol) — TpaHCNOPTHBLIV NPOTOKON;

— ajpec ucto4dHuka (source address) — IP-agpec
oTnpaBuUTeENs;

—  MOPT UCTOYHMKA (source port) — nopT
oTnpaBuUTeENs;

— apgpec HasHadeHus (destination address) — IP-
agpec nonyyartens;

—  NopT Ha3Ha4veHus (destination port) — nopt
nony4yaTtensi.

Mpumep:

firewall <enter>

show-netstat <enter>

CoeanHenusa cepeucoB C3MN HCL He oTobpaxatotcsa B
cnucke

KomaHgoa yganeHust NpumoXeHust M3 4YepHOro Ccrnucka.
MoppobHee — B pasgene 4.11.2.2 YoaneHne NpuUoXxeHUin
13 YEPHOro cnmncka

KomaHga BblBOAa Ha 3KpaH YepHOro Cnuncka npunoxxeHun.
Mocne BBOga KoMaHabl OygoeT BbiBeQeH  CNWUCOK
NPUNOXEHNA, BXOOALMNX B YEPHBIN CMIMCOK NPUMOXEHUI, C
NnonsiMu:

— npunoxeHune (command);

— nyTb (path) go ncnonHsemoro anna;

— onucaHue (description).
Mpumep:
firewall <enter>
show-commands-blacklist <enter>

KomaHgoa yganeHus npunoxeHuss w3 ©enoro cnucka.
MoapobHee — B pasgene 4.11.3.2 YoaneHue npunoXxeHus
13 6enoro cnmcka

KomaHnga BbiBoga Ha aKkpaH 6enoro cnvcka npuoXXeHuin.
Mocne BBOma komaHabl OygeT BbIBEAEH  CMMCOK
NPUNOXEHUN, BXOASLLMX B YEPHBINA CMUCOK NPUNOXEHWUNA, C
nonsiMu:

— npunoxeHne (command);

— nyTb (path) go ncnonHsemoro ganna;

— onucaHue (description).
Mpumep:
firewall <enter>
show-commands-whitelist <enter>

KomaHgoa ypaneHus cyuwecTtsylouwero npasuna MO.
MoppobHee — B pasgene 4.11.1.3 YpaneHue npasuna
MEXCETEBOro aKkpaHa
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show-rule <3naveHue>

list-rules

test-firewall

show-ifconfig

import-rules

export-rules

list-blocked-addresses

OnucaHune

KomaHaa BbiBOAa Ha 3KpaH cylecTByoLero npasuna M3.
MopgpobHee — B pasgene 4.11.1.4 BwiBOg npaBuna
MeXCeTeBoro aKkpaHa

KomaHgoa BbiBoga Ha akpaH Bcex npasun MO. [Mocne
BBOAa KOMaHAbl OygeT BbiBeAeH cnvcok npaeBun MO c
nonsiMu:

— cTaTyc npaBuna (enable);
— npuopuTeT 0bpaboTkm npaBuna (priority);
—  umsa npocpuns (profile);
— onepauusi, BbIMONHAEMas npu punbTpauumn
ceTeBbIX NakeToB (action);
— HanpaBrneHue ceTeBoro Tpaduka (direction);
— npotokon (protocol);
—  TUN NpUKNagHoro nNpoTokona (service);
— KOMaHAa npuknagHoro npotokona (app_cmd);
— Macka unbTpa ceTeBoro Tpaduka (content);
—  MOoOGunbHbIN Kog (mobile_code);
— IP-agpec otnpasutens (src_addrs);
—  MOpT oTnpasuTens (src_ports);
— IP-agpec nony4yartens (dst_addrs);
— nopt nonyyaTens (dst_ports);
— aygur (audit);
— aBTOMatu4eckasi 6roKMpoBKa agpeca
(auto_block);
—  TeKCcToBOe coobLeHne C onMcaHneM npasuna
(message).
Mpumep:
firewall <enter>
list-rules <enter>

KomaHga 3anycka caMOTECTMPOBaHUSI MEXCETEBOro
akpaHa. lNogpobHee — B pasgene CamoTecTvpoBaHue
MEXCEeTEBOI0 3KpaHa

KomaHga BbIBOAA KOHUIypauumn agpecos U MHTepdencos
xocta. ocne BBoga KomaHabl GyaeT BbiBeOEH CMMCOK
KOH(Urypaumm agpecoB 1 NHTepdencos xocta ¢ NoAaMu:

— wnaeHTndukatop (id);

— Bepcwus IP-agpeca (version);

— IP-agpec ¢ mackon (address);

— wnMms uHTepdeiica (interface).

Mpumep:
firewall <enter>
show-ifconfig <enter>

KomaHga wmnopta npasun B dopmate JSON wu3
ykazaHHoro davna B 0a3y [daHHbix npaBun  M3.
MoapobHee — B pasgene 4.11.1.6 imnopT npasun

Komanga akcnopta npaBun u3 ©0asbl gaHHbIX MO B
ykasaHHbli davn B dopmaTte JSON. MNogpobHee — B
pasgene 4.11.1.5 3kcnopT npaswn

KomaHga BbiBoga crvcka 3abrnokMpoBaHHbLIX agpecos.
Mocne BBOma komaHabl OygeT BbIBEAEH  CMUCOK
3a6rOKMPOBaHHbIX agpPECOB C NONAMMU:

— wungeHtndukatop agpeca (id);
— Bepcus IP-agpeca (version);
— IP-agpec ¢ mackon (address);
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unblock-address

list-profiles

remove-profile

kill-connection

set-whitelist-command

change-whitelist-command

set-blacklist-command

change-blacklist-command

set-profile

change-profile

set-rule

change-rule

OnucaHue
— onucaHue (description).
Mpumep:
firewall <enter>
list-blocked-addresses <enter>

KomaHpa pasbnokupoBku apgpeca. [logpobHee — B
pasgene 3abnoknpoBaHHble agpeca

KomaHpa BbiBoga Bcex npodunen npasun M3. [Nocne
BBOOA KOMaHAbl OygoeT BbIBEAEH CMNUCOK Mpodunen
npasun M3 ¢ nonsamu:

naoeHTndukaTop npoduns (id);

cratyc npocduns (enable);

nms npocpuns (profile);

ycrnoBue akTuBaumm npocuns (activation);
onucaHue (description).

Mpumep:
firewall <enter>
list-profiles <enter>

KomaHga yganenus npodpunsa npasun M3. NogpobHee —
B pa3gene 4.11.6.3 YganeHue npoduns M3

KomaHga pas3pbiBa coegnHeHunsa

KomaHoa nepexoga B nogMeHw ans  aobaeneHus
npunoxeHust B 6enbin cnucok. NogpobHee — B pasgene
JobaBneHne NnpunoxxeHni B 6enbliii CMcoK

KomaHgoa nepexoga B NOAMEHIO ANA  M3MEHEHWUW
napameTpoB npunoxeHus 6enoro cnucka. MogpobHee —
B pa3gene 4.11.3.1 N'ameHeHne napamMeTpoB MPUoXKeHUs
Genoro cnucka

KomaHoa nepexoga B nogMeHw ans  aobaeneHus
NPUNOXeHs1 B YepHbI cnucok. NogpobHee — B pasgene
[JobaBneHne NpuUnoXXeHnin B YepHbIN CIUCOK

KomaHgoa nepexoga B NOAMEHIO ANA  M3MEHEHWUW
napameTpoB NPUMOXEHUs YepHOro cnucka. NogpobHee —
B pasgene 4.11.2.1 VIameHeHWe napameTpoB MpUIoXeHUn
YepHOro cnucka

KomaHga nepexoga B MNOAMEHK CO34aHUA  HOBOIO
npocuns npasun M3. MNMoapobHee — B pasgene 4.11.6.1
Cospanwve npodunsa M3

KomaHga nepexoga B NOAMEHIO ans
yCTaHOBKU/M3MeHeHWI napameTpoB npodund npasun M3.
MogpobHee — B pasgene [lapameTpbl MeXcCeTeBOro
SKpaHa

KomaHga nepexoga B MOAMEHIO CO34aHWA HOBOMO
npasuna. [logpo6Hee — B pasgene YnpasneHue
npasunamy MeXceTeBoro akpaHa

KomaHga nepexopa B NoAMEHI0 ans
yCTaHOBKU/M3MEHEHMWNN napameTpoB npasuna.
MoppobHee — B pasgene YnpaeneHwe npasBuiamu

MeXCeTeBOro sKpaHa




Mpadmueckas o6onoyka agMUHUCTPUPOBaAHUS

IOna ynpaeneHusi mexceteBbiM 3kpaHom C3W HCI B rpadwmyeckon ob6onovke agMUHUCTPUPOBAHMS
HeobxoamMMo nepeinTn Bo Bknagky «M3» (cm. PucyHok 84). Ha gaHHOI BKkagke npeacTaBreHbl cneayowme

KaTeropmm HacTpanBaemblX NapameTpoB CUCTEMbI 3aLUUTHI:
—  «Agpecay;
—  «3abnokupoBaHHble agpecay;
—  «CoeanHeHuns»;
—  «[punoxeHnsay;
—  «[MMpaBuna M3»;
- «Mpodounu M3»;
— «MapameTpbi»

—  «KypHanbl MO».

O Dallas Lock LINUX

Mons3osareny MapameTpsl Ge30nacHoCTH KoHTpons pecypcoe CKH M3 JHypHans

('] y 3 ]
9 2 & [ ?

son =l bl =l £

Anpeca 33@103':&‘3:::”""'9 Coeguienna  Mpunosenwa  Mpaewna M3 MNpogune M3 MapameTpbl

Kareropum

Na Bepcua Appec  Onucanmne

1 IPvd 127.0.0.1/8 lo

2 IPvd 10.10.100.57/22 ens32

3 1P 17128 lo

4 IPvG fe80::250:56ffea2:c45c/64  ens32

5 IPvG fe80:8ccerd1ff-fe2b:bb80/64 | tstO

]

IPvG fe80:831:bBifel3:639¢/64 | tdiD

PucyHok 84. Bknagka «M3»
4.11.1 YnpaBrnieHue npaBusiaMm MeXceTeBOro aKpaHa

4.11.1.1 Jo6aBneHue NpaBuna MeXxceTeBOro aKpaHa

' OGHOBMTE
& |
racde

JKypHans M3

[OeifcTBus

MpumeyaHue. MaTb NoNb3oBaTenbCkux Npasun M3, No ymonyaHuio Bxoadiume B npocouns M3
«Example» (cMm. PucyHok 85), poctynHel ¢ nepsoro BknodeHns C3UW HCL Dallas Lock Linux.
HaHHble npasuna M3 gocTynHbl 4ns pegaktupoBaHusa 1 yaaneHus. lNogpobHee — B pasgene

YnpaeneHvne nponnamm npaBmi MEXCETEBOrO 3KpaHa.

KoHconbHas 060onoyka agMMHUCTPUPOBaHUS

[nst no6aBneHns HOBOrO NpaBuia MEeXceTeBoro akpaHa HeobxoauMo BbINOMHUTL KOMaHAy set-rule B pasgene
firewall. Cuctema nepenget B nogmeHto set-rule, rae Heo6xoaMMo 3a4aTb NapamMeTpbl, UCMONb3ys aTpubyThI,

npueeaeHHble B Tabnuua 48.

BHumaHue! HeobxogmMmo obpaTuTb BHUMaHWE, YTO NpU 3adaHuy paspeLuaroLlero npasmna
(pass) BbICOKOro npuopuTeTa C ykasaHuem npoTokona L7 n ogHOBPEMEHHbIM 3aJaHneMm
3anpeLuatoLero npaeuna (reject) Ha npotokon TCP ¢ 6onee HN3KUM NPUOPUTETOM — NEPBbLIM
Oynet cpabaTbiBaTh NpaBuno Ha 6rnokupoeky TCP, T.k. 6ygeT cpaldy 3abnokMpoBaH CETEBOM
naket ycrtaHoBku TCP-coeamHeHusi, U oOMeH [aHHbIM (MNP KOTOPOM OrnpefenseTcs
NPUHaANEeXHOCTb CETEBOrO NakeTa K 3agaHHOMY npoTokony L7) He npomsongeT.

MpumeuaHue. B cniyyae, ecnu y paspeluaroliero 1 3anpeLyaroLlero npasun oOMHAKOBbIN
Np1opUTET, TO paspeLlalollee Npasuno 6yaeT MMeTb NPUOPUTET Haf 3anpeLLaroLLyM.

Tabnuua 48
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3

4
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6
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ATpubyTr

profile <sHaueHue>

action <aHayeHue>

protocol <3Ha4YeHue>

scr_addrs <3Ha4yeHue>

dst_addrs <3HayeHue>

SCr_ports <3HayeHue>

dst_ports <sHavyeHue>

OnucaHue

HavmeHoBaHue npoduns, koTopbi OyaeT BkMwyaTb B cebs
HacTpamBaemoe npaBuno. B kayectBe HaMMeHOBaHUS
YKa3blBaeTCsl TOMbKO CyLecTByWMUn npodunb. MNoapobHee —
B pasgene YnpasneHve npodunsMu NpaBuil _MEXCEeTEeBOro
3KpaHa

[obaBneHne onepauuu, BbINOMHAEMOW nNpu uUNbTPaLmm
ceTeBbIX NaKeTOB, Arst KOTOPbIX AeNCTBYET NpasBuo. AsnseTcs
obsA3aTensHbIM aTprbyTOM.

anIHVIMaeT 3Ha4YeHuA:

—  pass — nNponycTutb CETEBOWN NakKeT;

— reject — OTKMNOHUTb ceTeBOW nakeT (npu Bbibope
3Ha4YeHus oTnpaBuTENO cOOBLAaeTCs O HEAOCTYNHOCTH
3anpaluvMBaemoro cepsuca)

[obaBneHne TuNa ceTeBoro Unun TPaHCMOPTHOrO NPOTOKONA, Ha
OCHOBaHWM KOTOPOro OCYLLECTBRSETCS (punbTpauns ceTeBbiX
nakeToB. fBnsaeTcsa obasaTenbHbIM aTpubyToMm.
MpuHuMaeT 3Ha4YeHuUs:

- fcp;

- udp;

- icmp;

— |p
YkasbiBatoTcsl IP-agpeca oTnpaBuTenen.
MapameTp BKMOYaET NokanbHble agpeca, Mackv noaceTy unm
IP-agpeca noaceten n guanasoH |IP-agpecoB, Ans KOTOPbIX
AeVicTByeT npasuIio.
lMpn BBOOE HECKONMBLKMX agpecoB HeobXxoauMMO pasgensTb KX
cMMBONoOM  «,». [Ona  3agaHus  guana3oHa  agpecos
ucnonb3yeTtcs ceTeBasd macka B oopmate CIDR n cumBon «/».

Mo ymonyaHuo NpMHMUMaeT 3Ha4YeHne any

YkasbiBatoTcs |P-agpeca nonydyartenei.

[MapameTp BKMOYaeT fnokanbHble agpeca, Mackv noacetTv Unu
IP-agpeca nogceten n amvanasoH IP-agpecoB, ONS KOTOPbIX
JencTeyeT npasuno.

Mpn BBOOE HECKONbKMX agpecoB HeobxoouMMO pasgensitb MX

cuMBOrIOM  «,». [ns  ycTaHOBKM [OuanasoHa agpecoB
ucnonb3yeTtcs ceTeBasd macka B popmate CIDR n cumBon «/».

Mo ymonyaHuio NpMHNUMaeT 3Ha4YeHne any
[o6aeneHve nopTa otnpasutens. MNapameTp BKIOYaET CNMCOK

nokanbeHbIX MOPTOB WNW AMana3oH MOpPTOB, AfNS KOTOPbIX
AencTeyeT npasuno.

MpuHumaeT 3HaveHus: ot 0 go 65535.

Mpu BBOAE HECKOMbKUX HOMEPOB TMOPTOB  HEo6X0AMMO
pasgensaTe UX CUMBOMOM «,». [nA pasgeneHns avanasoHa
MOPTOB UCMONb3YETCH CUMBOST «:».

Mo ymonyaHuio ncnonb3yeTcs 3HadeHne any
[ob6aBsneHne nopTa nonyyatens. lMapameTp BKOYAET CMMCOK

nokarbHbIX MOPTOB MMM Auanas3oH MopToB, [AMfS KOTOPbIX
AencTeyeT rnpasuno.

MpuHumaeT 3HavyeHus: ot 0 go 65535.

Mpu BBOAE HECKOMbKUX HOMEPOB MOPTOB HeoBGXxoaMmo
pasfensaTb MX CUMBOMOM «,». [Ana pasgeneHus auanasoHa
NOPTOB WUCMOMNb3YETCA CUMBOJ «:».



Ne ATpubyTr

8 | direction <3HayeHue>

9  message <3HayeHue>

10 | priority <yucro>

11 content <3Ha4yeHue>

12 mobile_code <3HaveHue>

13 | service <3HayeHue>

14 | app_cmd <sHayeHue>

OnucaHue
Mo ymonyaHuio ncnosnb3yeTcsi 3HavYeHne any

Hactpolika HanpaBneHus ceteBoro Tpadwuka, Ansi KOTOPOro
OencTsyeT npasuno.

MpuHuMaeT 3Ha4YeHus:

—  out — npaBuUJIO ANS UCXOASILLEro CETEBOIO TpaduKa;
— inout — HanpaBneHne ceTeBoro Tpadgumka He ykasaHo.

Mo yMOJ14aHUo NpuHMMaeT 3Ha4vyeHne inout

MapameTp nossonsieT 4o6aBUTb onncaHne npasuna.

Onucanve npasBuna MO [OMKHO 3aknm4YaTbCA B ABOWHbIE
KaBblukK. FABnseTca oba3aTenbHbIM aTpubyTom

MapameTtp nossonseT HacCTpoUTb, B Kakon
nocnepgosartensHocTn 6yayT obpabaTtbiBatbca npasuna M3.

MpuHumaeT 3HavYeHus: ot 1 go 255.

MakeTbl 6ygyT obpabaTbiBaTbCs MO MpaBuriaM COrfacHoO MX
npuopwuteTy. Hausbiclwumn npuoputer — 1. [lo ymonuyaHuio
npasuny NpucBanBaeTCs HU3LWNN Nnpunoputet — 255

YKka3aHne Macku dunbTpa ceTeBoro Tpadmka Ha OCcHoBe
NPSIMOro COOTBETCTBMSA COAEPXMMOMY CeTEBOro nakeTa unm Ha
OCHOBE perynsipHblX BblpaKeHun B cTune perl.

CTpoka Macku ormKHa 3aknio4aTbCs B ABONHbIE KABbIYKN.

Mo YMOJ14aHUIO nNapamMeTp MMeeT nyctoe 3Ha4vyeHne

[lo6aBneHve macku cunbTpa ceTeBoro Tpaduka Ha OcHoBe
Hanuyns B CeTEBOM MakeTe MOOWIbLHOIO Koda.

MpuHuMaeT 3Ha4YeHus:

— flash;

— javascript;
- pdf;

—  vbscript

HdobaBneHve TuMnNa npuknagHoOro npoTokona, Ans KOTOporo
OencTByeT rnpasuno.

MpuHuMaeT 3HaYeHuUsN:

—  http;
- ftp;

- tftp;

— imap;
- pop3;
- smtp;
— telnet;
— dns;

- ntp;

— ssh

MapameTp nos3BonsieT [oGaBuTb KOMaHAbl  NPUKNagHOro
npoTokona, Ans KOToporo AencTeByeT npaBwuio. 3Ha4veHue
napameTpa MOXHO 3agaTb, €Cnu 3afaH NPUKNagHON NPOTOKOIT.

MpuHuMaeT 3HaYeHuUsA:

Onsa http: GET, POST, PUT, SEARCH, MKCOL, COPY,
MOVE, LOCK, UNLOCK, NOTIFY, POLL, BCOPY, BDELETE,
BMOVE, LINK, UNLINK, OPTIONS, HEAD, DELETE, TRACE,
TRACK, CONNECT, SOURCE, SUBSCRIBE, UNSUBSCRIBE,
PROPFIND, PROPPATCH, BPROPFIND, BPROPPATCH,
RPC_CONNECT, PROXY_SUCCESS, BITS_POST,
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ATpubyTr

enable <3naveHue>

audit <aHayeHue>

auto_block <sHayeHue>

clear <aHayeHue>

OnucaHue

CCM_POST, SMS_POST, RPC_IN_DATA, RPC_OUT_DATA,
RPC_ECHO_DATA.

Ona smtp: ATRN, AUTH, BDAT, CHUNKING, DATA,
DEBUG, EHLO, EMAL, ESAM, ESND, ESOM, ETRN, EVFY,
EXPN, HELO, HELP, IDENT, MAIL, NOOP, ONEX, QUEU,
QUIT, RCPT, RSET, SAML, SEND, SOML, STARTTLS, TICK,
TIME, TURN, TURNME, VERB, VRFY, X-ADAT, X-DRCP, X-
ERCP, X-EXCH50, X-EXPS, X-LINK2STATE, XADR, XAUTH,
XCIR, XEXCH50, XGEN, XLICENSE, XQUE, XSTA, XTRN,
XUSR.

Onsa ftp: ABOR, ACCT, ADAT, ALLO, APPE, AUTH, CCC,
CDUP, CEL, CLNT, CMD, CONF, CWD, DELE, ENC, EPRT,
EPSV, ESTA, ESTP, FEAT, HELP, LANG, LIST, LPRT, LPSV,
MACB, MAIL, MDTM, MIC, MKD, MLSD, MLST, MODE, NLST,
NOOP, OPTS, PASS, PASV, PBSZ, PORT, PROT, PWD, QUIT,
REIN, REST, RETR, RMD, RNFR, RNTO, SDUP, SITE, SIZE,
SMNT, STAT, STOR, STOU, STRU, SYST, TEST, TYPE,
USER, XCUP, XCRC, XCWD, XMAS, XMD5, XMKD, XPWD,
XRCP, XRMD, XRSQ, XSEM, XSEN, XSHA1, XSHA256.

Onsa imap: APPEND, AUTHENTICATE, CAPABILITY,
CHECK, CLOSE, COMPARATOR, COMPRESS,
CONVERSIONS, COPY, CREATE, DELETE, DELETEACL,
DONE, EXAMINE, EXPUNGE, FETCH, GETACL,
GETMETADATA, GETQUOTA, GETQUOTAROOT, IDLE, LIST,
LISTRIGHTS, LOGIN, LOGOUT, LSUB, MYRIGHTS, NOOP,
NOTIFY, RENAME, SEARCH, SELECT, SETACL,
SETMETADATA, SETQUOTA, SORT, STARTTLS, STATUS,
STORE, SUBSCRIBE, THREAD, UID, UNSELECT,
UNSUBSCRIBE, X.

Ona pop3: APOP, AUTH, CAPA, DELE, LIST, NOOP,
PASS, QUIT, RETR, RSET, STAT, STLS, TOP, UIDL, USER.

Onadns: A, AAAA, CNAME, SRV, TXT, MX, SOA, NS, PTR

I'IapameTp no3BoNndeT U3SMEeHUTb CTaTyC nNpaBsuna.

anIHVIMaeT 3Ha4YeHud:. yes — npaBuylo BKMHOYEHO, NO —
npaBuIiio OTKITHOYEHO. Mo yMOn4aHnK yCTaHOBI1IEHO 3Ha4veHune
no

YnpaBneHue perncrpaument coobITui B XXypHare, BO3HMKaKLLNX
npv cpabaTtbiBaHUM Npasusa.

MpuHuMaeT 3Ha4YeHus: yes — peructpaumss coObITui
BKIIOYEHA, NO — perucTpaums cobbiTuid  oTknoveHa. [lo
YMOSYaHWIO YCTAHOBMEHO 3Ha4YeHne No

BkntoveHmne/BbIKIIOYEHE aBTOMATMYECKON ONOKMPOBKM agpeca
npuv KpaTHOM cpabaTbiBaHWM NpaBuia ¢ AaHHbIM agpecomM.
MprHMMaeT 3Ha4YeHUA: yes — aBTODNOKMPOBKA BKITHOYEHA, NO —
aBTOOIOKMPOBKA BbIKIIOYEHA. 3HAYEHUE Yyes YCTaHOBIEHO MO
yMoOJIl4aHuio

KomaHga [4Ond  O4YMCTKM  criedylolmx — HacTpavBaeMblx
napameTpos:

— content;

— mobile_code;
—  service;

- app_cmd



Mpuwmep:
firewall <enter>
set-rule <enter>
action reject <enter>
protocol tcp <enter>
service http <enter>
content “www.dallaslock.ru” <enter>
message “Reject GET-requests to www.dallaslock.ru” <enter>
audit yes <enter>
enable yes <enter>
execute <enter>
New rule was successfully added
Ho6aeneHo npasuno anga 6nokmposkm GET-3anpocos, oTnpasnsemsix Ha pecypc www.dallaslock.ru.

Mpadmyeckas o6bonoyvka agMMHUCTPUPOBaAHUS

[ns po6aBneHUs HOBOro MpaBuiia MEXCEeTEeBOro 3KpaHa C NomoLlbio rpaduyeckon obonodkn C3M HCO
Heobxoommo Ha Bknagke «M3» BbibpaTh kaTeroputo «lpasuna M3O» (cm. PucyHok 85) 1 HaxaTb Ha KHOMKY

-+

«Cosgatb npaBuno» Ha naHenun OeNCcTBUN.

U Dallas Lock LINUX

Monk3osarend MapameTpsl Be3onacHoCTi KoHTponk pecypcoe CKH M3 JKypHanb
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Anpeca Saﬁnc;::pp:::wme CoeguuennAa  Mpunowedws | Mpaewna M3 | MNpodwne M3 Mapametpel  KypHans M3 3 ¥ ?

Kareropui AewcTenA

MokasaTk unLTp

e « [Mpuoputer Mpodouns fleiicTaune 'Hanpaeneswe — [poTokon K7 Komanga Macka MoBunkHL
@5 G Example pass inout tcp imap
@5 5 Example pass inout tcp pop3
@4 4 Example pass inout tcp smitp
@3 3 Example pass inout tcp fip
@2 2 Example pass inout tcp hitp
@1 255 Safe Mode reject inout ip

L] ] »
diladmin@127.0.0.1

PucyHok 85. Pabouas obnactb kateropum «lpaBuna M3»

MpumeyaHue. MaTb NoNb3oBaTenbCkux Npasun M3, No ymonyaHuio Bxoadime B npocouns M3
«Example» (cm. PucyHok 85), goctynHbel ¢ nepsoro Bknoyenns C3W HCL Dallas Lock Linux.
HaHHble npaBuna M3 JoCTyNHbI A4NA peAakTUPOBaHUA U yaaneHusl.


http://www.dallaslock.ru/

Nocne HaxaTus KHOMKU

Mpumeuanne. B cnydyae, ecnu y paspeluarollero v 3anpeLlaroLlero npasun OAUHAKOBbIN
npuopuTeT, TO paspeluatoliee NpaBuno 6yaeT MMeTb NPUOPUTET Had 3anpeLLaloLLmM.

BHumaHue! Heobxoammo obpaTuTb BHUMaHWe, YTO MpU 3agaHUMKU paspeluatollero npasuna
(pass) BbICOKOro npuopuTeTa C yKasaHuem npoTokona L7 u ogHOBpEeMEHHbIM 3agaHueM
3anpeLyatoiero npasuna (reject) Ha npotokon TCP ¢ 6onee HU3KUM NPUOPUTETOM — NEPBbLIM
OygeTt cpabaTbiBaTb NpaBusio Ha 6nokmpoeky TCP, T.k. 6yaeT cpasy 3abrokupoBaH CETEBOM
naket yctaHoBkm TCP-coeavHeHusi, M 0OMeH [JaHHbIM (MpyY KOTOPOM onpeaensieTcs
NPUHaANeXHOCTb CETEBOrO NakeTa K 3agaHHOMY NpoTokony L7) He npousongeT.

o «Cosgatb npaBuno» B paboyen obnactu B kateropum «lMpasuna MO» 6yger

pa3MelLeHO HOBOE MPaBUIT0 MEXCETEBOIO aKpaHa (cM. PucyHok 86). CosgaHHoe HoBoe npasuiio M3 Gyaet
UMeTb criegytoLime aTpubyTbl N0 YMOMYaHWIO:

«Ne» — naeHTUdMKaLNOHHBIN HOMEP CTPOKM NpaBuia MeXceTeBoro aKpaHa;

«[puoputeT» — napameTp MO3BOMSET HACTPOUTb, B KakoW nocregoBatenbHocTn 6yayTt
obpabaTbiBaTbcs npasuna MO. MNMpuHumaeT 3HadeHne: oT 1 oo 255. MakeTbl obpabaTbiBaOTCA MO
npasunaMm cornacHo ux npuoputeTty. Hamsbicwuin npuoputer — 1. 1o ymon4yaHuio yCTaHOBMEHO
3HaveHne — 128;

«lMpopunb» — pgocTynHble npodmnm npoBepoK Ha BbIGOp nonb3osatens. [1o ymonyaHuio
yCTaHoBneHo 3HayeHne — Example. lNMepeq Boibopom apyroro npocduns npasun M3 Heobxogumo
ybeamTbCs, YTO OH 3aperucTpupoBaH B cucteme, nogpobHee — B pasgene BbiBog HaCTPOEHHbIX
npodunen M3;

«[Jenctene» — onepauun, BbiNOMHAEMble Npu UILTPALMU CETEeBbIX MaKeTOB, Afs KOTOPbIX
AenctsyeT  npaswuno. fendetca  obsasatenbHblM - atpubytom.  [pyHumaeT  3HayeHue:
pass — nponycTuTb CeTeBOW NakeT; reject — OTKNOHWTL ceTeBow nakeT. [lo ymonyaHuio

YCTaHOBMEHO 3HaYeHne pass;
«HanpaeneHue» — HanpaBneHne ceTeBoro Tpaduka, 4ns KOTOporo AencTeyeT npasuo. NpuHumaet
3HayeHue: out — MpaBuno AN UCXOQALWEero ceTeBoro Tpaduka; inout — HanpasrneHue CeTeBoro
Tpadmka He ykasaHo. 3HadeHue, BbICTaBeHHOE MO YMOYaHuio inout;
«[poTokon» — TWUN CeTeBOro WM TPaHCMOPTHOTO MNPOTOKOMa, Ha OCHOBAHMW KOTOPOro
ocylecTBnsieTcs GunbTpaums ceTeBbiX NakeToB. fAsnsetcs obAsaTensHbiM atpnbyTom. JOCTynHbI
cnegyowmne 3HavYeHus:

—tcp;

—udp;

—icmp;

—ip.
«L7» — T1in npuknagHoro npoTokona, 4N KOToporo AencTeyeT npasuno. Mo ymonyaHuio 3HayeHne
napameTpa OTCyTCTBYeT.
Mpu BbIGOpE NpoTOKONa tCP AOCTYMHbI CneayoLme NpuknagHbie NPoTOoKOMbI:

—http;

—ftp;

—imap;

—pop3;

—smtp;

—telnet;

—dns;

—ssh.
Mpu BeIGOpPE NpoTokona udp AOCTYMNHbI criegyoLwmne npyknagHble NPoTOKONbI:

—tftp;

—dns;

—ntp.
«KomaHpga» — KomaHAbl NpuUKNagHoro npoTtokona, ANnd KoToporo AencteyeT npasuno. KomaHay
MOXXHO ByaeT 3agaTb, TOMbKO ecnv 3agaH NpuUKNagHon NnpoTokon. MNpruHnMaeT crneayoLme 3HaYeHUs:

-Ana smtp: ATRN, AUTH, BDAT, CHUNKING, DATA, DEBUG, EHLO, EMAL, ESAM, ESND,
ESOM, ETRN, EVFY, EXPN, HELO, HELP, IDENT, MAIL, NOOP, ONEX, QUEU, QUIT, RCPT,
RSET, SAML, SEND, SOML, STARTTLS, TICK, TIME, TURN, TURNME, VERB, VRFY, X-ADAT,



X-DRCP, X-ERCP, X-EXCH50, X-EXPS, X-LINK2STATE, XADR, XAUTH, XCIR, XEXCH50,
XGEN, XLICENSE, XQUE, XSTA, XTRN, XUSR, nycTtoe 3Ha4eHue;

-[nsa ftp: ABOR, ACCT, ADAT, ALLO, APPE, AUTH, CCC, CDUP, CEL, CLNT, CMD, CONF,
CWD, DELE, ENC, EPRT, EPSV, ESTA, ESTP, FEAT, HELP, LANG, LIST, LPRT, LPSV, MACB,
MAIL, MDTM, MIC, MKD, MLSD, MLST, MODE, NLST, NOOP, OPTS, PASS, PASV, PBSZ,
PORT, PROT, PWD, QUIT, REIN, REST, RETR, RMD, RNFR, RNTO, SDUP, SITE, SIZE,
SMNT, STAT, STOR, STOU, STRU, SYST, TEST, TYPE, USER, XCUP, XCRC, XCWD, XMAS,
XMD5, XMKD, XPWD, XRCP, XRMD, XRSQ, XSEM, XSEN, XSHAl, XSHA256, nycrtoe
3Ha4eHue;

-Ansa imap: APPEND, AUTHENTICATE, CAPABILITY, CHECK, CLOSE, COMPARATOR,
COMPRESS, CONVERSIONS, COPY, CREATE, DELETE, DELETEACL, DONE, EXAMINE,
EXPUNGE, FETCH, GETACL, GETMETADATA, GETQUOTA, GETQUOTAROOT, IDLE, LIST,
LISTRIGHTS, LOGIN, LOGOUT, LSUB, MYRIGHTS, NOOP, NOTIFY, RENAME, SEARCH,
SELECT, SETACL, SETMETADATA, SETQUOTA, SORT, STARTTLS, STATUS, STORE,
SUBSCRIBE, THREAD, UID, UNSELECT, UNSUBSCRIBE, X, nycTtoe 3Ha4yeHue;

—Anga pop: APOP, AUTH, CAPA, DELE, LIST, NOOP, PASS, QUIT, RETR, RSET, STAT, STLS,
TOP, UIDL, USER, nyctoe 3Ha4yeHue;

—na dns: A, AAAA, CNAME, SRV, TXT, MX, SOA, NS, PTR, nycTtoe 3Ha4yeHue.

«Macka» — macka unbTpa ceTeBoro Tpadmka Ha OCHOBE MPSIMOrO COOTBETCTBUSA COAEPKMMOMY
CEeTEeBOro nakeTa UnM Ha OCHOBE perynspHbIX BblpaxeHui B cTune perl. MakcumanbHOe KonnyecTso
cumBonoB — 65536. o ymonyaHuio 3Ha4yeHne napameTpa OTCYyTCTBYET.

«MobuneHbIi KOA» — UNbTPaLMA CETEBOrOo Tpaduka Ha OCHOBE HanuuMs B CETEBOM MaKeTe

MobuneHoro koga. MNpuHumaet 3HadeHume: flash, javascript, pdf, vbscript. Mo ymonyaHutio 3HadeHne

napameTpa OTCyTCTBYeT.

«Apnpec nctoyHuka» — IP-agpec otnpasutens. NpuHumaeT cnegyoliee 3HavyeHus:
—IPv4 — yeTBépTasa Bepcusa nHTepHeT-npotokona (IP). TpaguumoHHon copmon 3anvcu |Pv4
agpeca siBNsieTCA 3anuncb B BUAE YeTbIPEX AecATUYHbIX yncen (ot 0 go 255), pasgenéHHbix
To4kamu. Yepes opobb yka3biBaeTCs ONIMHA Macku NOACETH.

—IPv6 — HoBasi Bepcust MHTepHeT-NpoTokona. [AnnHa agpeca IPv6 coctaBnsieT 128 6uMT, Kak u
Macka noaceTu. [nanasoH agpecos IPv6 cocTtaBsnseT oT
0000:0000:0000:0000:0000:0000:0000:0000 o
FFFF.FFFF:FFFF.FFFF.FFFF:FFFF.FFFF:FFFF. MNMomumo o6bivHOro dopmarta, agpeca IPv6
MOryT ObITb NpeacTaBneHbl B ABYX Apyrnx hopmarax:

a.Aapec IPv6 3anucbiBaeTcs C NPOMYyCKOM HavarbHbIX Hynemn.

b.B agpece IPv6 Ha MecTe HECKOSbKMX Hynen cTaBUTCs ABOMHOE AsoeToume (::).

Mo ymonyaHuo yCTaHOBEHO 3HAYEHUe any.

«lMopT ucToYHMKa» — nopT oTnpasutend. lNpuHumMaeT 3HadeHue: oT 0 go 65535. JonycTumbl

cnegyrowune copmaTsl 3anucn: 1121:1256 (o1 u po), 1234, 1245 (nepeuuncnenue), 1234:1238, 1267

(koMBUHMpPOBaHHEKIN BapuaHT). 1o yMOn4aHMo YCTaHOBIEHO 3HAYeHWe any.

«Agpec HasHavyeHusa» — IP-agpec nonyyatens. MNpuHUMaeT cneayoLlimne 3Ha4YeHus:
—IPv4 — yeTBépTasa Bepcusa uHTepHeT-npotokona (IP). TpaguumoHHon copmon 3anvcu |Pv4
aZpeca ABNAeTCH 3anucb B BUAEe YeTblpéx AecATuyHbIX uucen (oT 0 go 255), pasgenéHHbixX
ToYkamu. Yepes opobb ykasbiBaeTCa ANIMHA Macku NOACETHU.

—IPv6 — HoBasi Bepcusa MHTepHeT-npoTokona. AnuHa agpeca IPv6 coctaBnseT 128 6uT, Kak u
macka noaceTu. [nanasoH agpecos IPv6 cocTaBnsiet oT
0000:0000:0000:0000:0000:0000:0000:0000 o
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF. Momumo obbivHoro dpopmata, agpeca IPv6
MOryT ObITb NpeacTaBrieHbl B ABYX ApYrnx hopmarax:

a. Appec IPv6 3anucbiBaeTcs € MPONyCcKOM HavarnbHbIX Hyren.

b. B agpece IPv6 Ha mecTe Heckonbkux Hynemn cTaBuTCs ABOMHOE ABoeToune (33).

Mo yMOnyaHmio yCTaHOBNEHO 3HaYeHne any

«lMopT HasHayeHus» — nopT nonydatens. [NpuHumaeT 3HadyeHwe: ot 0 go 65535. JonycTuMmbl

cnegywowue dopmaTtel 3anmncu: 1121:1256 (ot n go), 1234, 1245 (nepeuncnenune), 1234:1238, 1267

(koMBUHMPOBaHHKIN BapuaHT). 1o yMONYaHMo YCTAaHOBIEHO 3HAYEHME any.

«Ayout» — peructpaumsi cobbiTuiA B XypHamne, BO3HUKalowWmx npu cpabateiBaHuu npasuna MO.

MpuHMMaeT 3Ha4yeHus: BbLIKIKYEHO — perncTpaums cobbITU NPOM3BOAUTLCS He OyaerT;

BKIMIOYEHO — peructpauusa cobbitun npoussoantcd. [lo ymMonyaHuWilo YCTaHOBMEHO 3HayeHue

8bIKITIOYEHO.



«ABTOGNMOK» — OMnoOKMpOBKa HapylMTenen, BO3HMKalOLLAs NpuM KpaTtHOM cpabaTbiBaHWM npaBwurl.
MNpvHUMaeT 3Ha4YeHNs: BbIKIIOYEHO — aBTOBMOKMPOBKA BbIKMHOYEHA; BKIMOYEHO — aBTOBNOKMPOBKA
BKMtoyeHa. 1o ymonyaHuio yCTaHOBIIEHO 3Ha4YeHne 8bIKoYeHo. [JaHHbIn napameTp paboTaeT TonbKo
ANs 3anpeLuaLwmx npasun, Ha paspeLlarLme npasuna OHO He BNUsieT.

Ecnn B atpubyte «[encTBusi» yCTaHOBMEHO 3Ha4vyeHWe pass, napameTp «AsTobrok» 6yaet
He[oCTyMeH.

«OnuncaHne» — pononHWTenbHas wHgopmauma no npasuny. MakcMmanbHOe KOnM4ecTBO
cumBonoB: 128. fAsnsieTcs obA3aTensHbIM aTpubyToMm.
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PucyHok 86. CozgaHHOe HOBOE NpaBusio MeXCeTeBOro 3KkpaHa

4.11.1.2 PepaktupoBaHuMe npaBusia MexXceTeBOro 3KkpaHa

KoHconbHas o6onouka agMUHUNCTpPpUpoBaHuA

[na naMeHeHUs npaBuna MEXCETEBOro akpaHa He0BX0AMMO B KOHCOMbHOW 060I04Ke agMUHUCTPUPOBAHMS
B pasgene firewall BbinonHMTL KOMaHAay change-rule. MNocne BBoga KomaHabl cuctemMa nepengeT B NOAMEHIO
change-rule, roe Heobxoanmo 3agaTb NapameTpbl NpPaBua, KOTOPbIE HYXKHO M3MEHUTb, UCMONb3ysA aTpubyThl,

npveegdeHHble B Tabnuua 49.
Tabnuua 49
Ne ATpnoyT OnucaHue
YkasaHue ngeHTudukaumoHHoro Homepa npasuna M3, kotopoe
1  id <yucno> HeobxoaMMO M3MeHUTb. ABnseTca obs3aTenbHbIM aTpubyTOM

MpuHumaeT 3HaveHusn: ot 1 0o 65535

PepaktupoBaHue HavMeHoBaHUS npodwnsi, KOTopblid GyaeT
profile <sHaveHue> BKNOYaTb B cebsA HacTpavBaemoe npaBumio. fAsnsercs
ob6s13aTenbHBIM aTPUbyTOM

M3MeHeHVMe onepauuu, BbIMNONHAEMON nNpu  UNbTPaLUm
ceTeBbIX NakeToB, Arsl KOTOPbIX AeNCTBYET npasBuno. AsnsieTcs
obs3aTeNnbHBIM aTPUOYTOM.

action <sHaveHue> anHMMaeT 3Ha4YeHun:

—  pass — MponycTUTb CEeTEBOW NakKeT;

— reject — OTKMNOHUTL cCeTeBOW MNakeT (npu Bblbope
3HayYeHust oTnpaBuTeNto coobLlaeTcs 0 HeQOCTYMHOCTH
3anpawvBaeMoro cepauca)

M3MeHeHMe Tvna CeTeBOro UnM TPaHCMOPTHOrO NpoToKona, Ha
protocol <3HayeHue> OCHOBaHUM KOTOPOro OCYLLECTBRSETCS bunbTpauusi ceTeBblx
nakeToB. ABnsieTca 06s13aTenbHbIM aTpubyTOM.
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scr_addrs <sHayeHue>

dst_addrs <sHaveHue>

SCr_ports <aHayeHue>

dst_ports <sHauyeHue>

direction <sHayeHue>

message <3Ha4dyeHue>

priority <4yucmno>

content <aHayeHue>

OnucaHue
MpuHMMaeT 3HaYeHUs:
- tep;
- udp;
— icmp;
— |p
M3ameHeHune IP-agpeca oTnpaBuTens.

[MapameTp BKMOYaET floKanbHble agpeca, Macky NoAceT Unu
IP-agpeca nogceten n gmnanasoH IP-agpecoB, Onsi KOTOPbIX
OencTsyeT npasuno.

[Npn BBOOE HECKONMBLKUX agpecoB HEOOXoAMMO pasdenuTb KX
cuMBONIOM  «,». [Ana  3agaHna  guanasoHa  agpecoB
ucnonb3yeTtcs ceTeBasd macka B oopmate CIDR n cumBon «/»

M3meHeHune IP-agpeca nony4yartens.

[NapameTp BKMOYaET foKanbHble agpeca, Macky NoAceT UNu
IP-agpeca noaceten u gmanasoH IP-agpecoB, NS KOTOPbIX
OencTByeT nNpaBuno.

lMpn BBOOE HECKONbKMX afgpecoB HeobxoaAMMO pas3genutb Ux
cumBonoM  «,». [na  ycTaHOBKM AmanasoHa agpecos
ncnonb3yeTtcsa ceteBas macka B oopmate CIDR 1 cumBon «/»

MameHeHne nopTa oTnpaBuTens. [MapameTp BKMHOYaeT CNmMCOoK
nokarnbHbIX MOPTOB WM OManasoHOB MOPTOB, AN KOTOPbIX
AeicTByeT npasurio.

MpuHumaeT 3HavYeHus: ot 0 go 65535.

Mpu BBOAE HECKOMNbKUX HOMEPOB TMOPTOB HEoBXoAMMO
pasgenuTb UX CUMBOMOM «,». [ns pasgeneHvss auanasoHa
MOPTOB UCMOSIb3YeTCs CUMBOIT «:»

M3meHeHne nopTa nonyyatens. NapameTp BKNOYaeT CNUCOK
nokarbHbIX MOPTOB WM Auanas3oH MopToB, ANA  KOTOPbIX
AencTByeT rnpasuno.

MpuHumaeT 3HaveHus: ot 0 go 65535.

|_|pl/l BBOAE HECKOJIbKMX HOMEpOB [MOPTOB HeobxoaMMo
pasgenintb X CUMBOJIOM  «,». Onsa pasgeneHna gunanal3oHa
NnopTOB UCNOJIb3yeTCA CUMBOJT «I»

HacTtpoiika HanpaBneHuss ceTteBoro Tpaduka, Ans KOTOPOro
AeicTByeT npasuro.
MpuHUMaeT 3HaYeHUA:

— Oout— npaBwuno Ang ucxogsdLlero ceTeBoro TpachKa;
— inout— HanpasleHne ceTeBoro TpachKa He yKa3aHo.

Mo yMOn4aHuKo yCTaHaBnmMBaeTCqa 3Ha4eHune inout

MapameTp NO3BONSIET U3MEHUTL ONMCAHNE MpaBuna.
Onucanne npaBuna MO [OMKHO 3akno4vaTbCss B ABOWHbIE
KaBbl4kK. FBnsAeTca obsizaTenbHbIM aTpUbyTOM

M3ameHeHWe nocnegoBaTenbHOCTM 06paboTkM NpaBun.
MpuHumaeT 3HaveHus: ot 1 go 255.

MakeTbl GyaoyT obpabaTbiBaTbCA MO MNpaBuiiam COMMacHoO WX
npuoputeTy. Hawmsbicwnin npuoputer — 1. o ymonyaHuto
npasunny npmuceanBaeTcsl HU3LWNA npuoputetT — 255

M3ameHeHMe Macku unbTpa ceTeBoro Tpaduka Ha OCHOBe
NPAMOro COOTBETCTBUSA COAEPXKMMOMY CETEBOro nakeTta unm Ha
OCHOBE perynspHbIX BblpaxeHun B ctune perl.

CTpOKa MacKun OOMKHA 3aKnio4aTbCa B ABOVHbIE KaBbIYKN.



Ne ATpubyTr OnucaHue

N3meHeHne macku cunbTpa ceTeBoro Tpaduka Ha OCHOBE
Hanuyns B CETEBOM MakeTe MOBWMIbHOro Koaa.
MNpuHUMaeT 3HaYeHUA:

13 mobile_code <3naveHue> —  flash:

javascript;

- pdf;

vbscript

M3ameHeHVWe Tuna npuKnagHoOro npoTokona, Ansl KOTOpOoro
AeicTByeT npasursio.

MpuHumaeT 3Ha4YeHuUSA:

—  http;
- ftp;
. - tftp;

14  service <sHauyeHue> - imap;
- pop3;
- smtp;
— telnet;
— dns;
- ntp;
— ssh

MiameHeHVe KoMaHAbl NPUKNagHOro MpoToKona, AN KOTOporo
AencTByeT npaBwuno. 3HayeHWe napamMeTpa MOXHO 3agaTb,
€Crnun 3agaH NpykKnagHon NpPoTOKO-.

MpuHumaeT 3Ha4YeHus:

Ons http: GET, POST, PUT, SEARCH, MKCOL, COPY,
MOVE, LOCK, UNLOCK, NOTIFY, POLL, BCOPY, BDELETE,
BMOVE, LINK, UNLINK, OPTIONS, HEAD, DELETE, TRACE,
TRACK, CONNECT, SOURCE, SUBSCRIBE, UNSUBSCRIBE,
PROPFIND, PROPPATCH, BPROPFIND, BPROPPATCH,
RPC_CONNECT, PROXY_SUCCESS, BITS_POST,
CCM_POST, SMS_POST, RPC_IN_DATA, RPC_OUT_DATA,
RPC_ECHO_DATA.

Ona smtp: ATRN, AUTH, BDAT, CHUNKING, DATA,
DEBUG, EHLO, EMAL, ESAM, ESND, ESOM, ETRN, EVFY,
EXPN, HELO, HELP, IDENT, MAIL, NOOP, ONEX, QUEU,
QUIT, RCPT, RSET, SAML, SEND, SOML, STARTTLS, TICK,
TIME, TURN, TURNME, VERB, VRFY, X-ADAT, X-DRCP, X-

15  app_cmd <swaveHue> ERCP, X-EXCH50, X-EXPS, X-LINK2STATE, XADR, XAUTH,
- XCIR, XEXCH50, XGEN, XLICENSE, XQUE, XSTA, XTRN,
XUSR

Onsa ftp: ABOR, ACCT, ADAT, ALLO, APPE, AUTH, CCC,
CDUP, CEL, CLNT, CMD, CONF, CWD, DELE, ENC, EPRT,
EPSV, ESTA, ESTP, FEAT, HELP, LANG, LIST, LPRT, LPSV,
MACB, MAIL, MDTM, MIC, MKD, MLSD, MLST, MODE, NLST,
NOOP, OPTS, PASS, PASV, PBSZ, PORT, PROT, PWD, QUIT,
REIN, REST, RETR, RMD, RNFR, RNTO, SDUP, SITE, SIZE,
SMNT, STAT, STOR, STOU, STRU, SYST, TEST, TYPE,
USER, XCUP, XCRC, XCWD, XMAS, XMD5, XMKD, XPWD,
XRCP, XRMD, XRSQ, XSEM, XSEN, XSHA1, XSHA256.

Ona imap: APPEND, AUTHENTICATE, CAPABILITY,
CHECK, CLOSE, COMPARATOR, COMPRESS,
CONVERSIONS, COPY, CREATE, DELETE, DELETEACL,
DONE, EXAMINE, EXPUNGE, FETCH, GETACL,
GETMETADATA, GETQUOTA, GETQUOTAROOT, IDLE, LIST,
LISTRIGHTS, LOGIN, LOGOUT, LSUB, MYRIGHTS, NOOP,
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enable <3nayeHue>

audit <sHaveHue>

auto_block <3HaueHue>

clear <aHaveHue>

Mpuwmep:

firewall <enter>
change-rule <enter>

id 10 <enter>

app_cmd POST <enter>
message “Reject all POST-requests to example.com”
audit no <enter>
execute <enter>

Rule 10 was successfully changed

MameHeHO npaBuno ansa ©GnokupoBaHust GET-3anpocos,
BbIkroyeHo XypHanuposaHue, kKoMaHAaa NpuknagHoro npotokoria uameHeHa ¢ GET Ha POST, uameHeHo

coobLeHme.

OnucaHue

NOTIFY, RENAME, SEARCH, SELECT, SETACL,
SETMETADATA, SETQUOTA, SORT, STARTTLS, STATUS,
STORE, SUBSCRIBE, THREAD, UID, UNSELECT,
UNSUBSCRIBE, X.

Ona pop3: APOP, AUTH, CAPA, DELE, LIST, NOOP,
PASS, QUIT, RETR, RSET, STAT, STLS, TOP, UIDL, USER.

Anadns: A, AAAA, CNAME, SRV, TXT, MX, SOA, NS, PTR

I'IapameTp no3BondeT U3SMeHUTb CTaTyC npasuna.
ﬂpvu-mmaeT 3Ha4YeHuA: yes — npaBuyio BKIMKOYEHO, NO —

npaBuiio OTKITKOYEHO. Mo YMOJ14aHUO yCTaHOBJIEHO 3Ha4YeHune
no

YnpaeneHve pernctpaumein cobbiTUii B )KypHane, BO3HUKAOLLMX
npu cpabaTtbiBaHWM NpaBuna.

MpuvHMUMaeT 3Ha4YeHUA: yes — perucTpaumsi  cobbITui
BKMOYEHa, NO — perucTpaums cobbiTuii  oTkmoveHa. [lo
YMOJT4aHMIO YCTAHOBIIEHO 3Ha4YeHWe No

BkntoveHmne/BbIkNtOYEHE aBTOMATUYECKON BNOKMPOBKM agpeca
npuv KpaTHOM cpabaTbiBaHWM NpaBuia ¢ AaHHbIM agpecomM.

MpuHMMaeT 3Ha4YeHMUA: yes — aBTOONOKMPOBKa BKIHOYEHA, NO —
aBTOGMOKMpOBKa BbIKMOYeHa. 10 yMOnYaHuio yCTaHOBIEHO
3HayeHue yes

KomaHga [Ans  O4YMCTKM  Ccrefdylowmx — HacTpavBaeMblx
napameTpos:

— content;

— mobile_code;
—  service;

- app_cmd

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

Ons namexneHun npasun M3 B rpacmyeckon 06onovke agMUHUCTPUPOBaHNS HEOOX0AMMO Ha Bknagke «M3O»
B kateropuun «lpasmna M3» B obwem cnucke npasun M3 BblgenuTb Heobxooumoe nNpaBuno U ABONHbLIM
KIUKOM NEeBOWN KHOMKW MbILLIN 3aNyCTUTb PEXUM peakTupoBaHus (cM. PucyHok 86). NapameTpbl npasuna M3
ANnst U3MeHeHW B rpadmnyeckort o6onoYkM afMUHUCTPUPOBAHUSA COOTBETCTBYIOT MapameTrpam MpasBui B

KOHCONbHON 060M0YKM aAMUHUCTPUPOBAHMS.
[na pepakTnpoBaHWsa AOCTYMHbI crieaylowue napameTpsl npasuna M3:

MpuoputerT.
Mpochune.
Hewnctaue.

oTnpaBndeMbiX Ha pecypcC example.com.



— HanpasneHue.

— [potokon.

- L7.

— KomaHpga.

- Macka.

—  MobunbHbIN KOA.
— AJpec UCTOYHMKA.
— [MopT ucro4Huka.
— Agpec HasHayeHus.
—  [MopT Ha3HaueHus.
- Aygut.

— ABTOOnNOK.

— OnuncaHue.

[na coxpaHeHWst BCEX HACTPOEHHLIX MapameTpoB npaeuna MO HeobxoouMO HaxaTb Ha KHOMKY e
«CoxpaHnTb» Ha NaHenun AencTBUN.

4.11.1.3 YpaneHue npaBuna MexceTeBOro aKkpaHa

KoHconbHas o6onouka agMUHUCTpPUpoBaHuUA

Ins yoaneHus npaBuia MeXCeTeBOro akpaHa HeoGXOAMMO B KOHCOJbHOWM 06004Ke aAMUHUCTPUPOBAHUS B
pasgene ynpaBrieHWsl MEXCeTeBbIM 3KpaHoOM HabpaTb komaHgy remove-rule ¢ ykasaHuem
naeHTUdKKaLMOHHOro Homepa npasuna M3, koTopoe HeOGXOAMMO yOanuTb.

Mpumep:
firewall <enter>
remove-rule 2 <enter>
Rule 2 was successfully removed
lpasurno 2 bbiio ycrewHo ydaneHo

Fpadmyeckan o6onoyka agMMHUCTPUPOBaHUSA

Onst ynanenusi npasuna M3 B rpacmyeckon obonovke agMMHUCTPUPOBaHUSA HEOOX0AUMO Ha Bknagke «MO»
B kateropuu «lpasuna M3» B obwem cnucke npasun M3 Bbigenntb Heob6xoaMMOe NPaBuMIIo N HaxaTb Ha

(%]

KHOMKY «YpanuTb» Ha naHenu AencteBuii. lNocne BbIMOSIHEHHbIX OEVCTBMI LBET BblAefNeHus npasuna
CTaHeT KpacHbIM (CM. PucyHok 87).

87 128 Example pass inout tep

PucyHok 87. YaaneHue npaBuna MexxceteBoro aKkpaHa

[nsi coxpaHeHUs1 BbINOMHEHHbIX AENCTBMI HEOOXOOUMO HaxaTb Ha KHOMKY ol «CoxpaHuUTb» Ha naHenm
JEeNcTBUN.

4.11.1.4 BeiBOA NpaBuna MexceTeBoro aKkpaHa

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

Ona BbiBOAa W npocMoTpa onpedeneHHoro npasuna M3 HeobxogumMo B KOHCOMbHOM 06omnouke
agMUHUCTPMPOBaHUS B pasgerne ynpasreHns mexceteBbiM akpaHoM firewall HabpaTtb komaHay show-rule ¢
yKasaHveMm naeHTMgmrKaLMoHHOro Homepa npasuna, HPOPMaLMIo KOTOPOro HYXXHO NPOCMOTPETb.

Mpumep:
firewall <enter>
show-rule 10 <enter>

Mpu ycnewHom 3aBeplleHWK 3anpoca B KOHCOMbHOW 060Movke agMMHUCTpPUpoBaHUsS OyaeT BbiBEAEHO
NpaBuio MEXCETEBOro 3KpaHa Co BCEeMM YCTaHOBIIEHHbIMU eMy napameTpamu.

[na BbiBOO4a BCEX HACTPOEHHbIX U MMEILWMXCA MpaBuil MEXCETEBOro 3KpaHa B KOHCOMb HeobXxoaumo B
KOHCONbHOM 060M104Ke agMUHUCTPUPOBaHNS B pa3gene ynpaBneHus MexceteBbliM akpaHoM firewall HabpaTb
komaHgy list-rules



Mpuwmep:
firewall <enter>
list-rules <enter>

Mpadmueckas 060novka agMMHUCTPUPOBAHUS

[na npocmoTpa BCex HACTPOEHHbIX MPaBUT MEXCETEBOr0 3KpaHa C MOMOLLbI rpaduyeckon 06OMoYKM
aAMUHUCTPUPOBaAHNS Heobxoaumo Ha Bknagke «MO» nepentun B kateropuio «lMpasuna MO». Ha pabouen
obnactn Tekywlen kaTteropum 6yoyT npeacTaBneHbl BCe Ha [AaHHbI MOMEHT HACTPOEHHble npasuna

MeXCceTeBoro akpaHa (cMm. PucyHok 88).

@ ) Dallas Lock LINUX

Mons3osareny MapameTpsl Ge30NACHDCTH KouTpont pecypcoe CKH
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MokasaTk (HALTp
Na « [MpuopuTer Mpodune feicTaue 'Hanpagneswe — [poTokon
@6 [ Example pass inout tcp
@5 5 Example pass inout tcp
@4 4 Example pass inout tcp
@3 3 Example pass inout tcp
® 2 2 Example pass inout tep
®! 255 Safe Mode reject inout ip

_l i
Eaw L o . ==
Mapametpel  HypHans M3 [} . @
JewcTana
|  Komanga Macka  MoBunsHs
imap
pop3
smtp
fip
http

PucyHok 88. Cnnucok HacTpoeHHbIx npasun M3

B cucreme peann3oBaHa HaCTpOVIKa 0T06pa>|<aeMb|x cTonbuoB, 4TO MNO3BOMSET WUCKMOYMTL U3 BMAA

1 o
HekoTopble cTonbubl NnapameTpos npasun M3. [Ina aToro Heo6xoAMMo HaxaTb Ha KHOMKY - «HacTponka
oTobpaxaembix cTonbuoB» Ha naHenu gencteun. [anee oTkpoeTcd OkHO «HacTpowka oTobpakaemblix

cton6buos» (cMm. PucyHok 89).

Hactpoiika oTofpaxaembix cTonbuos

Ma

Mpuoputer
Mpoduns
DefcTene
Hanpaenexue
MpoTokon

L7

Komanga

Macka
MoBunEHLIA Kog
Afpec HCTOUHWEA
MopT KCTOUHMKE
Afpec HAZHAUEHWA
MopT HA3HAUEHKA
AynuT

ABToGNOK
OnucaHue

el el e e e e e el e e e el

WA cronbua

MpUMEHHTL OTMeHa

PucyHok 89. OkHo «HacTpoiika oToGpaxaeMbIX CTONGLIOBY



lMocne Toro kak ObiNM UCKMOYEHbl UnNM gobaeneHbl M3 Buaa CcTondubl NapameTpoB MpaBui KaTteropum
«lMpaBuna M3» HeobxoaMMO AN NOATBEPXAEHMS onepauum HaxaTb KHOMKY «[1pumeHuTb». [Ans oTMeHbI
pencteuin — «OTmeHay.

MpumeyaHue. B cnyyae ecnu y AgmuHuctpatopa 6ygeTr ckpblT u3 Buga cronbey
obsizaTenbHOro atpmbyta npu HacTpovike npasurna M3, To coxpaHUTb OaHHOE NMpaBWUO He
yaacTcs, Tak kak OHO ByaeT He 3anofiHEHO.

4.11.1.5 3kcnopT npaBun

KoHconbHasa o6onoyka agMUMHUCTPUPOBaHUS

[na akcnopTa nNpaBun MeXCeTeBOro akpaHa n3 6asbl AaHHbIX B hann HeobxoanmMo B KOHCONbHOM 0Bomnoyke
agMMHUCTPMPOBAHUS B pasfene ynpaBfeHus MexXceTeBblM 3KpaHOM HabpaTb komaHay export-rules c
yKkasaHuem nonHoro nytu go davna. ®ann gomkeH ObiTb AOCTyneH Ans 3anucu. [NpaBuna mexceTesBoro
3KpaHa 3anucbiBatoTcd B hann B oopmare json.

Mpuwmep:
firewall <enter>
export-rules /home/user/rules <enter>
Request successfully completed

Mpadmyeckas obonoyvka agMMHUCTPUPOBaAHUS

Ons JKCMopTa npaBwuilt MeXCceTeBoro 3KpaHa U3 6asbl OaHHbIX C MOMOLLbIO Fpad)MHeCKOVI 060504KM

agMUHUCTpUpoBaHns Heobxoammo Ha Bknagke «MO» B kateropum «lpasuna M3O» HaxaTb Ha KHOMKY Lol
«3KCnopTUpoBaTby Ha NaHenu gencTeui. [lanee B OTKPbIBLLEMCS OKHe «QKCNOpT npasun» B none «KaTtanor»
yKasaTb MONnHbIN NyTb A0 danna Ansa 3anucu. B none «/msa» BBeCTM HanmeHoBaHue danna. Haxatb KHOMKy
«3KcnopT» Ansa akcrnopta npasun MO nnun kHonky «OTMeHa» Ans oTMeHbl onepauun akcnopTa (cm. PucyHok
90).

3KCNOPT NpaBun

KaTanor: | |

|AmA:

SRCTOPT OtmeHa
PucyHok 90. OkHO «QkcnopT npaBun»
4.11.1.6 UmnopT npasun

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

Ons wmnopta npasun MO wn3 davina B 6a3y [daHHbIX HeobxoAMMO B KOHCOMbHOM 06ornoyke
aAMWHVUCTPUPOBaHNS B pasderie ynpaBlieHUs MEXCEeTEBbIM 3KpaHOM HabpaTb komMaHgy import-rules ¢
yKasaHueMm MNonHoro nytu oo canna. ®amn gomkeH O6bITb 4OCTYNEH Ans yTeHus. MNMpasuna B danne JomMKHbI
ObITb 3anucaHbl B doopmare json.

Mpumep:
firewall <enter>
import-rules /home/user/rules <enter>
Request successfully completed



Mpadmueckas o6onoyka agMUHUCTPUPOBaAHUS

Ons umnopTa npaBuil MeXCeTeBOro 9KkpaHa B 6a3y [aHHbIX C MOMOLbI rpaduyeckoli 0GOoroYku

aAMWHUCTPUPOBaHNSA Heobxoanmo Ha Bknagke «MO» B kaTeropun «lpaBuna M3O» HaxaTb Ha KHOMKY v
«3arpy3uTb» Ha NaHenu gencTeui. [lanee B OTKpbIBLUEMCS OKHe «BbibepuTe dhain gna umnopTa npasun» B
none «Cyb6bekT» ykasaTb MOMHbIA NyTb A0 danna ans 3anmcn. Haxatb kHonky « OK» ansa umnopTta npasun
M3 mnun kHonky «OTmMeHay» Anst oTMeHbI onepauuy umnopTa (cm. PucyHok 91).

BbibepuTe daidin gna MMnopTa npasun

Cybnent || | v | NOKa3aTh CHPLITLIE hainkl

KimA

L

1 ¥
i@ Otmena | @ OK |

PucyHok 91. OkHo «BbiGepuTe chann ans nmnoprta npaBun»
4.11.1.7 BbiBOo4 CTaTUCTUKN CeTEBbIX COeAUHEHUN

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

MpumeuaHue. CoeaunHeHnsa cepeucoB C3W HC[L Dallas Lock Linux He oTobpaxatoTcsi B
Tabnuue coefuHeHun, 4Tobbl AOMMHMCTPATOP HE MOr Hapywutb uMx paboTy, pasopBaB
coeguHeHme.

Onsa BbiBoAa Tabnuubl COCTOSIHWI CETEBbIX COEAVHEHUIN B KOHCOMb HEOOXOAMMO B KOHCOJSIbHOW 0B0onoyke
agMUHUCTPUPOBaHUS, B pasgerne ynpaBrneHus MexceTeBblM 3KkpaHoOM, HabpaTb KomaHay show-netstat.

Mpumep:
firewall <enter>
show-netstat <enter>
Request completed successfully



PucyHok 92.BbiBOA cTaTUCTUKM CeTEBbIX COeAUHEHUN

Mpacdmyeckasn obonoyka agMMHUCTPUPOBaAHUS

[na npocmoTpa COCTOAHMI TEKYLUMX COeAMHEHUN KoMnbioTepa Tpebyetca Ha Bknagke «MO» nepertun B
kateropuio «CoeanHeHuns» (cm. PucyHok 93).

Mpumevanue. CoeguHeHna cepeucoB C3W HCL Dallas Lock Linux He oTobpaxatoTcsi B
Tabnuue coeanHeHUW, 4TOObI AOMWMHMCTPATOP HE MOr HapywuTb KX paboTy, pasopBaB
coefuHeHme.

U Dallas Lock LINUX

Monb3osaten NapameTpel Ge30nacHocTH KoHTposb pecypcos CKH M2 JKypHan.!

? =3 G & ] | £l

Afpeca Jaﬁm:;ggf‘?rmme CoenmHedin | Mpunoxedns Mpaeuna M3 MNpopuns M3 Mapamerpel  XKypHans M3
anpec:

KaTaropuu 'ﬂ'gﬁcmup

MoKazaTs QunLTp

PID Monb3osarens  Cepanc Craryc Bepous Mporokon Afipec nCTouHWKa MopT KCTOUHMKE . AJDEC HasHaveH MopT HasHaueHns =~
696 root rpchind LISTEN 1Pv4 TCP 0.0.0.0 RPC(111) 0.0.0.0 4]

787 ot event-manager | LISTEN 1Pvd TCP 0000 3889 00.00 a

967 root sshd LISTEN 1Pv4 TCP 0.0.0.0 SSH(22 0.0.00 0

BE5 oot cupsd LISTEN IPvd TCP 127.001 631 0000 a

1339 oot master LISTEN 1Pvd TCP 127.0.01 SMTP(25) 0.0.00 a

787 root event-manager | ESTABLISHED  IPv4 TCP 127.0.0.1 3880 127.0.01 47220

696 Toot rpchind LISTEN 1PV TCP RPC(111) a

067 root sshd LISTEN IPvG TCP 1 SSH{22) 0

B&S oot cupsd LISTEN 1P TCF e | 631 o

1339  root master LISTEN IPvG TCP e | SMTP(25) - ]

696 root rpebind CLOSE 1By uoe 0.00.0 51022 0.0.00 a

734 chrony chronyd ESTABLISHED | IPv4 upp 10.10.104.182 35799 §9.109.251.24 123

725 root NetworkManager ESTABLISHED  IPv4 UDP 10.10.104.182 68 10.10.120.10 67

696 oot pchind CLOSE IPvd uop 0.0.00 RPC(111) 00.00 0

734 chrony chronyd CLOSE IPv4 upe 127.0.0.1 323 0.0.00 0

734 chrony chronyd ESTABLISHED IPvd une 10.10.104 182 49888 B2.109.251.23 123

734 chrony chronyd ESTABLISHED  IPv4 UDP 10.10.104.182 45839 89.109.251.22 123

734 chrony chronyd ESTABLISHED  IPv4 UDP 10.10.104.182 33987 80100.251.21 123

727 avahi avahi-daemon CLOSE Pvd upp 0.000 MDNS(5353) 00.00 0

727 avahi avahi-daemon CLOSE 1Pv4 upp 0.0.0.0 47050 0.0.00 0

696 oot rpchind CLOSE 1PV uoP = RPC{111}) a w
4 »

dliadming@127.0.0.1

PucyHok 93. CeTeBble coeauHeHUs

Ha naHenu «[encTteus» B KaTteropumu «CoepgunHeHnsa» LOOCTYynNHbI crnegyrouime KHOMKU:

4 -
— OOGHOBUTL — OBHOBWTbL CMUCOK CETEBbLIX COEANHEHWIA.

— Bblgenutb Bce cTpoku

+ I

— Cosgatb npaBuno M3 “ — npu HaxaTum kHonkn «CosgaTb npasuno M3» nponsongeT nepexon B
kaTteropuio «lpasuna MO» anga cosgaHua npasuna M3.

']

o ke | o
- HaCTDOI/IKa 0To6pa>|<aeMb|x ctonbuos - - HaCTpOUuKa rpynnmpoBKn CTONOUOB.



e
— PasopBaTb coeguHeHue ___ . npekpatutb 0OMeH wuHdopMaumen. «PasopBaTb COeOMHEHUE»

OOCTYNMHO TOJIbKO Ha BepCcuAax aapa 5.x.

— Ortobpasutb B cnmcke
Cnucke.

— oTobpakeHne JoNONMHUTENBHOW MHbopMaLMK CETEBOTO COEAMHEHNUS B

4.11.2 [Oob6aBneHue NpUNOXeHUN B YePHbIA CNUCOK

YepHbIN CNUCOK NPUITOXKEHUN — CMIUCOK 3anpeLleHHbIX npunoxenun Ha APM (koTopble 6rnokupytotest M),
BCE OCTarlbHble NMPUIIOXEHNS, HE COCTOSILLME B CninCKe, nponyckatotcs MO.

MpumeyaHue. OgHOBpeMEHHO He MOryT ObiTb BKIOYeHbl oba cnucka npunoxeHun. Ecnu
BKIMIOYEH YEPHBIA CNUCOK, TO ByaeT GrnokMpoBaTbCs BECb TpaduK OT MPUSIOXKEHUIA, KOTOpble
BKMIOYEHbl B YEPHbIA CMMCOK, OCTanbHOW Tpaduk byaeT cdunbTpoBaThca No npasunam MO.
MoapobHee — AKTUBALINS YEPHOIO CNUCKA NPUIIOKEHUN.

KoHconbHas o6onoyka agMUMHUCTPUPOBaHUSA

Kateropua «[MpunoxeHusi» No3BOMSIET agMUHUCTPATOPY aKTUBMpOBaTb unbTpauuio Tpadumka no
npuknagHomy MO.

[ns nobaBneHnss NPUNOXeHNs B YEPHbIV CMMCOK HEOBXOAMMO B KOHCOMNbHOW 060104Ke agMUHUCTPUPOBaHNS
B pasdernie ynpaBlieHUsl MeXceTeBbiM 3KpaHOM HabpaTb komaHnay set-blacklist-command. lNocne BBoaa
KOMaHAbl cucTeMa nepenaeT B pa3gen KoHCTpykTopa npaeun set-blacklist-command, roe Heobxogumo 3agaTtb
napameTpbl, UCNOMb3yst aTpubyThI, NpuBeaeHHbIEe B Tabnumua 50.

Tabnuua 50
Ne ATpubyTt OnucaHue

YkasaHue NpUoXeHund, KoTopoe Heobxogumo aobaBuTb B

1 | command <3HayeHue> " M
YyepHbI cnncok. ObasaTernbHbI aTpUbyT

YKkazaHue nomHoro nNyTM OO UcnonHgemoro  chaunna.

2 | path <sHadeHue> ObsnazaTtenbHbI aTpubyT

[obaBneHve onucaHnsi NPUNOXeHNs, KOTOPOE HYXHO J06aBUTb
3 | description <3HavyeHue> B 4YepHbil cnucok. OnucaHue AOMKHO ObiTb 3aKMYEeHO B
OBOWNHbIE KaBblYKM
Mpumep:

firewall <enter>

set-blacklist-command <enter>

command firefox <enter>

path /usr/lib64/firefox/firefox-bin <enter>

description “Firefox browser” <enter>

execute <enter>

Command was successfully added to blacklist

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

[nsa nobaBneHnst NPUIOXXeHUs! B YepHbIA CMCOK C MOMOLLLIO rpaduydeckor o6onodkn C3UM HC[ Ha Bknagke

«M3» Heobxogmmo BbI6paTb KaTteropuwo ((an/IJ'IO)KeHVIH» N HaXaTb Ha KHOMKY W «,D,O6aBVITb» Ha naHemnn

OEeNCTBUI crmcka «YepHbI CrIMCOKY.

Hanee Ha paboyen obnactu «YepHbin cnncok» (cM. PncyHok 94) nosiBUTCS HOBOE NPaBUIIO YEPHOro crnucka,
B KOTOPOE HYXHO ByaeT [o0aBUTb NPUNOXEHNE N BHECTU COOTBETCTBYHOLLME K HEMY aTPUOYThI.
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@ YepHbia crmcox @ Benwit cincox
Mpunoskerme MyTe Onucarne
Ihomelcis-red-0s-73/Paboumid cron/
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PucyHok 94. HoBoe npaBuno «4epHbI CNUCOK»

HoBoe npaBuno gns 4epHOro cnucka NpUNoXeHUn CoAepXnUT CrieyoLmMn Cnucok aTpnbyToB:

— [lpunoxeHne — umsa npunoxeHus. 3apaetcd agMumHUCTpatopoMm. MakcumanbHoe KOnM4ecTBO
cnmBoroB: 32. AsnsieTcs ob6s3aTenbHbIM aTpubyTomMm;

— [TlyTb — nOMHBLIM NyTb B CMCTEME OO MNpUNoOXeHus. B koHeyHOM nmanke JofmkeH pacnonaratbes
ucnonHsiembln cann. MakcumanbHoe konmyecTBo cumBorioB: 4096. AsnsieTca o6si3aTenbHbIM
aTpubyTom;

— OnucaHvne — pononHutTenbHas MHpopmauns no npasuny. MakcumanbHoe KOnMYeCcTBO CUMBOJIOB:
4096. Mo ymon4aHuto nosie ocTaeTcs NycTbIM.

Heobxoaumo ykasaTb MOMHLIV NyTb A0 NPUNOXeHUs, KoTopoe ByaeT BHECEHO B YEPHbIN CUCOK, U ero uMmsi.
[ns ykasaHus NyTu HYXXHO KNUKHYTb Ha ctonbey «[yTb» BbiAeneHHOro HoBoro npaswna. [Janee otkpoetcs
dopma «BbeibpaTb nyTb k NpunoxeHuto» (cM. PucyHok 95). B none «CybbekT» TpebyeTcs nponucatb NyTb A0
ucnonHsemoro davna. Npy gobasneHny Nyt NPUNOXEHNa cucTema 3anpocuT NOATBEPXKAEHME onepaunm.

[nsa noateepxaeHus onepauumn — kHonka «OK», ansa oTMeHbl AencTBuin — « OTMeHa».

BriGpaTh NYTh K NPUNOXKEHWNIO

CybwexT |/usrbin/chromium-browser | MOKA3aTH CHOLITHIE (hafnbl

lAma -
chcon
check-ahi
check-hinary-files
checkmodule
checkpaolicy
checksctp
cheese
chfn
chgrp
chmem
chmesxiract
chmod
choom
chown
chranyc
chrt
chsh
chvt
cifscreds
cifsdd
cifsiostat
ciptool
circo
i rhsim i
4 1
i@ OtMena | & OK |

PucyHok 95. OkHo «BbI6paTb NyTb K NPUMOXEHUIO»



ﬂ,]’lﬂ ﬂ,OGaBJ’IeHI/IFl MMEHN MPUNOXEHNA HYXHO ,EI,BOVIHbIM KIMMKOM Ha CTOJ'|6eLI, «an/IJ'IO)KeHMe» BbleJ1eHHOro
HOBOIro npasuna 3anyCTuTb pPeXuM penaktmpoBaHMA U BHECTU UMA NPUITOXEHUA YEepHOro Ccrnucka
(cm. PrcyHok 96).

@ Yepuwiid ciucox @ Benwil cnucox

Mpunamesie MyTe Onmcamne

|r.hmmu iy Ui cTon/chromium-browser, deskiop | browser

PucyHok 96. UMms npunoxeHus, BHeCeHHoro B «4epHbIN CNUCOK»

[na npobaBneHns onncaHns NPUITOXXEHUS HYXXHO KNMMKHYTbL Ha cTtonbel «Onncanne» (cm. PucyHok 97).

@ YepHuid civeok @ Benwi crncox

Mpunoxerme nyTs onwcanue

i chromium uuit cron/chromium-browser desktop | browser|

PucyHok 97. OnucaHne npunoXxeHUs 4epHoOro cnucka

Mocne BHeceHUs Bcex ob6sA3aTenbHbIX napamMeTpoB NpUoXXeHna and 4YepHoro Cnncka HeobxoanMO BbIAENUTb

=

HacCTpOEHHOE NpaBwUsIo ¥ BbIOpaTb kKoMaHay «COoXpaHUTb» Ha naHenn AenNCTBUNM.

[na aktnBauum YepHOoro cnmcka I'IpVIJ'IO)KGHVIVI HeobXxoaMMO HaxaTb Ha KHOMKY T «BkounTb» Ha naHenu

AeNCcTBUA, AN AeakTneBaumm — . «BbIKMIOUNTbY.
4.11.2.1 U3ameHeHMe napamMeTpPOB NPUITOXXEHUI YepHOro cnucka

KoHconbHas o6onouka agMUHUCTpPUpoBaHuUA

[Ona wn3meHeHMs napaMeTpoB MPUMOXEHMS YEpPHOro Ccnmucka HeobXoaMMO B KOHCOMbHOM 06onouvke
aAMWHUCTPUPOBAHNS B pasderie ynpasreHusi MeXceTeBbiM 3KpaHOM HabpaTtb komaHngy change-blacklist-
command. lNocne BBOA4a KOMaHAbl cMCTeMa neperaeT B pasfen KoHCTpykTopa npasun change-blacklist-
command, rae HeobxoaMMo 3agaTb NapameTpbl, UCMONb3ys aTpubyThl, NpuBeaeHHbIe B Tabnvua 51.

Tabnwuua 51
Ne ATpnoyT OnucaHue

MOeHTUOUKAUMOHHBIN HOMEpP MNPUIOXEHNS YepHOro crnucka.

1 | id <3HayeHue> 4
ObsnazaTtenbHbI aTpubyT

YKasaHue nmeHu NpUNoXeHua, KoOTopoe HeobxoaMMOo U3MEHUTb

2 | command <3HayeHue> -
B yepHom cnucke. Oba3aTenbHbIV aTpubyT

YkasaHve nytm [o wucnomHsemoro avina. ObsasatenbHbIn

3 | path <3HayeHue>
aTpunbyT

Pe,EI,aKTI/IpOBaHI/Ie OonucaHna npunoXeHma 4YepHoro cnucka.

4 | description <sHavyeHue> .
OnwucaHne JomkHO BbITb 3aKINIOYEHO B OBONHbBIE KaBblYKM

Mpuwmep:
firewall <enter>
change-blacklist-command <enter>
id 1 <enter>
path /usr/lib64/firefox/firefox <enter>
execute <enter>
Command 1 was successfully changed
KomaHga firefox-bin 6bina namexHena Ha komaHgy firefox

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

Ons M3MeHeHMsi napaMeTpoB MPUIIOXKEHUS B 4YEePHOM CMWCKE C MOMOLbI0 rpaduyeckoli 0GOorouKu
aaMUHKUCTpaTopa HeobxoaumMo Ha Bknagke «MO» B kaTeropun «lMpunoxeHus» B cnncke «YepHbli CMcok»



BblAENUTb MNpaBUno, B KOTOpoe TpeGyeTcA BHECTW M3MeHeHWsl. [BOMHbIM KMWMKOM 3amnyCcTUTb PEeXUM
penakTMpoBaHus TpebyemMoro napameTpa.

[na pepakTMpoBaHWs AOCTYMHbI CreayroLwme aTpubyThl NPUNOXEHNS YEPHOTO CrMcKa:
—  MpUNoXeHue;

- NyTb;
—  onucaHue.

Mocne nameHeHun napamMeTpoB MNMpUNoXeHna Onda 4epHoro cnucka HeobxoaMmo COXpPaHUTb BbINMOJIHEHHbIE

OEencTBMS, BbINOSIHUB KOMaHAy - «CoxpaHnTby Ha NaHenu OencTBUN.
4.11.2.2 YpaneHue npunoxeHUn N3 YepHoOro cnucka

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

[ns yaaneHus NpunoXeHnst U3 YepHOro Cnncka HeobXoaMMO B KOHCOMbHOWM 060M0oYke agMUHUCTPUPOBAHNS
B pasfgene ynpasneHusi MexceTeBbiM 3KpaHOM HabpaTb koMaHay remove-blacklist-command ¢ ykasaHnem
NOEHTUMKALMOHHOTO HOMEpa NPUIIOXKEHUS] B YEPHOM CIUCKeE.

Mpuwmep:
firewall <enter>
remove-blacklist-command 1 <enter>
Command 1 was successfully removed from the blacklist

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

Ons yaaneHus NPUNOXEHUst U3 YEPHOTO Cnucka € NMoMOoLLb rpachuyeckort 060Mo4KkM agMUHUCTPUPOBaHUS
HeobxoanMo B kaTeropumn «lpunoxeHusi» B cnvicke «YepHbIii CNIMCOK» BbIAENWTL NPaBUIO Y HaXaTb KHOMKY

) «YganuTb» Ha naHenu genctemn (cMm. PucyHok 98).
@ YepHuia cnmcox @ Genuiit cnwcox
MpunomeHns MyTh Onncakme
Sheninkim Ihomelcis-red-os-73/Pafiowi cron/ b

chromium-browser desktop
PucyHok 98. YaaneHne npunoxeHus U3 4epHoro cnucka

Mocne yoaneHna npunoxeHna wu3 4YepHOoro cnucka Heob6xoaumMo COXpPaHUTb BbINOJTHEHHbIE nencrTeus,

BbINOMHMB KOMaH4y " «CoxpaHnTb» Ha naHenu AeicTauiA.
4.11.2.3 BbiBOA, 4EPHOro CNMCKa NPUNOXEHUN

KoHconbHas 060onoyka agMMHUCTPUPOBaHMUS

[ns BblBOAa YepHOro Cnucka MpUOXEHMN B KOHCOMb HeobxoAMMO B KOHCOMNbHOW oBonouke
agMUHUCTPMPOBaHUS B pasgene ynpasrieHnss MeXceTeBbIM 3KPaHOM BbIMONHUTL KOMaH4y show-commands-
blacklist.

n

command path description

firefox dusr/Libe4/Tirefox/Tirefox Firefox browser
flatpak Fusr a 50 flatpak

PucyHok 99.Cnucok 3anpeLyeHHbIX NPUnoXxeHUNn

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

[Ina npocMoTpa BCex NpaBuil YEPHOIO CMMCKa MPUNOoXeHWn B rpadmyeckon obonovke agMmMHUCTPUPOBAHNUS
HeobxoaMMo nepenTn Ha Bknagky «M3» B kaTteropumto «[1punoxeHusi» n oTpbiTb CINCOK «YEePHbIN CINCOKY.
Ha paboueli obrnactu Tekywero cnucka OyayT npeacTaBrieHbl BCE HA [OaAHHbIA MOMEHT MPUNOXEHWUS,
3aHeCeHHbIe B YepHbI cnmcok (cM. PucyHok 100).
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ihome/cis-red-os-73/Pabouni cron/
chromium-browser.desktop
ihome/cis-red-0s-73/Pabouni cTon
thunderbird.desktop

chromium browser

trunderbird NOYTOBLIV KHEHT

PucyHok 100. BeiBoa npuUnoXXeHnin 4epHOro cnucka
4.11.3 [lo6aBneHue NpuUNoXeHUn B 6enbin CNIMCOK

Benbi cNMCOK NPUNOXEHUN — CNINCOK paspeLLeHHbIX NpunoxeHnn Ha APM (npynoxeHns, umetowme 4ocTtyn
Aana obmeHa unHdopmaumen). CoeanHeHUs NPUINOXEHWI, KOTopble OTCYTCTBYOT B Gernom cnucke, 6yayT
OnokmpoBaTbcsl.

Mpumeyanne. OgHOBPEMEHHO He MOryT ObiTb BKNIOYeHbl oba cnucka npunoxeHun. Ecnu
BKITIOYEH Genbivi cnucok, To Byaet 6nokupoBaTbCca Tpadhuk OT BCEX MPUNOXKEHUN KpoMme Tex,
KOTOpble BKMOYEHbl B Oenbii CNMCOK, Tpaduk OT npunoxeHun ©Oenoro cnucka Oyper
unbTpoOBaTbCSA COrNacHO NpaBunaM MexceTeBoro akpaHa. lNMogpobHee — AkTuBaums 6enoro
CrvcKka NPUNOXeHUN.

KoHconbHasi 0605104ka agMMHUCTPUPOBaHUS

[na nobasnennsa npunoxexHns B 6enbii CNMCOK HEOH6XOAMMO B KOHCOSMBHOM 000M04YKe agMUHUCTPUPOBAHNS
B pasfene ynpaBreHWsi MeXceTeBbIM 3KpaHOM HabpaTtb komaHngy set-whitelist-command. Mocne BBoga
KOMaHAbl cucTema nepengeT B pasgen KOHCTpykTopa npasun set-whitelist-command, rae Heobxoanmo 3agaTb
napameTpbl, UCMOMb3yst aTpubyThI, NpuBeAeHHbIe B Tabnmua 52.

Tabnuua 52
Ne ATpubyTt OnucaHue
1 command <3naveHue> YKaszaHue UMeHU NpUnoXeHUsi, KOTopoe HeobxoamMmMo 4o6aBUTbL

B Oenbii cnucok. ObasaTenbHbI aTpnbyT

YKkazaHue nomHoro nNyTM OO0 UCnonHdemoro  chaunna.

2 | path <sHaveHue> ObsnazartenbHbI aTpubyT

[obaBneHve onucaHunsi NPUNOXeHNsi, KOTOPOE HYXXHO J06aBUTb
3 | description <sHayeHue> B Genbin cnucok. OnucaHue [OMKHO ObiTb 3aKMOYEHO B
OBOWNHbIE KaBblYKM
Mpumep:

firewall <enter>

set-whitelist-command <enter>

command ping6 <enter>

path /usr/bin/ping6 <enter>

execute

Command was successfully added to whitelist

Fpadmyeckan o6onoyka agMMHUCTPUPOBaHUS

Ons pobaeneHus npunoxeHuns B 6enbin CIMCOK C NomoLLblo rpaduyeckon obonoyvkn C3N HCO Ha Bknagke

«M3» Heobxoanmo BbIOpaTh KaTeroputo «punoXeHns» M HaxaTb Ha KHOMKY w «[o6aBuTb» Ha nNaHemnu
OencTBuI cnucka «benbin cnucok».



Hanee Ha paboyei obnactun «benbi cnncok» (cMm. PucyHok 101) nossuTca HOBOE npaBuino 6enoro cnucka, B
KOTOpOe HYXXHO 6yaeT 0o6aBWTb NPUINOXEHNe U HAaCTPOUTbL COOTBETCTBYIOLLME eMY aTpubyThI.
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PucyHok 101. HoBoe npaBuno «benbiin cnucok»

Hoeoe npaBuno ans 6enoro cnucka NpUIoXeHUid CoaepXUT CrieayoLwuiA CrMCOK aTpubyToB:

— [punoxeHne — HavMeHOBaHWe npunoxeHus. 3agjaeTca agMUHMCTpaTopoM. MakcumanbHoe
Konm4ecTBo cuMBOIOB: 32. ABnsaeTcsa obs3aTenbHbIM aTpubyToMm;

— [yt — nonHbI NyTb B cMCTeMe OO0 MpunoxeHus. B KoHeuHON namke OOfxeH pacnonaraTbCH
ucnonHaembln avn. MakcumanbHoe konmyecTBo cumBorioB: 4096. AsnseTca obGa3aTenbHbIM
aTpubyTom;

— OnucaHne — pononHuTenbHas nHopmaumsa no npasuny. MakcumanbHOe KONMYECTBO CYMBOJSIOB:
4096. Mo ymonyaHuo none octaeTcs NycTbiM.

Heobxoaumo ykasaTb NyTb 0O NPUNOXEHUHA, KOTopoe OyaeT BHeceHo B Genbi cnucok, u ero mms. Ons
yKasaHus NyTu HYXKHO KIMMKHYTb Ha cTonbew «IMyTby» BblA€NeHHOro HoBoro npasuna. [lanee otkpoeTcsa dpopma
«Bbibpatb nyTb K npunoxeHuio» (cMm. PucyHok 102). B none «Cybbekt» TpebyeTtca nponucatb nyTb OO
ucnonHsiemoro davina. MNMpu gobasneHnn NyTn NPUNOXeHNs cuCTeMa 3anpocuT NOATBEPXKAEHME onepaunn.

[na noateepxaeHusa onepauun — kHonka «OK», ana oTMeHbl gencTBun — « OTMeHa».



BoiGpaTk Ny Tk K NPUIOIKEHNIO

CyfwekT |/usr/hin/ping | | MOKAZATL CHPLITEE galnk!
Wms
L
L | k

@ Otmena | Jok |

PucyHok 102. OkHo «BbIGpaTb NyTb K NPUMOXEHUIO»

Ina pobaBneHns UMEHU MPUNOXKEHUS HYXHO OBOWHBIM KIMKOM Ha cTonbel «MpunoxeHne» BblaerneHHOro
HOBOro NpaBuna 3anycTUTb PEXUM PeAaKTUPOBaHUS Y BHECTM UMS NPUNoXKeHUs 6enoro cnucka (cM. PUcyHok
103).

@ Yepnwiicrmcox | @ Benbid cincok

TMpunomeHue MyTe Onicatine
[I‘—‘ung l ust/biniping

PucyHok 103. Umsa npunoxeHus, BHeceHHoro B «Whitelist»

Ons nobasneHnss onnucaHns NPUNOXeHUs HYXXHO KINUKHYTb Ha ctonbey, «OnucaHue» (cm. PucyHok 104).

@ uepuuiciwcox | @ Bensiit cincox

MpunoxeHne MyTk Onmcadwe
Ping Jusrfbindping | AuarkocTuka ceTu

PucyHok 104. OnucaHue npunoxeHus 6enoro cnucka

lMocne BHeceHust Bcex anM6YTOB npunoXxeHna and Genoro cnuncka HeobxoaMMO BblAENUTb HaCTpOeHHOoe

=l

npasumno un Bbl6paTb KOMaHOy ((COXpaHI/ITb» Ha naHenun OencTBuN.

[Insi aKTMBaLMK GEenoro crmcka NpUNoXeHU HEOBXOAUMO HaXaTb Ha KHOMKY ©  «BKMIOUYMTbY Ha nNaHemm

[OencTBui, ona neaktueaumm — . «BbIKMIOUNTBY.



4.11.3.1 U3meHeHMe napamMeTpOB NpuUNoXxeHus 6enoro cnmucka

KoHconbHas o6onouka agMUHUCTpPUpoBaHuA

Ons “3MeHeHMs napamMeTpoB MpPUIOXeHUs ©Oenoro cnuMcka HeobXOAMMO B KOHCONbHOM 06onoyke
aAMUHUCTPUPOBaHNS B pasferne ynpaBneHns MeXCeTeBbIM 3KpaHOM BbINONHWUTL KomaHay change-whitelist-
command. lNMocne BBOAa KOMaHAbl CUCTEMa MeperaeT B pasfden KOHCTpykTopa npasBun change-whitelist-
command, rae Heob6xoaMMo 3agaTb NapameTpbl, UCMONb3ys aTpubyThl, NpeacTaBneHHble B Tabnvua 53.

Tabnwuua 53
Ne ATpubyTt OnucaHue

MaeHTuduKaumMoHHbIN HOMEp npunoxeHus 6enoro cnucka.

1 | id <3HayeHue> Y
ObsasartenbHbIn aTpnbyT

YkasaHne uMeHun NpUIoXeHund, KoTopoe HeobxooMMO U3MEHUTb

2 | command <3HayeHue> N
B 6enom cnucke. O6s3aTenbHbIN aTpudyT

YkazaHue nyTM Ao wucnonHsiemoro davna. Ob6sisaTenbHbIN

3 | path <3nayeHue>
aTpmnbyT

Peﬂ,aKTMpOBaHMe onncaHna npunoxxXeHuma Oenoro cnucka.

4 | description <sHayeHue> y
Onucanue AOJNKHO ObITb 3aKITO4EHO B AOBOWHbIE KaBblYKU

Mpuwmep:
firewall <enter>
change-whitelist-command <enter>
id 1 <enter>
description "Pingé command" <enter>
execute <enter>
Command 1 was successfully changed
Bbino ycnewHo N3MeHeHOo onncaHne KomMmaHabl.

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

Ons “3MeHeHus napaMeTpoB MpUroXeHns B 6enoM cnucke C MNOMoLWbl rpaduyeckoi 06oNoYKK
aAMUHUCTPUPOBaHMSA Heo6xoauMo Ha BKknaake «M3» B kaTteropum «punoxeHus» B cnivcke « benbiin cnmcok»
BbIAENWUTL NPaBuno, B KoTopoe TpebyeTcs BHECTU N3MeHeHUS. [ BOMHbLIM KMMKOM 3anyCTUTb TEKCTOBYH CTPOKY
Tpebyemoro napameTpa Ans peaakTupoBaHus.

Ons pefakTupoBaHusa AOCTYNHbI criefytolume aTpubyThl NpunoxeHus 6enoro cnvcka:
—  TPUIIOXEHUE;

- nyTb;
—  onwucaHue.

lMocne n3ameHeHUn napameTpoB NpUoXeHna ana ©enoro cnucka HeobxooMMo COXPaHUTb BbIMNMOJIHEHHbIE

|.L':.'l'j

[AEeWCcTBUS, BbINOMHUB KOMaHay «CoxpaHuTb» Ha naHenu OencTBUN.

4.11.3.2 YaaneHune npunoxeHusi n3 6enoro cnucka

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

Onst ynaneHus npunoxeHuns n3 6enoro cnucka HeobxoamMMo B KOHCOSNbHOW 060M104ke agMUHUCTPUPOBAHNSA B
pasgene ynpaBIieHUS MEXCeTeBbIM 3KpaHOM HabpaTb komaHgy remove-whitelist-command ¢ ykasaHnem
NOEHTUMKALMOHHOIO HOMEpPa NPUNoXeHNst B 6enom cnucke.

Mpuwmep:

firewall <enter>
remove-whitelist-command 1<enter>
Command 1 was successfully removed from the whitelist



Mpadmueckas o6onoyka agMUHUCTPUPOBaAHUS

Ons yoaneHnda npurnoxeHna mna ©enoro cnucka ¢ NOMOLLbIO FpaQDMHeCKOVI 000mM04KK AOMUHNCTPUPOBAHUA
HeobxoQMMo B KaTteropumn «anIJ'IO)KeHVIFI» B cnucke «benbin CNUCOK» BbIOENUTb npaBuIio U HaXaTb KHOMKY

(%]

«Ypanutb» Ha naHenu gencTeun (cM. PucyHok 105).

@ UepHeil crmcok Benti enucok

Npunosesne MyTe Cnucaxne

Ping fusribinping [AWArHOCTHEA CeTH
Ihomefcis-red-os-73/Pabouni cron/

i) chromium-browser deskiop sk

PucyHok 105. YaaneHue npunoxeHus us 6enoro cnucka

Mocne yoaneHnda npurioxeHna wua Oenoro cnmucka HeobxoaMMoO COXpaHUTb BbINOJIHEHHDbIE DencTBus,

BbIMNOSIHUB KOMaHAY s «CoXpaHnTb» Ha NaHenn oencTeui.

4.11.3.3 BbiBOoA 6€noro cnucka npunoXxeHum
KoHconbHas o60n04ka agMUMHUCTPUPOBaHUA

[na BbiBOAa Genoro cnucka I'IpMJ'IO)KGHI/II?I B KOHCONMb HeobXoAMMO B KOHCONbHOW obonouke

aAMWHUCTPMPOBaHNS B pasgerne ynpaBrieHUs MeXceTeBbiM 3KpaHOM HabpaTb komaHgy show-commands-
whitelist.

<command

PucyHok 106. Cnucok paspeLueHHbIX NPUNoXeHUn
Fpadmyeckan o6onoyka agMMHUCTPUPOBaHUSA

Ins npocmoTpa Bcex npasun 6enoro cnucka NpUoXxeHuidi B rpacpuyeckolt 06oroyvke agMUHUCTPUPOBAHUS
HeoBX04MMO NepenTu Ha Bknaaky «M3» B kateropuio «MpUnNoXeHUs» 1 OTPbITb CNMCOK «Benbii cnncok». Ha

pabouen obnacTtu TekyLlero cnucka 6yayT npeAcTaBrneHbl BCe Ha AaHHbIA MOMEHT MPUMNOXKEHUS, 3aHECEHHbIEe
B 6enbin cnvcok (cM. PucyHok 107).
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@ Yepusii cnncok Benui cnucok
Mpunosexne Myts Onncane
Ping Musribin/ping ANArHOCTHKA CETU

Mmome/cis-red-0s-73/Pabo4ni cron/

Chromium chromium-browser.desktop

browser

PucyHok 107. BbiBoa npunoxeHun 6enoro cnucka
4.11.4 BbiBoa KOHcurypauum agpecoB u uHtepcpencos APM
KoHconbHasa obonouka agMUHUCTpPpUpoBaHuA

[nsa BbiBOAa KOHGUrypauum agpecoB n nHtepdgericos APM B KOHCONbHOM 060M104ke agMUHUCTPUPOBAHUS
HeoOX0oAMMO B pasfene yrnpaBreHUs MeXCEeTEBLIM 3KPaHOM BbINOMHUTL komaHay show-ifconfig.



PucyHok 108.BbiBoa KoHurypauum agpecoB u nHtepdericos APM

Mpadmyeckasn o6onoyka agMMHUCTPUPOBaAHUS

[nst npocMoTpa agpecoB € NOMOLLBH rpadmMyeckon 060104KN agMUHUCTPUPOBaHUA HEOOXOAMMO NepenTn BO
Bknagky «MO» B kateropmio «Apgpeca». KaTeropus «Apgpeca» BblgaeT MHdopMauuio 00 aKTUBHbIX
nHtepdernicax APM. Pabouyass obnactb kateropum «Agpeca» (cMm. PucyHok 109) cogepxuT crnenyroLlinm
CMUCOK NapamMeTpoB:

—  Ne — ngeHTuduKauMoHHbIN HOMEpP agpeca;

Bepcus — Bepcua nHtepHeT npotokona. lNpuHumaet 3Havenus: IPv4 n IPV6;
Appec — nokanbHbl agpec APM,;

OnncaHne — HanMeHOBaHWe CEeTEBOM TOYKM AN NOCTPOEHNS COEANHEHNI.
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1 IPv4 127.0.0.1/8 o
2 IPv4 10.10.104.182/21 ens32
3 1Pvb 1128 o
4 IPv6 1e80::250:56ff.fea2:403a/64 ens32

PucyHok 109. Agpeca

4.11.5 3abnokupoBaHHbIe agpeca

KoHconbHas o6onoyka agMMHUCTPUPOBaHUS

Ona oTmeHbl 6NOKMPOBKM agpeca HEOOXOAUMO B KOHCOSbHOW 000MoYke agMMHUCTPUMPOBAHUS B pasgene
ynpaBneHns MexceTeBbiM 3KpaHoM HabpaTtb komaHay unblock-address ¢ ykazaHnem ngeHTUUKaLMoHHOro
HoMepa agpeca 13 Tabnuubl 3a6NOKMPOBaHHbLIX aApPECOB.

Mocne pa3bnokMpoBKkM agpeca CHETUMKUN A1 HEro OOHYNATCS.
Mpumep:
firewall <enter>

unblock-address 1 <enter>
Request successfully completed

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

Ona npocmoTpa 3abnokMpoBaHHbIX agpecoB TpebyeTcAa Ha Bknagke «MO» nepentu B KaTeropuio
«3abnokmpoBaHHble  agpeca». Karteropusi «3abnokupoBaHHble agpeca» oTobpaxaeT  CMMCOK
3a6M10KMPOBaHHbLIX aApecoB MeXCeTEBbIM 9KpaHOM aBTOMAaTUYECKM MpU KpaTHOM cpabaTtbiBaHUM nNpaBui co
BKITHOYEHHOW aBTOGoKMpoBKkon (CM. PucyHok 110).
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PucyHok 110. 3abnokumpoBaHHble agpeca

Mpumeuanmne. Agpeca OyoyT pasGriokMpoBaHbl NPV ydaneHud WM OTKIOYEeHUM
aBTOGOKMPOBKW NpaBuIl, Mo KOTOPLIM OHM 3a60KMPOBaHbI.

3abnoknpoBaHHble agpeca MMEIOT cneayoLlime napameTpbl:

—  Ne— ngeHTnUKaLMOoHHbIN HOMep 3abNoKMPOBaHHOTO agpeca;

— Bepcusa — Bepcusa UHTEpPHET-NpoToKoNa. NpuHMMaeT 3HaveHus: IPv4 n IPV6;
Appec — ceteBon agpec APM. MNMpuHnmaeT 3HadeHus: IPv4 n IPV6;
— OnucaHne — ykasbiBaeTcs npuymMHa 6nokMpoBky agpeca.

Ons Toro, 4Tobbl y6paTh agpec u3 cnucka 3abnokMpoBaHHbIX agpecoB, HYXXHO BblAENUTb 3abNOKMpOBaHHbLIN

agpec M Ha naHenu [encTBMM HaxaTb Ha KHOMKY = «Mcknounte agpec (a)». lNNpu yganeHuu
3abnokMpoBaHHOro agpeca cMcTeMa 3anpocuT noaTBepXaeHue onepaumm (cM. PucyHok 111).

[ns noaTBepKaeHUs onepaumun — kHonka «[lay, Ans oTMeHbl AencTBuin — «Het».

Dallas Lock Linux X
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PucyHok 111. UcknrovyeHne agpeca(-0B) U3 cnmcka 3abnokMpoBaHHbIX afApecoB
4.11.6 YnpaBneHue npocdunnsamMm npaBun MeXceTeBOro aKkpaHa

Mpocune npaeun oToGpaxkaeT Habop MpaBui MeXceTeBOro akpaHa. [pu akTvBauuu unuM geakTvBauuu
npodunst Bce NpaBuna, BXoasLime B AaHHbI Npodunb, akTUBMPYIOTCS UK AeakTuBupytotcs. Mpu yaaneHum
npoduns, yaansTcs Bce BXOAsALME B HEro npaeuiia MexceTeBoro akpaHa.

B M3 Dallas Lock Linux no ymonyaHuio 4OCTynHbl ABa Npoduns NpaBuil MEXCETEeBOro akpaHa: Example u
Safe Mode.

Mpodnnb «Example» BkntovaeT B cebs NATb NOfb30BaTENBLCKMX NPaBMIl MO YMOYaHWIO, KOTOPblE AOCTYMHbI
¢ nepsoro BkntoyeHns C3WN HCL Dallas Lock Linux. JaHHble npaBuna M3 gocTynHbl AN pegakTMpoBaHns 1
yaaneHus.

Mpogunb «Safe Mode» BkntoyaeT B cebsi 04HO NpaBMIO MEXCETEBONO 3kpaHa, GriokupytoLlee Tpaduk npu
Kputndeckom c6oe paboTel M3. [aHHbIi npodunb AOCTYNEH ANS akTUBAUMK U AeakTUBaLUN, HO HEAOCTYNeH
AN yaaneHus v pegaktupoBaHnus. MpaBuna mexceTeBoro akpaHa B npogune «Safe Mode» pekomeHayeTcs
HacTpouTb Takum oGpasoM, 4ToObl obecneunTb GesaonacHoe cocTosiHue 3alumiieHHoro APM, paspeluvs
TONbKO MUHUMAaIbHO HEOBXoANMbIN HABOP NOAKMYEHWUIA, B YaCTHOCTM A1 LIeHTpann3oBaHHOMO ynpaeneHus
C3M HC[, ¢ nomowsto ELLY Dallas Lock n T.4.



4.11.6.1 Co3panue npocpuna M3

KoHconbHas o6onouka agMUHUCTpPUpoBaHuA

[na pnobaBneHus HoOBOro npodunst NpaeBuil HEO6XOOUMO B KOHCOJNbHOM 060Novke agMUHUCTPUPOBAHUS B
pasfgene ynpaBreHUs MexceTeBblM 3KpaHOM HabpaTtb komaHay set-profile. Mocne BBoga komaHabl cuctema
nepenaeT B pasgen KOHCTpykTopa npaeun set-profile, roe HeobxoamMmo 3agaTb napameTpbl, UCMONb3ys
aTpubyThl, NpMBeaeHHble B Tabnuua 54.

Tabnuua 54
Ne ATpubyTt OnucaHue

YkasbiBaeT HasBaHue npocunsa npasun. OB6s3aTenbHbIN
aTpunbyT

1 name <3Ha4yeHue>

[lo6aBneHve ycroBus akTMBaLUMU HOBOIo Npoduns npasus.

MpuHuMaeT 3Ha4YeHUs: yes — Npodunb akTMBMpYyeTCA npu
OTCYTCTBMM 3anylieHHoro aHtmeupycHoro 1O B cucrteme

2 activation <aHayeHue> (npoBepsieTcsa Dr. Web u Kaspersky), no — oTcyTcTByeT ycrnosue
aKkTuBaumu.

Mo ymonuyaHuio yCTAHOBMEHO YCMOBME akTuBauuuv Ans
npodpuns no

YKa3aHue cocTosiHMs Npoduns npasun.

MpuHMMaeT 3Ha4vyeHuA: yes — npoduNb BKMAKOYEH, N0 —

3 | enable <3naveHue>
NpoduIb BLIKIOYEH.

Mo ymonyaHuio ycTaHOBMEHO 3HavYeHue npoduns yes

ﬂ,OGaBJ'IeHI/Ie onucaHnAa Anda HOoBOro I'IpOd)VIJ'Iﬂ. OnucaHue
I'IpO(bMJ'Iﬂ OOJDKHO ObITb 3aKMO4YEeHO B ABOMHbIE KaBbIYKM

4 | description <sHavyeHue>
Mpuwmep:
firewall <enter>
set-profile <enter>
name "HTTP profile" <enter>
activation yes <enter>
execute <enter>

New profile was successfully added

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

[Insa co3gaHms HOBOro Npodhuns NpaBuil MEXCETEBOro 3KpaHa ¢ MoMoLLbto rpadmnyeckon obonovkn C3N HCL
HeobxoammMo Ha Bknaake «M3» BbiOpaTb kaTeroputo «podunu M3O» (cMm. PucyHok 112) 1 HaxaTb Ha KHOMKY

«Cosgatb npodunby @ Ha naHenu AencTBun.
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KaTeropuu DeicTana

Na Wma Yenoeue aKTMBALHM Onwucaxne -

Example || OTcyTCTBYeT aHTHBApYC Example rules profile

afe Mode || OTcyTCTBYET aHTUBMPYC e mode rules profile
[ Safe Mod OTcyTCTay py Saf de rules profil

PucyHok 112. Pa6oyas o6nactb kateropuu «lpocdunu M3»



Mocne HaxaTua kHonku «CosgaTte npodunb» B paboyen obnactm B kateropumn «[podwuns MO» Gypet
pa3MeLleH HOBbIN NPOUITb MEXCETEBOIO 3KpaHa.

Co3gaHHbIi HoBbI Npodurb npasun M3 6yaeT MMeTb cneayloLlye napameTpbl MO YMOYaHUIO:

«Ne» — naeHTUdMKaUNOHHbBIN HoMep npoduna npasun M3. Takke ykasbiBaeTca cTaTyc npoduns
npasun M3. lNMpuHUMaeT 3HayeHue: ekwYeH ~ — Npodunb M BCe BXOAsLME B HEro npasuna

BKITHOYEHBI, 8bIKITHOYEH ®_ npodurb 1 BCe BXOASLLME B HEro MpaBuria BbIKMYeHbI. [1o ymonyaHuio
YCTaHOBMEHO 3HAYEHUE BbIK/TIOYEH,

«Mms» — ykasbiBaeTcs mms npocpunsa npasun MO. MakcumanbHoe KOnmMyecTBO CUMBOSOB: 32.
ABnsetca ob6a3aTenbHLIM NapameTpoMm;

YcnoBne aBTOaKTMBaUMM Npodunsg — YCMNOBWS, MPWU KOTOPbIX MpOguib NpaBui akTUBUPYETCS.
MpuHMMaeT 3HayYeHUe: OMK/IIYEHO — aHTMBUPYC OTcyTcTByeT Ha APM, ekiwvyeHo —
OCYLLECTBMAETCH NpOBepKa yCTaHOBMEHHOro aHTusupyca Ha APM. Moaynb MO B3anmogencrasyeT co
cnegyowumn  aHtueupycamun: DrWeb un Kaspersky. Mo ymonyaHuio yCTaHOBREHO 3HadeHue
OMKITIOYEHO.

OnuncaHne — ykasbiBaeTCsl JOMONHUTENbHAA MHdopMaumsa no npodunio npasun. MakcumansHoe
KonunyecTso cumMmBorioB: 128. 1o ymonyaHuto napameTp UMEET r1ycmoe 3HaqyeHue.

4.11.6.2 U3meHeHune npoduna M

KoHconbHas o6onouka agMUHUCTPUpoBaHuA

Anst nameHeHusa npocunsa npasun MO He0OX0AMMO B KOHCONBHOWM 060N0YKE aAMUHUCTPUPOBAHWSA B pasaene
ynpaBneHnss MexceTeBbIM 3KpaHOM Habpatb komaHgy change-profile. lMocne BBoga komaHgbl cuctema
nepenaeT B pasgen KOHCTpykTopa npasun change-profile, roe Heobxoanmo 3agatb napamMeTpbl, UCMOMb3ys
aTpubyTbl, NpMBeaeHHble B Tabnuua 55.

Tabnwuua 55
Ne ATpnoyT OnucaHue
MaeHTUdUKaunMoHHbIN HoMep npodpuns npasun.
ObasatenbHbii  aTpnbyT.  NAEHTUMUKAUUOHHBIN  HOMEpP
npoduns npasuil MOXHO Y3HaTb, BbINOMHMB KoMaHAay list-
1 id <sHaveHue> profiles.
Mpuwmep:

firewall <enter>
list-profiles <enter>

name <sHa4yeHue> HaunmeHoBaHne npoduns npasun M3. O6sa3aTenbHbId aTpnbyT

M3ameHeHne yCcrnoBuda aktneaumm I'IpO(*)VIﬂFI npasur.

MpuHMMaeT 3Ha4vyeHUA: yes — npodunb akTUBMpyeTcs npwu
OTCYTCTBMM 3anyLweHHoro aHTueBupycHoro O B cucrteme
(npoBepsieTcsa Dr. Web n Kaspersky), no — oTcyTcTBYET ycriosue
aKkTusauuu

activation <sHayeHue>

MameHeHne cocTosHNA Npoduns Npasu.
enable <3HavyeHue> MpuHumaeT 3HauyeHue: yes — Mpoduib BKIOYEH, N0 —
NPOMUb BLIKMIOYEH

PepaktnpoBaHue onucaHuna npodouna npasmn M3. OnncaHue

description <3HaveHue> N
npoduns 4OMKHO BbITb 3aKM4YeHO B ABOWHbIE KaBbIYKU

Mpuwmep:

firewall <enter>

change-profile <enter>

id 1 <enter>

description "Profile for HTTP rules" <enter>

enable yes <enter>



execute <enter>
Profile 1 was successfully changed

Mpadmueckas o6onovka agMMHUCTPUPOBAHMUS

B pexxume pegaktupoBaHus npoduns npasun M3 gocTynHbl criegytolime aTpubyToi:

— HavMmeHoBaHue npoduns;
—  ycnoBue aBTOaKTMBaUMW Npoduns;
— onucaHue.

[ns nepexoga B pexuM pegakTUpoBaHWs Npoduns NpaBuil MEXCETEBOIO 3KpaHa HeOOXOAUMO BblAENUTb
TpebyeMblii Npocusib U ABOWHBIM KITMKOM Ha cTonbel aTpubyTa, B KOTOpbIV TpebyeTcs BHECTU U3MEHeHus,
3anycTUTb PEXUM pedaKkTUpOBaHUs.

DYHKLMM aKTMBaLUUA 1 feakTuBaumsa Nnpodunsa npasun peanns3oBaHbl TOMbKO Ha NaHenu AeNCTBUIN KaTeropum
«Mpocounu M3» (cMm. PucyHok 113). «AKTMBMpPOBaTb MPOouiiby — BKIIOYUTE NPpoduilb U BCe BXOAsLINE B
Hero npasuna, «[JeakTuBmMpoBaTb NPOdUNb» — BbIKIKOYMTE NPOPUIb U BCE BXOAALLME B HEr0O NpaBuna.

'l OBHOBWUTE ¢ AKTUBMDOBaTL Npodunk
€ Co3pate npoduns / [eakTBUpCBaTs Apoduns
€ VoanuTe npodune kel Coxpak

WTh

PucyHok 113. MaHenb aencteui kateropum «Mpodunu M3I»

[ns coxpaHeHus BCeX U3MEHEeHN Npodunsa NpaBuiT MEXCETEBOro 3KpaHa HeOBXOAMMO HaXaTb Ha KHOMKY

(™

«CoxpaHuTby.
4.11.6.3 YpaneHue npoduna M

KoHconbHas 0605104ka agMMHUCTPUPOBaHUA

Ons  yganeHns npodwund npasBun  MEXCeTEBOro 3KpaHa HeobXxoAMMO B KOHCOMNbHOW 0Bonovke
agMUHUCTPMPOBAHUS B pasgenie ynpaBrieHus MeXceTeBblM 3KpaHoOM HabpaTb komaHay remove-profile c
yKasaHueMm LeroyncrieHHoro nageHtudukaropa npodunsi.

Mpuwmep:
firewall <enter>
remove-profile 1 <enter>

Mpadmueckas o6onovka agMUHUCTPUPOBaHUSA

Ans yoaneHust npocdunst NpaBui ¢ NOMOLLbI rpaduieckori 060M04YKM agMUHUCTPUPOBAHNS HEOOXO4MMO
nepeitn B kateropmio «Mpodunu M3» Brknagkn «M3», 0gHUM KIMKOM BbIAENUTb TpebyeMblid ANs yaaneHus
npodunbe U HaxaTb Ha KHOMKY «Ypanutb Npodunby Ha naHenu gencrteum (cMm. PucyHok 113). Cuctema
3anpocut noareepxxaeHue onepaumm (cMm. PucyHok 114). [Ina noatBepXaeHus onepaumm — kHomnka «[Jay,
Anst OTMeHbl gencTeun — «Het». MNpu yganennn npodpunsa M3, Bce Bxoadawme B HEro npasuna 6ygyT Takke
yAaneHobl.

[nsi coxpaHeHUs1 BbINOMHEHHbIX AENCTBUI HEOOXOANMO HaXaTb Ha KHOMKY =l «CoxpaHuTb» (cM. PucyHok
113)

Dallas Lock Linux X

Bei cobupaerecs yaanute gasusin(-e) npoduas(-u).
Mpogonxune?

PucyHok 114. OkHO noaTBepXxAaeHUs 06 yaaneHuu npoduns npaBun



4.11.6.4 BbiBOA, HacTpOeHHbIX npodunen M3

KoHconbHas o6onouka agMUHUCTpPUpoBaHuA

[na BblBOAA BCEX HACTPOEHHbLIX MPOdUIEN MpPaBWUil MEXCETEBOrO 3KpaHa B KOHCOMb HeobxoaMmo B
KOHCOMbHON 060r0Yke agMUHUCTPUPOBAHUS B pasferne YnpaBreHUs MEXCETEBbIM 3KPaHOM BbIMOMHUTL
komaHgy list-profiles.

PucyHok 115. BbiBoa HacTpoeHHbIX npodounen npasun

Mpadmueckas o60novka agMMHUCTPUPOBAHUS

[na npocMoTpa HacTPOEHHbIX U MMEILUXCHA NO YMONYaHuo npodunen npasun ¢ NOMOLLbIO rpadmyeckomn
060M04KN aAMUHUCTPUPOBAHMUS HY>XHO nepenTn B kaTeroputo «MNpodunm MO» Bknagkn «M3» (cm. PucyHok
116)
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Kareropuu JeitcTann
MNa Vimn YornoBue aKTHBaLmMm ‘OnucaHue *
2 Example OTCyTCTBYET aHTUBKMPYC Example rules profile
’ afe Mode TCYTCTBYET aHTUBUPYC afe mode rules profile
@1 Safe Mod OTcyTcTay py Safe mode rules profil

PucyHok 116. NMpocmoTtp npocumnein npasun M3
4.11.7 CamoTecTUpoBaHUE MEXCEeTeBOro aKpaHa

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

Ona 3anycka camOTeCTMpOBaHWA MEXCETEeBOro 9KpaHa HeobXOAMMO B KOHCOMbHOM  06onouyke
agMUHUCTPMPOBAHUS B pasfene ynpaBfieHUs MeXCeTeBbIM 3KpaHOM BbINOMHUTL komaHay test-firewall.
CamoTecTnpoBaHme MexceTeBoro akpaHa 3aHumaet ot 20 cekyHA A0 1,5 MUHYTHI.

Mpumep:
firewall <enter>
test-firewall <enter>
firewall> test-firewall
Firewall test successfully completed
Firewall start test
Firewall common rule test

Firewall L7 protocol rule test
Firewall blacklisted command test
Firewall SSL rule test

Firewall stop test

PucyHok 117. Pe3ynbTtaTt camoTectupoBaHust MO



4.11.8 MMapameTpbl MEXCETEBOro 3KpaHa

KoHconbHas o6onouka agMUHUCTPUpoBaHuUA

[Ona HacTpomkm napamMeTpoB  MEXCEeTeBOro 9dKpaHa HeobxoouMMO B KOHCOMbHOW  060no4vke
aAMWHUCTPUpPOBaHNS B pasgene policies BbinonHuTb komaHay firewall-policies-set. Cuctema nepenget B
ynpaereHne napaMmeTpamm MeXceTeBOro akpaHa.

Tabnuua 56

Ne ATpubyTt OnucaHue

AKTMBaUuA MexceTeBOro 3kpaHa. [MpuHMmaeT 3Ha4veHusA:
yes — BKIMIOYEHWE MEXCETEeBOro 3aKpaHa, N0 — BbIKMOYEHNE
MeXCceTeBoro akpaHa. 1o ymonyaHuio yCTaHOBNEHO 3Ha4YeHue
no

1 | firewall-is-active <sHaveHue>

dunbTpaums SSL (TLS) Ttpadmka. MpuHUmaeT 3HaUYeHus:
yes — BKIIOYeHUe GunbTpaumm Tpaduka, NO — BbIKMOYEHUE
dunbTpaummn Tpaduka. 1o yMOnyaHmio yCTaHOBIEHO 3HaYeHne
yes

2  ssl-analyze <sHayeHue>

lMoaMeHI0 HacTPOWKN permcTpupyeMbix cobbITUN MEXCETEBOro
aKpaHa. [ina permctpaumm OCTYMHbI Criegyrolme cobbITus:

— set-rule — pob6aBneHne HOBOro NpaBuna;
— change-rule — nsmeHeHne npasuna;
— firewall-state — n3mMeHeHMEe COCTOSIHUSI MEXCETEBOro

3KpaHa;

— remove-rule — yaaneHue npasuna;

— block-address —  6GnokupoBaHue/pa3bnokmpoBaHmne
afpecos;

— kill-connection — pa3pblB coeanHeHus;

— policies-change — n3MeHeHMe MNOSINTUK MEXCETEBOIO
3KpaHa;

— testing — camoTecTupoBaHMe MEXCETEBOIO 3KpaHa;

— set-profile — no6aeneHne HoBoro Npoduns;

— change-profile — nameHeHvne npocpuns;

— remove-profile — yganeHne npoduns;

— set-blacklist-command — pobGaBneHue NpuUNOXeHUs B
YepHbIN CrUCOK;

— change-blacklist-command — n3MeHeHne npuIoXeHus
YEpHOro Cru1ckKa;

— remove-blacklist-command — ynaneHue npunoxeHus u3s
YEpHOro Cru1CKa;

— set-whitelist-command — gobGaBneHue MpuUOXeHUs B
OenbIl CNKUCOK;

— change-whitelist-command — nsmeHeHne npunoxeHus
13 6enoro cnmcka;

— remove-whitelist-command — ynaneHve npunoxeHus us
Genoro cnucka.

3 audit <aHayeHue>

Mpumep:

policies <enter>
firewall-policy-set <enter>
audit <enter>

audit remove-rule no <enter>
execute <enter>



Ne ATpubyTr OnucaHue
Success setting firewall policies.

BblknoueH ayauT cobbITUss MEXCEeTEeBOro 3KpaHa Tuna
“YpaneHne npasun M3”

KomaHga BkNHOYeHMs/BbIKITIOYEHUS ©enoro u YEepHOro cnmnckos

4 black-white-lists <3HayeHue> o
NPUNOXEHUI

. KomaHga mM3MeHeHusi MHTepBana cpabaTbiBaHUS NpaBun Ans
auto-block-interval N
5 aBTOMaTn4eckom BGrnoKMPOBKU afipecos. MpuHnmaet
<3HayeHue> .
3Ha4veHus: ot 1 4o 60 MUHYT

KomaHga ycTaHOBKM 3Ha4YeHUs1 aBTOMaTU4ECKON BIIOKMPOBKN —
KONMMYecTBO npaswf, COBNajawlmx C OOHUM afpecom
UCTOYHMKA, u4TOObI aBTOMaTU4eckm 3abnokMpoBaTb €ro.
MpuHumaeT 3HaveHus: ot 1 go 10 pas

6 | auto-block-burst <anaveHue>

4.10.9.1 U3meHeHne nHTepBana cpabaTbiBaHMA NpaBui ANA aBTOMaTUYeCKOW GITIOKUPOBKU aapecoB

[ns usmeHeHunss nHTepBana cpabaTtbiBaHWs NpaBun Ans asTomaTnyeckon 6nokMpoBky agpecos HeobxoaMMO

B KOHCOMNbHOW 0BONoYvke agMMHUCTPUPOBAHMSA, B pasaene ynpasrieHNs NONUTMKaMyM MEXCETEBOro aKkpaHa,

HabpaTb koMaHAy auto-block-interval ¢ ykazaHnem LenoYncreHHOro 3Ha4yeHns nHTepeana B MMHyTax (ot 1 4o

60, war nHTepBana 5 MnHyT) 1 KomaHgy auto-block-burst ¢ ykazaHuem uenovncneHHoro 3Hadvenus (ot 1 go

10 pas). [ins BCTynneHnsa nameHeHmn B cuny Heobxoammo HabpaTtb komaHady execute.

Mpumep:

policies <enter>

firewall-policy-set <enter>

auto-block-interval 10 <enter>

execute <enter>

policies <enter>

firewall-policy-set <enter>

auto-block-burst 10 <enter>

execute <enter>

S

u

4.10.9.2 BknroyeHune 6enoro cnmcka npunoxeHumn

fina BkroYeHns Gernoro cnmcka KomaHg HeobXOAWMO B KOHCOMbHOM O0BOMOYKE aAMMHMCTPUPOBAHUS B
asgerne ynpasneHus NonMTUKaMyM MeXCeTeBOro akpaHa HabpaTb komaHay black-white-lists co 3HavyeHnem
OHOBPEMEHHO BKITHOYUTb U YEPHBIA, N BENbIN CNUCOK HEBO3MOXHO. [Ons BCTYNNEHUS U3MEHEHUN B CUNy

geobxoammo HabpaTb komaHay execute.

e

#.10.9.3 BknroyeHue YEPHOro cnmucka NpunoxeHumn

I_Jnﬂ BKITIOYEHWUSI YEPHOro ChnMcka KomaH Heobxogumo B KOHCOMbHOM 060rovke agMUHUCTPUPOBaHUS B

baspene ynpaeneHus NoNMTUKaMM MEXCETEBOro akpaHa HabpaTb komaHay black-white-lists co 3HavyeHnem
OHOBPEMEHHO BKIMHOYMTb U YEPHbIA, N BEnbIi CNMCOK HEBO3MOXHO. [ns BCTYNNEHMS U3MEHEHUR B CUIy

Heobxoammo HabpaTb komaHay execute.

i

#.10.9.4 BbIknto4yeHue YEPHOro n 6e5oro CNUCKOB NPUITOXEHNUN

Bna  BbIKMOYEHMS 4YEpHOro u  6Genoro CNMCKOB KOMaHg HeobXxogumMo B KOHCOMbHOW  0DOro4yke

g’AMMHMCTpMpOBaHMﬂ B pasgene ynpaereHus NornvTUKaMy MEXCETEBOro akpaHa HabpaTtb komaHay black-

/
tpacbuqecxaﬂ o6onoyka agMMHUCTPUMpPOBaHUS

Enﬂ HaCTPOWNKM NapameTPOB MEXCETEBOIO 3KpaHa C MOMOLLbIO0 rpadhnveckon 060N04KM aagMUHNUCTPUPOBAHUS
eobxoanmo Ha Bkragke «M3» nepentu B kaTeroputo «lapameTpbl», rae OyayT npeacTaBneHbl napaMeTpbl
hns HaCTPOWKM MeXCeTeBOro akpaHa (cMm. PucyHok 118).
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Kareropiu JDedicTena
hapameTp | 3HaueHne

HYPHAN "COBLITUA BE3ONACHOCT M3" - BKN
Appec safinoxmpoean(skn), Agpec pasinokuposan(esn),

JKYPHAN "YNPABNEHWE M3" - BKA
" Pazpeis coeay ). fof {1e NpaBuna(ekn), ¥aanenwe npaevnalexn), Mamenesune npaeuna(ekn), Cosganue

(IPOTORGAMRGESLYE CADRINA M npopUnA(BK), MJMEHEHME npoduna(ekn), Yaanesue npotuna(ewn), Aobasnesne npunon. B YepHsiil cnvcok(ewn), YoaneHue

npuno. u3 YepHoro cnucka(ekn), MameHeHne npunox. B YepHom cnucke(exn), fobasneqme npunox. B Bensii cnncok(axn),

YoaneHue npunow. ua benoro cnucka(kn), MamedeHne npunox. 8 benom cnncke(Bk), MameHeHne B, MypHana

GezonacHoCTW(BEINT), M3MEHEHWE BXN. KYPHANA YNPABNSHWA(ELIKN), MI3MEHEHME PEXMMA DUNLTP. NPUAOK(ELIKN), M3MeHeHne

pexuma SSL{TLS)(Bbikn), MameHeHue Bxn. M3(Bkn), CamoTecTupoBanne(Bkn), MameHeHue nonuTuks Gnk. agpecos(BeIw),

MameHeHue cobbiTuin npoToxkon. M3(exn),

GunsTpayma SSL(TLS) Tpadmmxa Brn
Brokmposka afpecos ABTOMATWUECKAR DNOKMPOBKA AAPECOE, ecnu npasuno M3 cpabotanc Gonbwe 10 paz B TeueHy 10 muHyT
Ynpagnewue pabotoi M3 Bbikn

PucyHok 118. MNapameTpbl MeXceTeBOro aKkpaHa

[lns HacTpoiku NpoToKonMpoBaHust cobbiTuUn M3 HeobxoamMmo no napameTpy «lpoTokonuMpoBaHue cobbITUIA

M3» 3anyctuTb okHO «[lMpoTokonupoBaHue cobbITUIA M3O» OBOWHBIM KIMKOM MO JIEBOW KHOMKW MbIWK (CM.
PucyHok 119).



MpoTokonnpoBaHWe cobbiTKiA M3 (oT cynepnonb3oBaTens)

Hypuan "CobuiTia GeaonacHocTi M3
TNkl perMcTpUpyeMeblx coObITHIL: @ Bkn Eblkn
v Anpec 3afinoxvposaH
v Agpec pasfinokupoeaH
AypHan "¥npaenexwe M3"

Tunkl perMcTpUpyeMblx cobbITHil: e Bin Bhikn

YoaneHHe NpuIoHeHNA

v Paspeis coeguHeHna ¥ 13 Benoro ciucka

v CosfaHie npasina M3 v E;:ﬁ:::ﬁﬁﬂcﬁgiﬁnm CrIMCKA

| ¥ganeHue npaeuna M3 v i;;f:ﬁ:ﬂg{?g:fgnaﬁﬁigﬁmcm M3"
v | [3MeHeHwe npasuna M3 v ﬁ;?ﬁ;ﬁ:ﬁﬁeﬁﬂﬂﬁ;aﬁl

v CozfaHue npotuna v $ﬁi¢§$§f§pﬂ: ;:dc?}lr-:EH Wil

v M3MeHeHWe npodiunA v AEAIEIUE Deaia

punsTpaLMY SSLTLS) Tpadxa
v | ¥paneduwe npopuna v [ameHeHue pexuma paborsl M2
JoGagnexne NPUNOHEHNA

v UepHsiii CrIMCOK v | CamoTecTupoEaHie M3
¥OaneHue NPHIOHEHNA
M3MEHEHWE NONKMTHEK GNOKMpOBEW COB
v 13 YepHoro crvcka v P anpe
|3MEHEHWA CEOWCTE "
MamedeHwe cobeITWA NPOTOKOAKPOBAHMA M3
v NPWNOKEHKWA U2 YepHoro cnvcka v P e
v Oofaenesne NpUACKEHWA

B BenLii cnucok

CHATE BCE BhIOENeHHA | | [pUMEHHTE OTMeHa

PucyHok 119. OkHo «[MpoTokonupoBaHue cobbiTuin M3»
4,12 ABTOMAaTU4ecKoe TecTuposaHue beHKLIMOHaanbIX BO3MOXHOCTEeN

HaHHasa dyHKUMA MO3BOMSET BbINOMHUTL aBTOMAaTUYECKOE TECTMPOBAHME OCHOBHbLIX (DYHKLMOHAbHbIX
BO3MOXXHOCTEN CUCTEMbI 3aluThl (Co3daHue/yaaneHue nonb3oBaTtens, MPOBEpKM napameTpoB AocTyna
K pecypcam u np.).

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

Ons nepexoga B NOACMCTEMY aBTOMATMYECKOTO TECTUPOBAHUSA  (DYHKLMOHANbHBIX  BO3MOXHOCTEN
Heob6xoaMMO B KOHCOSbHOM 0605104ke agMuHUCTpupoBaHus (ishl) BbINONHWTL KOMaHAy testing.



Hanee

KOHCOJ1IbHOE npuroXxeHune 6y/:|,eT oXuaatb BBOAa  ynpaBnAwWMX KOMaHO NoOCUCTEeMbl
aBTOMATU4YECKOro TeCTupoBaHuA, CNMCOK KOMaH npeacrtaBrieH B Tabnuua 57.

Tabnuua 57
Ne KomaHpa
1  start-self-test

2

3

stop-self-test

get-self-test-result

OnucaHue

KomaHga 3anycka camMmoTecTnpoBaHnA CUCTEMBbI. I'Ipou,ecc
CaMOTeCTnpoBaHUA 3aHMMaeT 00 ABYX MUHYT.

MpoBepka pyHKUMOHMPOBaAHUA NoOACUCTEMbI UAEHTUdUKaLUKU
n ayTeHTUUKaLmu.

OnucaHune TecTa.
TecT BKMoYaeT B cebs aBTOpM3aLNO NONb30BaTENS B CUCTEME.

MpoBepka  (hbyHKUMOHUPOBaAHUSA noAcucTeMbl  yrnpaBrieHUsA
[OCTYMOM.

OnucaHue TecTa.

TecT BKMoYaeT B cebs crieaytoLlmne NpoBepKM U AeNCTBUS:
— cOo34aHue TeCTOBOW rpynmbl U NOfb3oBaTerns;

— cO34aHue TecToBoro gamnna;

— HasHa4yeHwue NnpaB «TONbKO YTEHME» Ha TECTOBbIN (havin AN TECTOBOro
nonb3oBaTens;

— MonbITKa NPOM3BECTU 3anNUCb B TECTOBbIM hann OT UMEHU TECTOBOIO
norb3oBaTens;

— yaaneHume TeCcTtoBOoro cba|7|na, TECTOBbIX NOJfib30BaTENA U rpynnbl.

MpoBepka noacuUCTEMbl KOHTPONSA rapaHTUPOBAHHOW 3a4UCTKU
MHcopmauun.

OnucaHue TecTa.

TecT BkntovaeT B cebsi MpoBEpKy O4YUCTKM OCTaTOYMHOW WHGpopmMauum
umsanamatn OC. [Ona 3Toro uMcCnomnb3yeTcs cneunanuanpoBaHHbIN
TECTOBbIN MOAYINb A4pa, NPOBEPSIOLLMIA 3aTMpaHMe OAaHHbIX B MaMATH.

lNMpoBepka NoACUCTEMbI KOHTPOSSA LIENOCTHOCTM.

OnwucaHue TecTa.

TecT BknoyaeT B cebs cneayloLime NpoBepPKN U AENCTBUS:

— VW3MEHEeHWe OJHOro U3 NOAKOHTPOMbHbLIX (halinos;

— 3anyck cnybbl NPOBEPKN KOHTPOMS LLeNOCTHOCTH;

— rpoBepka dpakta BOCCTaHOBMEHWUS U3MEHEHHOro B TecTe dpanna.
lNMpoBepka noacMcTeMbl MeXCeTeBOro aKkpaHa.

OnwucaHue TecTa.

TecT BkMoyaeT B cebs crnegyroLme NpoBepKU N AeNCTBUS:

—  3anyck/BbIKNIOYEHNE MEXCETEBOIO 3KpaHa;

— 3anyck npoBepku 06LLMUX NpaBui, NpaBun npotokona L7, npaeun
SSL;

— 3anyck TECTUPOBAaHWUS NPUIOXEHWUIA YepPHOro crnmcka

KomaHga 3aBeplieHna camoTeCTupoBaHnA CUCTEMbI

KomaHga BbiBOOA pes3ynbTaTta TeCta CaMOoTeCTUPOBaHUA CUCTEMbI.

Oxunpaembin pesynbTaT npoBepKu yHKLMOHUPOBaHUA
noacucTeMbl AGHTUMKaLUN U ayTeHTUUKauum.

CoobuweHne B CLI 06 ypgadHoM/HeygayHOM BbIMOSIHEHWMM KOMaHABbI.
CooTBeTCTBYOLME 3aNNCKU B CUCTEME ayauTa B XKypHane Entries:

— 3anucb O NOMbITKE ayTeHTUMKALUN.

Oxunpaembin pesynbTar NpPoBepKU yHKLMOHMpPOBaHUA
noacucTeMbl ynpaBreHUs OCTYNOM.



Ne KomaHpa OnucaHune

CoobueHne B CLI o6 ypgadHoM/HeyaayHOM BbIMOMHEHMM KOMaHAbI.
CooTBEeTCTBYIOLLME 3aMMCK B CUCTEME ayauTa B XXypHanax Entries, Users,
Resources:

— 3anucb O co3daHuM rpymnnbl 1 NONbL30BaTENS;

— 3anncb O Ha3Ha4YeHUK NpaB Ha TECTOBbLIN hansT;

— 3anucb O MNOMbITKE N3MEHEHUS (hainia co CTOPOHLI NONb30BaTeNS;
— 3anucb o0 pesyrnbTaTe TecTa CUCTEMbI CAMOTECTMPOBAHUS

Oxupaemblii  pe3ynbTaT MNpPOBEPKM MNOACUCTEMbl  KOHTpoOns
rapaHTUpOBaHHOW 3a4YNCTKU UHpOpMaLUM.

CoobuweHne B CLI 06 ygadHoM/HeygayHOM BbIMOSIHEHMM KOMaHAbI.
CooTBeTCTBYIOLME 3anMMCM B CUCTEMe ayauta B XypHane Entries
0 pe3yrbTaTax TecTa CUCTEMbl CAaMOTECTUPOBAHMSI.

Oxunpaembin  pe3ynbTaT MNPOBEPKU NOACUACTEMbl  KOHTpPOnA
LeNnoCTHOCTM.

Coobuwenne B CLI 06 ygadHOM/HeygayHOM BbINOMIHEHUM KOMaHAbI.
CooTBeTCTBYIOLIME 3anuUcK B cCUCTEMe ayauTa B KypHanax Entries,

Resources:

— 3anucb 06 W3MEHEeHWU MOAKOHTPONBHOIO anna CcO CTOPOHbI
nonb3osaTens.

Oxnpaembin pe3ynbTaT NPOBEPKM NOACUCTEMbI MEXCEeTeBOro
3KpaHa.

CoobuweHne B CLI 06 ygadHoM/HeygauyHOM BbINONIHEHUM KOMaHObI.
CooTBeTCTBYlOLUME 3anMCcM B CcCUCTEMe ayauTa B KypHane Fw-
management o pe3ynbTaTax Tecta CUCTEMbI CAMOTECTUPOBAHUS

Mpuwmep:
testing <enter>

start-self-test <enter>
get-self-test-result <enter>

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

[nsa 3anycka aBTOMaTU4YeCcKoro TeCTUPOBaHUS OYHKLMOHAmNbHbIX BO3MOXHOCTEN B rpadmyeckon obomnoyke
@)

C3M HC[L HeobGxogumo HaxaTb KHOMKY OCHOBHOTO MEHK M B CnNuUcke (YHKUWMIA BbIOpaTb MYHKT

«TectupoBaHue dyHkunn C3U1» (cm. PucyHok 120).

@ Dallas Lock LINUX

TecTposaxue dyHrymin C3N HocTy
Craryc fgomMeHa [

O nporpamme .
. b et s -
W | ® o =B
Ofuwe | Bxogel  Akkaywtsl | Joctyn

PucyHok 120. TectupoBaHue cyHkumn C3U

B nosiBMBLUEMCSI OKHE HYXXHO HaXaTb KHOMKY «3anycky.

lMpu OKOHYaHMKM TeCcTUpOBaHMSA, NPY HEOOXOAMMOCTU, MOXHO COXPaHWUTb OTYHET, HaXaB KHOMKY «3JKCMopT»
(cm. PucyHok 121).



ABTOMaTWUYECKOE TECTUPOBaHWe GyHKLUWIA C3W (0T cynepnonb3oBaTens)

Monb3oearent-nHuynarop: diladmin
Matumna: x86_64

MmA yana: localhost.localdomain
Bepcua agpa: 5.10.107

HMmA cucTemel: Linux

Mma TeCTA Craryc
1] Coznanue nonk3osatena ' I'Ipuﬁ,ﬁeﬁ a
: 2 .Lckgﬁﬂs?:{?c%auna [ANA NPoOBEPKK KOHTPONA Mpoitaen
3 | ABTOpM3ALIMA NONL30BATENA MpoiaeH
4 | Cozfanie chaina oT MMEHK NoMbL3oEaTena Mpo#geH
5 | YCTAHOBKA NOMHOTC aynuTa Ha qain MpoAgeH
6 n)’cu;f;g:;? e:ITaH thain npasun "TONLKO ANA YTEHWA"™ ANA Mpoiaen
7 | UteHue thaiina c NpaBMnaMK "TONLKD 4R UTEHWA" MpoigeH
'8 |3anuce e thafn ¢ NpasunaMn “TeNLKO [ANA YTeHUa" MpofgeH
Monyuexue U NPOBEPKEA NOCNEAHUX COBLITHA M3 7
g. ::x)rplrfa.noa Gl & HPONAER
10| ¥cTaxoeka daina nof, KOHTONb LEeNoCTHOCTH MpoiAgeH
11| MonydeHue KOHTPONBHOR CYMME! thaina MpoigeH
12| YreHme thaina nog KOHTPONEM LEOCTHOCTH MpoigeH
12| 3anuck B thain nog KOHTPONEM LENOCTHOCTH MpoigeH
14| BOCCTAHOBNEHWE thaina nog, KoHTponem uenoctHocTH  MpoRgeH
|15 Ofilee TecTUpoBaHMe M3 MpoRaeH
16| 3amyck TecTMpoBaHua M3 MpoigeH
17| TecTupoasoue Gazoeoro npasuna M3 MpoigeH
18 Tetu pOBaHMe NpaBua NpuknagHoro npotokona M3 MpodgeH
19| TecTUpoBaHWe uepHoTo cnucka M3 MpoigeH
| 253 ;I\'qe:;:mpnaauue MNETPALMK WWDPOBAHHOTD TRAKHKE Mpoitaen
21| OcTaHoBKa TECTHpOoBaHMA M3 MpoigeH
22| CHATHE haina u3-nof KOHTPONA LenocTHOCTH MpoAgeH
|23| CHATME NpaBun ¢ haina MpoigeH
24| CHATHE ayawTa © thaina MpoRgeH
125, YaaneHue baina oT MMeHW Nonk3ceaTens MpoigeH
? 5 L}"l.gﬁg;e::{?cﬁauna noce NPOBSPEN KOHTPOAA | Mpoiiaex
27| Bhixog nonb3oeatena MpoAgeH
28| Yaanexse nonesosarens MpoigeH

HanHble cOopku Agpa: #1 SMP Tue Oct 17 00:03:35 UTC 2023
Bepcua C3W: 3.31.58

Tect zanywed: 18-10-2023@18:24:01L

Tect zaBepwén: 18-10-2023@18:24:32

Terywuii craTyc: 3aseplieHo
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Coobienne e

OTmeHa [ 3anyck - 3xcnopt 3aKpsIT |

PucyHok 121. ABTomaTnyeckoe TectupoBaHmue cyHkumm C3U

[ns akcnopTta oTyeTa cucteMon byget npeanoXxeHo BeibpaTh Nanky Ans TekctoBoro canna. o ymonyaHuto
OoT4eT coxpaHsieTcs B popmarte *.pdf (cM. PucyHok 122).

3KCNOpPT pe3ynsTaToB Tecra X

Karanor: /homefuser/ JokymeHTsl

lAmnA: -teét

@opmar: | PDF

Skcnopr & /homeluser/ JokymenTeliest. pdi
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=

OTmeHa

PucyHok 122. 9kcnopT pe3ynbTaToB TeCTUPOBAHUA



4.13 LUeHTpanusoBaHHOe yrnpaBfieHue CUCTEMOWN 3aLUThbI

BosmoxHoCTM ueHTpanusoBaHHoro ynpaeneHusas C3W HC[L npepoctaBnsiot Cepep 6esonacHocTu
Dallas Lock un EpuHbin ueHTp ynpaeneHusi Dallas Lock (ELY Dallas Lock), ynpaBneHue KoTopbiM
OCyLLeCcTBnseTCa oTaeNbHbIM npunoxeHnem «KoHconb ELIY».

Eoubbiii LleHTp YnpaeneHusi Dallas Lock nossonsieT npocmaTpuBaTth XKypHasbl COBbITUIA U HacTpauBaTb
cUCTeMy 3alyThl B YaCTU:

—  ynpaBneHus nonutukamm 6esonacHocTy;
—  ynpaBneHus aTpubyTaMu nonb3oBarternen v rpynn;
—  ynpaBneHusl NapaMeTpaMu ayauta coobITUA.

JTio6oi komnoHeHT npoaykToBon nuHenkn OO0 «KoHdunaeHT» (C3U Dallas Lock 8.0, CO3 Dallas Lock, CO3
Yb Dallas Lock, C3M HC[ Dallas Lock Linux, C3/ B/ Dallas Lock, WAF Dallas Lock), HaxogsaLwmiicsa nog
ynpaeneHuem [JomeHa 6e3onacHocTn ELLY (nanee — b, b ELLY), — aT0 Moaynb.

C3UM HC[, He moxeT HaxoanTtbesa nog ynpaeneHnem ELLY Dallas Lock n Cepeepa 6e3onacHoctn Dallas Lock
OOHOBPEMEHHO.

C nogpobHbim onucanmem ELLY Dallas Lock MOXHO O3Hakomutbcs B WHCTPYKUMM MO MCMOMb30BAHUIO
ELY Dallas Lock N®HA.501410.002 3.

C nopgpobHbim onucaHnem CB Dallas Lock MoxHO o3HakomuTbCcs B PykoBOACTBE MO 3KcnnyaTauum
RU.48957919.501410-01 92 n RU.48957919.501410-02 92.

MpumevaHume. Npun BBoAe B CepBep 6e3onacHocTu Dallas Lock konnyecTBo nonb3oBaTenen
B rpynne Linux knueHTa orpaHn4yeHo. B rpynne gomkHoO ObiTb 3apernctpnpoBaHo He 6onee
21 nonb3oBaTtens. B nHom cnyyae, MOryT BO3HUKHYTb OLUMOKU NPY CUHXPOHU3aL MU rpynn ¢
Chb.

KoHconbHas o6onouka agMUHUCTpPpUpoBaHuA

[na nepexoga B MOAMEHIO UeHTpanusoBaHHoro ynpaeneHns C3M HCL c nomowbio ELLY Dallas Lock
Heobxo4MMO BbINOMHWUTL kKOMaHAy management-dil.

[nst gaHHOro pasgerna JOCTYMHbI cneayoLme ynpasnsowmne kKomaHab:
— connect-domain — nepexoa B NOAMEHI0 MOAKIIOYEHNST K AOMEHY 6e30nacHoCTY;
— disconnect-domain — oTkntoyeHne oT goMeHa 6e3onacHoCTK;
—  synchronize — CUHXPOHU3MpPOBaTb XypHansel 6e3onacHocTn ¢ ELLY;
—  journals-synchronize — cyHXpOHM3MpoBaTb XypHansl ¢ ELLY;
— disconnect-sbh — oTknto4eHne oT cepBepa 6€30NacHOCTM B OAHOCTOPOHHEM MOPSAKE;
—  list — npocMoTp cnvcka ynpaBnswLnx KOMaKna pa3gena;

— info — oTobpaxeHune nHdpopmaumm o cepsepe, ecnu C3M HCLO Haxogutcs nog ynpasreHWem
Cepaepa 6esonacHocTu Dallas Lock nnun ELLY Dallas Lock;

—  help —BbIBOA MHOPpMALUKN O BCTPOEHHbLIX KOMaHAax KOHCOMNbHON 060M04YKN aAMUHNCTPUPOBAHUS;
—  back —BbIxog 13 nogpasgena (Ha ypoBeHb BbiLLE);
—  exit — BbIXof M3 KOHCONbHOW 060N0YKM agMUHUCTPUPOBAHNS 1 3akpbiTue ceccun dlladmin.

IOna nogkntoyeHna mopynsa DLL k gomeHy ©esonacHoctn ELLY Heobxogmmo B pasgene management-dll
BbINONHUTBL KOMaHAy connect-domain. MNMocne BBoOAa kKOMaHAblI cUCTEMa NependeT B pasaen connect-domain
(nogmMeHo nogkntoYeHus K AoMeHy 6esonacHocTu). [lanee KOHCOMbHOE NpUIoXeHne dyaet oxuaaTb BBOAA
YNpaBnsawoLWmMx KOMaHg aHHOW NOACUCTEMBI, CMMCOK KOMaHA, npuBeaeH B Tabnuua 58.

Tabnuua 58

Ne KomaHpa OnucaHune

CeteBoe nmsa unu IP-agpec ceTeBoro ysna, Ha KOTOpoM yctaHoBneHa Cnyxba
net-name ELLY.
<3Ha4eHue> Mpu ykasaHun ceTeBOro UMeHn unu IP-agpeca BaXxHO ykasaTb HOMep nopTta



Ne KomaHpa OnucaHue

CeTeBoe VMs UNnW NpoYee roBopsiliee HasBaHWe AJ1s CEeTEBOIO yana, KoTopoe
2 | name <gHa4eHue>  Gypnet oTobpaxaTbca B naHenu ELY B cnivicke ynpasnseMbix 06beKToB

3  key <asHayeHue> Kntou poctyna k b ELLY

Mpuwmep:
net-name <ip-address>:<port> <enter>
name <hostname> <enter>
key <sHa4yeHue> <enter>
execute <enter>

B cnyyae ownbkn npu nogknodeHun K AomeHy 6esonacHoctu ELLY Dallas Lock oTtobpasutcs
cooTBeTCTBYIOLLEE CoobLIeHME.

[Ona oTknoveHnss oT gomeHa 6e3onacHOCTM Heobxooumo BbINONHUTL koMaHay disconnect-domain
C aTpubyTom:

—  force — npuHyanMTenbHoe OTKNIOYEHME OT JoMeHa be3onacHocTy 6e3 cBsian ELLY. Mpu BbinonHeHnn
KomaHabl onoselleHue ELLY He npoucxoauT;
— yes — BblBOA M3 JoMeHa 6e3onacHocTh ¢ onoselleHnem ELLY.
B cnyyae BbinonHeHns komaHgpl disconnect-domain ¢ ycTaHOBNEHHBIM HEBEPHBIM aTpubyTOM MK NMyCTbIM,
oTobpas3ATcsa cooTBeTCTBYHOWME coobleHns o6 owmnbkax: «There is no connection to UCC and no “force"

flag. Aborting — otcyTtctByeT coeamHeHue ¢ ELLY n atpmnbyt ‘force’. MNMpepbiBaHne.», «wrong command —
HeBepHas KoMaHaa».

Mpuwmep:

management-dll <enter>
disconnect-domain force <enter>

B pesynbTaTe ycneLwHoro BbINOMHEHNsSt KOMaHAbl NosiBUTCA cooblieHune: «Unregistration success» — moaynb
ycnewHo BbiBeaeH 13 [1b.

Mpadmueckas o6onovka agMMHUCTPUPOBAHUS

Onsi HacTponkn ynpaenennss C3W HCL c nomowpto rpadmyeckonn obonoykm C3W HCLO Ha Bknagke
«MapameTpbl 6e3onacHoCcTM» Heobxoaumo BbiGpaTb kateropmio « OCHOBHbIE HAaCTPOMKU» U 3anyCTUTb Mnorne
«HacTporika gomeHa 6esonacHocTuy» Ha naHenu AewctBui. Nocne 3anycka nons «HacTporika gomeHa
©e30nacHOCTUY» OTKPOETCHA OKHO HACTPOWKM LLIEHTPann3oBaHHOro ynpaBneHus CUCTeMbI 3aLnTbl (CM. PUcyHok
123).



NomeH Ge3onacHoCTH *

EauHeii ueHTp ynpasnexsns Dallas Lock Cepeep GezonacHocTv Dallas Lock

APM:

B ELLY:

Koy gocTyna:

CnWCOoK CEpESpOE:

Beectu e [ | CuHxponuzadng c ELLY | | OTnpaBWTh RypHans! Ha ELLY | | Bweecti nz A

Ok

PucyHok 123. LieHTpanu3oBaHHOe ynpaBrieHMe CUCTEMbI 3almnThbl

1. B tom cnyyae, ecnu C3W HC[ HaxogouTca noa ynpaeneHnem Cepsepa 6e3onacHoctu (CB), B 3HaueHun
nons «Cb» ByaeTt oTobpaxeHo umsa komnbloTepa B ceTn unu IP-agpec, Ha kotopom yctaHoBneH CB. Mons
Ansi BBoga, otHocawwmecs Kk ELLY, n kHonkn «Beectu B [1b», «BbiBectn n3 [1b» 6yayT HeJocTynHbl AN BBOAA
W HaxaTus.

2. Ecnun C3M HC[L He HaxoguTcs nog ynpaeneHnem Cb, Heobxogmmo 6yaeT 3anonHuTb cneayowmne nons:

«APM» — ceTeBoe MMs UNu Mpo4dee roBopsilliee HasBaHwWe AN CEeTEBOro yana, Kotopoe 6yaeT
oTobGpaxkaTbcs B NaHenu ELLY B cnucke ynpaBnsieMbiX 06beKTOB;

«b ELLY» — ceTeBoe nma nnm IP-agpec ceTeBoro yana, Ha KOTopom yctaHoBneHa Cnyx6a ELLY;
«Kntou goctyna» — ko4 goctyna k b (MoxeT ObITb NyCTbIM).

[anee HyXHO HaxaTb kHOMKy «Beectn B [1b». Ecnu ykasaHHble nons He 3anonHeHbl, KHonka «Beectn B [1b
OyaeT HegoCTyNHa ANs HaXaTusay.

PesyanaT yCnewHOoro BblNOJIHEHUA! «Moaynb ycriewHo 3apesucmpuposaH 8 LomeHe bezonacHocmuy.
PesyanaT OLINBOYHOrO BbINONTHEHUS:

«Ha ykaszaHHom APM yxe 3apeaucmpuposaH Modyrb 3moao muna» — APM ¢ yka3aHHbIM UMeHeM
HangeHo, 1 Ha HeM yxe 3apeructpuposaHo C3M HC, Dallas Lock Linux;

«Modynb yxe HaxoOumcsi nod ynpasneHuem Cepsepa besonacHocmu» — C3W HC[, Dallas Lock
Linux yxe Haxogutcd nog ynpasneHvem Ch;

«lpesbiwieHo MakcumanbHO donycmumoe Yuciio APM» — npeBbilEeHO MaKCUMarbHO JONYyCTUMOe
yucrno APM,;

«Cemesol docmyn k cepsepy ELIY omcymecmeyem» — cepep ELLY He goctyneH no cety;

«docmyn k cepeepy ELIY omcymcmeyem» — B cny4ae WHbIX OWMOOK (Hanpumep, BBOA
HenpaBunbHOro knio4va goctyna k Ab).

B pesynbTate BbinonHeHus onepauun eeoga C3 HC[ Dallas Lock Linux nonyyaeTt oT ELLY cnucok cepeepos,
OH 6yner oTobpaxeH B none «Cnucok cepBepoB». OTOT CNMCOK OyaeT OBHOBNATbCS B npouecce



Cuctema 3awmtbl nHdopmauum Dallas Lock Linux
PykoBoacTBO no aKkcnnyartaumu

cuHxpoHusauum ¢ ELLY Dallas Lock n 6yget nyctbim, ecnn C3M HC[ Dallas Lock Linux He BBefeHa B [lomeH
©esonacHocTn ELLY.

195



5 XPAHEHMUE U TPAHCNOPTUPOBAHUE U3OENUA

Napenve nocraBnseTcsa B cocTaBe, ykasaHHOM B Tabnuua 1 (cm. CocTas usnenus).

XpaHeHne 1 TpaHCMOpPTUPOBaHNE U3LOENUs OCYLLECTBISETCS B COOTBETCTBUU C TpeboBaHMAMM SOKyMEHTa
«TexHnueckne ycrosusi» NOHA.501410.002 TY.




NEPEYEHb COKPALLEHWUN

CokpalyeHue MonHasa phopmynupoBka
AU AnnapaTtHbln ngeHTUduKaTop
APM ABTOMaTM3MpOBaHHOE paboyvee MecTo
b6 [omeH 6e3onacHocTH
ELlY EQuHbIV LEHTp ynpaBneHuns
M3 MexceTeBow akpaH
ocC OnepauunoHHas cuctema
K [NepcoHanbHbIN KOMMbIOTEP
1o lMporpammHoe ob6ecne4yeHne
Cb Cepsep 6e3onacHocTn
C3nHCA Cuctema 3almTbl HpOpMaLMN OT HECaHKLMOHUPOBAHHOIO A0OCTyna
C3un Cuctema 3awumTbl UHpopMmaLnm
CKH CpeacTBO KOHTPONS CbEMHbIX MaLLMHHbIX HOcuTenen nHdopmaumm
TC TexHun4eckoe cpeacTBo
y3 Y4yeTHble 3anucu
oC dannosas cuctema
L3u LleHTp 3awmTbl MHOpMaLUn
SSH lMpoTokoN NPUKNagHOro YpOBHS yAANEHHOro yrnpaBreHUs KOMMbIOTEPOM C
onepaunoHHOM cuctemon Linux
DLL Dallas Lock Linux
PIN MNepcoHanbHbIN MAEHTUMUKALUNOHHBIA HOMEP
GUI "padmyeckas obonoyka agMUHUCTPUPOBAHNS

CLI WHTepdenc komaHaHON CTPOKM



