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OnucaHne npuMeHeHnd



AHHOTALUUA

[aHHbIN JOKYyMEHT BbINonHeH B cooTBeTcTBMM ¢ TOCT 19.502-78 u pacnpocTpaHsieTca Ha usgenuve
«Cuctema  3awuTbl  MHGOPMAUUKM  OT HecaHKUMOHMpoBaHHOro  goctyna  «Dallas Lock Linux»
M®HA.501410.002 (ganee no TEKCTY — M3genue).

B HacTosilleM [OOKYMeHTe copepaTcs obliMe CBefeHWsi O HasHayYeHuM M3genus U nporpammHOro
obecneyveHns u3genus (ganee no Tekcty — [0 wmsgenus nnm C3U HCL), ycnoBusix NpuUMeHeHus,
onvcaHve 3agayu, nepeveHb BXOOHbIX Y BbIXOAHbIX AaHHbIX.
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1 HA3HAYEHMUE

N3pgenue npegHasHavyeHO Ans KOMMMEKCHOW WM MHOFOMYHKLMOHANbHOW 3alnTbl MHOPMAaLMOHHbIX
pecypcoB  OT  HECaHKUMOHMPOBAHHOIO  JocTyna npu pabore B MHOrONosb30BaTeNbCKUX
aBTOMaTU3NpoBaHHbIX cuctemax (AC), MHPOPMALMOHHBIX CUCTEMAX NepcoHanbHbiX AaHHbiX (UCIOH),
aBTOMAaTU3MPOBAHHbLIX CUCTEMAaX YMpaBrieHUsi NMPON3BOACTBEHHBIMU M TEXHONOTMYECKMMM NpoLieccaMmu
(ACY TIM), rocynapcTBeHHbIX MHPOPMALIMOHHbBIX CUCTEMAX, MPU 3aLLMTe 3HA4YMMbIX OO BEKTOB KPUTUYECKOWN
HOPMALMOHHOW MHppacTpykTypbl (KUN).

W3penue npegHasHayeHo AN UCnonb3oBaHus Ha TexHudeckux cpeacteax (TC), Takmx Kak nepcoHanbHble
KOMMbIOTEPbI, MOPTaTUBHbBIE KOMMNbIOTEPLI (HOYTOYKM), cepBepbl M TC ¢ NOAAEPXKKOW BUPTYalbHbIX CPEA.



2 ycnosuA NPUMEHEHUA

Cuctema 3awmTbl MHGOPMaLMK OT HecaHKUMoHMpoBaHHoro goctyna «Dallas Lock Linux» (C3W HCL)
MOXeT ObITb ucnonb3oBaHa Ha TC, paboTawlmx MNOA4 ynpaBrieHMEM onepaumoHHbix cuctem (OC)
cemevictea Linux!:

— Anbt Pabouas CtaHuus 9.0 x64 (Bepcus sgpa C3U HC[ 4.19);

— Anbt Pabouasa CtaHuusa 9.1 x64 (Bepcusa sapa C3U HCA 5.10);

— Anbt Pabouasa CtaHuusa 9.2 x64 (Bepcusa sapa C3U HCA 5.10);

— Anbt Pabouas CtaHuusa 10.0 x64 (Bepcus sapa C31 HCO 5.10);

— Anbt Pabouas CtaHuusa 10.1 x64 (Bepcus sapa C31 HCO 5.10);

— Anbt CepBep 10 x64 (Bepcusa sgpa C3U HC[ 5.10);

— Astra Linux Common Edition (Open) 2.12.x x64 (Bepcus agpa C3U HC[ 4.19);
— Astra Linux Common Edition (Open) 2.12.x x64 (Bepcusi sgpa C31 HC[] 5.10);
— Debian 10 x64 (Bepcus sgpa C31 HCL 5.10);

— Debian 11 x64 (Bepcus sgpa C31 HCL 5.10);

— CentOS 7 x64 (Bepcusa sgpa C3U HC[ 3.16);

— Red Hat Enterprise Linux 7 x64 (Bepcus agpa C3/ HC[ 3.16);

— Ubuntu-desktop 18.04 x64 (Bepcusa sapa C31 HCL 4.19);

— Ubuntu-desktop 20.04 x64 (Bepcus sgpa C31 HC[ 5.10);

— PE[L OC 7.1, 7.2 Mypom x64 (Bepcus sapa C31 HCL, 4.19);

— PE[L OC 7.3 Mypowm x64 (Bepcusa sgpa C31 HCL 5.10);

— ROSA Enterprise Linux Desktop/Server 7.3 x64 (Bepcusa agpa C31 HC[] 5.10).

C3W HCL, nogpepxuBaeT 64-pa3psigHble Bepcun OC apxutekTypbl AMD64 (apxutektypa 1A64 (ltanium)
He NoaaepXxmBaeTcs).

C3U1 HC[, nopoepxumBaeT cnegytowme Tunbl channoson cuctemel: ext2, ext3, extd4, JFS, ReiserFS.
OupekTopus «/usr» He gormkHa ObiTb Ha OTAENbHOM OT KOPHEBOTO kaTanora «/» pasgene ®C (310 KacaeTcs
BCEX ANCTPMOYTUBOB).

Ons pasmelleHusa davnos C3M HCL tpebyetcs 9 6 npocTpaHCTBa Ha KOPHEBOM KaTariore >KecTKOro
ancka:

B katanore «/boot» (unu «boot/efin) gomkHo ObITb He meHee 300 M6 cBoboagHoro
NpOCTPaHCTBa;

— B kaTanore «/dllx» gomkHo 6biTb He MeHee 530 M6 cBo6OOHOrO NPOCTPAHCTRA;

— B kaTanore «/dllibckp» gomkHO GbITb He MeHee 374 M6 cBOOOAHOIO NPOCTPAHCTBA;

— B kaTanore «/lib/modules» gomkHo ObITb He MeHee 4,2 6 cBOO6OAHOro NPOCTPAHCTBA;
— B KaTanore «/tmp» OOMKHO ObITb He MeHee 3 6 cBoboAHOro NpocTpaHcTBa.

C31 HC[, ycnewHo yctaHaBnmBaeTca Ha APM kak ¢ UEFI/GPT, Tak u ¢ BIOS/MBR Ha aBTOMaTtnyecku
pa3MeyeHHbIV XeCTKUA OUCK (pa3meTKa XKeCTKOro gucka no ymonyaxuio npu ycraHoske OC). Mpu ycrnosuw,
YTO s BCeX KaTanoroB ecTb Heobxoaumoe cBo6oaHOE MeCTO.

MuHMManbHbIN 0O6bEM ONepaTMBHOM NamMATU, 3aHMMaeMbli koMmnoHeHTamu C3W HC[L, cocrtaBnser
500 MG6. Mpu BbICOKOM MHTEHCUBHOCTM DANIIoBbIX onepauuin notpedneHme MoxeT goxoautb 4o 3 6.

Ons obGecnevyeHnss WHTerpauMm C [AOMeHOM?, usgenve nogdepxusaeT paboTy cO CneayrLwuMu
KOMMOHEHTaMM:

1 Npu yctaHoeke C3W HC[ npoucxoaut 3ameHa sapa OC Ha sapo, BKMoYalollee nporpaMMHble Moaynu
C31 HC[.

2 Microsoft Active Directory — cnyx6a kaTtanoros kopriopauuu Microsoft fns onepaumoHHbIX cucTeM
cemenctea Windows Server;

FreelPA — OTKpbITbIA NPOEKT AN CO34aHMS LLEHTPANN30BaHHOW CUCTEMBI MO YNPaBMneHnto
naeHTUdUKaLmMen nonb3oBaTenen, 3agaHus NoNUTUK OCTyna n ayamTa ansa ceter Ha 6ase Linux n Unix;

Samba — nporpamMmmHoe obecneveHne ons peanusauumn annoBoro cepeepa. YCTaHaBnMBaeTcs Ha
Windows, Linux/FreeBSD.



SSSD 2.6.3 n cTapuue;
Winbind 4.13.17 v cTtapuwe;
Kerberos 5 n ctapuue;
OpenLDAP 2.6.1 n cTtapuue;
Samba 4 un ctapue;
FreelPA 3 n ctapwe.

MuHumanbHas koHdurypaumus TC onpeaensietcs TpeboBaHusiMK k cooTBeTcTBYtowen OC.

C3M HCLO moxeT yHKUMOHMPOBATL Kak Ha aBTOHOMHbIX TC, Tak u Ha TC B cocTaBe nokanbHOMN
BbIYMCNUTENBHOM CeTH.

MoapepknuBaemble BHELLHWE YCTPOCTBA:

N3penne

USB-HakonuTenu, BHELLHUE XECTKNE OUCKU, HAKOMUTENN Ha ONTUYECKNX OMUCKAX;

NPUHTEpPHI;

BecnpoBoaHble YCTPOWCTBA.

cooTBeTCTBYeT TpeboBaHMsIM pyKOBOASLUMX [OKYMEHTOB (TpeboBaHMs 6Ge3onacHOCTM

nHdpopmaunm PCTIK Poccum):

«CpeactBa  BbIMUCTIMTENBHOW TEXHUKW. 3awmTa OT HECaHKLUMOHMPOBAHHOIO [OCTyna K
WHpopmaumn.  MokasaTenn  3alULWLEHHOCTM  OT  HECAHKLUMOHMPOBAHHOIO  AOcCTyna
K nHdopmaLmm» — Mo 5 knaccy 3almeHHOCTH;

«TpeboBaHma K cpeacTtBaM KOHTPONS CbEMHbIX MalUMHHbIX HOcuTenen WHdopmauumy»
(nokymeHT yTBepxaeH npukazom ®CTIK Poccumn Ne 87 ot 28 mona 2014 r.) — no 4 knaccy
3aLmThl;

«Mpodunb 3awmTbl CPeaCTB KOHTPOMS MNOOKMHOYEHMS CbEMHbIX MAaLUMHHBLIX HOCUTENewn
MHpopmaunm YyeTBepToro knacca 3awmtbl» AT.CKH.M4.M13;

«TpeboBaHus K MexceTeBbIM 3kpaHaM» (QOKYMeEHT yTBepxaeH npukasom Ne 9 ®CT3IK Poccum
oT 9 deBpans 2016 r.) — no 4 knaccy 3awuTbl;

«Mpodunb  3awWmnTbl MeXCeTeBblX 3KpaHOB Tuna «B» u4eTBepToro knacca 3awiuTbi»
UT.M3.B4.M3»;

«TpeboBaHna no 6Oe3onacHocT wHdOPMaUMK, YyCTaHaBMMBaKLWME YPOBHUM JOBepus K
cpeactBaM TEXHUYECKOW 3aluTbl MHdopMauuu u cpeactsam obecneyeHmss 6e3onacHOCTU
WMH(OPMALMOHHBIX TEXHOOMMA» (QOKYMEHT yTBepxaeH npukasom PCTIK Poccun Ne 76 ot 2
uoHs 2020 r.) — no 4 ypoBHIO OBEPUS.

Mpu ycnosum cobriogeHnss orpaHMYeHnn, ykasaHHbix B pasgene 3 dopmynsipa Ha AaHHOe w3genuve
(M®HA.501410.002 ®O), nsgenue moxeT O6bITb UCNONBb30BAHO NPU CO3AAHMUM:

3alUULLIEHHBIX aBTOMaTU3NPOBAHHbIX CUCTEM A0 Knacca 3aliueHHocTn 117 BKNIYUTENbHO
(PykosogsaLni OOKYMEHT «ABTOMaTM3NpPOBaHHbIE CUCTEMBI. 3awmTa oT
HECaHKLUMOHMPOBAHHOIO AocTyna K WHdopmauun. Knaccudumkaums aBToMaTU3MPOBAHHBLIX
cuctem u TpeboBaHus no 3awmte nHdopmaumm» (Foctexkomucens Poccun, 1992));

3alMLLEHHbIX TOCYAAPCTBEHHbIX MH(OPMALMOHHBIX cucTem Ao 1 knacca 3aluMLLEHHOCTH
BkrtoumTensHo (Mpukad ®CTIK Poccumn ot 11 despand 2013 r. Ne 17 «O6 yTBepxaeHun
TpeboBaHun o0 3awmTe uWHQOpPMaUuW, He COCTaBMAKLWEN [OCYOapCTBEHHYIO TaWHy,
cofepxallencs B rocygapCrBeHHbIX MHPOPMALIMOHHBIX CUCTEMAX);

3aLUMLLEHHBIX MHPOPMALIMOHHBLIX CUCTEM NEPCOHArbHBLIX AaHHbIX 40 1 YPOBHS 3aLLMLLEHHOCTH
nepcoHarnbHbIX AaHHbIX BKktounTensHO (Mpukas PCTIK Poccmm ot 18 dherpans 2013 . Ne 21
«O6 ytBepxgeHmn CocTtaBa © CcoAepXaHWs OpPraHM3auMOHHbIX U TEXHUYECKUX Mep
no obecneyeHnto  6e3onacHOCTM  MepcoHanbHbIX  OaHHbIX Npu  ux obpabotke B
VMH(OPMALMOHHBIX CUCTEMAaX NEePCOHANbHbIX OAHHBIXY);

3alUMLIEHHBIX  aBTOMaTU3WPOBAHHbLIX  CUCTEM  YMNpaBlieHUst  MPOU3BOACTBEHHBIMM U
TEXHOMOrMYECKMMU MPOLECCaMN Ha KPUTUYECKM BaXKHbIX OOBbEKTaX, NMOTEHLMaNbHO OMacHbIX
obbekTax, aTakke obbekTax, NpeacTaBnSALWMX MOBbLILEHHYI0 OMAaCHOCTb ANS KU3HU
M 300pOBbSA NIOAEN N ONS OKpyXalowen npupogHon cpefpbl, Ao 1 Knacca 3almLleHHOCTU
BkrtoumtensHo (Mpukaz PCTOK Poccum ot 14 mapta 2014 r. Ne 31 «O6 yTtBepxgeHuun
TpeboBaHuM kK obecneyeHuo 3awuTbl MHPOPMaUMM B aBTOMaTU3UPOBAHHbLIX CUCTEMax
ynpaeneHnsi NPOM3BOACTBEHHBLIMU U TEXHOOMMYECKMMY NPOLLECCaMM Ha KPUTUYECKU BaXKHbIX
obbekTax, noTeHUManbHO oOnacHblXx oOb6bekTax, a Takke obbekTax, MpeaCTaBnALLNX



NOBbILLEHHYID OMACHOCTb AN XXM3HU U 300POBbSA NI0AEN U ANs OKpyXalowen npupogHon
cpeabi»);

3aLLUMLLEHHBIX 3HAYMMbIX OOBEKTOB KPUTUYECKOW WHEOPMALMOHHOW MHAPaCTPYyKTypbl 40 1
kaTteropuun aHa4nmocTn BkntoumTenbHo (Mpukas PCTIK Poccun ot 25 gekabpst 2017 r. Ne 239
«O6 yTBepxaeHun TpeboBaHW NO obecrneyeHno 0e30MacHOCTU 3HaYMMbIX OOBLEKTOB
KpUTMYecKon NHopMaLMoHHON nHdpacTpykTypbl Poccuiickon ®epepauumny).



3 OINUCAHMUE 3A0AYU

3.1 Vl3p,en|/|e pa3pa60TaHo B COOTBETCTBUAN C Tp96OBaHVI9|MVI, onncaHHbIMN B OOKYMEHTE «TexHu4yeckne
ycrnosusi» MOHA.501410.002 TY (TY).

3.2 N3penwue BknoyaeT B cebs crnegyolime yHKUMOHaNbHbIE MOAYNN:
— cucTema 3aluTbl MHGOPMaLUM OT HECaHKLIMOHMPOBAHHOIO A0CTYNa;
— CPEeACTBO KOHTPOJIS CbE€MHbIX MaLUUHHBIX HocuTenen nigopmavmm (CKH);
— nepcoHarbHbIN MexceTeBow akpaH (MJ)
3.3 B cootBeTctBMM ¢ TY C3M HC[] cocTOMT U3 NnporpaMMHOro sigpa u crneayoLwmx noaAcuUcTeM:

noacucTemMa ynpasreHus Nofib3oBaTensmMu:
— nmogcucTtema naeHtudmkauum n ayteHTudukaumm;
— mogcucTtema KOHTPOmns ceccuin;

— noacuctemMa KoHTpons pannoBon CUCTEMBI:
— nogcuctema pasrpaHuyeHus gocTyna K pannam v katanoram;
— nmogcucTtema rapaHTMpPOBaHHOW OYMCTKM OCTAaTOYHOWN MHpopmMaLuuu;
— mogcucTeMa KOHTPOMS LenoCTHOCTY;

— nogcuctema ynpasneHus nuTaHuem;

— nogcucTema KOHTPOJS peCypCoB OnepaunoOHHON CUCTEMBI:
— rmogcucTtema KOHTPOMs NPOLIeCCOB;
— rmogcucTtema rapaHTMpOBaHHOW OYUCTKU MaMSATH;

— noacucTema aHanusa:
— noAcucTeMa XXypHanupoBaHus;
— nogcwucrtema ayguTa;

— noAcmcTeMa camoTecTMpoBaHMA OYHKLUMOHaNa;

— MOACMCTEMA KOHTPOSS BHELUHWNX CUCTEM:
— noacucTemMa KOHTPOMs pasrpaHnyeHus goctyna K 6rovHbiM 1 6ecnpoBOAHbIM

yCcTpoucTBam;

— noacucTtema KOHTPons neyaTtw;

— nogcuctema curHanusaumm o cobbiTnsix 6esonacHocTy;

— nogcucTema ynpasneHus ncnonb3oaHnem CKH nogknoveHus;

— noAcMcTeMa MeXceTeBOro 3KpaHWpoBaHUS;

— nogcucTema BOCCTaHOBIEHWs nocne cboes.

3.4 Appo cuctembl 3awmThl BbINOMHAET OCHOBHbIE oyHKUMn C3 HCA:

— obecneyeHne gocTtyna K XXypHanam, napameTpam nonb3oBatenen n napametpam C31 HC[ B
COOTBETCTBMM C NpaBamu Nonb3oBaTenem;

— obecneveHune nposepkn uernoctHoctn C3UN HCH, obbektoB ®C, nporpammHo-annapaTHON
cpenpl;

— OCYLLleCTBIIeHMe MOMHOM MNPOBEPKM MNPaBOMOYHOCTM M KOPPEKTHOCTU aAMUHUCTPUPOBAHUS
C3N HCA;

— OCyLlecTBreHne ynpasneHus nogcmcremamm n obecneyeHve nx B3aMMmoaencTBms.
3.5 Cucrtema 3awmTbl UHPOPMaLIMKU OT HECAHKLIMOHUPOBaHHOro AoCcTyna
351 NMoacuctema naeHtTudpmkaumm n ayteHTUduKaumm
3.5.1.1 Wspgenwne TpebyeT oT nonb3oBaTenen naeHTnduynpoBaTtb cebs npy 3anpocax Ha AOCTynm.
3.5.1.2 WNspenve nposepsieT NOASIMHHOCTb UAEHTUDUKALMN — OCYLLECTBNAET ayTeHTUdUKaLmio.

3.5.1.3 Wspenve pacnonaraet pJdaHHbIMW Afs NPOBEPKM uaeHTMdMKauMm 1 ayTeHTudukaummn
nonb3oBaTtenen B MUHOOPMALMOHHOW CUCTEME.

3.5.1.4 W3genue npensATCTBYeT AOCTYNy K 3aliMLiaeMbiM pecypcam HeuaeHTUULMPOBaHHbIMM
nonb3oBaTens MM U MONb30BaTeNsMU, MOASIMHHOCTb  MAEHTUGMKALMM  KOTOPLIX  Mpu
ayTeHTUdMKaLumM He NoATBEPAMNACh.
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3.5.3.2

N3penve ocyluectenseT naeHTUMMKaLUmMIO U NPOBEPKY NOANMHHOCTM CyObEKTOB AoCTyna npu
BXOAE B CMUCTEMY MO uaeHTudukaTopy (kogy) U naposto YCroBHO-NOCTOSHHOIO AEeNCTBUS,
ONNHOW He MeHee LecTn ByKBEHHO-LMPOBLIX CUMBOSIOB.

B um3genuu OCyUWleCTBIIAETCA ynpaBlieHne VID,eHTVId)VIKaTopaMVI, B TOM 4ucne cosgaHue,
NPUCBOEHNE, YHNHTOXEHNE VID,eHTVId)VIKaTOPOB.

B um3pgenun ocyllecTBnsieTCcsl yrnpaBneHve CpeacTBamu ayTeHTudukauum, B TOM 4Yucne
XpaHeHue, Bbloadva, vHuuManusauus, bnokmpoBaHue cpencts ayteHTudpmkaumm (eToken
PRO/Java, 72K, eToken Pro/SC, PytokeH QUI, Pytoken 3L 2.0, Pytoken 3UIM 3.0,
PyTokeH Lite, PytokeHn QLI PKI, JaCarta TOCT, JaCarta PKI, JaCarta PKI/Flash, JaCarta
SF/TOCT, JaCarta-2 PKI/TOCT, JaCarta-2 'OCT, JaCarta LT, JaCarta PRO, ESMART
Token, ESMART Token I'OCT, ESMART 64K, anekTpoHHble kntoun Touch Memory) u
NPUHATME Mep B Criyyae yTpaTthbl U (Mn) KOMIpoMeTaumum cpeacTs ayTeHTUdMKauun.

B u3genuu ocyluecTBnseTca BO3MOXHOCTb XpaHEeHWs Ha annapaTtHOM MWaeHTudukaTope
(3awmTa NMH-KOAOM) M CUUTBLIBAHWS M3 annapaTHOro uaeHTUdKUkaTopa aBTOPU3ALMOHHBLIX
AaHHbIX Mofib3oBaTenel (He pacnpoCTPaHSAeTCs Ha 3N1eKTPOHHbIe kntoun Touch Memory).

B u3genun ocywectenseTtcs 3awmta obpaTHOW CBA3M NpuW BBOAE ayTEHTUMUKALMOHHOW
WHopMaUMM NocpeacTBOM 3aMeHbl BBOAMMBIX 3HaKOB creumarnbHbIMM CUMBOamMu, He
NO3BOMSOWMMY OQHO3HAYHO ONpeaennTb BBOAMMbIE 3HAKW.

B wuspgenun OCyLlleCTBNAETCA YynpaBlieHune (coap,aHme, aKkTuneauusa, 6J'IOKVIDOBaHVIe n
yHI/IHTO)KeHI/Ie) YY4E€THbIMU 3anncamu nonb3oBarenen, B TOM Yncrne perncTtpauma HOBbIX U yXXe
MMEeLNXCA OOMEHHbIX Y4E€THbIX 3anucen nonb3oBartenen CUCTEMbI.

B mn3genuun ocyuwlecTBnsieTcst pasgeneHne nosIHoMouui (poremn, TUMOB YYETHbIX 3anucen)
nonb3oBatenen, agMUHUCTPAToOpoB M nud, obecnevmBaowmnx OYHKLUMOHNPOBaHUE
MHOPMALIMOHHON CUCTEMBI.

B wusgenuum  ocywecTBnsieTcA  HasHayeHWe  HeobOXoOuMbIX  MpaB U NpUBUIIErvn
nonb3oBatensaM, agMuHuMcTpaTopaMm W nuuam, obecneynBarolMM  (PYHKLMOHUPOBaHUE
MHOPMALIMOHHON CUCTEMBI.

B wuspgenun pomkeH ObITb peann3oBaH poONeBOM MexaHW3M pasrpaHuyveHust gocrtyna K
agmuHucTpuposaHuio C3M HCQ.

B n3genuu ocywecTBnsaeTcst orpaHMyYeHne HeycneLLHbIX NOMbITOK BXoA4a B MH(DOPMAaLMOHHYHO
cucTemy (goctyna K MHPOPMALMOHHOW CUCTEME).

B wu3genuu ocyuwectsndetca pasgeneHne B UHOpPMaUMOHHOM cucteme YHKUMIA Mo
yrnpaBneHno  (aMUHUCTPUPOBAHMUIO)  WMH(OPMALUOHHOW  CUCTEMOW,  YNpaBleHuto
(aAMUHUCTPUPOBAHUIO) CUCTEMOW 3aLLUUTHI.

B nsgenun peanusoBaHa BO3MOXHOCTb aBTOpM3auumn goMeHHbix (LDAP) nonb3oBaTenen.

B wusgenuu peann3oBaHa BO3MOXHOCTb pobaBneHnst LOMEHHbIX YYETHbIX 3anucen B
NloKarnbHbIe rpynnbl.

B un3pgenun rapaHTnpoBaHa KOppeKTHadA ayTeHTVI(bVIKaLI,VIﬂ Npn HECKOJIbKMX MOAKITHYEHHbIX
annapaTtHbIX VILI,eHTVI(*)VIKaToan BO BpeMA ayTeHTVICbVIKaLI,I/IM.

B wuspenun obecneyeHa paboOTOCNOCOOGHOCTbL KOMaHL YynpaBfeHust  annapaTHoOW
naeHTudrkaumen npu yganeHHOM MOAKNIYEeHUU agMuHUcTpaTopa MHEGOPMaLVUOHHOM
BesonacHOCTM kK aBTOMaTU3MpoOBaHHOMY paboyemy MecTy.

Mopcucrema KOHTpoONA ceccumn

B nsgenun Bo3amoxxHoO 6]'IOKVIpOBaHVIe CeaHCa aocTtyna B MH(bOpMaLI,MOHHyPO cuncrtemy nocne
YCTaHOBJIEHHOIoO BpemMeHu Oe3pnencTeus (HeaKTVIBHOCTM) nonb3oBaTend uUnu no ero 3arnpocy.

B nsgennn ectb BO3MOXHOCTb OrpaHUYeHUs Ymcna napannernbHbiX ceaHcoB JocTyna Ans
KaXKgon y4eTHOM 3anmcu nonb3oBaTens.

B nsgenun peanusoBaHa BO3MOXHOCTb 3a4aBaTb pacnucaHne paboTtbl nonb3oBaTenen.
MoacucTtema pasrpaHuyveHus goctyna K cpannam m Kkatanoram

N3genue MoXeT KOHTpONMpoBaTb AOCTYN HaMMEHOBaHHbIX CyObeKTOB (Monb3oBaTenen) K
HavMeHoBaHHbIM obbekTam (cpannam, nporpammam, Tomam u T.4.).

Ons kaxgon napbl (CyobekT — 006bekT) B MHAOPMALMOHHOW CUCTEME 3a4aHO SIBHOE WU
HeABYCMbICIIEHHOE MepeyncrieHne JonycTMMbIX TUMOB AOCTyna (4uTatb, Nucatb U T.4.), T.e.
TeX TUMOB [OCTyrna, KOTOpble SBMSTCSA CaHKUMOHMPOBAHHLIMW N1 OAHHOrO cybObekTa
(vHavBMga wnu rpynnbl MHOAMBUOOB) K LaHHOMY pecypcy WMH(OPMAaLMOHHOW CUCTEMbI
(obbekTy).



3.5.3.3

3.5.34

3.5.35

3.5.3.6

3.5.3.7

3.54

3.54.1

3.55
3.55.1

3.55.2

3.5.5.3

3.554

3.5.6
3.5.6.1

3.5.7
3.5.7.1

3.5.7.2

3.5.8
3.5.8.1

3.5.8.2

3.5.9
3.59.1

3.5.9.2

3.5.9.3

3.5.94

3.5.95

N3genve comepXuT MexaHu3m, peanuayloLlimin OUCKPeUMOHHble MpaBuna pasrpaHuveHust
poctyna.

KoHTponb gocTyna MOXeT ObiTb MPUMEHWM K KakAOMY OOBLEKTY W KaKOOMY CYObekTy
(MHAMBUAY UNW rpynne paBHOMPAaBHbIX MHAMBUAOB).

MexaHuam, peanuayoLwnii AUCKPELMOHHBIN NPUHLMN KOHTPONS AOCTyna, npegycMmaTtpusaeT
BO3MOXHOCTW CaHKLMOHUPOBAHHOTO M3MEHEHUsI MpaBuIl pasrpaHWyeHust OoCTyna, B TOM
yncrie  BO3MOXHOCTb  CaHKUMOHMPOBAHHOIO  M3MEHEHUsl  crnucka  norfb3oBaTtenen
MHOPMALIMOHHOW CUCTEMbI M CUCKA 3aLUMLLaeMblX OGbEKTOB.

B u3genun npegycMoTpeHbl CPeAcTBa YNpaBrieHWsi, orpaHuYMBaiolmMe pacrnpocTpaHeHue
npas Ha JoCTynn.

B mnsgenuu peanu3oBaHO OCYLLECTBMEHUE KOHTPONS AOCTyna CyObeKkTOB K 3alivLliaeMbiM
pecypcam B COOTBETCTBUM C MaTtpuuen JocTyna (GUCKPELMOHHbBIA NPUHLUMUM pasrpaHnyeHmns
npae gocrtyna).

Moacuctema rapaHTUPOBAHHOW OYUCTKU OCTAaTOYHOW MHpOpmauum

Uspenve npepoTBpawaeTr Joctyn  cybbekTy K OCTaTOMHOW  MHGopMmauuu  npwu
nepBoHa4vYaribHOM Ha3Ha4dYeHUn nUnu npu nepepacnpeneneHnn BHELUHEen namMmsaTu.

Moacuctema KOHTPONSA LENOCTHOCTU

B wmsgenuum npegycMOTpeHbl cpeactBa  NEPUOAMYECKOrOo  KOHTPOMSA  LEernoCTHOCTU
nporpamMmmHon n nHdopmaumoHHomn Yactn C31 HCL.

B n3gennn ocyulecTBidaeTCAa KOHTPOJ1b LUermoCTHOCTU nNporpaMMHOro o6ecnequv|;|, BKno4vasa
nporpammHoe obecneyenne C31 HC[.

B wusgenun obGecnedeHa LENoCTHOCTb MporpamMmHbix cpeacte C3W HCHO, a Takke
HEeM3MeHHOCTb NporpaMmMHol cpefsbl. Mpu sToMm:

— uenocTtHocTb C3U HC[ npoBepsieTcs npu 3arpy3ke CUCTEMbI MO KOHTPOSbHbIM CyMMam
komnoHeHT C3V HCL,;

— LErnoCTHOCTb NPOrpaMMHOV cpefbl NPOBEPSETCS C NepuoanYHOCTBI0 B 10 MUHYT M MO
KOMaHZe aiMUHMCTpaTopa Mo PacCUUTaHHbIM KOHTPOSbHBIM CyMMaM.

B wuv3genuu [OMKeH OCYLWECTBNSATbCA KOHTPOMb  COCTaBa TEXHWYECKUX CPeAcTB,
nporpaMMHoOro obecneyeHns U CPeacTB 3aLUmMThl MHbopMaLuu.

Mopcuctema ynpaBneHusi IUTaHUEM

B u3genun peanu3oBaHa BO3MOXHOCTb BbIKNIOYEHUsI U nepesarpy3km TC cpeactBamm
C3M HCO.

Mopcucrema KOHTpOINA npouleccoB

B u3genuu ocyulectenseTca uaeHTUdMKaLMA BHeLWHUX YcTporncTB TC Mo nornyeckum
MMeHaM.

B wusgenun ocywecTtenseTca uaeHTUukauma nporpamm, TOMOB, KaTanoros, ¢awnnos,
3anucen, nonemn 3annucen nNo UMeHam.

Mopcucrema KOHTpOnNA rapaHTMpOBaHHOﬁ O4YUCTKMN NaMATHU

B wuspgenuu ocywectBnsieTca ouuctka (obHyneHue, ob6e3nuumMBaHMe) OCBOOOXOAEMBIX
obnacter onepaTtnBHon NnamsaTn TC 1 BHELWHUX HAKONUTENEN.

OuncTka gormkHa OCyLLECTBIISAETCA OAHOKPAaTHOM NPOU3BOSTbHOW 3anncbio B 0CBODOXAAEMYHO
0obnactb NamsATH, paHee UCNONb30BaHHYI0 A1 XPaHEeHUS 3aLmLlaeMblX AaHHbIX (dhannos).

Moacucrema XypHanupoBaHus

B n3genun ocyuecTBnsieTcs pernctpauus Bxoga (Bbixoaa) cybbekToB JOCTyna B cMCTeMY (13
cuctembl), NGO perucTpauus 3arpysku U MHULManu3auum ornepauuoHHOW CUCTEMbI U ee
nporpaMMHOro ocTaHoBa. Peructpauust Bbixofa U3 CUCTEMbI UMM OCTAHOBA HE NMPOBOAUTCS B
MOMEHTbI annapaTtypHoro oTknodeHust AC.

B nsgenun ocylectensieTcs permctpaums Bblgadm neyaTHbolx (rpadouyeckmnx) 4OKYMEHTOB Ha
«TBEPOYH» KOMUIO.

B v3genuu ocywecTBnsieTca permctpaumsa 3anycka (3aBepLleHus) NporpaMm U npoLeccoB
(3apaHun, 3agad), npegHasHayYeHHbIX ang 00paboTku 3awmaembix annos.

B wusgenum ocyuwlecTBnseTca perncrpauus nonbiTOK AO0CTyrna MporpaMMHbIX CPELCTB
(nporpamm, npoueccos, 3agay, 3aaHun) K 3aluuiaemsiM arnam.

B nagenuu ocyllecTBnseTcs perncTpaums cregyoLmx cobbITUi:



3.5.9.6

3.5.10

3.5.10.1

3.5.10.2

3.5.10.3

3.5.10.4

3.5.10.5

3.5.11
35111

3.5.12
3.5.12.1

3.5.13
3.5.13.1
3.5.13.2

3.5.14
3.514.1

3.5.15
3.5.15.1

3.5.15.2

3.5.15.3

3.5.154

— MCMonb30BaHUe MAEHTUOUKALNOHHOIO N ayTEHTUUKALNOHHOTO MEXaHU3Ma;

— 3anpoc Ha AOCTYnM K 3alLuMLaeMoMy pecypcy (OTKpbiTMe darina, 3anyck nporpaMmmbl U T.4.);
— CO3JaHue N YHNUYTOXeHNe 00beKTa;

- LI,eI7ICTBI/IF| no USMEeHEeHUo Npasunn pasrpaHn4eHna gocrtyna.

Wspenve peructpupyeT cobbiTnst 6e30MacHOCTU, CBSA3aHHbIE C BbINOSIHEHWEM CPEeaCTBOM
KOHTPOMNS CBbEMHbIX MaLUMHHbIX HOcuUTenen uHgopmauun yHKUMA GesonacHocTn, U
3anuceiBaTb MHGOpMaLMIO ayanta 6esonacHoCcTu.

Noacuctema ayamta

B wusgenumn ocyuwectensieTca perucrtpaums nonbiTOK AOCTyna MNporpaMMHbIX CpeacTB K
cnefyloLwmnM OOMNONHUTENbHBIM 3aluuilaemMbiM 00bekTam AOoCTyna: BHELLIHUM YCTPOMCTBaM
TC, nporpammam, ToMaMm, katanoram, dannam, 3anmcsm, nossimM 3anmcen.

B wusgenun peanusoBaHa BO3MOXHOCTb OnpedeneHnss TunoB cobbiTun Ge3onacHoCTH,
nognexawux pernctpaumm, 1 CPOKOB UX XPaHEHWSI.

B nsgenuu peann3oBaHa BO3MOXXHOCTb OonpeaerneHna coctasa U cogepKaHuaA VIHq)OpMaLI,VIVI
0 coObITUSAX Ge3onacHOCTH, NoAanexalumx perncrtpauunn.

B wu3genun ocyuwectBnsietca cbop, 3anMcb W XpaHeHue uHgopMauun O cobbITUSAX
6e3onacHocTM B TeueHne ycTaHoBMNeHHoro HacTtpokamu C3W HCL BpemeHn xpaHeHus.

B n3genvn peannsoBaH 3KCNopT XXypHanNoB ayauta B opMaThbl, MCMOMb3yeMble AN aHan13a
1 neyaTtun ganHHeix (PDF, ODS, XML).

NMopcuctema camoTecTupoBaHusa yHKLUMOHanNa

B nsgenun ocywectensaercs:

— npoBepka peanu3auuv Npasun pasrpaHM4YeHns 4OcTyna;

— TecTMpOBaHWe naeHTUUKaumMmn n ayTeHTndmkaumm nonb3osarenen;

— MpoBepKa OYNCTKW NaMATK;

— npoBepka peructpaumm cobblTun B cOOTBETCTBMM C nyHKToM 3.5.9 HacToswero
AOKYMeHTa, CPeACTB 3alLMTbl PerMcTpauroHHON MHopMauuu;

— nposepka paboTbl MExXaHM3MOB, OCYLLECTBASIOLWMX KOHTPOMb 3a uenocTtHocTelo C3U
HC[;

— camoTecTupoBaHWEe KOMMOHEHTOB NPOrpamMmmMHOro s4pa.

MopcucTema KOHTPONA U pa3rpaHMYeHUs AocTyna K 6ecnpoBoAHbLIM YCTPOUCTBaM

B wu3pgenuu peanu3oBaHa BO3MOXHOCTb 3adaBaTb OrpaHn4yeHne Ha Ucnosnb3oBaHune
TEXHoMormm 6eCI'IpOBOD,HOI'O goctyna.

MopcucTema KOHTpoONA nevaTu

B n3genumn Bo3MOXHO yrnpaBneHue AOCTYNOM K yCTPOMCTBaM neyatu.

B u3gennn ocyuwlectBnAeTcs KOHTPONb 3a NepeHoOCOM WHAOpMauum Ha TBEpAyl KOMnuio
NOCPEeACTBOM KOHTPOMA AOCTYyNa K NpuHTEepam.

Moacucrema curHanmMsaumm o cobbITUAX 6€30NacHOCTU

B wu3genuu BbINOMHSETCA peructpaums 1M curHanmsauust o cobblTUSIX, OTHOCSALLMXCS

K BOSMOXHbIM HapyLleHUAM Oe3onacHoCTK, a TaKke npepoctaBsieHne BO3MOXHOCTU
Bbl60p0‘-IHOFO O3HaKoOMJ1eHusa C I/IH(bOpMaLI,I/IeVI O npounaowenLinx cobbITHAX.

Cpe,D,CTBO KOHTPONA CbeMHbIX MAaLUUHHbIX HocuTeneun VIH(*)OpMaLIMVI

B mn3genuu ocylecTBnseTcs ynpasrieHne U KOHTPOrb 3a UCMOSb30BaHMEM MOAKITIYaeMbIX
NPON3BOSIbHBIX CbEMHbIX MAaLWHHBLIX HocuTenen wHdopMaLMM Ha OCHOBe aHanusa
paspelleHn Ha NOAKITIYEHNE K KOHKPETHbIM UMHTepdencam BBoda (BblBOAa) CPeAcTB
BbIYMCITUTENbHOM TEXHWKW, TUMOB MNOAKMIOYaEeMbIX BHELIHUX MNporpaMMHo-annapaTHbIX
YCTPOWNCTB, KOHKPETHbIX CbeMHbIX MaLUMHHBLIX HOCUTENEen MHopmMaLnn.

W3poenve KoHTponvpyeT ucnonb3oBaHue MHTepdericos BBoaa (BbiBoaa) uHopmaumm (B T. 4.
Ha CbeMHbI€ MaLLMHHbIE HOCUTENW MHGOPMAaLIMN).

N3penne obecneunBaeT KOHTPONIb TUNOB NOAKIMKYaeMblX BHEWHUX nNporpaMmmMmHO-
annapaTtHbIX yCTpOIZCTB, a TakKKe KOHKPETHbIX CbeMHbIX MAaLUMHHbIX HocuTenen I/IHd)OpMaLI,I/IVI.

B u3genun ocyuwlecTtBnisieTcs pasrpaHudeHue pgoctyna K ynpaeneHnto CKH un pexumy
BbINOMHEHNsT PYHKUMI Be3onacHOCTU (KOHTPONS HakonuTenemn) Ha OCHOBE PONEn YyYeTHbIX
3anvcen nonb3osaTtenen.



3.5.15.5 B usgenuun ocyuwiectendeTcs naeHtTudukaumsa n ayteHtudukaums yCTpomucTs, B TOM Ymcne
CTauMOHapPHbIX, MOBUMNBHbLIX U NnopTaTUBHbIX HakonuTenen Mchopmau,mm.

3.5.15.6 B wu3genum ocywectBngeTca  pernaMmeHtaums W KOHTPOSfb  WCMOSMb30BaHUS B
WH(OPMALIMOHHOM CUCTEME MOBUIbHBLIX TEXHUYECKUX CPeacTB.

3.5.15.7 WN3penue cogepXxut MexaHn3Mbl reHepaLmm BpeMEHHbIX METOK, U (MnK) AOMKHa NPOUCXOaNTb
CUHXPOHM3aALMSA CUCTEMHOIO BPEMEHN B MH(DOPMALMOHHOW CUCTEME.

3.5.16 MNepcoHanbHbIN MeXcCeTeBOMN IKpaH

3.5.16.1 WN3genue ocywectBnseT unbTpaumio no OTNpaBUTENIO MHGOPMaUuK, nonyvatento

nHpopMaumm, ceTeBoMy TpaduKy 1 BCeM onepauusim nepemMeLLeHust KoHTponupyemon M3
nHcpopMaummn ceTeBoro Tpaduka K yanam MHpOPMaLMOHHON CUCTEMBI U OT HUX.

3.5.16.2 WN3pgenue obecneuvnBaeT pacnpocTpaHeHue unbTpaumMyM Ha BCe onepauum nepemeLleHus
yepe3 MO nHpopmaumm K yanam nHPOPMaLMOHHOW CUCTEMbI U OT HUX.

3.5.16.3 N3pgenue ocywecTBnsaeT uibTpauuio, OCHOBAHHYKD  Ha Creayllmx  aTpubyrtax
BesonacHocTn CybbeKTOB:

— CeTeBOW aapec ysna oTrnpasuTens;
— CceTeBOM agpec y3na nony4yarens.

3.5.16.4 WNspgenwve ocyuwecTBnsieT GpunbTpaLmio, OCHOBaHHYIO Ha CriegyroLmX Tunax nHdopmMauun:
— CeTeBOW MPOTOKOSI, KOTOPbIN UCMONb3yeTcs ANs B3avMOOEVCTBUS;

- TpaHCFIOpTHbIIZ npoTOoKon, KOTOprVI ncnonb3dyetcda Ond B3anMOAENCTBUS, nopThbl
MCTOYHKMKa 1 nofiy4aTtena B paMKax ceaHca (CeCCI/IVI);

— paspelleHHble (3anpelleHHble) KOMaHAbl, paspeLleHHbld (3anpeLLeHHbIN) MOBUMbHBLIN
KoA;

— paspeLlleHHble (3anpeLLeHHble) NPOTOKOSbI MPUKNAAHOro YPOBHS;
— paspelueHHoe (3anpelleHHoe) npuknagHoe 0.

3.5.16.5 WN3penve npepoctaBnseT BO3MOXHOCTb paspelwartb WM 3anpeliatb MH(pOPMaUNOHHbLIN
notok, 6asnpysacb Ha YycTaHaBnMBaemblX agmuHucTpatopom MO Habope npasun
dunsTpaumu.

3.5.16.6 WN3genue ocywecTBngeT QunbTpauuio nNakeToB C Y4eTOM YMNpPaBsOWMX KOMaHg oOT
B3avmMmoencTByowmx ¢ MO cpeacTB 3alWmTbl MHOPMaLUM OPYrux BUOOB, OCHOBaHHYKO Ha
aTpmbyTax, yKasblBalLLMX Ha NPU3HaKM HapyLleHns 6e3onacHoCcTy B MHGOpMaL MM CETEBOTO
Tpaduika.

3.5.16.7 WN3pgenuve ocyLeCcTBMASIET NPOBEPKY KAXAOro nNakeTa no tabnviue CoCToAHUIA ANs onpeaenennst
TOro, He MPOTMBOPEYUT NN COCTOSIHUE (CTaTyC, TUM) NaKeTa OXNOaeMOMY COCTOSIHUIO.

3.5.16.8 N3penue ocywecTsnsaeT MNpoBepKy WCMONb3OBaHWS CETEBbIX PECYpPCOB, COAepXaLinx
MOBUNBHBIN KOA, ANS KOTOPOro agMuUHUCTpaTopoM M3 ycTaHOBMEHbI pa3peLunTenbHble Unm
3anpeTuTenbHble aTpubyThl 6e30MacHOCTK.

3.5.16.9 WNapenue ocyuwectensaeT puneTpauuio SSL/TLS Tpadcuka.

3.5.16.1013genve ocyuwectBnseT aBTOMaTU4YecKoe OroKMpOBaHWE WCTOYHMKa WHdOpMauuMm npwm
KpaTHOM cpabaTbiBaHuK npasuna M3.

3.5.16.11N3penve paspelsaet MHPOPMALIMOHHbBIA NOTOK, ECINM 3HAYeHUst aTpmbyToB 6e30macHoOCTH,
YCT@HOBMEHHbIE  B3aUMOAEWCTBYIOLWNMM  cpeacTBaMyn  3awuTbl  MHOpMauum  Ons
KOHTPONMPYEMOIro CETEBOro Tpadmka, ykasbiBatOT HA OTCYTCTBME HapyLIeHWI 6e30nacHOCTU
WHopmaunn.

3.5.16.12N3penve 3anpelwaet MHPOPMALIMOHHbBIN NOTOK, €CNM 3HAYeHUs1 aTpMbyToB 6e30MacHOCTH,
YCT@HOBMEHHbIE  B3aUMOAEWCTBYIOWNMM  cpeacTBaMyn  3awuTbl  MHOpMauum  Ons
KOHTPONMMPYEMOro CETEBOro Tpaduka, yKasblBalOT Ha HanuuMe HapylleHui 6e3onacHoCTU
WHopmaunn.

3.5.16.13B uagenuu peannsoBaHa permctpauus 1 ydeT BbINONTHEHUS NPOBEPOK MHDOPMaLIMKN CETEBOTO
Tpaduka.

3.5.16.14N3penve reHepupyeT 3anucy ayauTa ans cobbiTUiA, NOTEHUMAanbHO NoABEepraeMbIX ayauTy.

3.5.16.15dns agmuHucTtpatopa M3 1 ayantopa peanu3oBaHa BO3MOXHOCTb YMTaTh MHpOpMauuo ns
3anuncen ayguTa JOCTYMHYIO B COOTBETCTBUM C UX NMONTHOMOYUAMM.

3.5.16.16N3genve npepoctaBnsieT 3anucu  ayaMta B BuAe, MO3BONANOLLIEM MONb30BaTENto
BOCMPVHMMATb COAEPXKALLYOCH B HUX UHpopMaLnio.



3.5.16.17B nsgenuu peanunsoBaHa perucTpaums B Kax4on 3anncu ayauta cregyrowein nHgopmMaumm
06 aTpubyTtax 6esonacHocTu:

— [JaTa v Bpems;
— uvpaeHTudukaTop cobbitusa (ID);
— wnaeHtudukaTtop 06bekTa;

— wnHdopMauus (getanusaums);
— pesynbTarT;

— Tun cobbITus;

— ajpec UCTOYHUKA;

— MOPT UCTOYHUKA;

— ajpec HasHa4veHwus;

— MOpT Ha3HaYeHUS;

— onucaHue cobbITus;

— nonb3oBaTenb.

OcHoBbIBasiCb Ha [aHHbIX anVI6yTaX, nigenne npegocrtasiid€tT BO3MOXHOCTb MNMOUCKa U
COPTUPOBKM OaHHbIX ayguTa.

3.5.16.18B n3genun peanvsoBaHa peructpaums u y4eTt crnegyowmx cobbiTui:
— 3anyck 1 3aBepLUeHWEe BbINONMHEHUS PYHKUMIN ayauTa;
— pesynbTaThbl BbINOMHEHNS NPOBEPOK MH(POPMaLIMM CETEBOrO Tpaduka;
— 3anncb HOBOTO 3HA4YeHUs NOOK M3MEHSIEMON NONMTUKM/NapameTpa.

3.5.16.19B wu3genum peanuaoBaHa BO3MOXHOCTb WAEHTUdUKaUUW/ayTEHTUDUKALUMM  KaXKOoro
nonb3oBaTens 4o paspelleHns nboro 4encTBus, BbINOMHAEMOro npu nocpegHudectee MO
OT UMEHN 3TOro Nonb3oBaTens.

3.5.16.20B n3genun peannsoBaHa Nnogaepkka onpeaeneHHbIX ponen no ynpasnexwuo M3.

3.5.16.21/dna agMmuHuncTpaTtopa MO peanunsoBaHa BO3MOXHOCTb YMNpaBfsiTb PEXMMOM BbINONTHEHUS
dyHKUMI 6e3onacHocTn M3.

3.5.16.221na agmuHucTpatopa MO peanusoBaHa BO3MOXHOCTb YNpaBnATb AdaHHbIMU M3,
ucnonb3yembiMu yHKLMAMN 6e3onacHocTn MO.

3.5.16.23[ns agmuHuctpatopa M3 peanu3oBaHa BO3MOXHOCTb ynpaBnsaTb aTtpubyramu
HesonacHocTy.

3.5.16.24B u3genun peanusoBaHa BO3MOXHOCTb BEAEHWUSA AN KaXOoro Tuna MEeCT pacrofioXeHus
y3na ¢ yctaHoBneHHbIM M3 oTaenbHbIX npodunen NnpoBepok.

3.5.16.25B usgenuu peanusoBaHa BO3MOXHOCTb U3MEHEHUS 3HAYEHWIN MO YMOYaHWio, MoandUuKaLmu,
yoaneHusi, fobaBneHus cneaywmnx aHHbIX AN8 agMUHUCTPaTopoB 6e30nacHOCTY:

— cogepxumoe npasun M3;
— copaepxumoe npodumner npoBepok.

3.5.16.26B u3genuu peanu3oBaHa BO3MOXHOCTb MoaudMKaLuM COOepXXUMOro Tabnuy COCTOSIHUS
coeavHeHWn Ans aaMMHUCTpaTopoB 6e3onacHoOCTy.

3.5.16.27B n3genun peannsoBaHa BO3MOXHOCTb MOAUMMKALIUN NEPEYHS NCNONb3yeMblX NonnuTuk M3
AN agMUHUCTPATOPOB 6e30MacHOCTM!.

3.5.16.28B u3genuu peanu3oBaHa BO3MOXHOCTb OYMCTKU COAEPXUMOro XXypHanoB ayauta MO ans
agMunHucTpaTopoB 6e30MacHOCTM.

3.5.16.29dna agMuHucTpaTopa MO peanu3oBaHa BO3MOXHOCTb M3MEHEeHMsi 006MacTu 3Ha4YeHWN
npodunemn npoBepoK.

3.5.16.30B wu3genuu peanusoBaHa BO3MOXHOCTb MPUCBOEHUS MPOUNAM MPOBEPOK [ONYCTUMbIX
3Ha4YeHUN, TaKUX Kak:

— npodurib NPOBEPOK AN UCMOMNb30BaHUA BHYTPU MHAOPMAaLIMOHHOW CUCTEMBI;

— npodunb NPOBEPOK ANs UCMOMb30BaHWUA 3a npeaenamm MHAPOPMaUMOHHOW CUCTEMBI U
ApYrux A4onycTUMbIX Npodourien NpoBepoK.

3.5.16.31dna agMuHucTpaTopa MO peanusoBaHa BO3MOXHOCTb M3MEHEHUs o6nactu 3HauYeHui
WHpopMaLIMN COCTOSAHUSI COEAMHEHUS.



3.5.16.32B un3genun peanusoBaHa BO3MOXHOCTb NPUCBOEHUS MH(OPMaLUN COCTOAHUA COEQUHEHMS
O0NYyCTUMBbIX 3Haqu|/u7|, TaKUX Kak:

— YCTaHOBJ1I€HMEe COeaANHEHUA;
— Whcnonb3oBaHMe coeguHeHns,
— 3aBeplieHne coeanHeHusa.

3.5.16.33B wu3genun peanusoBaHa BO3MOXHOCTb BeAEHUS OIS KaXOOro COeAMHEHUs1 Tabnuubl
COCTOSIHMIN, OCHOBAHHOM Ha MH(POPMaLIMM COCTOSIHUS COeAMHEHUS.

3.5.16.34[dna agmuHuctpatopa MO peanu3oBaHa BO3MOXHOCTb HasHayaTb, MoOAUdUUMPOBATb,
yaansTb paspewmTenbHble U (Mnun) 3anpetuTenbHble aTtpubyTtel 6esonacHocTn  Ans
NpYKNagHoOro nporpammMHoOro obecnevyeHns (NPUNOXEHWA) C Uenbl  NocneayoLLero
OCYLLeCTBMNEeHUs punbTpaLmu.

3.5.16.35[dna agmuHuctpatopa MO peanu3oBaHa BO3MOXHOCTb MoauUUMpOBaTb, YyaanaTb
paspewmTenbHble U (Mnn) 3anpeTutesnbHble aTpubyTbl 6e30MacHOCTU  MCMONb30BaHMUS
CETEBbIX PECYPCOB, CoAepXalLMX oTAeNbHbIE TUMbI MOBUNBHOIO KOAa, ANs OCYLECTBIEHUS
M3 dunbTpaumm.

3.5.16.36B wusgenuu peanusoBaHa BO3MOXHOCTb ObGecrneyeHus nepexoga B PexvM aBapunHOn
NoadepXKkn, KOTOPbI NpedocTaBnseT BO3MOXHOCTb BO3Bpata M3 K wTaTtHOMy pexumy
PYHKLMOHMPOBaHUS.

3.5.16.37B wusgenuu peanu3oBaHa BO3MOXHOCTb TECTUPOBaHMS (CamoTecTUpoBaHus) QyHKUNA
6esonacHocTn M3 (KOHTPOIb LLENOCTHOCTU UCNONHAEMOro koga MJ).

3.5.16.38B u3genuu peanusoBaHa BO3MOXHOCTb COMacoBaHHO WHTEpnpeTupoBaTb ynpaBndawoLline
KOMaHabl, aTtpubyTbl CeTeBOro Tpadmka W WHble [JdaHHble, Moflydaemble  OT
B3aumoencTByroLWmx ¢ MO cpeacTB 3awutbl MHGOPMaLMK OPYrnX BUOOB.

3.5.16.39B u3genuu npegoctaBneHa nonb3oBaTensmM BO3MOXHOCTb BEPUAMLUMPOBATL LENOCTHOCTb
OaHHbIX.

3.5.16.40B wuspgenum peanusoBaHa NOAAEPXKKa MpaBui WHTeprnpeTauuMn AaHHbIX, M[onyyYaemblxX
OT B3anmogencTeyoLwmx ¢ MO cpeacTs 3awmTbl MHGOPMaLMN OPYrnx BUOOB.

3.5.16.41B wu3genun peanusoBaHa BO3MOXHOCTb OCYLWECTBNATb Bbldayy npeaynpexaaroLmx
coobLeHun nonb3oBatento M3 nNpu o6HapyXeHUN BO3MOXHOIO HapyLleHuss 6e30nacHoCTw.
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4 BXO[OHbIE U BbIXOAHbIE OAHHbBIE

BxoaHble gaHHbIe

BxoaHbIMK gaHHBIMKU ABNAIOTCS:

dannbl KOHGUrypauum mogynen cuctemMbl, UCNOSNb3yeMble MPU YCTaHOBKE;

YHVIKanbHble OIS KaXXOOro nonb3oBaTens OrMH, Naposilb U CEPUIHBIA HOMEpP annapaTHOro
naeHTudurkaTopa;

ceptudukatbl X.509 ona aBTopusauumn n Bepudunkalmm KoMnoHeHToB 1 yanos C3M HCL;

hopManm3oBaHHbIe NpaBuna NomMTUK 6e3onacHoCTn, peannayemMble C NOMOLLbI MEXAHN3MOB
C3M HC[, 1 npeobpasoBaHHble B 3Ha4YEHNs1 aTpUOYTOB 1 MOMHOMOUUN;

KomaHgpl ynpasneHus C3W HC[;
ceteBon Tpadumk (ans M3);
YCTaHOBMEHHbIE coeauHeHuns (ans M3).

JlornHom MoOXeT cnyxuTb Habop nobbix cumBonoB (AnvHoi oT 1 Ao 16), BBEAEHHbIX C KnaBuaTypbl.
Mapornem MOXeT CrNyXuTb Habop NoGbIX CUMBOOB (ANMHON OT 6 A0 16), BBEAEHHbIX C KNaBuaTypbl.

MuHumanbHas OnnHa M coCTtaB CMMBOJIOB NMaponsa perynmpyroTca COOTBETCTBYHOLLMMU NapamMeTpamu
6e3onacHoctn B C3M HCL.

BbixogHble gaHHble

BbIxoaHbIMW faHHBIMU ABNAOTCSA:

coobuieHus C3M HCL Ha aenctBusa nonb3oBaTenen;

XypHanbl cobbiTuii, cosgaBaemble C3UM HC[ B npouecce paboThl;

3HaYeHNs KOHTPOSIbHBIX CYMM OOBHEKTOB, Ha KOTOPblE YCTAHOBMEH KOHTPOMb LIeNOCTHOCTY;
pesepBHble KOMMn NporpaMmmHbix komnoHeHTos C3U HC[;

havinbl KOHUrypaumn Mogynemn cucTemsl;

U3MeHeHus1 B KOHMrypaumnoHHbeix dannax OC;

AaHHble OTYETOB B pe3ynbTaTe aBTOMATMYECKOro TeCTMpPOBaHUA OyHKLMOHANa;

pe3epBHble KOMMM OGBLEKTOB, cO3daBaeMble MNpUM  Ha3HaAYeHUM  agMUHUCTPaTOPOM
MHpOPMaLMOHHON 6e30MacHOCTY KOHTPOSS LeNIoCTHOCTM Ha 06bekTbl PC.

B >xypHanax cobbITuin OTCNEeXnBalTCSA 1 COOTBETCTBEHHO OTODpaXXatoTCs TakMe AaHHble, Kak AaTta, Bpems,
UMs norb3oBaTens, UMsi 0ObekTa, TUM onepauuu, pesynbTaT NOMbITKM AOCTYMNa, XapakTep OWWUGKM W

npoyee.



