KoHTponbHbie CyMMbl $aiifioB AUCTPUGYTUBA M UCNIONHAEMBIX dainos
nocne npoxoxpenus C3U HCA Dallas Lock 8.0-C ceprudmrauuu 8 2021 ropy
B COOTBETCTBMM C M3BeLieHUEM 06 U3MEHEeHUU
48957919.501410-02 30.02-2018 or 18.10.2018

MPUNOXEHUE A
KOMMJIEKTHOCTb NPOrPAMMHbIX CPEACTB C3U HCAQ

1. KonTponbHble cymmbl (KC) daitnos auctpubytusa C3U HC Dallas Lock 8.0-C (sep-
cuA: 8.0.565.2) nocrne NPOXoMAeHNA CepTUGUKALIMOHHBIX UCTbITauiA B 2021 rogy (Tabnuubl
A.1-A3).

Tabnuua A.1

d88a3e76

1 DallasLock8.0C.msi 89805312

2 |DL80-C.SecServer.msi 23236608 e30besal

3 |DL80.ConfServerSetup.exe 2431280 2cdé44d8

4 |DL80.SecServConsole.msi 13819904 844ffafs

5 DL80.SecServManager.msi 10470400 347b0a72

6 DLCrypt_off.exe 384440 7adce803
WUroro: baiinos - 6 4 140147944 ddbf848a

Mpumeyanue 1. KC paccumtaHbl € MCNONb30BaHNEM NPOrpaMMbl «DUKC» (sepcus 2.0.1)
(paspabotumk — 3A0 «LIBU-cepamcr, cepTudurar cootsetcTama OCTIK Poccun Ne 913 ot
28.05.2004) no anroputMy KC «YpoBeHb-3».

Tabnuua A.2

1 DallasLock8.0C.msi gg?f;féicggggal (;:fcbls3db7761 820ff365fc6d645bd97da568
2 |pL80-C.SecServer.msi Iaagglsogtfa36(133:;:g9ea9:838c684f373b499d4682e96de01 bb09910
3 |DL80.ConfServerSetup.exe Zgé;gfqa L()e%%l)llgi'l’"q780b32832d6bl 7835b5265b475c742f42
4 |DL80.SecServConsole.msi l;glangg;;g } fZaﬂofgggchbOlnéeeldal 0db8a3ee15e0d812bbh89
5  |DL80.SecServManager.msi ggggzgg;zggggsaézweféedm bbd7aef445710985028926d7
6 |DLCrypt_off.exe g332232:2«2?:5?;95&60756f6ds78297386b21 10b2a8a%4e

Mpumeuanue 2. KC dainnos paccumntaHbl € UCMO/b30BaHUEM MPOrpamMMbl burKcauum u
KOHTPOSA UCXOAHOr0 COCTORHUA, ABTOMATU3UPOBAHHOI0 KOHTPOMA LIENOCTHOCTU MHpOpMa-
LMOHHBIX MaccuBoB «Tpadaper 2.0» (paspaboTumk — 000 «JleHcrneLnpon3BoACTBO», CepTU-
duKar cooTaeTcTauAa OCTIK Poccum N2 2031 ot 03.02.2010).

Tabnuua A.3

9912525bda22ec456a7cd91962636518
2ef95346829576a75339bbede4165¢cec
a7bb718722552d9135b92¢94bd9b5971
64801af2998845d36461431bf6e09386

DL80-C.SecServer.msi

DL80.ConfServerSetup.exe
DL80.SecServConsole.msi
DL80.SecServManager.msi

g wiN—

1

4 ‘ehp,uueqauue 3. KC daitnos paccuuTaHbl C UCNONL30BaHUEM MPOrpaMMsl GUKcaLmum u
2. ROHTPONA UCXOQHOIO COCTOAHWA, ABTOMATU3NPOBAHHOTO KOHTPONIA LIeIOCTHOCTU MHGOP-
JaLioHHbIX MaccueoB Fsum Frontend c ucnonb3sosanuem anroputma MD5. Fsum Frontend
eTcA cBO60HO PAcnpOCTPaHAEMO NMPOrpaMMoii, MoAaepHuBaeT 96 anropuTMoB, a
co3gaHue u ceepKy daitnos SFV, MD5, SHA1/SHA2. Bepcus nporpaMMbl NocTaBna-

KOMMaKT-AUCKe Usgenua.

[b7a7c84a98e9e875b651977f8dad1dée

= LT |DLCrypt_off.exe

-

vacts (x32)

1 AdmShell.exe 16062096 33651224
2 Blockicon.exe 10977936 e4a2f172
3 bootmgfw.efi 577152 acf44757
4 DIAutP.dll 7446160 7fe852a7
5 DIClipboard.dll 4592784 ff8eaadd

6 dicloud.dll 4533392 c50180db
7 DICredProv.dll 6632592 8e8350e5
8 DICrypt.sys 47960 69255590
9 didisk.sys 1459856 8a8a00b2
10__ | DLDS9097.dll 4316304 5b40bfbe
11 DLDS9097U.dll 4316816 28268260
12 DLEncrypt.exe 6922384 368fécch
13 | DIESMART.dI 4392080 2557170
14 | DLeToken.dll 4416656 51748aef
15 difirewall.sys 2572432 04b75bcé
16 | DLFlashDrive.dll 4283024 bb433f8a
17 dIflt.sys 2539152 2cc5510d
18 DIGDIPrint.dll 5060240 afc30eb9
19 | DIGina.dll 4745872 14b0f330
20 | dIHDD3.dat 4192 dc4s24db
21 dlHDDA4.dat 13088 4f7c8023
22 | DLHIDILZ2.dll 4294800 2424474
23 | dlhwetrl.sys 1467536 53950887
24 DLHWLib.dll 4260496 4c65045¢
25 | Dlinst.EXE 7308944 7920361

26 | Dlips.dil 4688016 674ac170
27 DlipsEngine.dll 5812368 c2a26788
28 | DlipsService.exe 4625040 864765a0
29 | DLJaCartaGOST.dll 4348560 a48725d5
30 | DLJaCartaPKl.dll 4348560 07dbd82d
31 DlKerber.dll 4567696 0éabcabf
32| dllives.dll 4533904 35feb987
33 | DlLoader.dat 148227 1f212c67
34 | dliwf.sys 68752 4afe2205
35 | DIPCSC.dll 4251280 3705a6¢2
36 | DLRutoken.dll 4350608 dc10d865
37 | DiSave75.exe 2938000 dbdé083f
38 | dishext.dll 9912976 66bf8ffd

39 | DiThunk.dll 198288 be3b43le
40 | ExitWin.exe 6462096 2b089b0d




Knmentcas vactb (x32)

41 SaveCfg131 it 184464 281be8ea
42 | SaveCfg77.exe 3187344 17dab980
43 | TestProg.exe 6758032 902b522e
L4 ZPSSHELL .exe 6618256 b1713881

‘ WUroro: daiinos - 44 1 191246411 20aaldSe i 4
Tabnuua A.5

KnuentcKan vacte (x64) .
1 AdmShell.exe 18542736 881436e8
2 Blocklcon.exe 12649616 4eebaafb
3 bootmagfw.efi 591008 86bf8f58
4 DIAutP.dll 8754320 feb3509f
5 DIClipboard.dll 5341840 afa3féas
[ dlcloud.dll 5298832 af157fcé
7 DICredProv.dll 8872080 ff2ab7d9
8 DICrypt.sys 59096 b0e590e0
9 dldisk.sys 2019472 cf3e8f13
10 | DLDS9097.dl 4961936 a1f66801
11 DLDS9097U.dll 4962448 d027f00d
12 DLEncrypt.exe 8444560 ab55dé7d
13 | DIESMART.dIl 5046416 f9c89040
14 | DLeToken.dll 5070992 0e32649¢c
15 difirewall.sys 3622032 d53dcb39
16 | DLFlashDrive.dll 4931728 915f2a31
17 | diflt.sys 3600528 5e21732f
18 | DIGDIPrint.dll 5437072 b38728a3
19 | DIGina.dll 5528208 31d998a4
20 | dIHDD3.dat 4192 dcs424db
21 dIHDD4.dat 13088 4f7¢8023
22 DLHIDILZ2.dll 4953744 42e60080
23 dlhwctrl.sys 2015888 22540836
24 | DLHWLib.dll 4913808 5150766e
25 | Dlinst.EXE 7308944 7920361
26 | Dlips.dil 5471376 af2940d0
27 | DlipsEngine.dll 7051920 7b28dc16
28 | DlipsService.exe 5385872 b8fea377
29 | DLJaCartaGOST.dll 5003408 €9d99108
30 | DLJaCartaPKL.dll 5003408 1b530006
31 DlKerber.dll 5343376 ba4dbc01
32 | dllives.dll —T 5298832 b2ccf758
33 [DlLoader.dat 148227 1§212c67
34 | dilwf.sys 87184 58146e0
35 | DIPCSC.dIl 4889232 3fblce3c
36 | DLRutoken.dll 5005456 blal2b3f
37 | DiSave75.exe 2938000 dbdé083f
38 | dishext.dll 11235984 52b22b0e
39 | DIThunk.dll 217232 0c8c761a
40 | ExitWin.exe 8009872 15d526d3
41 SaveCfg131.dll 184464 281be8ea
42 |SaveCfg77.exe 3187344 17dab980
43 TestProg.exe 8360080 b5996755
44 | ZPSSHELL .exe 8197264 ba0f927b

/

P/
77N /

Wroro: painos - 44 223963115
Tabnuua A.6
. . L
= HHO Cepsep Besonacuoctu, Koncons CB, Menegep CB (x32) ,
—72, Consolelnstall.exe 7484560 6e2chbcel
~2-\\| DIRemotelnstallService.exe 363152 2107dcee
“ |\libsexpr.dil 80784 bbé3a7e5
4\ Y] \ibsntlv2.dll 367248 b8d2749%e
55| 4 libsntlv2_sntl_proto.dil 63120 2520ffff
56 | F libsntl_legacy.dll 37008 2e26ae93
7 | -] MSBinstall.exe 7482512 afé8eba3
" 3|/SecServer.exe 14768272 bel18291a
J/SecServerinstall.exe 7556240 3559206a
/| SecServersManager.exe 14200464 2cb1c05e
ServerConsole.exe 19743744 5193b27
Wroro: dainos - 11 72147104  bacdfc92
Tabnuua A.7
4 . . Ea .
Cepsaep Besonacuocrtu, Kowcons CB, Menegkep CB (x64)
1 Consolelnstall.exe 7484560 6e2cbbcl
2 DIRemotelnstallService.exe 363152 2107dcee
3 libsexpr.dll 84944 5cbdb239
4 libsntlv2.dll 346256 6298880
5 libsntlv2_sntl_proto.dil 59536 86975e4d
[ libsntl_legacy.dll 38032 b8576a3f
7 MSBInstall.exe 7482512 afé8eba3
8 SecServer.exe 17736336 b86032ca
9 SecServerinstall.exe 7556240 3559206a
10 SecServersManager.exe 16291984 c314495e
11 ServerConsole.exe 22924288 766334fc
Wroro: daitnos - 11 80367840  d&59edéd

Tabnuua A.8

Cepsep KoHdurypauun (x32\x4)
DLConfConsole.exe 5645968 7déelf15

1
2 DLConfServer.exe 734352 18301815
WUroro: dainnos - 2 6380320 i 6550700

Mpumeuanne 1. KC paccumtaHb! € ucnonb3osaHnem nporpammbl «OUHC» (sepcun 2.0.1)
(pa3paboTumk - 3A0 «LIBU-cepaucy, ceptudumkar cootsetcramna OCTIK Poccum N2 913 o1
28.05.2004) no anroputMy KC «YpoBeHb-3».

MpumMeuanue 2. Oaitn DIGina.dll ycraHasnueaerca, Tonbko ecnu TC pabotaet noa ynpas-
nenuem OC Windows XP, Windows 2003. ®aiin DICredProv.dll ycraHaBnusaeTca, TONLKO
ecnu TC paboTaet nog ynpasnenueM OC, HaumHan ¢ Windows Vista. @aiinsi DISave75.exe u
SaveCfg77.exe yCTaHaBNMBaKTCA TONLKO B NpoLecce o6HosneHus Dallas Lock 7.5 n Dallas
Lock 7.7 cooTBeTCTBEHHO.

Mpumeuanne 3. ®ain Consolelnstall.exe nosenAeTcA, Korga yCTaHaB/IMBAGTCA KOHCO/b



cepsepa 6e3onacHocty. Qaitn MSBInstall.exe noAsnAeTca, Koraa ycraHasnueaeTcA Menen-
»ep cepeepos 6e3onacHoctu. Qaiin SecServersManager.exe NOABNAETCA, KOrAa YCTaHaB-
nuBaetca MeHemep cepeepoB 6e30nacHOCTU.

Mpumeuanue 4. B cnyyanx, Koraa KOHTPOJIbHBIE CyMMbl HEBO3MOMHO CHATB C dannos,
PacronoMmeHHbIX, HanpuMep, B nanke C:\Windows\System32, To AaHHble daitsl Heobxo-
VMO CKOMUPOBaTh BO BpEMEHHYI0 AUPEKTOPHIO (NankKy), U KOHTPOSIbHbIE CyMMbl CHUMATL

y¥e C 3T0 BPEMEHHOW [UPeKTOpuM.

3. KC ucnonHsembix Gaitnos, ycraHaBnMBaeMbiX Ha TeXHUYECKOM cpepcTae (Tabnuus!

A9

Tabnuua A9

-A13).

Knmnentcxan wactn (x32) ]
1 |AdmShell.exe 053ec4f08d1 daa3da263308af1b7150b22d9c8d3961df626f9334aak4219cd0db |-
2 |Blockicon.exe f2ef092923e9c8bc57dd7efc87c1 d4cf2a3ef4bbb51{74ee10e1ch7576480a83 Il
3 |bootmafw.efi bfef50160dce58c0ac33df242baact1aalc8330c] chlecl bee7441f8e1f329f1
4 |DIAutP.dIl b31692e7f47f84d520be565a55005975aa6043423fc8f9f995d8e 1 4fa027f27¢
5 |DIClipboard.dll | 32f3b0dee70b39f0826ac3f2688db4287fd96b1d80c1 c3ec1 6b0d264b33420c8
6 |dlcloud.dll 737f29b3a42821b5312301 44ab2554eecca898adf9d9227b6918acd3705fdb77
7 |DICredProv.dll 15d5b30732be7e4bff4e2d5d6d75a3bf3666ef34957f9cf485¢15b0e93e7debb
8 |DICrypt.sys 5947b8bch8855325832d275c6ak50f3e08d0e4f6884d7f026483147b3dd18bdc
9 |dldisk.sys ©121846690033d05b71d5dc2048668740372ddd1993a1efa39c0e00ac2eech
10|DLDS9097.dll ac95d8f72d985b04bd15b2e6120b254a51e55eb4df499abbe803e80db8c88c01
11|DLDS9097U.dll | 5e467363fbd01cd25eaa2c26e54346696675¢10f3e77f6a34b1750c57fd418ckh
12|DLEncrypt.exe 2aead946e086cela5976cbe1a0702072d2e08688f3edd169ffbcePbc0193596d
13| DIESMART.dIL 145344a9badaaf5f722bdb4cfbcdfb566577dddb58043f1d0ec8cch1091192b9
14|DLeToken.dll 62b55e2297f1053b80955da5dea323a08e7b48ecd14b55¢7adcc793e636e2c2e
15|dlfirewall.sys 500b496a3310d827b251bc2e7a3e359ff33c021408206ad6b86d36837dae2b23
16 |DLFlashDrive.dll |58653d420097d9dae879db48cd770e0a2d50ec0969f9708583che457d10f15d5
17]dlflt.sys 743622b2c6976cc8231fd803e2b37eféabe2fa7b11791eb97c575765a6a83c06
18|DIGDIPrint.dll 460cf05208956b703a3262e8ac1b242ad96053f6f48d59eb045eef740ac978dd
19|DIGina.dll 8d540c584973243c78003e389f1b15d3ae39423cae7edf2055b151b70df7458f
120|dIHDD3.dat 28d3a4f1eb0e377680b14f2edf858e03aaa90eb2179e6c86daé9103ba795715¢c
21|dIHDD4.dat 22e10202296e4c716cdfdbfc4d821bb2cbd7c69b1145b251d717e2226ch4e04b
22|DLHIDILZ2.dll 1b4d9f925b157054535547f5f05dfecbfddc7314f07d3d13471fa3062d0401e1
23|dlhwetrl.sys 1e2c7fc2be77ch1248429482bab83232585f188daa2a5¢925226d31d5¢ce?19e0
24|DLHWLIb.dll dab1d53980af5d6b02278f3e21329d0cHf8d84abé15ca93fa9bdabéd5029a4c
25| Dlinst. EXE d2563379024b31cdbccde9baast58d52af8abbésbefcOfd3be5c7132b8aked1 1
26 |Dlips.dll bafac7ff8d469fd714d0a71a419a0a5akaef48bacté3accabfab5cébess354a0
27| DlipsEngine.dll _{d0831aleak9ef29606a5e61 bdbé2c66da050de89660941bacl 3a3da799e77faa
28| DlipsService.exe abed2f4c9becl d34a4328ad40869267edébc3888490dasc153bc52683e3ebbb8
29|DLJaCartaGOST. |51g35c9b05324111025c7e1 6c0201ct378795ececifidacd7f5d5H9e323a
30|DLJaCartaPKl.dll |3d350£371f2c91e778a07ab91a7b78a5f1702631b38fa33461b80al0ee4079913
31 [DIKerber.dll 6e0ab8a91eaal2ee53d2860fdféf1eab1chcébtée291aablce0d62b2c85505425
32]dllives.dll /55a3da318bc4fced04c223b018bff3dcfec3ed177151bfd20d39df50f862238
33|DlLoader.dat 94bdc9a04da94chtd29fbd30153384a7b339b1f8cbeb1cee508d0cdcc8des 2¢d
34| dlwf.sys fobOabe314ffa7abcdd01 c5dae28d131a5fd62868cefbScd541ab730e2ae4330
35[DIPCSC.dll f42befa88875d24599d3e8366975¢c3bbe255b121c4505a93e2ef0db89cd45192
36 | DLRutoken.dll 286a7ff338d3d55d18bb54ce16e031aeakb4fs3fdIfbif3c89e60ef0bacd169
37|DISave75.exe a5693a6b59096d5a5d31360b52bc92c359adf 1c886fcda86824a8da2a20dazbe
38| dlshext.dll 778694c23271c24b18c9a29a919f19f0ba3f15b04b8c030c0ee573189a6825d8
39| DIThunk.dll 9efaa3f6205e5029f567306c2bde752f9709ad4ele 1 3ckel el acda9bb5f938f

;:;:‘%’ :\t: e
Hamentcxan uacts (x32)

40 |ExitWin.exe 4e9cl 4bcbé92dal 3abe85fes74aeab9c78baB7ed24111013c8c048126571ch4f
41|SaveCfg131.dil__ [3c01c]ca2d69c9ae05f91e4896f9ccfaadbsl 3f42192cf33735287ebf2c866f0
42|SaveCfg77.exe  |715fa784530630345bc0011b80b3dddb1904695b7e63745d6223440742a53141
43|TestProg.exe 9856413c83bbb741d2104805e8694a88f89828b1fbb08107e47bb9c3fées3554
44|ZPSSHELL .exe | 0bff0870a58fd9460483be12c273737e2451b247c8ffdd9559ddc4d0aabeSdce

Tabnuua A.10
Knuentcxan vacts (x64)

1_|AdmShell.exe ef0e96806f4aafbe2af0356balab7f8321f6100a755¢18b7e7d8126d978be3d3

2 |Blocklcon.exe 160e07d0aac1999275a250c044c4b0d75005046848941841e50686 1 3affe907

3 |bootmgfw.efi ¢37a808c87b44db940a3233f6f78c56aae0d8d2e818ae5fd2c73ed0b22cf1c86
4 |DIAutP.dIl 87e7151c3695d9863da0a2c32171d7993c4a08b84cd512326283dd95%e1ce828

5 |DIClipboard.dll b2ffe0f68b9ae1310ch1018fe160432f9d942cc77a53879¢1 1bcb3cfceb5c4l3

6 |dlcloud.dll ab2bff1e3524f3986d535fda789déb340baaeca?d0ae2d6969d2c3208a669969

7 |DlCredProv.dll 278cbe326a6a93a005f7edae3b844bb1197c1 e3ff3c650500a7 1 aa7b5dbcfbal
8 |DICrypt.sys e19a7db419b15d8ab975253b99a0c02414600e9ec9876ddf6063b0c987c68e01

9 |dldisk.sys £7d8f3ee4247c3cd5743cab51bb0eb6d15d2ac707e033eccd0451al bedesf7d0b
10|DLDS9097.dll 7¢7c9f45069404cbf0ack906c6577ed93278f63b025849f093e37967981d4a40
11|DLDS9097U.dll -~ |5951d4c400356ckac7a9540ae8bfal2337c072e6b0bed1d9d349f345a2ee2bf2
12|DLEncrypt.exe 0936be31b4353068feaf9c5abtbe’7f8a0428122f0548d47d8eaak3b7 3al1 24153
13|DIESMART.dIl c1335eb5d7f826b2647fc2d7a022eebb81a4b119bdb535ee4a886c41093cf930
14|DLeToken.dll 6c5a7ff71d19f846ak4118451314f566c47cf9718f46d4eb358eb23285834e4b
15| difirewall.sys d8250c9d0a9c55a05a3783c6145857f6dkbe c4f563e69b349556294a6dbaabTf
16|DLFlashDrive.dll |4903bdaé50e5ee52ab7d45b40albbsb24642e9d29cakTabfed08b5449ed5aléc
117 |dlflt.sys 68906c661cd3dfacceéb750d7bd59737b8466f3935f77fc623ed42205e36d421
18|DIGDIPrint.dll 03cc963587dddf0406116ccda23be3769a280010c70b8b04866ef43c09ffesf
19|DIGina.dll e5ebbd69ec30c8252bf497b38262e5b8ec] 69e4881debafé6db54023d386707b
120|{dIHDD3.dat 28d3a4f1eb0e377680b14f2edf858e03aaa90eb2179e6c86dab9103ba795715¢
121 |dIHDDA4.dat 22e10202296e4c716cdfdbfc4d821bb2cbd7c69b1145b251d717e2226cbbe04b
22|DLHIDILZ2.dll 1f446e8436ddedaé2bb3c2b148a94557318ee4bb9392bde01f4babbb26fbe625
123 |dlhwetrl.sys a988aeff42016cbad4c7c5bbd2b9964cdbs331 4ef25f15958a5b9d9f54a7 6e39
24 |DLHWLIb.dll faae632bb48e2d7 12ccfb5c5b48dbe325652c248418ad4740d8fabd44584e968
25 [Dlinst.EXE £d2563379024b31cdbccde9baas58d52af8abbé4befc0fd3be5c7132b8abed 1
26 | Dlips.dl 9156b52272fe7b9b43d8c072da1214d989bes09b43a586d514f3a935870e270e
27 | DlipsEngine.dll 7f83f86321e02313315b8ce3a32390c795f53ebabf116ac7f005d559abd7 1feQ
28| DlipsService.exe [30677e45587d6dée8aeckkb11536cf5a85495¢87cc0201050f1 4e90beb3aaaa
29|Q-aCartaBOST. | ¢234c4919acef993ablcbbfé0cy16f9b23522d9c2f199c1 1b9ec27969cc3daes
30|DLJaCartaPKL.dll_[dd167cf671c57b1aé5bf8a95eb4eal e9bl1agd9aeeal3bca26972330346d4ck66b
31 |DlKerber.dll ef07b1e0c681035818b05b991044e895¢14e13c80f787b2079eabbéaebdafe155
32]dllives.dll d7df72639f1 dfase123d8768d927fa7da57874ebf2b12f33f565f2308f43dc7b
33|DlLoader.dat 94bdc9al4dadsbcsd29fbd30153384a7b339b1f8cbeb1cee508d0cdcc8des 12cd
| 34 |dlwf.sys b3c87f3960048a9cfcf78b1453ebe3ae42d243f8429eefe60a05935143¢1fd90
35[DIPCSC.dlL 0adb1b83103a4bb29783976019e4c9c9945125e2813bccc68273c05bccd652e5
36 |DLRutoken.dll 17443b9cc5d318c17e99fd1c3a71f83bb0be2a8d3a21a2f90628c5f8272bfe07
37|DISave75.exe 35693a6b59096d5a5d31360b52bc92c359adf 1c886fcda86824a8da2a20dazbe
38| dlshext.dll 51ce995355eb72412df3744767f5ad99a4b38171¢c16d67a68c43c88f2747f08
39|DIThunk.dll cd2e9e5ddes3dc79ebc9aTab21ad76186af220fc98bb58e35c882f28f85ec151
40 [ExitWin.exe bdéb5f455€25227578bf4bbedeabbés 187b7bdeb0f0aa8def638f827b0da7 14e
41|SaveCfg131.dll 3c01clca2d69c9ae05f91e4896f9ccfaadbs13f42192cf33735287ebf2c866f0




i _ Hueaods e 068)

42[SaveCig77.exe 4;2;%7‘81353063031.5bc001 Ib80b3dddb1904695b7e63745d62234407 : | ‘
43|TestProg.exe bd8956c035e300211384dfa973cfé 1f050ef4e72adb204d8c42dbdbd85457e7d-—|-- i ]
44| ZPSSHELL .exe

Tabnuua A.11

Consolelnstall.exe

740aBace92b6232072e03ef14d5db117f48306074a9be58babb52334cf1 1dac2f | |

Cepeep BesonacHocru Konco. {x32) ;
9b06e75e35520b8bb032670a978557fd50e6c890890172ac9b9b29 / Q°

77658ab539

2 |DIRemotelnstallService.exe

dfff6915289545f39ffde97e278c87e2a%bc38a72a710bf17f095bé é ‘ /
bdd98af

3 |libsexpr.dil

b420eec2fc40cdad107971Db79a5c8b51499ae0e5c24ee6ae3e39b3 thye
4dBcbd367 [S |

4 |libsntlv2.dll

2ff98d8ce45d56826704aa2ab984f4e6435c4de0d82b15dc] Moeﬂk 2
6b28bfel13

5 |libsntlv2_sntl_proto.dil

614e54a0893ea3273b9cd9065d10af3cal 3ceee27590ad9f3a823d
1f951ba07

6 |libsntl_legacy.dll

5dc4c21aba2eal 2a8eeb0fddfbb8fal 3b11 7544f79b45c61.590997ca
0e10ff30

7 |MSBinstall.exe

bd4ff32ca33d0a9aa92657351470e5ee67abc9a3a2547h3ce?928¢7
T46ee277¢c

aek9ba7ccl cal2a7fdc32703c1 eb2af7c4e982f811e6ad5c99d3aa58

8 |SecServer.exe d5a8¢198

9 |secserverinstall.exe gz'a}'flzggasm72f95c36f28b4804cca789|40fb0642128e47b3104f1
34196118b84694110b100b4b1115aa48156e883b5c013a90d92232

10|SecServersManager.exe 3de3b1a969

11 | serverConsole.exe ggl;!;ﬁzt'iﬁfZOAAeeS%‘?dl e8elee345ee354e023413979ec2af77de

Tabnuua A.12

1 |consolelnstall.exe ;l;ggg:223352Ub8bb032670a978557fd50e6c890890l72ac9b9b29
2 | DiRemotelnstaliService.exe df;;l;?1;289545fB9ffde97ez78c87e2a9bc383723710bfl7f095b6de
3 [libsexpr.du :gg:glggleow3566bc04347d9a30c9235d7clc01;03f2631 9ec057e7
4 |libsntiv2.dut ?:gtézgiazsfeBOUOeBaMal 16cked17dbecT4cd4768baB893cbb1628f
5 [libsntiv2_sntl_proto.dil toa22]28a70627aacb3832085f8e9cdb009e8eba39f1 9ab31babécdcasas8ff

; 838d125cf1596335dbae714df01dc0866f4ab0a08689840ch560356
6 |libsntl_legacy.dll 77762020
7 | MSBInstall.exe 222£§%g3d039aa92657351A70e5ee67abc9a3a2547b3ce9928c7

64f1d5a97357221742dffe054ba27aacefa9990d1341de8c4te82b0

8 |SecServer.exe 446352831
9 |secserverinstall.exe gz;‘flzzc;%%m72f95c36f28b4801occa789l40fb0642|28e47ba|04f1

cf10cd41 9c87OAb9fdbela3e8f25e1olof103e3d4c6597f80fc56d9723d61

SecServersManager.exe dbObace
15cf9db0db5ces918ed9ccb046ce281cdf68041580e0bd59de5b8ac
11|ServerConsole.exe £6d85968f

Tabnuua A.13

(1] DLCoﬁfConsole.exe 2e2acc8730a470a283633f47d4209¢15501 flocb57bb6265049aéffc6958e79fe
2 |DLConfServer.exe | 4ae5d5ecchédsa755e9 1 ddfbéel 5c2afefk00e96792fc752e179078edé7eb2fa |

Mpumeuanue 1. KC paccumTaHbl NporpamMMoit GUKCaLmMm v KOHTPOSIA UCXOAHOrO COCTO-
AHWA, ABTOMATU3UPOBAHHOIO KOHTPONA LIENOCTHOCTV MHGOPMALIMOHHBIX MaccuBoB «Tpada-
peT 2.0» (paspaboTumk — 000 «JleHcreLnpousBoAcTBo», ceptudukat cootsetcama OCTIK
Poccvm N2 2031 ot 03.02.2010).

Mpumeuanue 2. Qaitn DIGina.dll ycraHaBnmBaeTca, Tonbko ecsiv TC paboTaet nop ynpas-
nenvem OC Windows XP, Windows 2003. ®aitn DICredProv.dll ycraHasnusaeTcs, T0/1bKO
ecnn TC pabotaeT nog ynpaenexmem OC, HaunHan ¢ Windows Vista. Qaiinsl DiSave75.exe n
SaveCfg77.exe ycTaHaBNMBaIOTCA TONLKO B NpoLiecce obHonenuna Dallas Lock 7.5 v Dallas
Lock 7.7 cootBeTCTBEHHO.

Mpumeuanue 3. aitn Consolelnstall.exe noAsnAeTCA, KOrga yCTAHAB/IMBAGTCA KOHCO/b
cepBepa 6e3onactocTyu. Qaiin MSBInstall.exe nosenAeTca, Koraa ycraHaenveaetca Mexen-
wep cepsepos 6e3onacHoctu. Oaitn SecServersManager.exe NOABNAETCA, KOrAa yCTaHaB-
nueaetca MeHeHep cepsepoB 6e30MacHOCTH.

Mpumeuanme 4. B criy4anx, KOrAa KOHTPOSIbHBIE CYMMbl HEBO3MOMHO CHATL C GainoB,
PacrionomeHHbIx, HanpuMep, B nanke C:\Windows\System32, To gaHHble Gainbl Heo6xo-
[IMMO CKOMMPOBaTh BO BPEMEHHYIO AVPEKTOPMIO (NarKy), U KOHTPOSIbHbIE CYMMbI CHUMATb
YHe C 3TO/ BPEMEHHOI AUPEKTOPUM.

4. KC ucnonHAeMbIX $paitnos, ycTaHaBnMBaeMbix Ha TEXHAYECKOM cpeacTse (Tabnuupl
A14-A18).

Tabnuua A.14

. Hnuenrckan yacrs (x32)

1 |AdmShell.exe 839998a5¢19ae792chc5chec?d3148
2 |Blocklcon.exe 4fc3981e7fd4a9315f46d0e94b16080f
| 3 |bootmafw.efi 13edd55d55f89833b22d75910a58f411
4 [DIAutP.dIl 6a3baf90ded58ca7c05¢36620b152119
5 |DIClipboard.dll 8602600d707da08e7fc9693f49c9d951
6 |dlcloud.dll £481c5981f7c408aeb4e954a506291234
7 [DICredProv.dll 6676cdes0ef2a711cbé3cd58df0bb265
8 |DICrypt.sys 7612d9db0841d05a659a106f6e88269
| 9 |dldisk.sys 95d23bfd7042cf29abec71cdb9c00b97
10|DLDS9097.dll 395a63aabec366e749162f6f9a3ebeds
11|DLDS9097U.dlL c7abbdc0241163dd4ce86e471c432acd
12|DLEncrypt.exe 2f6128f75bc58217f9bd30c2136e06d7
13| DIESMART.dIL ea3f4b5ee5c5f7704f03712bed758772




Knueutcxas yact (x32)
14|DLeToken.dll 823ec2b074f503db196éacé4chéc 95
15| difirewall.sys 1c208e195d17defcf2fa974aa76d72c8
16| DLFlashDrive.dll ae78¢5d117bc75d635503a90b5fe79ae
17|dlflt.sys cf3fb789a25d201f43d5e5abf1103a%b
18|DIGDIPrint.dll 305ab2f57871962050ba8231a914d1d8
19|DIGina.dll 68ebed86356882dcfef5fad895f7a2e3
120|dIHDD3.dat d16ae49df116a6925¢2¢75825ed86835
21|dIHDDA4.dat e011a4f01248cc31fd3dfab1403ae92a
22|DLHIDILZ2.dll 31fdad1ba3c35ce7a02f59e9fc813d58
23| dlhwctrl.sys 9ch2981§3766ecs0cd2c2604c499825e
24|DLHWLIib.dll ce57360dé6b51a4f1db2e2a08daeace84
25| Dlinst.EXE db73423185f502¢3989313731cedédc!
26| Dlips.dll ©57684042baeecé36af644292ac0df59
27 [ DlipsEngine.dll 107§74c467e829e7cca8d9b78157547b
28| DlipsService.exe 5b23841552866d993348639a0ac751b1
29 (DL JaCartaGOST.dll f0c6549bc1 26a64b97c8d1310cbes68d
30(DLJaCartaPKI.dll 268475830ea5¢cabh8f782a83367af798
31| DIKerber.dll 83c08a53eca7c291e87ffef52a83b71¢c
32| dllives.dll 76af9b05b436300427cf20e17cb944f0
33|DlLoader.dat 3901d30865ec24987aaa417bbabla3ch
34| dlwf.sys 211eea8450edb9feObbc18a7094b6242
35|DIPCSC.dll 9¢c2078dd95525346e8ed04cfd4abd969
36 |DLRutoken.dll 4702d69e37a7e42bd35351c04e15874d
37|DISave75.exe a157781402dc7de81c4667ee03edf573
38| dishext.dll ca3de8cccé14081f72ba741f14c1d31f
39| DIThunk.dll 1c4d50072bdeeachecces6d5el a24658
40| ExitWin.exe e41233e57d8b562618673702b174b14b
41|SaveCfg131.dll b1d05d3f337dfdf60d014d388cchcada
42|SaveCfg77.exe ce2dal5¢c29e91e519f6ccd6477e1dd97
43| TestProg.exe f6ebk1665c9e5e9e7a87b0439021e104
44| ZPSSHELL .exe Oacbfe2d74af22a02229d49334c83495
Tabnuua A.15
4\ . G
. KnueHTcKan yact (x64)

1 |AdmShell.exe 3653c3d61de5d8a71420a8d07b42cc02
2 |Blockicon.exe 95a83fb481ab8e4f343aeae789fc21c8

3 |bootmgfw.efi a79bce104c0ad7d41408b066a9d97d01
4 |DIAUtPdIL S5eead87c57d155f818447eeb77e94eb3
5 | DIClipboard.dll 94486717aa2eda35eeb29a3fa35a45al
6 |dlcloud.dll 7e9b7bbeb36726dd2c2b8dd82a38227e
7 |DICredProv.dil 042ad72e28d4eaeb5de7667f414chféc
8 |DICrypt.sys 913cd49b1728385a1997c3cb91168508
| 9 |dldisk.sys 281aa9da6892cab0d4f8dbe33fe2b8d7
10|DLDS9097.dll £39f210ac2070e263b8b4944d655(8fb
11]|DLDS9097U.dlL bf8799fcc3bébdd431fa5b0733c5e529
12|DLEncrypt.exe 7724b16229de17466cbé1ac783254163
13| DIESMART.dll 38bd29379d277616c98e00debe215f83
14|DLeToken dll 0fdf59082860968f8b3689af2294b004
15|dlfirewall.sys d7ea24c7244f585ddad9bab55¢191f2
16| DLFlashDrive.dll £4320adbebb1819f27477401c6b85678d
17]dlflt.sys df09132e789d48490f359bffaaabb9df

Knuentckan vacts (x64)

DIGDIPrint.dll 36afcd5e9fc066bbédf1780b5342ead35

19|DIGina.dll 554412a741181a4b499e090950e5eb10
dlHDD3.dat d16ae49df116a6925c2c75825ed86835
dlHDD4.dat e011a4f01248cc31fd3dfab1403ae92a
DLHIDILZ2.dll ff1b1a4922fb2f062eedffase738f0dd
dlhwectrl.sys 16bae3ale213b71154802e34fd348435
DLHWL.ib.dll 77135d290c628d05fa3dda391f4el cff
Dlinst.EXE db73423185f502c3989313731cedédcl
Dlips.dil 3175930f17fbab33f84fddec28d13f85
DlipsEngine.dll 4b1dc432938ed5ec3554cb0b761be8f2
DllpsService.exe 93108¢85279db0179a1e0f3151d75379
DL JaCartaGOST.dll d5714facadff48c991be10405eabfaéd
DLJaCartaPKI.dll 5cd7b50f8ake3fcd52101c9b7d23d386
DIKerber.dll 4a3242d7cf7badd198d0917613050164
dllives.dll 2717f1c87cd53327336a5a1373cc18b8
DlLoader.dat 3901d30865ec24987aaak417bbabla3ch

|34 |dllwf.sys 5971c41f6al1216741380ae349f6f3421
DIPCSC.dll 959d5815d0ad52895184280d74bcad7f
DLRutoken.dll 549432b9a8694ba7299916b2c97c517e
DISave75.exe a157781402dc7de81c4667ee03edf573
dishext.dll 6cc788cal0b3cd7fc288fef478f0eact
D(Thunk.dll 937bb88c1ake3ced4f8708bf1f1d3a74
ExitWin.exe 5a9b41e5f3784620dbe76d1f8bec709c
SaveCfg131.dll b1d05d3f337dfdf60d014d388cchcada
SaveCfg77.exe ce2dal5c29e91e519f6ccdbs77e1dd97
TestProg.exe e0c6f9e8660742c0277638d36df3c971
ZPSSHELL .exe c663e850b859ceb5a34616c] 3faB86f83

Tabnuua A.16

Cepsep Besonacxocty, Kowcons CB, Menegep CB (x32)
1 |Consolelnstall.exe e37b35a46fd54cf5a5b22f29cd38da%é
2 |DIRemotelnstallService.exe dd6853a4b524b67b2d113d2déde2aal8
| 3 [libsexpr.dil de6860f01dbbf2f703390d2e3d70900d
4 |libsntlv2.dll 6bd025e21b705f3aeb09ecé 17de74d5a
| 5 |libsntlv2_sntl_proto.dll 10dad2575efé63eb4cced97e971026a40
6 |libsntl_legacy.dll 29bd3251b697440d5ccaff7ae5a787d3
7 |MSBInstall.exe 165f50e99f4d0740b245c529455%fcba
8 [SecServer.exe a018b769f09745f88c181b32a0deéfaé
9 [SecServerinstall.exe f4e96693a2a3519f5a6be82998224283
10|SecServersManager.exe 2c33b4eb095007c308e8844537eaff93
11ServerConsole.exe 42bd94dbbe3fde9b22de945584b0b630

Tabnuua A.17

Cepsep Besonacuoctu, Koucons CB, Menegmep CB (x64)

Consolelnstall.exe

e37b35346fd54cf535b22f29cd38da96

DIRemotelnstallService.exe

ddé853a4b524b67b2d113d2déde2aal8

= (V) LN B

libsexpr.dll b30a36966cff5ce665f597a03951e9a9
libsntlv2.dll 92489048283ecB8e6d8738996011dedéb




pe:

5 Tibenti2 ontl protodll __ |d0f8223c2debf7c7c0bf87466cd2d857 _
& [libsnt_legacy.dl 7bSekcid55e28fda035fd0bdd09ak5b3
7 [MSBinstalLexe 165150699F4d0740b245¢5294559cba
8
9

SecServer.exe b72be84b5e884c3462c5c01653315184
f4e96693a2a3519f5a6be82998224283

SecServerinstall.exe

10]SecServersManager.exe
[ 11]ServerConsole.exe

Tabnuua A.18

ConfConsole.exe 88fbcc40a98ca?3c51375e83b8cd7723
| 2 |DLConfServer.exe |da0debb09a9c8c0e45db4cae248fack9

AHWUA, aBTOMAaTU3MPOBAHHOI0 KOHTPO/IA LIENIOCTHOCTU MHPOPMaLIMOHHBIX MaccBoB Fsum
Frontend. Bepcus nporpamMMbl MOCTaBNAETCA HAa KOMMAKT-AUCKe U3Lenusa.

Mpumeyanue 2. Qaiin DIGina.dll ycraHaBn1BaeTCA, TONLKO ecnu TC pabotaet nog ynpas-
nenvem OC Windows XP, Windows 2003. Qaiin DICredProv.dll ycraHaBnusaeTtcs, TonbKo
ecnu TC pa6oTaet nop ynpasneuem OC, Haunnaa ¢ Windows Vista. Qaiinbi DiSave75.exe u
SaveCfg77.exe yCcTaHaBNMBAIOTCA TONLKO B MPOLIECCe 06HOBIEHUA Dallas Lock 7.5 u Dallas
Lock 7.7 cooTBeTCTBEHHO.

Mpumeyanue 3. Qaiin Consolelnstall.exe NoABAAETCA, KOMAA YCTaHAB/IMBAETCA KOHCOML
cepaepa 6esonacHocTu. ®aitn MSBlnstall.exe NoABNAGTCA, KOTAA YCTAHABNMBAETCA MeHen-
wep cepsepos 6e3onacHoctu. Qaiin SecServersManager.exe NOABNAGTCA, KOrAA yCTaHAB-
nuBaetca MeHemKep cepeepoB 6e30nacHOCTU.

Mpumeuanue 4. B cnyyanx, Korga KOHTPOJIbHbIE CyMMbl HEBO3MOMHO CHATL C daiinos,
pacrionomeHHbIx, Hanpumep, B nanke C:\Windows\System32, 10 AaHHble bainbl Heobxo-
VMO CKOMMPOBaTb BO BPEMEHHYIO [IUPEKTOpUIO (NankKy), 1 KOHTPObHbIE CyMMbl CHUMaTb
e C 3T0I BpeMEeHHON AUPEKTOPUN.

5. KC ¢aitnos auctpubytsa moayna soft_flash cneuuansnpoBaHHoro CbeMHoro Ma-
LUMHHOrO HocuTenA uHpopMaLwmm Pytoker 3LIM 2.0 (rabnuusl A.19 - A.22).

Tabnuua A.19

1 |rtAdmin.exe - ‘ — — ~ bel8cccd
2 |rtpkes1iecp.dll 170887b0
Tabnuua A.20

1 [rtAdmin.exe 61dfa586
2 |rtpkes1tecp.dil | 298a07da |

4799a8f6fd33e3cdb2ef48aaffbb7ec3 A e L ok
2a55868bbecaf0af752c5a4a505381 f v

< "\
Mpumeyanue 1. KC paccuuTaHbl NpOrpaMMoit GUKCaLMM U KOHTPONA UCXOAHOrO COCTO-

Mpumeuanue 1. KC paccunTanbl ¢ ucnonb3osaxiem nporpammsl «OUKC» (sepcua 2.0.1)
(paspabotumk — 3A0 «LIBU-cepauc», ceprudurar cootsetctaua OCTIK Poccum Ne 913 ot
28.05.2004) no anroputMy KC «YposeHb-3».

Tabnuua A.21

rtAdmin.exe 780440522ck2eaf05b4d335f64ae27d9be4bfafebbe2dc60a9f22a2f5b205
[rtpkes11ecp.dil_|2b776b37f0f33058bd855eaf5eedcce99dbB8fe6d4b4B592c00ccs4Tfaf59fd1

1]
2]

Tabnuua A.22

rtAdmin.exe 85986b2c9d62§fﬂ do131 2b337kd§:cd2665é1\555cd9e4ffe9f0e0c9d5149441'480 v
rtpkes] lecp.dil_|ab644865ea451b17309962602ebb167e1885b82f19ch787953b058b5f1d646011

oE|

Mpumeuanue 2. KC paccunTaHb! C UCTIOSb30BaHUEM MPOrPaMMbl GUKCALMM U KOHTPONA
UCXOQHOMO COCTORHUSA, aBTOMAaTU3UPOBaHHOI0 KOHTPOSIA LIeNIOCTHOCTU MHPOPMALIMOHHBIX
MaccmoB «TpadapeT 2.0» (paspaboTumk — 000 «JleHcrneLnponu3BoaCTBO», CepTUPHMKAT Co-
oTsetcraua OCT3K Poccum ot 03.02.2010 . N2 2031).

6. KC daitnos auctpubytusa Mogyns usb_token (npenycraHosnenHoro M10) crietyanu-
3MPOBaHHOI0 ChEMHOM0 MaLLMHHOrO HocuTensA Hdopmaumm Pytoker 3LIM 2.0 (rabnuubl
A.23 - A.24).

Tabnuua A.23

1 |USB_Firmware_ARM_43_ECP_CERT uv3.hex

Mpumeuanue 1. KC paccumTanbl ¢ crionb3osarmuem nporpammsl «OUKC» (sepcua 2.0.1)
(pa3paboTumk — 3A0 «LIBU-cepauc», ceptudurar cootsetcana ®CTIK Poccum N 91301
28.05.2004) no anroputMy KC «YpoBeHb-3».

Tabnuua A.24

1 |USB_Firmware_ARM_43_ECP_CERT_uv3.hex e8d8eb09043adf229f292fbhc3a97

Mpumeyanue 2. KC paccumntaHbl C UCMONL30BaHUEM NPOrPaMMbl PUKCALIMKA U KOHTPONA
MCXOOHOIO COCTOAHMA, aBTOMATU3NPOBAHHOO KOHTPOMA LIeNIOCTHOCTY MHPOPMALIMOHHBIX
MaccusoB «TpadapeT 2.0» (paspaboTunk — 000 «JleHCreLnpon3soCTBo», CepTUPUKAT Co-
oteetcreua OCTIK Poccum ot 03.02.2010 r. N2 2031).



