KoHTponbHbie cyMMbl daitnioB aucTpubyTuBa U ucnonHaeMbix daitnos
nocne npoxoxaenua C3U HC Dallas Lock 8.0-K
ucnbitaumii B 1 keaptane 2021 roga

NMPUNTIOXKEHUE A

KomnnekTHocTb nporpamMMHbix cpeacte C3U HCO

1. KoHTponbHble cymmbl (KC) daiinos guctpubytmsa C3M HCA Dallas Lock 8.0-K (sep-

cum: 8.0.689.0, ykoMnnekToBaHHo MofynAmu «Cepsep 6e3onacHocTuy, «<KoHconb cepeepa

6e3onacHocTy, «MeHemep cepBepoB 6e3onacHOCTU», «Cepaep KOHOUIrypaLmii» BEpCUM
8.0.696.0) nocne mcnbitaHuit, npowweawmx B AHsape 2021 roga (tabnuusl A.1-A.3).

Tabnuua A.1

1 DallasLock8.0K.msi 104588288 a316e205
2 |DLB0-K.SecServer.msi 27415040 3286blfc
3 DL80.ConfServerSetup.exe 2424579 378bfdaa
4 |DLB0.SecServConsole.msi 17631232 01650027
5 DL80.SecServManager.msi 12362240 - 42efb4f8
Wroro: daitnos - 5 164421379 e5911a8¢c
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Tabnuua A4

KnuenTckan yacte (;32)

Mpumeuanue 3. KC daitnos paccuutaHbl C UCNONb30BaHWEM MPOrpaMMbl GUKCaLUK U
KOHTPOSIA UCXOQHOrO COCTOAHUA, aBTOMATU3UPOBAHHOIO KOHTPONA LLeNIOCTHOCTU MHdOopMa-
LoHHbIX MaccuBoB Fsum Frontend ¢ ucnons3sosanuem anroputma MD5. Fsum Frontend
ABnAeTCcA cBOHOHO pacnpoCcTpaHAeMON NPOrpaMMoit, MoAAepHUBaeT 96 anropuTMoB, a
AKMe co3paHue v ceepky daitnos SFV, MD5, SHA1/SHA2. Bepcua nporpammsl nocTasna-
2TCA HA KOMMAKT-AUCKe U3LeNuA.

2. KC ucnonHAembix $ainnos, ycTaHaBNMBaEMbIX Ha TEXHUYECKOM CPeacTse
(tabnuupl A4 - A.8).

Mpumeuanue 1. KC paccumnrtanbl ¢ ucnonb3osaqmneM nporpammsl «OUKC» (Bepcun
(paspaboTunk — 3A0 «LIbU-cepsuc», ceptudurar cootsetctana ®CTIK Poccum N2 9
28.05.2004) no anroputMy KC «YpoBeHb-3».

Tabnuua A.2

DallasLock8.0K.msi 494346854db85ef

; a7712e425921428e515ae7d13030eab9db5ala43c9f610ff9
2 DL80-K.SecServer.msi 714b6c834d04667
69d0a590cB80e7aca978alcfbabe1e3éeb3alf2be7e78789e5
3 |DLBO.ConfServerSetup.exe 143be8a7fal 4fct
: 7626ab9547e95d8f422e0ff45e3206098803b92707efbe5f8
4 |DL80.SecServConsole.msi dbc907ec5e3166

1d88b8f6 1fd13ae59a493ee54c4071ad4b0c9 1dfeddedb995

5 |DL80.SecServManager.msi 1fc2457b41b7692

Mpumeuanue 2. KC painnos paccumtaHbl C UCNONL30BaHWEM NPOrpaMMbl UKCaALMU U
KOHTPOJIA UCXO[HOMO COCTOAHWA, aBTOMATU3MPOBAHHOIO KOHTPOJIA LEENIOCTHOCTU MHbOpMa-
LIMOHHbIX MaccuBoB «TpadapeT 2.0» (paspabotumnk — 000 «JleHcneunpon3soaCcTeO», CepTU-
¢ukat cootBeTcTBKA OCTIK Poccum N2 2031 o1 03.02.2010).

Tabnuua A.3

f448192ffdf6a3dd38b2e28dec4f2dé 1

DallasLockB‘OK.rﬁsi

1

2 DL80-K.SecServer.msi dc4788a1644d5dc99débfc214280bd56
3 |DL80.ConfServerSetup.exe cebeafcbefe7fefdebalissbbébsbbi2d

4 |DL80.SecServConsole.msi becddacfab3430fb2dc0b789c1aaé02b
5 DL80.SecServManager.msi e835f6d20c669137452e619720a25398

Admshell.exe 19375976 32d24f28
BackupService.exe 7354728 f80e2eb3
Blockicon.exe 12320104 3c9elee8
Custominstall.dll 318816 8f5db0eb
DIlAutPdll 8861032 30f2e2de
DIClipboard.dll 5423976 af2cf94é
DICloud.dll 5343584 97511¢cc?
DIConv.sys 68576 1b643883
DICredProv.dil 7902568 fob1be5b
dldisk.sys 1792768 fbd5d1c7
DIDS2097.dll 5393256 daa0a099
DIDS9097U.dll 5393248 add95bcd
DIEnconv.exe 7744352 ebéd3add
DLESMART.dIL 5440360 8d31f539
DleToken.dll 5464936 10341a5a
dlfirewall.sys 3064576 767550c2
DIFlashDrive.dll 5381984 a480fad0
diflt.sys 3106560 890d2d50
DLHIDILZ2.dll 5359456 13a7al4c
dlhwectrl.sys 1825024 553935
DIHwldMonitor.exe 5556064 déf6565e
DIHWLib.dll 5336424 175027b7
Dlinst.EXE 12041056 e9f4303d
Dlips.dil 1103200 4b9ead3e
DlipsEngine.dll 6911848 67bbc5df

26 |DlipsService.exe 5457248 b059e03b
27 __|DLJaCartaGOSTv2.dll 5406048 8aebb841
28 |DLJaCartaPKI.dll 5397864 e8674a%4
29 |DiKerber.dll 5382496 22608392
30 |DIKTTM.dlL 5840224 096274f1
31 [DlLives.dll 5343072 bedé541e
32 |dliwf.sys 100192 dd7f7d80
33 |DIPCSC.dlL 5334880 abce91éc
34 |DIRutoken.dll 5399912 995347a5
35 | DIShExt.dll 10786656 3bd00564
36 |Dlt.exe 234856 6f3774fa
37 __|DIThunk.dll 208224 69f7632b
38 |ExitWin.exe 7267680 a452033c
39 lipstest.dil 72192 b5c37364
40 |TestProg.exe 7654248 74cdbb81
41 |ZPSSHELL .exe 7427424 727baB84
Wroro: daitnos - 41 225197688 572e3c0e




Tabnuua A.5

KnuenTckan Yacte (x64)

1 Admshell.exe 22335840 6f0a1048

2 BackupService.exe 10518888 925¢4b73 o
3 Blocklcon.exe 14207336 d8f0cea8 o
4 Custominstall.dll 318816 8f5db0eb

5 |DlAutPdll 10436960 7bd16546

6 |DIClipboard.dll 6304096 9e3f774b i np EXTnp

7 |DiCloud.dll 6229864 8883869 g SALOP

8 |DIConv.sys 78688 880829 0 0«Konoy JE}
9 |DICredProv.dil 10446176 220563ab THEHT »
10 |dldisk.sys 2423544 a2bb0é1b 7d P
11__[DIDS9097 dll 6278496 cahcfatt T {9TELOB |1 A
12 |DIDS9097U.dll 6279016 1e75f120

13 |DIEnconv.exe 9379176 6519b50c

14 |DLESMART.dI 6332264 ad39281d

15 |DleToken.dll 6356840 495a3913

16 |dlfirewall.sys 4300536 . 8ffffbcl

17__|DIFlashDrive.dll 6274912 0800052a

18 |dlflt.sys 44464928 47d5f656

19 |DLHIDILZ2 dll 6246752 1babd49d
20 |dlhwectrl.sys 2451704 7ed7a02f
21 __|DIHwidMonitor.exe 6525792 faBe8ab7
22 |DIHWLib.dll 6222696 481e8eab
23 |Dlinst.EXE 12041056 e9f4303d
24 |Dlips.dll 1303392 004bec56
25  |DlipsEngine.dll 8333160 1d1af5aa

26 _|DlipsService.exe 6342504 1a38095d

27 _|DLJaCartaGOSTv2.dll 6298472 b5581f18

28 |DLJaCartaPKI.dll 6289248 9b3762ff

29 _|DlKerber.dll 6281576 e052d592

30 |DIKTTM.dLL 6249832 cbbeff70

31 |DlLives.dll 6229856 983e77¢3

32 |dliwf.sys 120160 d39b3c83

33 |DIPCSC.dil 6217568 c3d5f271

34 |DIRutoken.dll 6291808 acdbd9ed

35 |DIShExt.dll 13325160 b001ccc3

36 |Dlt.exe 258920 6463d06e

37 |DIThunk.dll 228192 13ecel48

38 |ExitWin.exe 8936800 897bcbé1

39 |ipstest.dil 86016 14¢6f77b

40 |TestProg.exe 9360224 0fe7075¢

41 |ZPSSHELL .exe 9128800 dbbdf703

Wroro: ¢ainos - 41 267716064 b1a92d8b

Tabnuua A.6

Cepsep BesonacHoctu, Koxcone CB, Menegxep CB (x32)

1 Consolelnstall.exe 7119320 1841a804
2 DIRemotelnstallService.exe 382816 c8956614
3 |libsexpr.dll 92064 2114fc70
4 |libsntlv2.dll 377696 2eb94efb

/

Cepeep b ™, K CB, Menepxep CB (x32)
/5 libsntlv2_sntl_proto.dil 73576 808ce053
I 6 |libsntl_legacy.dll 47464 aed0c138
7 MSBInstall.exe 7098216 cebb14c3
8 SecServer.exe 15730024 e0175e48
9 SecServerinstall.exe 7179104 482acke?
10 |SecServersManager.exe 17592168 decfbdaa
11 ServerConsole.exe 21804544 3135cd48
WUroro: daitnos - 11 77496992 7859a37f
Tabnuua A.7
_Nenn Wmadaina |  Damma, Gar .
Cepsep BesonacHoctu, Koncons CB, MeHemxep CB (x64)
1 Consolelnstall.exe 7119320 18412804
2 DIRemotelnstallService.exe 372696 3ecdcéca
3 libsexpr.dll 87160 5143cc56
4 |libsntlv2.dll 347096 15e3a3fé
5 //libsntlv2_sntl_proto.dil 60376 9016d4b0
6// |libsntl_legacy.dll 38872 29d9c713
| 7 |MSBInstall.exe 7116760 5ca83db7
SecServer.exe 18971096 55a511d8
SecServerlinstall.exe 7197144 ceb8d23e
SecServersManager.exe 20237272 545a6fd8
ServerConsole.exe 25395712 bf97899%e
WUroro: dainos - 11 86943504 f74b0ada

Tabnuua A.8

Cepeep KoHdurypaumin (x32\x64)
1__|DLConfConsole.exe 5656936 0c3fclch
2 [DLConfServer.exe 744808 37e5ebee

WUroro: dainos - 2 6401744 3bda2a2b

Mpumeuanne 1. KC paccuuraHsl ¢ ucnonb3osaHuem nporpammsl «OUKC» (Bepcua 2.0.1)
(paspaboTumk - 3A0 «LIEU-cepsucy», ceptudukat cootsetctema OCTIK Poccum N2 913 ot
28.05.2004) no anroputMy KC «YpoBeHb-3».

Mpumeuanue 2. ®aitn Consolelnstall.exe noAsnAeTcA, Koraa ycTaHaBNUBAETCA KOHCOMb
cepsepa 6e3onacHocTu. ®ain MSBInstall.exe noAsnAeTcA, Korga yctaHasnusaeTcA MeHen-
wep cepsepoB 6e3onacHocty. Qaitn SecServersManager.exe NOABNAETCA, KOrAa ycTaHaB-
nuBaeTcA MeHeKep cepsepoB 6e30nacHOCTU.

Mpumeuanue 3. B cnyyanx, Korga KOHTPOJLHBLIE CYMMbl HEBO3MOMHO CHATL C Gaiinos,
pacnonoxeHHbIx, Hanpumep, B nanke C:\Windows\System32, To aaHHble $aitnbl Heobxo-
[UMO CKOMMUPOBaTL BO BPEMEHHYI0 AUPEKTOPWMIO (NarKy), U KOHTPOJIbHbIE CYMMbl CHUMaTL
YHe C 3TOV BpeMeHHOW [NPEKTOPUN.



3. KC ucnonHsembix aitnos, ycTaHaBNMBaeMbIX Ha TEXHUHECKOM CpefcTee
(tabnunupbi A.9 - A.13).

Tabnuua A.9

e fc‘ocwé&,ﬁm}

Knuentckan yacte (x64)

Admshell.exe

©675cb936a2903f1c3abc5c73cc752¢3d12065df61e82563291d7372d47ccb08

BackupService.
exe

415646fcd0f79d9dc11c30f7303542b89c15f0528b260443e43eal 7ed1b3d2ca

Blockicon.exe

2bfa436360be060906ak4b21f4cB06afcbbe39c99d4d40298083753d78c28c5a7

Custominstall.dll

371b53013e1508491c80b50c72face1630d41c9abbbé170d1 a42b8edaee2e594

DIAutP.dll 12910a83aa07e0b6720a5801d42797c9bb7748f580cd043f931d52cc5dbac267
DlClipboard.dll d3736b0d0c79191261fa98ccé81eb2347da35¢cd838eeab1f35703075827fdaf2
DiCloud.dll 2b273e1a8d8c30200984bb224a4ae0fedeé5ache5casf7c109ee7b5248c0651
DIConv.sys ea2fa8534957791ee23dc79454addc6d823227c6149a3facébbab9bé 38d8d32e
DiCredProv.dll _ |950b9b84b53cd2ef0292ed361ab1ed248bb2fd1ace04es190b3597e8db94e0bd
dldisk.sys 44f36b9e310432654f4045d06b1baB0e783a6bdf938aefe7b2cé244ebac32ctb
DIDS9097.dll a34fdbad186f488baaab3627697bksé34c35bdabadc996dbbd1d90e68c353981b
DIDS9097U.dll __|df57ef8a5daB68c0a7492843274d17e1cb2bf0f07524fcd1041696a424bbdcob

nconv.exe

c0f03079d8e23c5206556a5badB483f0dc597e8e441b5813236616a08b7eb2ff

1f1f3fac19a3b36cfdb2627c2a9b0d91298f4a38407f755696a375b4kc0c19c60

5céc3fIb1c3e3660d9a765aeaaf273d302da7ab578a55d68050602c9772f26b3

574b753f168bbfaBb6532543b16353cB4ff7b6d5bd02401a750061e01850d83e

'{DIFlashDrive.dll

c401b2bf44bed2b8d9bf30bsac5a59005déd9de3dch7606144c8a2c6d8f15113

(18 [difit sys 3b4374d43ffa3] 13872ccad701846923021 Ofaabdhe  1abeb719e34a387083dc
DLHIDILZ2.dl___|ec7350cf33366dc640287b3eBadde308ef1 9f5fa04430c1b743ef69189d3316e
20[dihwetrisys 0b9315ch2312dfdd0albaf31eec28212cc]51960304bb3349637e6308569beTe
E)l(';'w'dm““”- aed41b19fb654c89a480902b1385b347a111379a5c9f7817a252b18d8cdbaa
72| DIHWLibdl 947abea759e 3t eabbB5idb1 092121 141c507179c5aa0508226a1 60249091
[23[Dlinst EXE ece54fB012e94423612fe378a18b2b14aBbbc068e0a8428 1 340e83dbc67F1 69a
[24]Dlips.dll 61554001 646b26948cade8c0705807967c34930c3ebe2d1a27fe5422b05a7cd?

125 | DlipsEngine.dll

bffecbbd8483b4ce 1eb55f904a05dcaaf7bebceb35fabc27052dab297e1834b1a

54ea7acc3ffcdbaddase8fbc3e70498b30fec3fbb3c995e10c80cc3206a0c58f

|26 | DlipsService.exe

DLJaCartaGOSTv2.
dil

048bcf62c5b7599333e822203e7dbebe59a6c8187e476d709922bbc39babf704

28| DLJaCartaPKIdll

141cfd4babfbé7a2807209bc28bbb450497aeal3c59d14760573889ddabc358¢5

29 |DlKerber.dll

3fdffb991e89a1dac821538c2a539a5d79a8e89e0af1398717255¢98f1cb8cfb

30|DIKTTM.dlL 40512a40966707a9c9fab7f003f019ae99a0ffal997882d7cba556a09falf1bé
31|DlLives.dll 7b352f88b381c3ddc87fc9b2adba810bd82697388018bf19963be3baedfe0dss
32|dliwf.sys d5721ea27d03bb57 1fa87d94aa284eb4fa2737f7e9efed5d85804fb4dbs7e7 bc

33|DIPCSC.dll

f91b932607d01794ac6297ae7ccbacab15béaf18b2b3f4e58948cefa74f1 4f0a

34|DIRutoken.dll

a5b56485f66173b93c0118f4d1fdécf7c25¢c2fe08b42706abkbe2c9d79e2d707

35| DIShExt.dll

1648ae1e9d4d3922e807d47chback8bfe 1 24c60ee0ab7c567b3c23b9fasfbs11

36|Dlt.exe

3f4ca5d864eb0daal09dc57a7433ec93684449cale09825e20d45¢06fbea3s2b

37|DIThunk.dll

5f85e7c938e6d1060b4321af208099a2f51356425419747dda804 1 fdcacfe0f2

38|ExitWin.exe

4466a914821e2de9644a20525a4e34a4a867beb 1 13c9d2ab79f4es62ddD12f3a

39 |ipstest.dil

9607bcedédf080545¢61f931af651279aca8f5ad7a5b5a5dc83e40763c8faba3

40| TestProg.exe

049203d87ca353ecab2666dad5dé3b7d9d772dce27784aaad9cbace2bd8de838

41|ZPSSHELL .exe

e7a3792c38afdé4dée 656565b1ab1247¢18f4b03be185a331f380bfd59abf52

KnueHTtckan vyactsb (x32)

1_|Admshell.exe b4aé895cd44a8bf948d9e3094971aa8fcaastd37608d2fa5d00dfead74e8calf5

2 |BackupService. |1 ¢cg17f8731f10acdc8f7c2455792986b7d1b8901 ebcf1f1f6e5281369babg

3 |Blocklcon.exe ae27345a260f21b16f3dcfa9ac685f1d47799dc5a36a0f7b296821a7713d11e3

4 |Custominstall.dll _[371b53013e1508491c80b50c72face1630d41c9a4bbé170d1a42b8edaee2e594

5 |DIAutP.dll 5a9895b6d8b053124ed3d382575¢c5e64932e726e3327d0573cf05b9161298b8

6 |DIClipboard.dll 5¢318f1149842db447c3a3289e2702222fc4ab0ceb59166356e9e48b2d890ddb

7 |DICloud.dll 75081ce10c1dfb133eae79e7eckef81d10faff04b48924f17626ed22e57a7570

8 |DIConv.sys 88997ad00059bac3073281ba%e6301bféb03f48096fa81fa2041031bb04d4e1b

9 |DICredProv.dil dd3fd182b0f1c5982e11c1864f99b1d407968dccal 3ef079a8043117d16f30b8
10|dldisk.sys fd9eca91147d23a3673ece813fca2f0b5b19f7bba32138c1aeef025b0a0b3f0c
11|DIDS9097.dll beébcObbbab2209ddcec49e4d9b1fbfa9d248b7f9e 1856 1b868¢14b45983ef9 1
12|DIDS9097U.dlL 68de 105fa5515abfédfce78107900a2185bec0falf565ec1 ed8968b1f44a025d
13|DIEnconv.exe 761eeb32d660a9c180d8f6bc037c333b24112c75d077b18fd111869bc0d411d5
14|DLESMART.dIL 752b5111ec79f906e37a7f4b5780164f9b19fd32eca2ce71¢c11857¢7d0137758
115|DleToken.dll 4510c8b8968e66318150a8c72c7a0d9951bec5fb0166d49b253e5a34ed499872
116 |difirewall.sys b8b1b5638a400afc02a1dccd32c68ddD55af95e216485ec69fd516fce6989d15
17|DIFlashDrive.dll |ba54151545c75fe354c300dcfea51bcceb028b6229e7410dd0ees74c709b5f6f
18] dlflt.sys 0d7275de3cbf207d57897103ff4f875f1e39aff6332015b801220932f5456bd5

19 |DLHIDILZ2.dll 58f4219¢8772537368c8bake006 1 eafeé 1 afa2a8af1388dcaea517f12de 1b80f
120 |dlhwetrl.sys 4076348b90fd4292983fbé1103a573f64945b8e5f43195b1b376eb5788ecal 17
21 |DtHwidMonitor. | 7¢937995413ad234d1034c96919f0d3a1 3637bab3d 1080eff64173e15512a7c9
22 |DIHWLib.dll f2af52038244ffc2f935bb03088300299cbé62b08e04d1fc773eeaeest82a3b00
23|Dlinst.EXE ece54f8012e944236f2fe378a18b2b14a8béc068e0aB4281340e83décé7f169a
124|Dlips dll 2e362a2de27c0f3af91c1d9eef85bde504898d9ea997775618173143falfees8
125 | DlipsEngine.dll c922babc50e9a6361255945fbf337598e18c907b44996e9ed5e0b9 18268bsd2d
126 | DlipsService.exe |c123468ae66563642e16200ce8053acfcf20e92b8ae77ced0107c7c1 2dee7fdd
27 |Q/aCartabOSV2. | 43151 9busBefsdve2ct 1d74b9fa78aeB4706cdb205TcAIDBS 9 2bT6 2466310
28 |DLJaCartaPKl.dll |a2321a0d1a0a2ed139afcé33f336b9848646a17bd6490be5f95f553221d542ba
29 |DIKerber.dll 2e2d38cd486c09b167dfc1b3bé196740dcb03571135d210a00bf229aab3cabbé
30|DIKTTM.dIL 14¢c3340ea9212ad81b21d325d03d90797cbf1bfae53bdc716f26122db55b9eéb
31DlLives.dll 4d025¢1c3a8cB89e5¢4254070ad57efal 33b76c3f428747147f4e9c565d378297
132 |dllwf.sys 94c1c80be2cff7b39d5d1c3831f825e9335ef207ae36d878285b6 1e58e73c5da
33|plPcsc.dl 477885d03e1e513d3471db4c623e0a18495b17e3bck92c478635d63b

. d7d11698

34 |DIRutoken.dll 692fe2deDad3c1934cd71c88b1a69d653b9ccfbsb7ec3e2adad?1252bf5b8c3a
35| DIShExt.dll 4ba7aal45aal85dd7¢8358a1e8858e9db75278a177640290cefbale9792c101d
36|Dlt.exe 39374bd7f68b336ed716d0195927121bf494d43c350229 18aba7cb9628f04c92
37|DIThunk.dll 40f3a3402a07f89944785504e7d32a0ca97894dbd90741fed8eal Ofcéalfbb697
38 |ExitWin.exe 3e5f33c2edae50d9e6d41961492c0e7fba7a543d5aeas90499bféb9f508f8590
39 |ipstest.dll cbb87393fcc2ea9ds4933ef39bc0a59das18ef1a03f691ec29bb86d7131a73456
40| TestProg.exe 9dé5alébbe2ba7f2ffe7ffdeabBdaa’7f17e748df6bde8c3b8533f1605f241fd9
41)ZPSSHELL .exe 791b06ce9d58eeee94ddd747fc2c5800bf17fccd9752043c44b724ebes5cf1a2




Tabnuua A.11

?’3%

Cej

peep BesonacHoctu, Koncons CB, MeHemep CB (x32)

1 [Consolelnstall.exe |baDdea899263efed53210aa82a49f8845¢72ba9bb2c1e08d870d3d33bda57997

2 ggj\‘;‘ic"‘:;i':s""“ d967923f54df042f96d39b461049b1b76ac26581e305b28089680a9465298be2
3 [libsexpr.dil 10c7923465127a005fackeab 1ac0d003b78ef1081827d1583441164dc3995d7
[ 4 |libsntlv2.dll 40cke1968a87217982fbeeb85734ada817d02¢1f75c9c2c e | cBeebbd7b7f5b5

5 g’r’jt";';ﬁ—s"“— 99d56a576ea9308d52fe7b82dachbed304ak1 41350£2600167e6f415367dfdf
| 6 |libsntl_legacy.dll |212fcea983e7d2ed2758ebffef51ff8c79cfc270caaacaBasfad16b59c7143ce

7 [MSBinstallexe _ |8692e10899d2b7bce1680fb1f5095a46e04b94e4f135845akfdagbkDa90a3

8 |SecServer.exe 5d0def31303efb8830be9ff35edbd9d59b25b526bbce7ff5dalb9aef8dé49c76

9 f::se”e""s‘a“' 0d513ad9fdbcSdcbd29e96ceb4ab7cIbbbb9749741a3e43744FH4dB1359292910
| [SecServers
10 e o bed34f7f7775a6152074765c88d25f06d776d283e99a2c2d0ee? 1 1d4a92d116

ServerConsole.

exe

Obce61291cdee808fd571651dac2bbcbdf679]121a0e809f98720eead0ff967a

Tabnuua A.12
e

Cepeep Eosonlcu, Koucons CB, Mexegep CB (x64)

1 |Consolelnstall.exe {baDdea899263efed53210aa82a49f8845¢72ba%bb2c1e08d870d3d33bda57997
2 gg:vei'c'f;it‘s'a“ 820a22ceDaak3c7490e553203be1 465e3b189c58bfd9911dd0189a49 1 c94fch
3 [libsexpr.dil 105b82f81de29bdaf3584ek7a2eabbc34282af 2b04Baebb79F43e80e425d19ch
% [libsntlv2.dll 3621ce5f10ckeb8d582aeb7e940c8160bk5eeca2e973121b8543788e8437aad5
5 g‘r’:{‘;‘;ﬁ—sm‘— 28277bfd 1 f8fbbababbceabd8a88672dd39ad9e807b8290f2f1 chfc34dd15ae
6 |libsntl_legacy.dll |ddf648386fBe54beadd]23504b1df0cé7eecbl 31a94a9cid]el e75bke34a03f
7 [MSBinstallexe _ |575c49572b29fbeebbe306b267de31632f314257ee] 1eke547efbabbb7fa991
8 [SecServer.exe 36645a9e4280525e4d390e8ab16ac2b20c93ea70f3b23f9ac3148dedb2d12¢ca?
9 ‘:’:gse”e""s‘a“ 2f299251cc2f48e836f67604257773F39017813964acbbb1914864bcD73e3201
; SecServers d25e0520578ec9c356 146545473bba21b2e71a045425€57 2678b4636cdhb
|~ |Manager.exe b4b3
i f:;"e'“““le' 1e2f60257598177243bf0c97f1c7af4b8123692b6604c6d42d8c38750282dd8

Tabnuua A.13
e

CepBep KoHdurypaumii (x32\x64)

DLConfConsole.
exe

83c354a96cc9850e15ee560c8d7aedb2126a06d96bfb8ad0é3béabe85aafb88c

2 |DLConfServer.exe

ef01b1a902496dd9fc1230ae0adede85dbaf2bc42a86d235637732d3fd38bb89

Mpumeuanue 1. KC paccuntaHbl nporpamMMoit GUKCaLMM U KOHTPONA MCXO[HOMO COCTO-
AHWA, aBTOMATU3MPOBAHHOrO KOHTPO/IA LIENIOCTHOCTU MHBOPMALMOHHBIX MaccuBoB «Tpada-
pet 2.0» (pa3pabotumk — 000 «JleHcrneunpon3BoacTBO», cepTudmKaT cootsetcTema OCTIK
Poccum N2 2031 ot 03.02.2010).

Mpumeuanue 2. ®aitn Consolelnstall.exe noAsnAeTcA, Korga ycTaHaBNMBAETCA KOHCOMb
cepsepa 6e3onacHocTu. Paiin MSBInstall.exe noasnAeTcA, Koraa ycTaHaenuBaeTcA MeHen-
*ep cepeepoB 6e3onacHoctu. Maitn SecServersManager.exe NoABNAETCA, KOrfa ycTaHaB-
nusaetcA MeHeKep cepeepoB 6e30MacHoCTy.

MpumMeuanue 3. B cnyqanx, Korga KOHTPOJIbHbIE CYMMbI HEBO3MOXHO CHATL C Gpainos,
pacnonoeHHbix, Hanpumep, B nanke C:\Windows\System32, To gaHHble painbl Heobxo-
[OMMO CKOMUPOBaTL BO BpeMeHHYI0 AUPEKTOPMIO (NarkKy), U KOHTPO/IbHbIE CyMMbl CHAMATb
yHe C 3TO BpPeMeHHON AUPeKTOpUU.

4. KC ucnonHaeMbix d)al‘/lanB, yCTaHaB/iMBaeMbIX Ha TeXHU4YEeCKOM cpefcTee

(rabnuupl A.14 - A.18).

Tabnuua A.14

Knuentckan vactsp (x32)

1 //[ Admshell.exe e5b910c924975ffe0fb7d5771c1e48d9
BackupService.exe f682162a82084360624c441640d11eba
Blocklcon.exe 87acaa5f2d7555b330b48c6a038b3962
Custominstall.dll 8efc37cBceéf36b69720bd1c1349093d
DlAutP.dll 3da2ee289b27b82ebc2c0978f34dc5e8
DIClipboard.dll f4494220f446c0f539bf7125ee773f35
DICloud.dll a96abasb2e9fb8d11c87aee57c863cdd
DIConv.sys c13f62fcec5f7e037a65b0f5ee55dads
DICredProv.dil bd2dfd7124e146492525a3f4eB8ea5dab
dldisk.sys d788891ab7ab2953d4a447a86d23e850
DIDS9097.dll 9aececB45e4al{98dae274e877b3303f
DIDS9097U.dll 102fd430a35884dc5a0ba001a709a20d
DIEnconv.exe 0b33632dffc15640bbebIbec28b3c2d
DLESMART.dll 915b1b4fdabésfeéeb7aassdcOctbaSe
DleToken.dll 17217bbdfc3857a89095¢93e7{305202
difirewall.sys 82139¢95778db5f1e78d1bcf06abd3e0
DIFlashDrive.dll beebdbff426c] fdebc579bc2cea70ad3
difit.sys 0bbd8c2322f41d93539f02764c6b4528
DLHIDILZ2.dll 7dcc8bebeé1b2a22ad25a488565aca3?
dlhwetrl.sys 755ccd9f48ec 228bc94c7 13e6f47665
DIHwlIdMonitor.exe 1017a785909¢f165bbd876aée43bsb9a
DIHWLib.dll 7e1d8f91f99227c5a84b3614109b5348
Dlinst.EXE 1f9e89e3574495084c8dc10a0f8dd569
Dlips.dil df9dcé9cesfc597a3bd08b02b747b0b4
DlipsEngine.dll b3bf52f0c456b9592e3fa0701cd41b21
DlipsService.exe 582dc90bal79c83c68332e0252422390
DLJaCartaGOSTv2.dll cc5bdf75940d6a52bcd17bae47dd2bce
DLJaCartaPKI.dll 89a026486akabb1d4333752f969854db
DIKerber.dll 0c82092835bf82438a7911f54e18b165
DIKTTM.dIL 58e80fe333a3c707231038ac3e8925c7
DlLives.dll 2b612975c524ba3c023bf6b730ac8418
dliwf.sys 129d1a8d2f4bfb9a959679997a9945aé
DIPCSC.dll 0dbb0224d5f0243c1be8ea26dee7c799

34 | DIRutoken.dll 5abae05aa8bé5alfbbaéc5421c02e97d
35 | DIShExt.dll 4174fe5696f6b3b177feb064e334f66
36 | Dlt.exe 4be582fa9bfiéeaBf28121a1561df1a9
37 | DIThunk.dll 4cf699aachfb638ecfesfl31cécese950
38 | ExitWin.exe 199904c1d83494efB4ce5ab04b705be




KnueHTckan yacts (x32)

39 |ipstest.dll d3441c46189169396252fae437aef956
40 | TestProg.exe 457586d41067d9d433a59daéd15e68fb
41 | ZPSSHELL .exe 1e84debad296bbecal5al 78fac235af 1

Tabnuua A.15

¢ ‘\( . Vi -"PEK;:,P
L L 7
KnueHTckan vactb (x64) 000« Konoy JEHT »

1__| Admshell.exe 311edf587d1a5¢cf5bab3867186ael4be ‘ i
2 | BackupService.exe f39a46af48b2d263dd0a54f9f18afbcsd Ky3 HEU
3| Blocklcon.exe 12a299653ab7 3ebdc075228fe49680cc H0B T 4.
4 | Custominstall.dll 8efc37c8ceéf36b69720bd1c1349093d

5 | DIAutP.dll 1daal2a09475891a52e064c0d401eb8d

6 | DIClipboard.dll 5cf50cfa4fdd879a4b0004599a5d2783

7 | DiCloud.dll 52ee090eadfdbc4952d025262e659f31

8 | DIConv.sys eb357e8e28c445b3dcadbb4déc9b8672

9 | DICredProv.dll 9497bb1b4521ad5295¢c173b5774969f7

10 | didisk.sys 384ff784e029d56d2312dff0fe4bf75e

11 | DIDS9097.dll fce20389e37dec974c5294a77781a652

12 | DIDS9097U.dlL 49bal2709bc04d5770de335fd7fack24

13 | DIEnconv.exe cfc0cd402043ac9ccdba37288e64606d

14 | DLESMART.dll b5c1casc590349d4ebe25073d4675¢23

15 | DleToken.dll ddeb74133dé8cfe519746631dd7f6573

16 | difirewall.sys 3e5e51fee51cb375b38cec9e22c08348

17 | DIFlashDrive.dll 8c713e94cebcs55f2866c939f63162b3

18 | dlflt.sys 6f875d969a2afa71346dc1db49501d1f

19 | DLHIDILZ2 dll 750d8ba8a77déb2922cbcf3bdb7d5a2¢
20 | dlhwetrl.sys 8bb257cd84ccéé5fc8abkabal 9bdsfa82
21 | DIHwldMonitor.exe ¢225fb17d7fe3e3a31eaaef97d1fad84
22 | DIHWLib.dll d4baacfaldcd562bcOccaZal0dcd?187
23 | Dlinst.EXE 19e89e3574495084c8dc10a0f8dd569
24 | Dlips.dil 754b4c5ece5cad831f31905dc0b2fd54
25 | DlipsEngine.dll 7bf71fdacke910ad581abec89c376af8
26 | DlipsService.exe d19b4a783721866c583fe83d9c7a3bf9
27 | DLJaCartaGOSTv2.dll 39b18b2d808e7b25291d1416b52c5e42
28 | DLJaCartaPKl.dll e51e7255c47380290d70accfa904eb3d
29 | DIKerber.dll d9420c5e922f41b4b47eae940bfa7c52

30 | DIKTTM.dIL €933259803¢785396aebafb9b80f28fa
31 | DlLives.dll 8ff1ec012fbdec]31a4fbécd193f43fa
32 | dilwf.sys Dedébe981d754381cf3ea59e94d7a8eb
33 | DIPCSC.dl 97fb58569159831ac35ff161f93250d4
34 | DIRutoken.dll 13cfd334164c724432a18ad5489384b0

35 | DIShExt.dll 068dafb9fb54d29fa384199da58f419¢

36 | Dit.exe 7e171ed39fe589de7b95d828ec33fdb3

37 | DIThunk.dll 77b474002dbb2b7afe4e24c8d3e86eal
38 | ExitWin.exe 10552bc7 1ec2d30a7af831387af241eé
39 | ipstest.dll 8f6345b71b59a718e45469a3912b16e8
40 | TestProg.exe 1626143f31afb4e8bbal3f46fe8847f1b
41 | ZPSSHELL .exe 8ae7b3dd13b0aaé8bb7e10fb32420e5f

KC

CB, Menegxep CB (x32)

Z,

1
™,

1__|Consolelnstall.exe 20600f712c30e7431f52a595e63c8734
2 _|DIRemotelnstallService.exe 92270d9c0909113c294538b48ae7c01
3 |libsexpr.dil 7b0256bb70eb3de2f744eee0259d42f5
4 |libsntlv2.dll al410c30f8bca34fd97f2alb2cc789653

5 |libsntlv2_sntl_proto.dil 92dd68833e0be17326cef21219¢1c8cf
6 |libsntl_legacy.dll 5ddéa8f6069e9f55ad339baf31aa299f
7 _|MSBInstall.exe f4c87b92ca3838b052aeaad1b4db1290
8 |SecServer.exe cb4cbbbe906bd0absc794e9a10b39c630
9 |SecServerinstall.exe 2cf6b4741be17b740b027dbdec3ee7aa
10_|SecServersManager.exe 93c387e1b100c42a950d0b0efbbb9bdS
11_|ServerConsole.exe 3b990bafe096a923557a4c9512595b67

Tabnuua A.17

] c E

/i peep ™, K nb CB, Mexeppxep CB (x64)
/A __[Consolelnstall.exe 20600f712c30e7431f52a595e63c8734
/2 __|DIRemotelnstallService.exe 1a77d0530723c37eceb2f1da527d9125

3 |libsexpr.dil a5alb4683026bb9029788669543e5cd4
4 |libsntlv2.dll 4911148fec9ca3c83efbdadd5426bbé3
5 _|libsntlv2_sntl_proto.dil 9¢d9529902d584706099ceess599052f
6 |libsntl_legacy.dll dec883040e5f5ae7ba2812e7c420f744
7 _|MSBinstall.exe 1ac1327f9426e0e51cc147761f94d5bb
8 |SecServer.exe 35ce52816b617379af1b8980c2634f66
9 _|SecServerinstall.exe b4fce0b6bf54e5feDe5aa5e0ef697 1aa
10 |SecServersManager.exe b77d19e3e18f27a3628d9fb7f4d84a02
11 _|ServerConsole.exe 1748342ac2af52e67a3b5791bb182c05

Tabnuua A.18

Cepsep KoHurypaumi (x32\x64)

|b8c9393222a357f82b299c3557e65aeb7
|e3dc2bfd338b6 136206 7df475fd41ecc

1_[DLConfConsole.exe
2 |DLConfServer.exe

Mpumeuanue 1. KC paccumtaHbl NporpaMMoil GyKcaLmm 1 KOHTPO/IA UCXOAHOMO COCTO-
AHWA, BBTOMATU3MPOBAHHOIO KOHTPOSIA LLENOCTHOCTU MHGOPMALIMOHHBIX Maccusos Fsum
Frontend. Bepcua nporpamMmbl NOCTAaBNAGTCA Ha KOMMAKT-AWCKE U3eNnA.

Mpumeuanue 2. Daitn Consolelnstall.exe noAsnAeTCA, Korga ycTaHaBIMBAETCA KOHCOMb
cepsepa 6esonacHoctu. ®ain MSBInstall.exe noAenAeTcA, Koraa ycTaHaenusaeTcA MeHen-
wep cepsepos 6e3onacHoctu. Maiin SecServersManager.exe NoABNAGTCA, KOrAa ycTaHas-
nvsaeTcA MeHeyKep cepBepoB 6e30MacHoCTU.

Mpumeuanume 3. B ciyuanx, KOr[a KOHTPOSIBHbBIE CyMMbl HEBO3MOKHO CHATL C Gaitnos,
pacronoMeHHbIX, Hanpumep, B nanke C:\Windows\System32, To aaHHble paitnbl Heobxo-
OMMO CKOMUPOBaTb BO BPEMEHHYI0 AVPEKTOPMIO (NanKy), U KOHTPO/IbHbIE CYMMbl CHUMATL
YHE C 3TOV BPEMEHHOW AUPEKTOPUN.



5. KC dainos auctpubytvsa mogynsa soft_flash cneuvanusmposaHHoro cbemHoro yia
LUMHHOTO HocuTenA uHbopmaumm Pytoker 3LUM 2.0 (tabnuusl A.19 - A.22).

Tabnuua A.19

(x32)
1 [rtAdmin.exe | be18cccd
2 |[rtpkesiiecp.dil | 170887b0
Tabnuua A.20

(x64)
1 [rtAdmin.exe | 61dfa586
2 |rtpkcsiiecp.dil | a98a07da

Mpumeuanue 1. KC paccumntanbl ¢ ucnonb3osaHnem nporpammsl «@UKC» (Bepcua 2.0.1)
(pa3paboTumk — 3A0 «LIEU-cepsucy», ceptudmkaTt cootsetctama OCT3K Poccum N2 913 ot
28.05.2004) no anroputMy KC «YpoBeHb-3». o

Tabnuua A.21

(x32)
rtAdmin.exe |e78044f0522c42eaf05b4d335f64ae27d9be94bfafebbe2dcs0a9f22a2f5b205
rtpkes11ecp.dil |2b776b37§0§33058bd855¢af5eedcce99db88fed4b48592c00ccb49faf59fd1
Tabnuua A.22

(x64)
rtAdmin.exe 183986b2c9d629fﬂ d01312b3374dccd266531555cd9e4ffe9f0e0c9d54944480
rtpkes11ecp.dil |a644865ea451b17309962602ebb167e1885b82f19chb787953b058b5f1d646011

MpumMeuanue 2. KC paccumTaHbl € UCMo/b30BaHWEM NPOrpaMMbl GUKCALIMKU U KOHTPOSIA
MCXOOHOMO COCTOAHWA, aBTOMATU3MPOBAHHOTO KOHTPOJIA LIEIOCTHOCTU HBOPMALIMOHHBIX
maccusoB «Tpadapet 2.0» (paspabotuuk — 000 «/leHcneLnpousBoACTBO», CEPTUGMKAT CO-
oteetcTenA OCT3K Poccum o1 03.02.2010 . N2 2031).

6. KC danos auctpubytvisa Mogynsa usb_token (npegycraHoenexHoro M10) cneuvanu-
3MPOBaHHOIr0 CLEMHOMO MaLLMHHOMO HocuTeNA uHpopmaumm Pytoren 3LUIM 2.0
(rabnuupl A.23 - A.24).

Tabnuua A.23

1__|USB_Firmware ARM_43_ECP_CERT_uv3.hex 8a9152ef

Mpumeuanue 1. KC paccuntanbl ¢ cnonb3osaHuem nporpammsl «OUKC» (Bepcua 2.0.1)
(paspabotumk — 3A0 «LIBU-cepsuc», ceptudurar cootsetcreua OCTIK Poccum N2 913 ot
28.05.2004) no anroputMy KC «YpoBseHb-3».

Tabnuua A.24

USB_Firmware_ARM_43_ [99728eb2883f8ecbé748dbc717b9c5904eae8dBeb09043adf229f292fbs
ECP_CERT_uv3.hex c3a97

Mpumeuanue 2. KC paccumTaHbl € UCNO/b30BAHMEM NPOrPaMMbl GUKCALMM U KOHTPONA
UCXO[HOMO COCTOAHUA, aBTOMATU3MPOBAHHOIO KOHTPOJIA LIeIOCTHOCTU MHBOPMALMOHHBIX
MaccuBoB «TpadapeT 2.0» (paspaboTumk — 000 «JleHcneLnpon3BoACTBO», CEPTUGMKAT CO-
oteetcTeua OCTIK Poccum ot 03.02.2010 r. N2 2031).



