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ddzls j oW j 2 MO: & HLdN WT MVAN, O3 DMZ WAMWAN. Sttt
Sdzd s DUWEWAF dzj SBASHJ B dOMistksdls! |
jords 1 CtwOdsd3, f cMe cEds ¢ B s iflsk oyt ddz Ok
Qf9B B AN 2. 3 uvifteOodzjdzdj HEMisk.sd ¢ d,

22uvtcj Btso @tfztf f5 G to O dzdystasjdfief | yJ dad

[ &z€ stetej Sds@Baise tc OW d y jdfimiglsdjdg W j 2 thds'd3. s o d@@e Odzs Wji jn b ts dz) g 'dds !
ZMmls ©detstoHizffjodip) dzj Hz s te(TzL j oo :

1 Google Chrome 113de r h | ;

1 MozillaFirefox 113de r h j ;

1  Microsoft Edge 104 do r N j ;

1 Yandex Browserl4der h j .

23vtjBto O j Wl OddL Oydd

WAF Dallas Lock d3tsy 0t sdz! L ts&eOdsts Ik O dytedptsiid.to Is 2z © dz' dz' j WAE@ualthsiz
LocktcOL o stcOydo Ot Isfpw o or Hj dzj dedets?2 o dilskzOdz! dets?2 ddaW e OMls t
T  VMware ESXi;
T  VMware Workstation;
1 Hyper-V;
1  VirtualBox.

241 tesyJ HiZMBIOO dzWAE Dallas Lock

] tOL H jsdfjd MOdix stotd Bigpls r o O W4 Dallas Lock tslsi3ts d3j didsfids O dztf df § dc o 56 15
LOf & Ezj H tc plpd M[tc OB tsds''Is O'ls daig df d izl M) Is te 5 A TOARS[dzy O dzd & .
YylssB" LOcGtkzL dls! Mw o twiyddi UEFI, dzj sBrtsHd®Bs o' { tsdzdzd |
1T 10ctekzLdlsy vw d dzOy Ols! CdzOoadhk orBHO ©® Bl OS. I
Ml Effd@ddj 3 CzOoadhd HdZY o~ BSHO o BJ OS¢ dzit fyififds )% tsd3 dz,
B Mistes, dzi sBrtsHdBs fteso jtedls! MOA fosdLosHJIs] dzw
1T 16MmMdzy o9~rtsHO ©® Bl OBoowdzO Yleaff tcPOwjedzL § O, CGHJ dzOR SH
Mo w L Odedzr § MS B BF teizls £ 50 .
T 1 tcOLHBodt§ dzO2Isd Botfitupdee cddzd ¢t i dd3 L OctekzL Sde d
Yybstser oCdz¢ ydls+ Jjets.
T tcOL HBodtg @O2Id d HJOCIsdodtosoe Ols! s f Spdure BeojeL, s Of
f4tedodinv{fsdsPpadd(tsls ¢ dzs yJ dats) .
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T JlcOLHLBpPpOTl BleOIs! L OGkL sydesy BEMistets? fMls oWAF Dalldsm s O dz
Lockf jcor &3 © {§otwHC) LOGctlzL Cd, ylstser LOctclzL €O M
Htszkedm LOGELsYyde = EfMlstets?2 Mise ;

1T 1 sMmdzy oCdzt yjodzedw tjydds® UEFI mMsmtcOdzd Is! dL d3j dzj dzd
ftsHlse jtcHdIls! MthteOdzgj dzadj dL d3j dzgj ded?2. wve fjtejL OctlzL
teiydd3dy UEFI .

WAF Dallas Lock f sfls O dzv LBy M@zkd o Otemndo,j (ohmlsOad@d G Odz@v

Ol sdztsy j dedats ¢ Bisteibuiveds O dzts G

r dz¥z fyls OWzWAF Dallas Lock dzj 5B -~ SH d 35:

1. utsSL HOIs! LOGctelzL sydz 2 ofipzy § tedz®B N ' des Mt J ded O dzd L d te t ez@ dzdzts
MecfdJioetso OKIso) 5B O dzso 2 s P @B dzdets?2 Md Mils j d3"

2. uMsOdzs e d Is fSHGSIsStso dzj dedz" 2 o dzj " dzd 2  dzts ) dsBIQS v ual dzf Oy §
ZlsOdetse d Is M¢ ] d t(iim)Oadzdzt @ Y jsiglced) LOCEDRIOWERsEOr o dtsls
BON d dzf

3.1 L OctelzL R dwds B tc Aldz dzthsall WAF DL 1.2.1, yls s elz0Qs £ ls O tztf & H S Is O
(hd3. d iz &s ¢

GNU GRUB wersion 2.12

WAF Dallas Lock 1.2.1 (LiwveCD)

Uze the *+ and 4 keys to select which entry is highlighted.
Press enter to boot the selected 0S, "e’ to edit the commands

before booting or "c’ for a command-line.
The highlighted entry wWill be executed automatically in 1s.

t diMk BCOCE tolz L tiydaYAF Dallas Lock

4. 1 sMdzjOc o HpLCOR oz L sy dzts ¢t czdpts fisch ldajOdzP s W e fSlpD ¥ o y jdiiSdmed, H
o' BuOEMRO slssezA R j fls o iy ksO® dawaFDallas Lock ( f tid i) k& &xs ¢
5.10 OB tzs o Sils O dzts of gt € to7 o hig gl H Is 0 | tz i ds©'dzE2DS 1D aizts tff Ok

[ el oifdifflsj &' 20 o' BwOdzdzsds HAMS ) BEHEL EHOd]

6.10udzi By B diipdic O LOH | daPrifls ¢ ef @ de) 5B - SH LB Ol 'Og') " j dzd ¥
f ey oo dese ¢
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| DALLAS LOCK ITY3

WAF Dallas Lock 2.16.31. -
Bbl yBEpEHbI, 4TO XOTUTE MNPOAOCSIKNTL YCTAaHOBKY? =

Bce nocTopoHHMe aaHHble Ha sda (Virtual disk,
90.0 M'nb) 6yayT YHUYTOXKEHBI.

YcraHoBKa ‘ OA | HET

Bbibepute AUCK AN YCTAHOBKW CUCTEMbI:
‘¢ sda (Virtual disk, 90.0 I'mb)

R

fﬂEPE3ArPy3KA§ | NPOMYCTUTL || YCTAHOBWUTB |

tqfkdsSl et HGMS O

7.1 s8CduOddd { tetyfjjiida O iplGxtis ® s (st § s o d o g Wslgif 3.
tdmizds <

(23 DALLAS LOCK N3

YCT3HOBKA 328EPWEeHa

WAF Dallas Lock 2.16.31.2 | Cucrema Gyaer nepezarpysena. Nocne -
BuGePUTE JArPYIKY € ANCKA, H KOTOPLIA
6uina ycTanosneHa cucrema (sda).
MOXanyAcTa, He MIBNEKIATE YCTAHOBOMHHIA
HOCHUTENb, TAK KaK OM Heobxoanm ans
YCTAHOBKM MOAENER areHTa HeApoCeTH.

w o[ ok |

Ycranonka

Naér ycranoexa. MNoxanyncra, nopoxanre,
sda (Virtual disk, 8.0 N'mb)

tdMkdisEjtejL OctekL €O

16
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8. s Ptoj L LWL Stoh dls IP6,tc z L 3y dig® d3 B tc QWAF Dallas Lock d dz@ € tc O dzj
1 Ofnls te 5QREE] ik @ECOH Ol Mjlsjots] difgvs didiyflstizsctMplehadBly o | 2 f)
Mjtco (@] dzj sBRtHJEEMsd OC BHOPHE B Qls0 W kS g dizs jctoisj 2 fi
HdMS How RtOd dedV otej d3j dgder 7 W O2 dzso . Yted dzj 5B R tSHJ
9. 1 sMdajo 5B @ JdZO M Is i yCOUsdzts ff Qolaf 5j dzdlss'j d @ ts dzdzf s ¥ s O L € Iz
ftm Oojteh ff tietf o jJENA Bls €6 O®Mdzj H Z dz0OffKsis 52 § O .

WAF Dallas Lock 2.16.31.2 L
Hacrpoika

Mma xocTa: ‘m

Yacoson nosac: Europe/Moscow (Mockea)

NokaneHbln ceTeBo nHTepdeic (LAN)
IP-anpec: 192.168.1.1 /24

3anyctutb DHCP-cepsep LdononHWTeNbHbIE HACTPONKK CETU

Ownck ona /var

sda (Virtual disk, 90.0 Twb, ucnone3yetca gna "/") - Q4UCTKUTL fvar

BbIXO[ | OPUMEHWUTB
t dMEz B dzff J too 5 dzO Yy Ol fightsst® ®APAE Ballas Lock

1 wCtsdt d¢kitcdhkeh©ts R dsaftc 2 | dztiz® §f 16 d,BjAxH OBOGh tlkls HES 1 SH
{00 dzgf deyls to thig 5] oddgls j to ¥ jdPshy i@ p @ dats fr Il s dzdzd s j dz' dz' .
dzO ) Is te R Cistidn ¢35 ) 2 dgts €

0 [ Owhchisf cHmjEHtOs dzj Pz@H O BOIs d Y jdfPed sk IS OC 52
§SHMHEPH 6O L so ®lsy fk] Is s L d3ts ) dEEEHIS dzé \Sjodgds
qdzls j ¥ 7 @ g@o dAWAEDallas Lock.

0 1 sdzdls doldes j oW j 2Rdseeth0 B 2 v jflds  d5j dz 1820 f ls to 1200zt 2
fjlsj §®kIskH jeth e 5L ZOWOF sy 5 dz’ L Bthpredh § dzls | W 9 O &,
dzts o3 jiztdn Is te s 2 fy g edePi Is O dzts edaf jidetss @@l &t dzrinds o s AshEE @B, 2 H Iz Is
f toq fo t&jds dab0, ethl, eth2 s slso j Isflso j dadzs .



zdz¢ L B j L tsVOARF@El&slEatk
teCsoasHMisats fts 1 C MY c

@ WAF

MapLwpyT A0 noaceTH ynpaeneHus
3apaTe MapLlpyT 00 NOACETH YrnpaBieHus
WAF Dallas e / =
Hacrtpoiika Lot
MonnTuku nHTepdencos
MonnTuka CeTeBon nHTepgenc
ma xocTa: | | AN ethO (MAC: 00:50:56:A2:BF:54) -
Hacosoit mo3 N ethl (MAC: 00:50:56:A2:FF:F8) - w
DMZ eth2 (MAC: 00:50:56:A2:14:10) ~
NokanbHbIA |T| OTMEHA
IP-appec: TyrTuoTIT /24
3anyctutb DHCP-cepBep LononHnTenbHble HACTPOMKK CeTK

Ouck gna /var
sda (Virtual disk, 8.0 F'mb, ucnone3yetca gna “/") - QumncTuTh fvar

BbIXO[, NPUMEHWUTb

t Ik gy tsdzded Is § dzO bipls g R Slscff
251 sz ¢ MtcjHMlso O3 OH BB dad Misted tetso Odad W

Yy IstsH e d fls Xt dslezt d ¢ 2 WARPGIths Lock,dzj sB - tSH  d3t5:

1T tsHEBIs&®BE ! sHixiguds fils EVWAF Dallas Lockfp L Otcj L j too JIR@w © jiAlzs d§
dddzi ¢« hafPBtcOpfHemisDm|p Odzts o ddj [dzdets 6 5

1 tBd MY jfuxlHs® dzv uJ dzdljAN-BE 1s i) tc o fdtateds | oW jduslsiyz O dz! dzts 2 3ON
d SdBf! ¥lsjtesdh

T H6HGCd& ydlstegne Oz £ g jef dzls j to W \WRFDallas Lockf & Of d M j dzdAtS ez
Mtsj H d dzftigscf/tP: 7443, ¢ HIP O OH tofr fndn@ M ls O dats o dxjyAERd@allds Lock. Odzj |
SlstsB tc OWdESlHifdz Is j dzls d W dY &Ggaf sz sdz! L 59 ,0IsQtaiyvdzS datsf € O d3q
]l s2lsfdt Btesmdls-

1T dz20 MistceOdzdQzjls j dzlsd W d § @3 & EddH j dzls d W d SfCHsdis ta. s 0 Ofly jtelydz! ©
dHBIdd Mistray Bl | C MistEBERIBY Sdz! L 59 .QId5dH0 6 tsélzidz] 5B - SH d B
sfis Oafdadyis { @&y Olsdzts fl W2 Ihgfdy. o iy kz s €

BbinonHUTe ayTeHTUdMKALLMIO

root

Coin ] o

t dMmkzdeizls j dzls d W diDdg'divis o Ols § dzw



il

v

!

261 OMlss2C 0 o] dONG© O tzfs dztsw

1 0o d dz' dzO% dzOflstcs2C O DNS o Oy dzO

zdz¢ L B j L tsVOARF@El&slEatk
teCsoasHMisats fts 1 C MY c

HoZW s L H Odiatfdf | dzj tc @ Pdedsio § j o 5 dz' L (5@ Hdsd] ddzf' s WARSIRER® )

Lock BEZH Bo Istsd30OIs
ZftcOo ddindgd f iz Gis

diiJ @0d tc Oo deifo ddtpls tc O dzgflaPlin s e sP dels(j W j 2 MO
¢

LOHOd §Otsd fMkf,jtfsd Lo Ols,

( Mdzd ded B
d ) ls WaARDalths ldaCkipl4zteitg AsC flzj o 5L A3ty § dz.

EHjls
MisteOdzed yr MmMisOls

Hactpoiiku uHtepgeiica ynpasnenna WAF DL

Bazoeble Web-nHTepdeiic ¥npaen. poctynom k M3

Maponb aaMuHMCTpaTOpa G

----------

----------

Moatsepxpaetne

{ @S H O gk sa@H i3d ded His e Ol 5O

] Otesdz HBd | dz MSlstpssdGdkEo@iss j L s O dasdpsdds iz

fd d3o 5 dztoel dz¥ Yy OW
T dedy dzed?2 tejcdMmists;
T ojterndzed? tojcecdmists;
T udwize
T Mfdudodz dzr 2 fd d&ge sz

Hdzv B j MY judddv {sdd

1J 5B 7 & Hod dits) wizk sdzO M ls tc OBPWDNS L Of s dzdzd Is¥ j f jsdkd§f © O o dzj dzd j

DNSOH te j ONBdn j teo j totstod fig tndls €

[y dets Z2COLT 90! COS o dzj " dzdiyy, to olsjRdd 1. ¢  oEgdzlsls to j ¢
1 odzj h dzd 2 DNS fnj tca j to ig] OHtc j Mtsds, dzO 1 tod d
HdzWv  OL toj h jedpdifz tafi@yd s s o

dmf sdz! L 59 Ols! Mw
DNS fMmjteo jteo Hdzw HBR] dzseo o W ste

]
Jtce jtese :

@J 1 edzlz Is tc j dadzd 2
] fsddjjtej dzOf teOo dzj dzd PNS LA fste 5 fipsie] dsts Mg Oz O o 2
f

1 odzzIstej dzdzd?2 DNS Mmitwe jtg: [/l ocal/10.10. 10.

M odzj " dz2d2 DNS Mmjtajte: 77.88.8.8
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Hactpoliku cepBepa i

OCHOBHBIE HAcTPOWKK JlononHuTenbHele HACTPOIKK

Tpebyetca gomen (4
AsTopwsnposanHeoid (4
Nokanereii cepeep (4 Man/
Nokanshniid gomen (4 lan
3anwce sanpocos (4

Nocal/10.10.10.10 [—]+]
MNepenanpaenenve sanpocos DNS (4

77.88.8.8 2
3awwra ot DNS Rebinding (4
PazpewwTs nokaneHbiA xoct (1
Benwiii cnucok gomesos (4 =
Toneko nokansHslid DNS (4
He ucnonssosate wildcard (4
Wrtepdeiic ana sxogaupn coeaunenmid (4 =

Wekntoumre uHtepdeiice (4 =

{ dMEd&S 1 jtoj dzOf 0o dzj NS L Of esftse

271 dyd dzL d tc sptOsz]h ¢ Is O

[ dze Oh d sklzj dzj ¢ Od s ds' L of sle@sdadzejlss - sE Qe lzL dls! ¥ OMBAF dzd y §
Dallas Lock (M dH.4.1u4 d fls J. 3O

42 Mmlsoovezef vy dev d tizv | IBfpizis o  jedsH sis O df dzdatzdodz iy Is © dztsed€QifIstets 2 € §
WAF Dallas Lock Mt j yd Odzd f§ lss@afdPdAfiftc OB 5 IsS@Q dsOA N M dzs o = s 2F O
Mmd elsd¥ dyd tctss @atzdzdzds dzd ¥ o3.

281 sB Qo dzjidd jd h O @B dHE e O

[ s tseEls sHsB OB M Ojtg] Mz dgfifs B » S HadfoftsdzCHsjdzts o digg alad " B o O Is ¢
1 OfmstetsAGdej 205 C ZOHMAE d o' BicOelsezj dzdstc j s’ lj tettso _alem( j C WHF
(ndy. d flz dats €

Hactponkn ~ Cete v Mepesarpyska Boifiti

WAF Wucnekuna WAF > (OCHOEHBIE HACTPOMKK
UTM Pecypce WAF > Kwenm

Hacrpoiiku moayna ELLY Hacrpoiika knacrepuzaumm

Obwme DUALTP COASPRMMOTO

Monbzoeatenn

Cepewucel

¥npaeneHue ceprudukaTamm

Jawmra ot DoS/DDoS

ABapWIHBIA peXXUM

GEQ IP ¢puawtp

t Iz dis & dzif § CWAEw

1 O o€ dfGhCdjj dzOM igtis? Mdr dABE C dzs ydfdsmy | WA Y EMmksOdse dls! € d
g]tGISUJﬁ]fDTSO, s B MWAEsod o ORCRE L Ud e d dzj 5B - Ste QLditsiinistiER
54
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Nucnexkuua WAF i

OCHOBHBIE HACTPOWKK KnuenTbl

BRAKUMTE [~ ]

BricTpiii aHanus HTTP-sanpocos (1) [

Wcnonb3oBatk HellpoceTs G

BKAMOUMTE EreHTa [~ ]
KOMM4eCTED NOTOKOE ANA HefpoceT
TMopor EEPOATHOCTH |93 v | %
Touku Bxoga
Bratgumrs HTTP [~ ]
HTTP nopt | 30 v |
HTTPS nopt |443 v |

foctynkas sepcMA HTTP (1) | HTTR/2

Keep-Alive’ waw ‘Close’ coeguseHuA (i hitp-keep-alive %

BesonacHoe nogKnwyeHe
MwH yposers npoTokoaa TLS (it TsviZ2  #

Binoumte HSTS (1

[ oo | e |

t gz @BC Rrdfmf VAR W

[ OdzjdgCnis tc O d4d juf) lz WNAF f j toj WS C zOp OB dh Oj fig] 59 j11O) Ot dzsf C 2

[ 5B Oo dlisf' s dif-¢ H tc j HNOB Ooafjsk L jLdDN dh O] hsic SYBPsAif MOzl Ols !
dd3s j-BEL dzOO > Odz@ dzts § el d3j daffled d Mz &8 ¥ s H to s Brofa(jf) Odi(deS y d 5 dzO dz' dz'
oL 3y dztz@ s &Y C ZOH O dh O fd3) tgo peOL H S84t | Mrtef™. WAF




Pecypcbi WAF

3awnuaemsie cepeepsl 3alMaeMsie pecypabl

HacTpownku 3awmuiaemMoro cepsepa

MimA

Tun cepeepa

IP-Agpeca

Tun pacnpegeneHua
Redispatch

HTTRANS

Sawura C5RF

BpemeHoe okHo ana goctyna k 3P
Keep-Alive or Close connection
PacLumpeHHele HECTPORKIA
Talim-ayT cepeepa

Talim-2yT NOAKNKIUEHWA
TaliM-ayT COCTORHUA

Check server

Forward-For

Onucanue

i

nodel

OCHOBHOH -

| 172.16.157.10

-1+

roundrobin - ¥

[ 620

bl

hitp-server-close

Q

| 20ms

| 20ms

| 20ms

a

server.dllocal

{ Mz dt&§ cB Oo dzjice j " Of tBBE H S 5O

l shdistcOdiddyh O ds82 | Ob st K0 das fO e dv g &ifd He®o ¢ dzZOH S |

10N dh Ojff) Bo (Bylsd iz daks ¢

Pecypcb1 WAF

3alMiLaeMble cepBephI 3alWMILAEMBIE PECYpPCb
Wima IP-Agpeca HTTP
nodel 172.16.157.10
Jo6aEnTs +

o | e |

z dzg L B j L s VOARF @aElfplsatk

S tsotsHMmMlsats s

Onucarune

Chpocuts. | =

{dMEd&ef MOl " Oj&e iR Clsseo

] SMdEjs COEtse O of @k (" Oty Rdzliny dets 6] D PMistes® WEF S t j Miztsfr
WAF 3 1 0h dh Oj dgfjjlbteti’H s Oo §stedz) MERISdY ¢ & Bl o j tcWy fgs
(Mdg. d Mz @8k T s dzdf JsH te ts BsdptE(jn O ffls te B WS tdJ dste OL 1 H.tiAf | lztef’.

LEMmy

WA F
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O6uwue Mpodunae npunoxeHua MonuTnka KOHTEHTa AHanuz NoEeAeHWA NONbL30OBaTENA

Wima pecypca

v 0
3awmwaemeid cepsep (4 serverdllocal %
a peepal (4 [ - nycro BN — |
HTTP (1 a
o epTnd i 4 4

t dMkdes§ 5B Oo dzjindpdeils I ¥ 4 S Ols ©

[ Odzjlz® ¢ dzQH & s ¥ difdte d dzts ¥ gtey ZOH Q'R OdzdLL@Br JIs®h dh O BIsE s B ME
]l dzj HtcjazdMj tco jotDRZ
1 dzj Htc jodgeBy] too j o Mo tsH dUasipry MY J Wwjddadfuj fhdzts@ d wjimK &P L dzigfls d
WAF Dallas Lock, Ols O¢C gzpfmistcth B R i | twOBdsstt sls 5 CHTERSPHTTPS, df tetso § oW j Is fiy
Emy j " de'lsds B tc Oy jodpemisds O dzfif Jytc 0 jfte@MZ f tedb B tc O N | WAAF Dallas Lock M ts
fMils s tc BWAN-L sdz .teddzj 5B - SH d i & §f to Wij asvinw dztifilAN-L S dzsAs sB e Oy 4 dzd J
9 j-BstcOdeP s MILONFL Sdasilsizls fgls 5d §y dgtdipisHtc b dej tco J@ yddtetso Ols
Mtsd HJdlddd-¥ sis @Y s B tc GoL jddsdzls | to WagOfrfils tc WARK Dfllas Lock.
[ dzv sB Oo dzg flzB Y tco RN Mdzj HE ] If 5dzdgdfldg 'H s @G ( :

1 fsHetslsEy-HftcodiiteBSL-M| tols d ¥ doW Glecrdz CPEN!;

T seifmfjiRits] Hdda pAfjtes j 6O d d DAZ)WAR Pallds @ock;

255.255.255. 0. 1ted daj tsB R bz o d3te f lsSais dal dbjs fiz e y ¢

By ds oW dui NS 52 Codhtdd OH &4 det &b tod Q @&d

@J 15 EZd@isdzyOdzds H z'DMAEASIls ®dz3@dgPOdz OHtej M 172. 16
DMZ( Btsdzj j f SHttsB dzbr dzls jo®t 3 o)

1 dz@nlstc Odrdjusp R3] dzO -~ tBlsitiod B E®W B tc O jjeBdidec o NP A dzd j dzls s o
o DMZ,
L O¢ tc zaVJAE Dallas Lock i j tels d W doCichisirtco j tc O;
ZCOLdtsdzj ts tc GgAVAN-d dzls j oW i Szf) fpidfsCHTTPS-Mts j H d d&jadgdhpj tco j tclz;
ECOL OSOHte] Mstclf d BWn sMileQ@-Bi tco jHedsB j MY j Yip fdd 8 Odefdzv y d
s Hddef ded Y20 d3OG@AR-d dzls § ¥ § 2 f;
T ftetso j tamds8B O g faAfls o Odzdffui’'tgj H O o pjjahj2Mc e j sBAE ON j ddyty d3
fls s tc SWAN-L 5 dZWAF Dallas Lock 9 Mttslse j syl dod O dzddzOds tets2 & O d3
Istc O dzf d@ g Jdm s o ;
1 ftese j tzd)is'Odzts o alzj-kizf (g0 J tc B t3d dzdzts (HETPS) M s j H d dzf) deAFDallas
Locktf tcgB tc OB 5810 jo thifridsion i ls® PiERHtco | 6 O.
1 todzj sB » S H difdgdplsidic d Is !
1 slsimizls hisle g tc Oy § jHA ¥ tc O dzfyAF Dallas Lock ftsiis 5 tc SWAN-L ts dzf tc d
WdLduisiisCdize yjodgeiids e § t6]
1 lsfkls fipldsase jtc O vojjeddds j to W WARP@llas Lock §f ted O ff tc fg fif)jls s tc t8vdeN d
DMZ-L §dz
1 tlstsBtcOxojidBylsitc Odzdf Yjjtc HOo OjdFko | BA@ON | dgifdylsis e Edz'ls O
d LLAN-L s dff 8P-OH tc jomikl j tco H BNX.
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[148589.291288] wci IN=ethl OUT= L)
TTL=126 ID=31735 DF PROTO=TCP SPT=58331 DP
[148589.29901@] wci IN=ethl OUT= MAC=080:508:
TTL=126 ID=31742 DF PROTO=TCP SPT=58332 DP
[148589.615981] wci IN=ethl OUT= MAC=00:58:
TTL=126 ID=31785 DF PROTO=TCP SPT=58333 DP
[148589.617313] wci IN=ethl OUT= MAC=80:58:
TTL=126 ID=3178%9 DF PROTO=TCP SPT=58334 DP
[148589.618648] wci IN=ethl OUT= MAC=80:58:

@

%)

8

C=80:5 :56:a2:06 @8:00 SRC=192.168.131.81 D5T=10.10.180.58 LEN=52 TOS=0x20 PREC=0x00
48 RES=@x@2 SYN URGP=0
B:56:a2:06:d4:83:08 SRC=192.168.131.81 D5T=18.18.1088.58 LEN=52 TOS=0x28 PREC=0x20
48 RE5S=0x@@ 5YN URGP=@
:58:56:22:06:d4:88:08 SRC=192.168.131.81 D5T=18.18.169.58 LEN=52 T0S5=0x8@ PREC=0x88@
S5YN URGP=2
4:88:98 5RC=192.168.131.81 D5T=18.16.108.580 LEN=52 TOS=0x88 PREC=0x88
SYN URGP=2
6:d4:98:88 SRC=192.168.131.81 D5T=12.18.180.58 LEN=52 TOS=0x28 PREC=0x20
@8 SYN URGP=@
: 4:98:98 SRC=192.168.131.81 D5T=10.18.160.58 LEN=52 TO5=0x88 PREC=0x88
248 RES=8x88 S5YN URGP=8
:56:22:96:04:@8:00 5RC=192.168.131.81 D5T=10.16.108.50 LEN=52 TO5=0x88 PREC=0x0@

TTL=126 ID=31795 DF PROTO=TCP SPT=58335 D
[149792.283423] wci IN=ethl OUT= MAC=80:50:
TTL=126 ID=34821 DF PROTO=TCP SPT=58777 D
[152991.318423] wci IN=ethl OUT= MAC=8@:5

TTL=126 ID=35877 DF PROTO=TCP SPT=51865 Di 248 RE5=8x88 5YN URGP=8

[152198.385458] wci IN=ethl OUT= MAC=80:58:5 5@:56:a2:06:d4:98:98 SRC=192.168.131.81 D5T=18.1@.10@.58 LEN=52 TOS=8x28 PREC=0x2@
TTL=126 ID=42699 DF PROTO=TCP SPT=520828 DPT= 4248 RES=@x2@ SYN URGP=8

[1521598.398233] device wdt® left promiscuous mode

[152198.519952] d wst@® left promiscuous mode

[152198.939836] d wdt® entered promiscucus mode

[152199.879881] d wWst@ entered promiscuous mode

[152199.248181] d wdtl left promiscuous mode

[152199.35018@] d wstl

[152199.869938] d wdtl entered promiscucus mode

[152268.829915] d wstl entered promiscucus mode

[153389.318013] wci IN=ethl OUT= MAC=88:5@:56:a82:ce:36:8@:58:56:a2:06:d4:88:88 SRC=192.158.131.81 DST=18.18.168.58 LEN=52 T0S=Bx@8 PREC=0xG@

TTL=126 ID=53938 DF PROTO=TCP SPT=53922 DPT=7443 WINDOW=54248 RES=8x@8 5YN URGP=8
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dlsh restart-serviceservice=uhttp
dlsh reboot
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TCP UDP o:-::e;.n—er—.w CXUAIHVE COEAMHEHUIA Bce CHMBONEHBIE MMEHE

Tabauua: tcp
MpoTokon Ouepeaw npuema ‘Ouepeaw oTnpaskn JNoxanshbili appec ¥aanénuiii agpec Cocroatmne PID
tcp 0 0 10.10.100.50:7443 192.168.131.81:59056 TIME_WAIT
tcp 0 0 10.10.100.50:7443 192.168.131.81:59063 TIME_WAIT
tcp 0 0 127.0.0.1:1883 127.0.0.1:55370 ESTABLISHED 3396/mosquitto
tcp 0 0 10.10.100.50:7443 192.168.131.81:58996 TIME_WAIT
tcp 0 0 192.168.1.250:49810 192.168.1.250:7883 ESTABLISHED 4241 /octopus
tcp 0 0 127.0.0.1:51478 127.0.0.1:1883 ESTABLISHED 4241 foctopus
tcp 0 0 10.10.100.50:7443 192.168.131.81:59061 TIME_WAIT
tcp 0 0 10.10.100.50:7443 192.168.131.81:58933 TIME_WAIT

tdMzd@Ese jls] andOldmisds O
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1 CH O dzdifElQtc O deitf af,jd iz @Bt j H fls O @zp dzPTABLES (Filter, NAT, Mangle, Raw) {f ts
flotslstsC D 3 IPV6, O IsOC Migij Odzd L t5© Getdzlfl £ ff tc O 0 dzjudedte'ts iy dftlsy J Is W dfS d
1 jtejL Of kdgisx(fisj Is ji & s dz
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MexceTeBoid 3kpaH IPv4 ‘ MexceTeBoit 3kpaH IPve

MNepesamnycmiTs MEXCETEBOH 3KpaH

Lenouka INPUT (Moautukw: ACCEPT, NakeTsl: 0, Tpagpuk B peansHom epemenn: 0.00 B)

Tpadwx &
MNakeToe peansHoM  HaiHauenwe Nporoxoa B Bue MWcrounmx Hanpasnexnwe Onupm

BpemMeHd
118 11.79 KB ACCEPT tep = * 0.0.0.0/0 192.168.1.0/24 tcpdpt7aas
24 960.00 B ACCEPT 112 = ® 0.0.00/0 224.0.0.18
242 59.85 KB ACCEPT all o T 0.0.0.0/0 0.0.00/0 S s
1167 298.15KB input_rule all = = 0.0.0.0/0 0.000/0 /% o3z Custom input rule chain */
13 T80.00B ACCEPT all = = 0.0.0.0/0 0.0.0.0/0 cistats RELATED ESTASLISHED /= w3 %/
] 0.00 B ACCEPT tep = ® 0.0.00/0 0.0.00/0 tep dptdd3 /* Hiws: wproxy_https %/
0 0.00 B ACCEPT udp = - 0.0.0.0/0 0.0.00/0 udp dprddl 1w weroey_htp3 +
0 0.00 B ACCEPT tep = = 0.0.0.0/0 0.0.00/0 tcp dptB0 /* Hin3: wproky_http =/
0 0008 zone_lan_input al br- * 0.0.0.0/0 0.0.00/0 A% a3 ¥
30 261KB  zone_wan_input al ethl * 0.0.0.0/0 0.0.00/0 £ 3
3 108.00B =zone_dmz_input al eth2 * 0.0.0.0/0 0.0.00/0 f* M3 ¥

{ dMEdB&S silsswdadymnj Is j oWt @Gdz0

443] Oteh lzlsT

1\ OnistcOddfafid Mz @apttcj HMis Ofdzj dzz “ P tgfQo @B " to Iz Is deLlsCOBiz(] @ dftsi s :
qus OB dzPRP MY sdzV 1By ¢ H e IMAC O H s g Rydals j teW j 2 fn;

OCIqolBs gOtch to i s dzv wkifls | OL dzOy JPHARzjdzs U ,j sted 8 OB dzd YO ;
OCIsqolBx6 GgOteh el ts dzvukifls | OL dzO YR dgds sy dzg Isted 8 OB dzd Yy O;
665 ls SSBE0ED (6 Iz i i "PY6XIPV6 Neighbours), Iy t dzv 1856 ¢ H & JMAC ¢ H jofg
Rdzls j oW j 2 ).
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ARP
1Pvd-Appec MAC-Appec Wurepdeiic
192.168.157.10 00:50:56:a2:1f:eb br-lan
10.10.100.1 00:50:56:a2:06:d4 ethl
172.16.157.10 00:50:56:a2:84:27 eth2
192.168.157.101 00:530:56:a2:a0:17 br-lan
Active |Pv4-MapwupyTbi
Cems HasxnaueHwe 1Pud-lllmos Metpuka Tabawnua
wan 0.0.0.0/0 10.10.100.1 0 rnai
wan 10.10.100.0/22 0 mai
dmz 172.16.157.0/24 0 rmain
lan 192.168.1.0/24 0 main
lan 192.168.157.0/24 0 main
Active |Pv6-MapwpyTbi
Cemb Haznauenmwe Herounm MeTpuka QELT T
dmz fd3a:b28b:a06h::/64 1024 main
lan fd3a:b28b:a%6b:1::/64 1024 main
IPv6 Neighbours
IPv6-agpec MAC-appec Wurepdeiic

- Ha ganHuiid MomMeHT cnucok nycr -
t dMzBBE Oteh tclzlsr

45)] O k] Odz' deEds d3j dzg

u s to O ddg tyfPls (ki Iie jsT dzs o @aE @Y € s o

T ) Oc tethdnds j &3

1 swOWatEj Od s ikd) dzd .

1 utjnddz ded™ .
1 OC OV iSO ek Pls j o' o] Odz' dzs s Emeii dfffdzdB8) Ssls 5B t O { dg® &5 & O
420 ¢ 6 i Cfigls jodys | O dz' ezts g o \daElG 6 O W s B t6 O @ el i W] C & al@@skz L € O
fnd Mmls jLdgp to j 3] dfdgtst@d t e3d dalz B @5d dzlzlB o3d dal lsv. v tiply to j 03 dafis &3 3 s § s5d
sls B Oy GQ @t Ma@§ P Is o dgl O dz' alzlis 13d3j g, H AEYGS, 50 OW .

3arpyska cucTembl | Tpaguk B peanboM Bpemeni  COEAMHEHUA

3arpy3Ka CUCTEMDBI B p€a/lbHOM BPEMEHU

3arpysxa 3a 1 mmmyry: 064 Cpeguas: 063 Nuxosan: 066
3arpyzxa 33 5 mumyr: 031 Cpeguan: 030 Nuxosan: 031
3arpysxa 32 15 mwmyT: 016 Cpeguas: 0.16 Muxoean: 0.16

t Mz B&§ OC tokatEj@D dz' detsds d3j dzd
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] GOV WO dOj Odz dattods o5 (Bpdst Mz EB BB 6Oy P BB BEBYPC L C j
O fi§ BdO o' B tc Odzdz’. @ to @Y Wp@(LSH j ctieTs tizaf € 2O i Bfcfzls | to ¥ | 9 OHIE] dzj dzd v
(L ts dAN, WAN ¢ DMZ). } s H (6 s Bl ) OdzEQ i Is tc & 226 @ @ W) [ots | H fi)ls O8 ) 2@ dzj
6.1R dzls i el j 2 fr

l SO d B t5e O X 28 ts B3ASYLJOE e LIMSH W @I 5 S H Wi @dzd B | Odz dats &
o to] d3iftmfj, H dif & C 5o ®F to L COsjte Sffpisdzlz Y b &M W § R S H "HhOfiZlE T O L © dzO
Cqdzse & Pkse 025 OR .

Tpaduk B peaibHOM BpemeHu

dmz wan lan

tdMEBEC OV 8 Odz drtlegs a3 ded

tIstc Oded 5 PH d dzjodzediery Odz! dzsd3s @I BhHzddsE d Mz A3 HsH § tofy §f dEfipthfj -

OC Is d oM D dzdzeB® 3 fzlsls | dnsF H d dzff HadjAs | of 'teds Is 5 C BARAUMBP d H t6 Iz ¢ f €.
flstc Odag Iy B tc O f f5 €@ ts BIAIWS to dB3ASYHIMs | g H d dzj fzd bRt s s s § 15 Kzs y dzd €
dzOf tc Oo difj joze[jjH O YO

CoeanHeHNA B PealbHOM BpeMeHMU

udp [1.20]

Marg: 1.20
Coedre 380
Mus 000

{ dME#ESe 5] HJ dzjodeq 'O dz' detisgs d3j(detc OWE & o fpsg H d dzj dzd 2 )

Cems MNpoTokon Werounnk Hanpagnetme MNepenaua

IPv4 TCP 192.168.1.250:49798 192.168.1.250:7883 18.18 KB (160 Naxkeros)
1PW4 TCR 192.168.1.250:49804 192.168.1.250:7883 15.25 KB (105 Nakeroe)
1PV4 TCP 192.168.1.250:49852 192.168.1.250:7883 8.82 KB (68 Naketos)
IPv4 TCP 192.168.1.250:49862 192.168.1.250:7883 5.83 KB (23 Nakeros)
IPV4 TCP 192.168.1.250:49844 192.168.1.250:7883 5.83 KB (23 NakeroE)
PV4 TCP 192.168.1.250:49810 192.168.1.250:7883 5.83 KB (23 Nakeros)
1PV4 TCP 192.168.1.250:49834 192.168.1.250:7883 5.83 KB (23 Naketos)

t dmzddk @ 5§ H d dzjodeq VO dz! dziicds d3fj (dis OB A IO o s g H d dz) dzd 2
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1 @4 Odzdiits O déf dgjd iz d2pttc j H ) ls @yl df fgddGidAiz & " MO Y 21 j tidzes i) dn )
flH O dzdz" &RE[d R tsMls tsWeldd g f M dBjf Slstcj B dZWQfdyr Chts O gz tc HBI,C i)
Wz dzC yd s dz@ds Lddigs» dzts iPle- jste b [ didend ddg H df! das@edsj teh £ d2dj v selds, j dzd dzts
9L WIststgtsyj MMO.
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S dnsmasq -C /var/etc/dnsmasq.conf.cfg01411c -k -x /var/run/dnsmasa/dnsmasa.cfg01411c pid

S mosquitto -¢ /ete/mosquitto/local.conf

oR" WoT o ma oo o
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CESQEHMA O CHCTEME KoHTpOAbHEE CYMME
Cucrema
ki oo WAF-21631.2
Mogern Vitwars, Inc Vidware Virtual Platform
ClacTeus purmuea Diallaslod Ru

Bepcin NP K WAF Dallzs Lodk [release 1.21 raid/build 2.1631.2 2085-10-08T15:33-+00:00 / WebLI (1.00
Bepovm napa SRORCE1D
AMLIBITRAA 21-9326-100030
Ko nogae e 27258657504
Jata i opesn Wed Oct 15 11:51:10 2025
Bpewn pobon Th 22m 15
Cpegynn larpyma 006 0 O

Onepatuexan namarts (RAM)
Beerogocryre (T T VIV
=gy

|1n BAE { T5.E GE J0.E%]

[x
12
o

WMecnonbzoBanme AHCKa
O - v 1.4 oo 12

[ RELI-FITERIRELY

Cocroamse [Pyl Wil = Twne dhip

eth1 Aapes TTZO0201
Moo came 255 255 25510

Wlmsnaz TT2001

DS 1: 152.06R13.8%
Hicesaaiar: 226 39m 585
Mg s Th 20m 2
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CeefennA o cucTeMe KoHTpOABHBIE CyMMbI

KOoHTpOAEHAR CylmMa

288319940660d3b0991aa8R5522 36e39554e84c6bbfal97e07 1delBFa 1 FEETL
23FO850BCERE380636a5401602 f1682856bd241bc9cOFS04aT 684532 TR abS5
3c69edSefcB983882bee2 358hEbdE4 9846922137 3bd3d1 560898 FE7 38995783
BcBbf5a2B7TFEE028484224ebcbaetd1f55F015ch7dc25ed 3e514F 2406 bcd 18
Adcad2absededsFiediFiledobedfldEfhds 2858 ca17e1484blefdoel2ed cdd
11bed@562d7963345261da1 6888275717931681ebc6F16874C F3849abT4a o8
aB2d5719c558a80eetbabesbod 2dbd16 795 eB3cd 546 B8d FAYa16d 5h 318

Dann

Jusr/sbin/haproxy

Jusrfshinfwetf

Jusrfsbin/tctf

Jusr/sbin/octopus
Jusrflibyluaualibres_mappingso
Jusrilibflibres_mapping.so
Jusr/ban/res_mapper
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WAF MpeceThi O6HoBUTE Hactpoiika config ¢aina

*

Custom rule for WAF.

e

TEST for wnn

reject tcp any any <> any any (msg:"[:WAF:82081:2:] Forbidden CLASS_SQLINJIECT";content:"GET";http_method;classtype:web-application-attack;gid:281;s3id:182816888;r
reject tcp eny any <> any any (msg:"[:WAF:8282:2:] Forbidden CLASS_OSINIECT";content:"GET";http_method;classtype:shellcode-detect;gid:202;5id:18202000;rev:3;)
reject tcp any any <> any any (msg:"[:WAF:@283:2:] Forbidden CLASS_XS5";content:"GET";http_method;classtype:web-application-attack;gid:283;s51d:182@3000;rev:3;)
reject tcp sny any <> any any (msg:"[:WAF:8204:2:] Forbidden CLASS_LFI";content:"GET";http_method;classtype:shellcode-detect;gid:204;s1d:18204080;reyv:3;)

I T

# pattern
#alert tcp any any -»> any SHTTP_PORTS (msg:"[:WAF:18@:2:] Block HTTP version @.9"; flow:to_server; metadata:policy max-detect-ips drop, ruleset community, servic
#reject ( msg: "HI_CLIENT_ASCII"; sid: 1; gid: 119; rev: 1; metadeta: rule-type preproc, service hitp ; classtype:not-suspiclous; reference:cve,28@9-1535; refere

#reject msg: "HI_CLIENT_DOUBLE_DECODE"; sid: 2; gid: 119; rev: 1; metadata: rule-type preproc, service http ; classtype:not-suspicious; reference:cve,2009-1122
#reject ( msg: "HI_CLIENT_U_ENCODE"; sid: 3; gid: 119; rev: 1; metadsta: rule-type preproc, service http ; classtype:not-suspicious; )

#reject ( msg: "HI_CLIENT_BARE_BYTE"; sid: 4; gid: 119; rev: 1; metadsta: rule-type preproc, service http ; classtype:not-suspicious; )

#reject msg: "HI_CLIENT_UTF_8"; sid: &; gid: 119; rewv: 1; metadata: rule-type preproc, service hitp ; classtype:not-suspiclous; reference:cve,20@8-2938; refere

#reject
#reject

msg: “"HI_CLIENT_MULTI_SLASH"; sid: 8; gid: 119; rev: 1; metadata: rule-type preproc, service nttp ; classtype:not-suspicious; )

msg: “"HI_CLIENT_ITS_BACKSLASH"; =id: 9; gid: 119; rev: 1; metadata: rule-type preproc, service hitp ; classtype:not-suspicious; )
#reject
#reject

o e

{ dMEdZ&S Ol o AL WAE. A d d B H § &) ] GO & C2H@H 02 &0
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msg: "HI_CLIENT_SELF_DIR_TRAV"; =sid: 18; gid: 119; rev: 1; metadata: rule-type preproc, service http ; classtype:unknown; )
msg: "HI_CLIENT_DIR_TRAV"™; sid: 11; gid: 119; rev: 1; metadata: rule-type preproc, service http ; classtype:unknown; reference:cve,2081-8333; reference

mea MLT S TEMT ARACHE LIET. eddl 1. ;mdde 110 meii T mededefes eide dieme memmnes  meeod s ks se o el sdaens nlemoe s )

(
(
(
(
#reject ( msg: "HI_CLIENT_IIS UWICODE"; sid: 7; gid: 119; rev: 1; metadata: rule-type preproc, service http ; classtype:unknown; reference:cve,2089-1535; )
(
(
(
(
¢
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HecurHaTypHeie yrpo3sl COB M3 MpeceTsl QOGHOBUTL Hactpoiika config daina

COB:  0/14992 /14992
M3 0/22/22

MNposepka npasun

Hactpoiikm yBepiomneHus o cpabaTtbiBaHMM curHatyp COB
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Onuum HecurHatypHele yrpo3sl CcoB M3 MpeceTsl O6HOBWUTE Hactpoiika config ¢aina

®parmeHTauMA | CKaHWPOBaHWE NOPTOB  JBPHUCTUKA

®parmeHTaumna
Taiwayr D [0 V]
Maniiarsssd TTL D [0 /|

[eiicTBMA Npy HapylleHUAX pparMmeHTaLum

HecosmecTumbie onuuu hparmeHTaLum onosecTuTe (alert) E
Arvaxa TearDrop onosecTuTe (alert) =

Kopotkue dparmente: (sosmoxcrocts DOS) onoeecTuTs (alert) e
DparMeHT NPOROMKAETCA 33 Paskep NakeTa onoEeCcTUTE (alert) E
@parmeHT Hynesoro pasmepa OnNoEECTUTE (zlert) e

P©parMeHT HEraTMBHOTO pasMepa onoeectue (zlert) S
Hesosmoxno Gonbwoid dparment onoeectue (alert) s
MepekpriTve dparMeHToE ONoBECTUTS (alert) =

Artaka Ha BSD ¢ nepenonHeHuem Gydepa onosecTuTs (alert) E

Ataka ma BSD ¢ nnwriamn dparmertamm onoeecTuTs (alert) S

TTL dpparmenta Huxe He npumMeHaTe (skip) E
Mepexkputue ¢ e

pexp HE NPWMMEHATE (skip) =
DparmeHTsl MEHbLIE L

He npumenATe (skip) *
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Yyjdzj osets kmbtes2 Mise O:
0 TCP Distributed Portscan;
o0 UDP Distributed Portscan;
o IP Distributed Protocol Scan;
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4 C Odzd tetso Odzd § s HOgdME sStzL Sz f stelsso (ftolssS sdzts 9 )
EMmMlstets2 Miso :
0
0
0

TCP Portsweep;
UDP Portsweep;
IP Protocol Sweep;
o ICMP Sweep;
1T CO0dzdtetso Odaed J f stclstso OdzO dzts ¢ d y dzts Myl kdtcd ? gls stels
tOMMd3OIstcdo O sy lso jIsr  Mhiskiterddd:d ff stclsse Mts L dz
0 TCP Filtered Portscan;
TCP Filtered Decoy Portscan;
TCP Filtered Portsweep;
TCP Filtered Distributed Portscan;
IP Filtered Protocol Scan;
IP Filtered Decoy Protocol Scan;
IP Filtered Protocol Sweep;
IP Filtered Distributed Protocol Scan;
UDP Filtered Portscan;
UDP Filtered Decoy Portscan;
UDP Filtered Portsweep;
UDP Filtered Distributed Portscan;
ICMP Filtered Sweep;

1 wCOddtetso Odzd j Bl Qg dds o T ¢ fsts iz 6 ipan Pditls o ©

O O OO O O o oo o oo

[ zfsB " Is@pen Porte tslsfmdzj y do O sfqw  slse jIsr B MsmMB
¢St disdzv fsecFileede 0 ¢ IsW d dz' IstgsadWdz sMls Odz! dzr 8
¢) OC ter Is

[ Odzjdgj 5B 7 5 HEEO dcp O] Bji2 MshpEdMmS Oddcs) Otz L B ] sk
fdzj H ks jdEmlse d2

dzdf te d o34 dskify;

s 5o j ffdeaf)s

f B to ts @™ (Hrisp);

mB o5 ffda@Cg Issf 50 j M fsdap)

q & dzts te d te(mssp s -

=A =4 =4 -8 -9

®parmeHTauma | CKaHMPOBaHWe MOPTOB | 3BpHMCTMKA

CKkaHMpoBaHWe NopToB
OfHapyxeH1e aHoManii °

JeicTBUA NpU ckaHWPOBaHUM NOPTOB

-

TCP Portscan onoeectute (alert)

CP Decoy Portscan onosecTuTs (3lert) *

TCP Portsweep onoeectute (zlert) =

TCP Distributed Portscan onosecTuTs (alert) E

fdmkzd@ss i Mdec dOsketsd v ¢ Odz] tcts of Gdadsits o

[ dz2v Cstetej Clodesd s WikzdeS ydosdzgdtetse Oded™w o' B to O dadz'
dzj sBRtSHd B 190fesdets@ L d 1§ j toj d3j dedgtsrh j & 4 qzeis 8500 ¢
Vtetso j dz@ { otedmisd upml EaOts| j CEGUAfARD M Iz @ ¢ 1 dzv  da
vietse dzv 1 o ted Mis d U j dgk toE Sts OEEBEzZ] . POt j1205ffls totsRigL" Hj
31 0MstesR 8addz’ ste MisH jepddpsdts f SHics BTS2 p Off Iz wzk
f jte]j ogj tadezh ldniis® j toy ) B 6 s




Hactpoiika konmuecTBa o6cny KMBarOLLUX NPOLLECCOB (i

AxTreHld (inling) pexsm
SizeMnnaps | 2 v 3 |
MaccueHsIi pexmm
WnTepdeiicsl eth1 = =
Wrcnexuws WAF (4 | 2 v 3 |

Hactpoiiku nepemeHHbIX $pUALTPa cogeprkUMoro

zdz¢ L B j L tsVOARF@El&slEatk
teCsoasHMisats fts 1 C MY c

Bryrpenmue cern (1) [172.16.157.0/24,192.168.157.0/24 V|
DNS-cepeepel | 192.168.13.89,192.168.13.162, SHOME_NET v |
Be6-cepeepsl 172.16.157.10

SMTP-cepeeps | SHOME_NET v |
BHELWHWE CETH | ISHOME_NET v |
SQL-cepeepel [ sHoME_NET v |

[sHTTe seRvERs v 3]

Brewnne cenn WAF

¥YposeHs SEPUCTUNECKOrD aHANK3a Huwzkmid =

Cpeanui

SSL-nopTel pea ‘/|
Bricokui

HTTP-nopra 80,81,8000:8900 v|

t dME@&EO teso jideted fls d Y P& O

1 @ ¢ &zOR 6 f5d s 0 fkz a&OMIs e Od 8 © jolef fyBNSSIsAr dzdzj dzj 2 .
[ O sfwL dssy dasthisy dedzs ydls' / &Y dze de@ls Opj € B ©EOM sk § s ydls!
Lo tod ) lsENGs ts dzdzj ,df) B OC sziS OL @lsiso judes Miso d Is j fipts G B Is f od@fzdS2d 2 |
Mtej Hdad MsC d2.

Onyum HecurHatypHele yrpozsl COB M3 Mpecetw Hacrpoika config danna

©parMeHTauMA  CKkaHMpPOBAaHME NOPTOB | JBPUCTUKA

Brnrounts sepuctiky DNS-Tonnenei
Y¥poESHE UYECTBUTENBHOCTH Huzxwmid 5
Husicmia

Cpepnvi
Bricokui
t M @BS j Mdc dzOketizsfoicdmisdSs O

1 O CAzOmJ(Idst dMzd® Y ted o j HjddkCs te BBASYipiv Is ts e deqf o iy iseB @20 ez ¥ § dad ™
olststey j, 2§ B dzd yj MIsle g o tfits Qo ez jClis dzd U j dp®fglg te ts it orf tzdzd U j Mis o J
ftcOoduizOLtsj " O MfdetOa\ddoitited H Mis O tizP ez d&zO Ph O MO o g wR)sster |
Bsy detis Is H | dz! s Is .el® a4 h | Mis e k& sk d3ts ) detfglsizj dzdflsie O d z®H Mo 58
Jqdztt cOMstcz OB Bis I8 Yy dzv H ©dzflzdzgf potst dzé yd Is! / tsfiptS fifds Quaf dgY s ] JsHddgwd
ftcOaddz

r dzv o € dzs yJj dedw
ftcOoddz®'" BtcOlsH

s | roenm

o dzcflz ) Qs §jdB] § 6 Oo d dz S Hdzso t6] d3 tzezs Ofg tzj H
Gy dr j fwLOoddzO d dzOxy Ok Mmtslse jlsflse zs
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DunbTp copeprkmmoro i
Onuum HecurHatypHbie yrpo3st coB M3 Mpecersl O6HoBWUTL Hacrtpoiika config daiina
BrnounTs COB 0/14992 / 14992

B Buimopums no: | 10 LR TN ISR Copoc bunsrpe: 0/10/10

B [crerirs cax npocuorpennae | n 2(3]4]5 1500 »

test ddos [0301] Y

MySQL MonkiTka BHEAPWTE NpoMzBOALHYKD Gubanoteky [0902] v

FTP INTO OUTFILE SQL vHwsekuwa [0926] ~

AnomansHan ¢pparmedTayma ICMP [1003] W

YcraHoBNeH He3HauMMbIi ¢aar pparmenTaunm [1005] N

®parmenTauma IGMP [1006] v

®parmeHTaymnsa c HanoxeHnem (Teardrop) [1007] v

HecoemecTumbie napameTphl ¢parmexTaumm [1008] N

PasfueHne Ha KpolueuyHbie ¢pparmeHTel [1009] N

SERVER-APACHE Apache Struts remote code execution attempt - POST parameter [1229] v

n 2034 5 1500 | =

[ o | rommen |

{dMz@&& dd st MoH | BypdEsds

4[] EfwOodwjlk fjlsjkmikcistPRANO@INE C s k&M ks ™ o OV Iistc AEO
feOodd, CobbK’ | GY e jc@BOE" 0 0! oRtsHYNd)] d dMosHW
LOodMmdBiisd tils f O Ouwlfj Isdotsie 3t ed@'e dfgalzj Hlzs W dj Hj2Mlse d2

1 [lojtadzls! (reject). vtOWdS BdSSdLhHy SiE's i juss fdz

HisMis O9 dzj dz.

1 OB dZsC dtetso Ols! (bl ock). uvtOWdS BdsCdkzjlmy BjL Lo
lesfmisdls: (pass). uvLOWdS ©OLELjhOjkMY d ftesotHdl
vtejotsEO (aler ). vwOWdS ©OLtjh Oflshw, s dfjtedlz & hsjsat
QdzOdzd L ©O.

[ &zv EHBMIss © OH di3quiz fif lctOd td 800 dm™ j H  dzj dz" 9 tSlsHjdz dg §
ltejfmilr MsHjtey Ol o MiBji ftcOo ddzOr dzw tc®p dzjf dedpo if f=iBio asts 6 ts
dde¥ e Ofis tedzf tsikzdctza 8366 @ 150 9 df dz® X CKlsdztdAR A o34 dzq B Mz @ &MYy d MEC J§
dzO g ks d 15 © tc O o3 jHistihy j Isydczf) ts 7 to O dafj G @ 3 dz® s OlsclztiA G 1 e O dzd Is + .

[ &z HtsB Q9 dzj Hizs[tfvts dzdzd Is j diz® ffdsR sPR € Fo  dz2O@y OIS 'detsf § lsB O9 Jl8'dzj Misd
Mstslse j shisg ze) dejodaf@tc O B d Oy OB dzts LR tc O dzf i§ .4 iz 2B S dzv
ZHOdzjdeffyls toth B O ¢ EDD), @ dzts o ¢ O dzd Is

=a =& -9

O test ddos [0301] T

IP-appec: SEXTERNAL_NET IP-aapec: awobol
«© OTSEPrHYTE o oo MopT: moboii m

Mz @&t OOk 0o dudfd

ulstcOdd YO dL o) dj dedv o feshmisst0 §wOoddO wfl MsHjtwydls
feshdslstcO WAE Qb &Iz d d’ figteH | By § B¢ s

lojHBMGEo dzj dzde | fejMmilsr wf] dzOyj dzj dr  dzO joglie fFH BB BO
( MBOB dzb)y ©
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v OB d&zdby O toj M Isr

1 OL dzOyJ dzd J

af
1 Od d3d dzts e ©dzd J

| DoS/DDOS LONdlsO DoS/ DDoS OkOS
| Rdz jCyd LONdO sy §QLyd 2
i ISdeOtGszszq’Jstlk@ﬁédﬁ‘sEJ Bsets tsftej HY dzj ck
APP-DETECT R S DA ek e B
i 5B dzOtelzy j dad J stcOW d ¢ O, fMsH jtey O j ¢t
BROWSER-CHROME g qgsils j 2 ddzd Shts | ddChege? ©Os sl
i 5B dzOtelzy j dad J stcOW d¢ 0O, fMsH jtey O j gt
BROWSER-FIREFOX v g qgsls j 2 ddod Shise | dedztMinddls Rrefoz O & Is
) 58 &ZOLY j dzdj bLOYJSO, MEHjEY O qt
BROWSER-IE bwioddstsilsj 2 ddd Shts, ddeshlsj 2 08 sl
] 58 &ZOtly j dzdj bLOYJSO, MEH]EY O jat
BROWSER-OTHER = v g qgsisj 2 ddod thtsej ddesmls] 2 OB sk
) 58 &ZOtly j dzdj bLOYJSO, MEH]EY O jqt
BROWSER-PLUGINS g g gtsfyls j 2 o ©Mes j dedes misg O b s O s
58 &ZOtly j dzdj bLOYJSO, MEH]EY O jqt
BROWSER-WEBKIT k%L oddsmisj?2 ddd shssj deshlsj? ©0BT
s ) datgepkit
EXPLOIT-KIT Fg%ﬂ@iigé?ﬁ; stcO¥ ¢ O, 1ig] dmf sdz’ L ts:¢
58 dzOtly j dzdj ©OY¥GCO, fMEHjEYO" ]Gt

FILE-EXECUTABLE

FILE-FLASH
FILE-IDENTIFY

FILE-IMAGE
FILE-JAVA
FILE-MULTIMEDIA
FILE-OFFICE
FILE-OTHER

FILE-PDF

INDICATOR-
COMPROMISE
INDICATOR-
OBFUSCATION
INDICATOR-SCAN
INDICATOR-
SHELLCODE

MALWARE-BACKDOOR

MALWARE-CNC
MALWARE-CNC User-
Agent
MALWARE-CNC Win

MALWARE-OTHER
MALWARE-TOOLS
OS-LINUX

OS-MOBILE

w02 dzOn
sB dzOtclzy |
sB dzOtclz ) j dad j
sB dzOtclzy j dad j
W0O2dz0r dL B
sB dzOtclzy j dad j
Java-¥ 02 dzO~

sB dzOtclzy j dad |
Blzdz! Isdd3j HJ?2
sB dzOtclz ) j dad |
WO dzOr

s¥ dmds -

fsHBLtedIls] dzt dzse s IsteOW d €

W O2 gosdzr dy) ofsHf jtedelsiditdef ¢ Ols st

teOW d S O C MpPapl @l Qrueth e s Iz
tc Oy § dzd 2

tcOW d S O C MpPapl @l Qruath € s Iz

ktcOW d¢ O,
& o %02 zOR
ktcOW d¢ 0,

dzOyj dzj dzgdztsc s |

dzOyj dzj dzgdzts G 5 |
ftetsc te OB

5B dzOtclzy j dzedj ItcOW ¢ O, dzOyj dzj dzdzts G 5
teOL dzd yder = W O2 dzOR

5B dzOtclzy j dzedj ItcOW ¢ O, dzOyj dzj dzdzts G 5
PDF-¥ 02 dzO~

5B dzOtelzy j dzedy btOWdS O, fMfsH j tey Of j e ts

tej MetehOd
5B dzOtelzy j dad §
sB dzOtclz ) j dzd |

sB dzOtclzy j dzd |
CtsH O

sB dzOtclz ) j dad |

Cslf ! 6 Isj tesds,

5B dzOlzy § dzd j
Co®Rf’ “Isjoso

5B dzOtclzy j ded §
fsHf OHOE " j@
5B dzOtclzy j ded §
d defnls to Iz d3§
5B dzOtclzy j ded §

BWEMydese Odzdzsets J S Gk

stcOWdS O, MBHjty O jets
steOW d ¢ O, fMsH j oy Oh jets ¢
SteOW¥W SO, MBHjyOh jets L

ddzdydOodzdL dtetso Odzdz’ 2 o

s tc QY fifls@ O l&zf e Oo dzj dad ™
keOW ¢ O, MmowL Oddzsets T

5 fH SfdmMOdedy HteJHT HEZN
ldnte @ W Pt ¢ ) OB sl

dzls Ots d

keOW SO, {CMmfdzolsdolsy F

fdmisj d3 fjldpin@ ise O

sB d&ZzOtlzy j dzd §
574 .0Oyd6dads

ktcOW ¢ o,
~ MdMmisj &

LS &z O dtelz ¥



1 Od d3d dzts e ©dzd 4
OS-OTHER
OS-SOLARIS

OS-WINDOWS

POLICY-MULTIMEDIA
POLICY-OTHER
POLICY-SOCIAL

POLICY-SPAM
PROTOCOL-SCADA

PUA-ADWARE
PUA-OTHER

PUA-P2P

PUA-TOOLBARS
SERVER-APACHE
SERVER-IIS
SERVER-MAIL
SERVER-MSSQL
SERVER-ORACLE

SERVER-OTHER

zdz¢ L B j L tsVOARF@El&slEatk
teCsoasHMisats fts 1 C MY c

1 OL dzOyJ dzd J

5B dzZOtc Z YiGE@WJdEC O, + ¢Mmf zzOlsdtekzs h jes &
mdMmisd &

sB dzOtclzy j dad j
fnd fmls jSdkdris

sB dzOtcz ylgtel@Wjd ¢ O, 1My zZ2Odtekzes h jets &
MmMdMmisjdg Mj &3 2Mlsea © Wi ndows d dr € tdif
ts B dz0 tc Iz ylisjtadEiVjd C Bzd sddzj Hd2dzr d@3 toj -
5 B dz0 to Iz yisjtedExiV jd C ftejH]dzjdedzr i3 toj iz
ts B dz0 to Iz yisjtad@iy jd C Mtsydodz dzr &3 Mjlsw s
s B dzO tc Iz yisitad@y id , MHjtyO0hjes MfOd M
sB dz2Otelkzy jdzedj whdet¢ d §tlsj dipd @by dgr =
dqHjdsdW¥Wdsoydw fslsj dyd Odz' dats dzd ¥ |
fMlow L Gdgdetc OL d3j N j ded j A3 toj € dzO 3"
dHjdsdWdCoOydw fslsjdeydOdz dets dzgj 3 j dzOls
qujdzsd¥dsoydw fslsjdydOdz dzs dzj ¥ § dzOlI
dmMfsdz Lz ls fdeddezetsear j Mmilsd (P2P) |

stoteftzfCjtotso)
fdmjion jdez@jdaz dets = f to W8

dHjdzelsdWdseoydqw
dzj 1 § &ZOIsj dz! dz' §  Odzj dzd -H tz@ ks gD Qzls ts o

ktcOW SO, {CMfdzokdtlks

(0]
(0]
(0]
(0]

Lol olk ok o

5B dzOtelzy j dzdj bO¥dE O, 1 € dzkz O t:la b
Apache

5B dzOtelzy j dzdj bO¥dE O, 1 €Y &k @B Y
s

sB dzOtclz ) j dzd | stcO¥ d¢ o, 1 ¢ Z Ol dtelz!
Mite jtetses Btee OdzdL Oydd

5B dzOtelzy jdzdj bttOWdS O, 1 ¢ zOldtelzs

HOdzdz' = Y BSH EZftOodzjdedj &3 MSSQL
5B dzOtelzy j dzd j 1 €tEAWaOB,Jtclzs M jes EwL od
HOdzdz" = ftsH EZftcOodzjdadj ds Or acl e

sB dzOtclz ) j dad |
ftod dztsy j dad 2

ktcOW ¢ O, LS &zz O d &

LON kO f BY b dvttcaly By jodgg? |, Siso ¥ OB @&
SERVER-WEBAPP 4er_|u’dzIzOLsOucf42 bwioddshls 2
SERVERWEBAPP L Oh dls0O € tsdzs\Wesandlc 5@ 0% L Odzdz’ = T ¢ ¢
WECON IzWLaddz,tsfnls;?
SERVERWEBAPP L Oh dls® fdfmisjd’ bftOodj dzd™ fHj by
WordPress MowLOdzdzr = M 1 CMf ZEOISOYdj?2 EvwLoddhisf
sQL L Oh dlsOmjptgm ] oo -duEds j S Q] 2
O oCHOHS ] [ HOLBHIEL.fedo jrjdzO Jdd¥ sekOydy  Memlssw ddd
sdkzdyjflsej OCkdody o fwOodd, Gehjd BEEiihbbs § Ot ks
6jhOshdn fwOodd 1dyJ ftjHMsOodjd fOsdqdkd [¢, Sl
b YO dzj SBoSHdBEMIsd Mbkh jmlsobkjls oL By desfis: dL dgj dzd s
Plstsydzs hdj HOdd j, &dbBt S ¢ s g s & . € o dis " MEHEOY dzv |
[ dzv o Cdzs wjdzdw dodzd tslsCdz yj ded™ dzj MStsd Cqrn e Ao dpde OsH dats
ftcOo @ BtOls! gy de | §OodkzO® d dzOx% Ols! ftsslse jlsflse ks n
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Onupm HecurHatypHeie yrpozel COB M3 Mpecets O6HoeuTL Hactpoiika config daiina

Axtvonposats npasnna M3 1723723

P A Buisoaums no: | 10 : Tonsko sxnouentse  (Rog 1710710
[Busparenpasnra__ | [(omerm. raxmpocworperme | | EIEIE

Ping [1002] ~
Bratouerio Dgiicranc Wicrourm Hanpaancrme
IP-apec: mwoboll 1P-agpec: 1060l
TEE Topr: Arobod TNopT: Aol m

Bnokupoeka Cookies ana pomena [1004]
BeG-cTpanuua, cofepxalan obwetel Flash [1010]
Be6-cTpannua, cogepxawan obsekrel ActiveX [1011]
Be6-cTpanuua, cogepxallan cueHapvm JavaScript [1012]
BeG-cTpaHuua, cofepxallan cueHapvm VBScript [1013]
Blocking JavaScript in URI (response) [1023]
@D Forbidden command GET [1051]

Forbidden command PUT [1052]

¢ < < << << <K

Forbidden command POST [1053]
t dMEZB&E § ) Mi s H{LEOdz

[ dzv gL dsjdzj dzdV fOoddkz® §tsH Mots dJdWteOMbekClskiek dzj s8R
RL &I dzd ysd Mz@sS o Mydmc dOmMbstesdlsd. §OROGHE KO dejztzd fj |
GOy Ols' 6 &ZBEOdls .

[ &z HEsBOodzj dgdv HEsfsdddlsj d des?2 zOMlstetp BB P o dfise © olzg @B
ftstslse jlsMiso ke hdj dLdgj daj dedv o 1 @tsO dgPlezl T ek.qf M) @9 Qlsciz  C dat
EHOd] dd¥ &OMstetz@g @ls § tc @O di s/ tisQ &

HlsteOddy0 dL & dzj dedv d feshdBslse0 fwOoddkd [¢ MsHjteydl
feshdsltcO WAE Q) iz d dz' fisteH j ©y § BE¢

Forbidden command GET [6azoBoe npaBuno]

BraroueHo o
ID / Pesusma 1051 /1
Mpecer (npunasxerue) http

Tun cobeiman GesonacHocTy —

Yposews aTamm Cpegrwi [2]
Tun Tpaduka HTTP

lNpoToKON HUKHETD YPOBHA TCP
MedicTene OrsepriyTe [reject] =
WeTounme TroBoii =
Mopt uctouruka Nioboii 5
Hanpasnetne Nroboi s
TMopT HasHausHKa NiobBoit *

- i

"content™: {

"options": {
“http_method": "y"
b
"string”: "GET"
}

MNpaewnna KoHTEKCTHOTO GUNETpa

| roeen | ey

{ dfzBES } OLO®) ste' 0o ddzO § G
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ljHkMsOdso dzj dzder | fjMmilsr [6 fo]HdOL dzOyj dzr  Hdzw L
(M&BOB dzd)y O
v OB &q/yOl ©ifjlsr [

1 O d3j dese ©dzd j 1 OL dzOyj dzd |

LONdlsO Ik koW dS @EMP-MBHEEBHON g ¢ dzls j te
¢ tsdzls j dzls
. sB dzOtclzy J j ltcOWd¢ O, SHjtey Oh jets Is
Forbidden Data s ﬁdzdzzJ:dzqusH qtgtsaqtsc qd ﬁ]dz; ISJJ Qxfr]lsBJar 2

Forbidden Methods 5B dzOtclkzy jdedj IbtcOWJEC O, MtsHjtey O jes d
1 C ZOHICE) fj ldz2j 5B 2 sHEZAO Y f d ke dj 500 f to  H ORAMs OC 5L By ds
Golzy  d tedsjds ®Blaiz fStay] H tsTls O o izt j WRIdL Is jy s’ dAftsL H da'dzd dzed Miste Ols s te
(fsdz' L 50 Ols Jf de'j MG @43)d Mz @&k ¢

10LBe " 2 I JE

ata d Forbidden

D
¢ 58 £ O "isdr] dPTP/HTTBS
B udfmdzi fted GBEOf

ltcOoddzO@ ftejfpjls® Forbidd
Rmn 9GCdz¢yjdzedy ftedotsHdIs
Mjtto j eOd Mt fBNSEEAN, b
) Mk

en
©d
dz ts

Onumm HecurHatypHele yrpossl COB M3 MpeceTw O6HOBUTL Hactpoiika config paina

MonbzoBaTtenbckune npeceTbl

Hasearme npeceta |Eusto'n v e
BraounTs 6a308RIE NPAEMNA ANA BLEX °
Mpecetbi
Hassanme npeceta Dos/DDos ikl
BraounTs 6a308RIE NPAEMNA ANA BLEX
APP-DETECT [47] %+ || Aotasirs + |
g ] romemn |

tdmzd@sT tejMjls’

] Cdzs yjdedjy Bodz "sets Stsdzdyi mMlsa © o Mjlstse dBis:
BidMjlsjots? 1 CteOd Ybts disyjl ftede jMmisd -Hj sdH
Clsts MowL Odzs f Isjds, yYybss CO3H'2 HwiMmjls HEBSBO
Colstster § defzsB PSH Sdzdzd Is! . 1 st lstsdzsz 9 Oy dets OFC Is
Clsster § HJ 2Mlse dlIsj dz! dztsi Odizfizt Bzi 6O &) tztc 2 H st to d
Isj - dtsdzse 2 .

s tets d3j ftoj HMlsOdzts o dzj dzldss Yyl HEQ eQUs's d MBflse j dade | . [ dz
fdzj HEe h dj MYfshmser MsLHOddY ftjfjlste:

1. usLHOL! ftojMmjbi@iBS ZzOHC |
10340 §hBPOHIB MY LsoOlsjd MSdj ftojmjlr .
lojMmisd d &g fheijdndetOe d b6 dry uYst5C B OL s j f.tc00 d 2O H
1 jte]j HOd o0 C Qe e [ Id dzOx Ols' | Crlas@l€z f cOo d d&zO
l " BtOIs! dgzydzr § ftOo d dzO.
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0 1 OO0 §¢@BPOSHIS' o fttjiMmjl
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# Custom rule for UTM
£

# pattern
#alert tcp any any -> any SHTTP_PORTS (msg:"[:ID5:18@8:2:] Cookie block by domain®;content:"google.com”;pcre:"/\;\s*domain=google.com/i";sid:1020882)

#reject tcp any SHTTP_PORTS <» any any (msg:"[:FW:281:3:] Cockie block by domain®;content:”cookie:”;nocase;pcre:™/\;\s*domain=.google.com/i";51d:11984299;rev:3;)
#reject tcp any any <> any IHTTP_PORTS (msg:"[:FW:282:3:] Host block by domain®;content:"host:”j;nocase;pcre:”/youtube.com/i";sid:11084891;rev:3;)

# Step #B8: Customize your preprocessor and decoder alerts

# decoder and preprocessor event rules

# include $UTM_RULE_PATH/http_inspect.conf

# include $PREPROC_RULE_PATH/preprocessor.rules
# include $PREPROC_RULE_PATH/decoder.rules

# include $PREPROC_RULE_PATH/sensitive-data.rules
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Hacrpoiika xypHana ApxMEMpOBaHWE XYPHANOE 0B6paboTka MHUMAEHTOE

i

Ypoeews norvposanma (4 debug (Ctnagka)
Mpotokon sxewserc nor-cepeepa (4 upp =
Agpec BHelWHerD Nor-cepeepa

MNopT sHewHero nor-cepeepa

a*

¥poEEHb NOTMPOBAHMA Ha BHELHHIA CEpEEp debug (Otnagka)
BxnroumTe sHewHWA LEEF-cepeep (4
Appec sHewnero LEEF-cepeepa
Mopt eHewHero LEEF-cepeepa

Henpeptissan otnpaska xypHanoe & ELLY (4

i

Ypoeers norvposanma ELY notice (3ameTka)

[ e | roneren

t d iz dg@3C OMmis to 5220 dzO

1 CzObh &Od o d to tsyozQuiZeO[dAtstEd iz der)Y sL o slps ) s G Oy OB G te Ed IO dzd Is ¢
Otern d o d tets g @ dzdzO iz’

Hacrpoiika xypHana ApXMBWPOBAHWE XYPHANoB 06paboTka MHLWAEHTOR

Pasmep xypHanos ayauTta | 100 v | MB

ADXWBVMPOBAHWE 3XYPHANOE Co3zpatk apxve

ApPKMBNPOBAHIE TEKYLLMX 3XKYPHANOE

2024-10-18 15:12:19 6.927 kB S

3arpysuTe apxve XypHanos
OumcTiTe sarpyxesHse XxypHans! Yaannre

MepediTh K NPOCMOTPY XypPHaA0E

{ Mk 6R do d 6t o @dadad s o

1 O HOdzdzs2  figlisstd Gdifl WO Is@ Oten do, &< OYGass.d i zd@$R
gz ¥ ctewdkts2e ROwLOCkjte OB, bkt jMmls!
dzj d3j Hdzj dzdets, © Gldduyd] Gl ¢clsteOdst OC yd s dzedetsa@ ts
CsdW dekzteOyd d

1 CdzO0 ©O d o d tc SloOadQailisdrs uiPdzjsH z ¥ dz@fy Is tc ta§ d M &z dBS)E
t OL d3j liotec dz0@st0 .5 B daj O H QFAE i d 30O dz'Odz'ddy dem Is | ddiastedsO dzO ;
g 5L HOMER.d dc dzO0y O ldafiddzts tinGslz s @O tc - § & tc dz0 dzts 9 ;
dter do dtetsls P N 2 tc dzQ dztfedz Istsusj C B B8 Efz® wisEHp f sdi3sh S elesf € d
HSLHOCGrdEHf L HOOMZ 9 C i Imdd;
1T € OYyYOlsts dzO x O lsafiddzts fif Gelts ) - gt @ Usd o stz dfipy @z tc dzO dzGaiAh  toj dzd |
Otcn dar@z d tart dz® ggip);
T VHOMddBH OOIE o d tsts 5 @ dzdzO2iz.
dtor do dtetso@deag@z'H § dzv b ¥ d 3] *misizj H Iz = O lsftg d B (fiped f) Iz ABS)E
1 stcOMmdgej.lb S OL " odyBdern d o d totso @dgdiRYr ™ dz O G to dzC§ ded3tf + vdifj to
SH dziffelz! L s Ols j dzv ;

E ]
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1 1 Jjdlzr Yo j.BSCOL ™ oykj®dsn d o d tots o) @ dzaiEdalz O ¢ to g lsy s H die® dz0
Clif ! stfldsjdee L ts9,Ols j dzw

1T 1 Ols@Potcj 'S OL " o @O L H ORIV o d to t5 8 QzdpdiZFOLHO ;

T t OL d3jf @2 ek OL ' 9 @®Ols W tiem d o d to 5 & AzdpdiOMNO .

2024-10-18 15:12:19 6927 kB m
2024-10-18 15:13:24 525 kE m

{ M desCo R o detso Odzdz’ § ¥ Iz te dzO dzr

[ dz¥ O¢ te P dpoktis dzOdzjste B 7 s (dRBE ) 2 dAL)E
1. 1 Oy O%sdzs ff O sz L € O
2. 1" Ble@4en do dtcts o @ddaPBre Stse &t dzOdk® s ;
3. 1 5o ls OGRS Bkt fi O € oL
4, 11sOB dzgf f PR ZO@OES dIw gt O to kL Evdo Wiisdigj"H & ¥ i " :

1 vjiSemfEdvwe B tsty@® tc dzOdz® ' 1 ts dzedzjdd@jiozd gt j 2 s idzd H zjjdlss
OCIsdoadtetse Ols! ;

1 r ktcdzO[dds 5B tc Os@ifiskz tc dzO detedG, to iz ¥ j dlad® t-n d o d to 5 9 P HAdalz @ drO .
1 t6j H I fi) d3siscedy’ dide P Hsdih iz to dzO dzts o

1 1 OkOtsdo YU e Oy Ol to j dits L H OLdA[dtc Iz ¥ jydixligzOsdzO ;

9 (OL®B] BSOL ' B8O dy tete dzO 2O .

U H Odzddsdzts Sty H dzO L dzQ@ialy jH d2@iz | O3 ddouPts dpwO G te iz LOdels: ‘g B tc dzQ dzts o

3arpy3uTe BPXWE XKYPHANOE m
OH4MCTITL 3ArpYKEHHBIE 3Ky PHANSI Yaanums

lMepeiiTh K NPOCMOTPY XypHaNOE

Cnncok )XypHanoB B apXuBe ANA 3arpy3ku
. - = —
MNoavmike 2024-10-18 15:12:19 40K
Cucremmsii 2024-10-18 151219 40K
Cucremubii 2024-10-18& 15:10:00 40K
Monutirm 2024-10-18 15:10:00 40K
Cetesnie nakeTsl 2024-10-18 15:10:00 40K
COB 2024-10-18 15:10:00 40K
WAF 2024-10-18 15:10:00 40K

M3 2024-10-18 15:10:00 40K

t dfylkzdz86C) OC to LRERA o dp'lzle dzO dzts o

s dzts §uSBAE ts fi) ¢ I8 O dzv P Hzda] | 5 VO ¢ 6 Iz LOJESH | & te dzOdizsod ipfsiE te dzOads®r d o j
Hdzt OctelzL € d
S dzfs fuCsCh tc O digitisA o O dz® j B | ode@ Mjls tot¥ jsGe dgjj-g dzls j oW j 2 MO.
I dzy tod d3j dzg defidpdz’ chL a3 dzjdzlpdsB - ts ez@ H3EIsdats ) Qolrf 3 dzd Is
1 € &zZOH[CBAS OB t5IsC ©  d dzy( dnmlgj diAly isdEB7g fsLotsdzy jIs OH dgmbtilzd iy lSAHODESS t
fstescso j L dzOYj dAWAF Dalbies LoakjdfS qdmlydH j dzlst B j L 5§ Ofdasmisd .
| ZELctOddujdzdj HoW fsd Lo Ol disHERRY ] ddOMGicsd & O H dv
Eujlsdss?2 LOfdMd ftd LseOljdy, fted Gtejorh jddd ESOL O
Jdzls j e j2 M) fsd L so Olsj dzw .
T ltejorhjdedj U= btz oEBHOjl (riescshpislscL doyl saggL
fsd Liso Oljdv. lted ftjorhjddd et L dOyjddy Eyj
1 OB dzsC dtetso Odede” § .ftsdz! L 59 Olsj dzd
1 502 ROkk.ftsdzj ECOL' 90OjlkMmw L dOyjddj otj Bjdd o &dd
ot d3d dzd , LOBisS qtetse OdzdzOW s £ Qp Ilsdz@O Is d RiffigfShyd  BHzGiIdE] oz
1 0B dzsC dietso Odzdz” § . sdz) L 59 Olsj dzgd
| IZsBeteOdd yj dzdj HEMEZfO 5 | P Hdv §sd LtseOB0d®H ajlsf
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fstesetsatsy L dzOyjdedd Hdzv f PO HSE5iCin O nugiH) L dEabded $ 2
f toc s ls =SS dz
T 1 tej o rdedij fstf" btsCl ca SHIOOHOjIs f(tiosetse ts L dzOyJj ded §
OolststedL Oydd ¢ sdz' L dP-OHstg dfy O .fy Isteidflestetsj o " " j ded d L dzOyj o
HOdzdzZIP®BHIcj Msdg BEZHjIs Htsp @sdzsdkdacshiOdddss§ .f sdz L 59 Ols j
1 vO2RBOkRIs.f sdzj kS OL "pjAgdsimve tajdd§) dad o di3d dzzlsOF . 1t d
9 tej d3j dzd LOB &S dqtetso Odzdzr 2 fsdz L so Olsj dz BEH]jIs O¢
1 0B izsC diotso Odedz” § .f sdz! L 59 Olsj dzd
1 dzsffeteOdzed yj dzedw 5 o9 dHO®R. Ikwtotsd s jls taO@§iidzdw € sdzd yd Mlse
McjHdzi 6t d ddLSCSBets ktoseodzj 2. lted fHtejorhjdddd L dzOyd oz
ftoesdMmntsHdls HRIALCEjdE® Cdonistsydzd C O EcotetsL " .
1 izgffeteOdzd yd dzedv 5 shdBC Od3 dzO .4 OA § 6P d ptdfotzh jj dmgg r Is
sftejHjdvehjj foetsetsos] (SddyjMmbes hdessS dO L OMNJMOJ
ftoesdL 52 Hj s HRALEjiHE® Cdonilstsydsd € O.
1 Zglezedy odHr . MtsBr Isd?2
T vydidzs Md Slezd2 L OHOjIs fstesesots]y SCtsdzdyjmMlsets fMtser Isd
¢ ts IstseAF Dallas Lock B dzts €  tPEOjHIdc j I I Missyded € O fsB'r Isd 2.
1T Jtojdy )y dHOddW jticsfassits totdcej.dzj ded o dddezlsOR, o Isj uj dzd
mMsBr sdw BGHdsets Isdf O.

Hacrpoiika »ypHana ApXUBUPOBAHKWE XYPHAN0E 0B6paboTka MHUKWAEHTOR

OrpaHHI-IeHHE ANA Nosib3oBaTe/iIA Ha NoNbITKU BXoAda (i

lNpesbiweHe NonLIToK X043 | 5 v |

TaiimayT | 15 v | MIH

OrpaHunuenmne gocryna no IP aAna nonb3oBatena npm nogo3perHum Ha DOS-ataky &

lNpesbiweHe NonLIToK X043 | 10 v |

TaiimayT | 60 v | MIH

OrpaHWueHnA No BUgam yrpos B Tpaduke
Boicokuii yposens (4 | 22 ~/|
Cpegrwii yposere (4 | 30 J|

Huszkwii yposere (4 |1CD \/|

OrpaHuueHuMs no owmbkaM Ha 3alMLLAEMOM pecypce

Mpessiwerme cobeimmii | 300 v |

Opyrve Buabl cobbimni G

Yncno cobeimmid | 10 v |

Bpems oxmaaHna nostopos (4 |25 v | MIH

[ | e

t Mz dk&7¢[ B tc OB s P H j dzls s @

545And dz' BBH j 6 d BSGE B

dlstc Odzdf @z s H | o d a3 Mk AASEY tsL o ts @ 38 dzd s € @l tste 3O y d ts dzdzt
BJL Y OffudsHn@EDmis etz § & @ aladffvO tc O dzJ IshifCipiifisB'dzQ tg lzdf Y te j H SIs 9 O j dz
9 lststey jdRdnds tc s@ds@ dif i Is j olds=a@Y EOPtc | H it B HE i L 5§ O Mzt ls d
LOMNdh Ojtagrfifztemtso .
d4SH ] i e dtgz®mMistets§ ¢ :

T 10MbtesREd] uj fislsd@izy do OFf B j Minthdc Oo dzjeded Jf d3BEdc OB IS¢ (
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fd Isd osticdOsl U@ M is to & B &2Q y Jfidsm\O) ff g aziy § WARdf o dziy j Cydd L
SSL( f)&4.5.11 Ofnls tct6 WL y jthplsipdez ¥ d o PR MM o

T 1 0MmistetsPiCtafj d3j dzde'dtiz s@H § to d.BSEHs] e dslszsf 6 H ' dpv IP-
OH 6Qffy ©o jue@lodzd Mdted d it s s 8 zds g is ldsdks O ¥ (deS el ©off ylstso r 2
fjojdqkij te jCOH O] Eigso jidpted s d P B0 kdlisG5.4.52 1 OMstes?2 C
fitej d3i Hadpdzf dnids® j toy f S G

i
Hactpoliika KonnuecTBa 06cNy)KMBaIOLUX NPOLLECCOB (i
Arzseiii (infing) pesorn
2 w3
MaccHEHbIi pexim
Wrepdeiice ethl -1+
acrempswar 0 (2 /2]
Vincnexyma UTM SSL (1) |2 v |
HacTpoiku nepemMeHHbIX pUAbTPa COAEPIKMMOro
Bryrpernne cem (L) [ 172.16.157.0/24,192.168.157.0/24 v|
DNS-cepseps: [ 192.162.13.80,192.162.13.162,$HOME_NET v |
Bef-cepmeps 172.16.157.10
SMTP-cepeeps [ sHOME_NET v |
PO [1sHOME NET v|
S0L-cepaeps: [ sHOME_NET v |
Brewswe cem WAF  [ISHTTPSERVERS /%
YpOEEHE SEPUCTMHECKOTO GHAMMSE Huzkmia S
SSl-noprel [422 V|
HTTP-noprs [ 50,31,8000:2000 V|
S5H-nopTs 22 v |
Mopres nepenaun Gaiinos [20 v |
FTP-noprsl [21 v |
SMTP-noprs 25 v |
Oracle-noprs: E v |
eoreme | e

t gk deesSr d dz' BysH j ey  BEE s

54511 Ofyls to £ALdA] v j BB & &L ] o OF B EF] Mo

[ Odzdzs &EIEO M ls L A UiPdzjsH Iz ¥ ff @tg © d3j(Isnaisd iy z dAB)E
T ¢oCIsdodz(inkne) oy ddstedo Cdzs Uj dtJOBPIsigd Mls j O dzOte z ¥ jddad v
ftoj Hisls o tc OF I§ oAy | GA[18 o ooddty " o O p Idifijvis | o0 W pSazts § d i ke
BsHJW dyff&LJodytstsis o § Isifif lceOdp ff BQdgds f O fydats fls d

lted dMftsdz Lso Odedd OCkdodetsets tojyddBO dzj sBRtS
oL By dz¥ dzsy der | McOB OIsT 9 Odedw, Ctclsster j dRBEC

kteOW S O.

1 CCL j s d wezj sfyls & telydojS dzs j ¢l l8 d o ditslidel o 3 d.BABL o sdzv j Is
HZOflstc OdCotsf Y j HsB B Mo / L CC G dgf fA fgisdfins'c S€ 8 s st ZiH I Is
LOfh jdzB tcOB BIEOY 6 RHEEOB © M s d o tegoOs]; d3

T 1 omMmdotdg Pdidste b ¢ dz¥ y J YdRftEO o34 fsdehipls jsdB@zOtCz ) g flad ) H slso e O | da
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plststey | daRdzts § o teldrtg @Y o Is 5 oz § tizl 15 te B tsiAfjdsls § dzy d O tz¢ tesE OF
B L sy Offafdstes H 7 SHfdsts dzd Isisstiqy Istg 20 € Is d o cfizts ) s

T Rdzlsj oW j 2 fiyidzy s ls 2t EApde S dzs u j)d@ffvi g o dzfs ¥ BB L o ts dz ) HOMS
md sdieddzls j o jRIMte fisls st®izjH ff s~ t5 HsdelO'W o § O )  otalgtsidgl dgJO.
COYHA s § el jOfg ¢ O Is ez'fde'ts2y § g ifgls | ¢ i Isf dias dsts O

sEBBddzOydY OCkdodsets d §OMMde dzsc s doff ) dEEWE
OCkdo@me)B] ydBO HEY BdsCdiessld dLojMmsdkses o
COC §OLOddjd dr 2 {SLjBfdvte o §OMMdodsd ©j
OOd&JL O kO SO J BdZOEEY jddY BGdAjj NSy d

qddz stcO
s

o¢d Mgk

1 OmMmdody 2 d Ofddio dzrCos dzlisjjC Misdzscts W
YEdC ydsdzOdz des? o 5L sy desflsd tOMh W to
1

J CWAFY )} Otc O dsjtistis o ts da™r jelds OFsts dzd Y j s B8 M¥isl st ZiH s
dz' L se s ffjtc s cifidce J e ddmy | WAF ([ § Otc O dislints 2t g iz
ugls @zdzf § § WAR).J
J

dz' L s® Pdsv Mt s Shfidie o § B dgdzi Y j UTM ( f Otc O djskintis zf 1§ diz
Uj dedzts 2 YEEABHL).C yd d

fsLodYY CdsjShsdsdz Wdd stk O0dOddL s

] s Gfidieodifte] sdz' LEzjls Cdzv yd HdW ©OMh qWtese Cd L
sB dzOtclzy J dgd¥ EZcetetsL BjL T OmMdesls (.

5.4.5.21 Ofls tc 2jCtafj d3j cicef d2 ISfiptOH j ey d BE G

[ Odzdzs &ZEIEO M ls L A UiPdrjsH 2 ¢ ff @tg O d3i(Isnais o i iz )¢

1 1 dzzlstcj dipgdsid sdzjfintsH j toPeflsi to j MOM d M O akdzl2 Is to j filzgled B2 OH O] Is
14 t] d3d GedaME_NET;

T DNSfjtco jlsdzilmtsH j toyPefsH to | DNES-Mj tco | By Isdf L OH Off Jste j d3j dzdzlz ©
$DNS_SERVERS. 1 &z d3ts dzy Gfcm|cf dzd o3@Z0I j $GME_NET;

T 1idjte jbsdziftH ] tPAxtt] hP-Hjtco jBEPp s L OHOY e d3j dadzlz ®
$HTTP_SERVERS. ] &z d3ts dzy Qfciicf dzq d3 @Ol j IBz@ 1 te jLi@ ¢ h O j fiste 88 to

1 SMTP-flj oo jleSdzfiSH j hp-®B o Oy ls sfgj Bo jacfipjpls@sls stdmjf sd L 25 Is
ol SSMI& H d2's Is § © Od § 6 dzlz 1 jidedjvC Is to itz L O Off Jste j dsj dazdzl ®
$SMTP_SERVERS. 1 tiz o35 dzy Ofcicf dzq o3 @F0lay j MEGME_NET;

1 Jldzgj hdzdnjj sditsdzjftsH j teyRfGBH tcj fg@zj M dzthg IsSjR L OH O I§ toj d&3d dadzlz ©
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L dzO y jISEOWE_NET (o fyy dz0 y J ¢zd & JOME_NET);

1 SQL-Mjteo jlasdzfitsH j toP-®ls to jfipOtco j tc®mw O dzdzSQL d L OH OFj jlsts j d3j dadzlz &
$SQL_SERVERS.1 tz d3ts dzy Ofcicf dzd o3 @igOlay j $GME_NET;

T 1l dzjh delf j Is VAF. 1 sdzjintsH j o }PeflsH te | ) M digj=ls JJ2L OH Of Jstc j d3j dzdzlz ©
SWAF_NET, C sttt sdz' L Hjdijwc O dMaF. 1 s k digts dzy O didesd dzed d@3O J Is
L dzOy J '8 TIP_SERVERS ( 8 fg 20y J Cad &8 @$JTTP_SERVERS);

7 vietse jldated Mis d Y OAOEDIEOE O &3 juyids | H | d2OMIE s drdz BHs o2 flso t
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1 FTP{ tstelsNtstels 'dgOC tsls s tfr tgjdzls | € fiflsdddz 28tz H jtslsy d H OAFP-Is tc O W d s,
lz d3ts dzy Ofdimfck dzd d3 @Ol Az §
1 SMTP{ stelsltstels dz@X slstst€risjdzls j € flsfdiz! WieH jsl§y d H BETP-stc O § .
z d3ts dzy Ofdifcf dzd d3 @Ol J 282 §
1 Oraclef stelsIstelstz@ slsts€isjzls j ¢ Hiddz BlisH Sl d H GlcOWEHEj tco j ots o
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99 JH] ddeyfifs toth)jsls s o j Is fiylscortfig-W @2 dZ tc dzO ) O 1§ diafs fuStsth tc O difdtsts d i h s H d Is
fMtsn tc Oda) alzdH | d2eP s ot sGc dgij-d dzls j ¥ j 2 MO.

546uv 1 tcOo dzjindiaz p B O d3qd

1 4 OdzdipRc Oddfjadgid Mz d8)YH siskzt j dz tftc k) dg®Ils tdzj dzd JWAR Bdtlase azkizd

dstcOdzfi 3@ j ey dls Mdzj Hizs h:dj] T OO Ister
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dCtedtfls ddad ydlodigls ©dr{qj BGlssBtcOy Ojlsmw dzOd dzsj detso Odzd j

HlsOlbkff.Missdze yj Gl tcOfnbdP My yisf $ &M Al Qrzs o dzj dz)

uls Bl Yy, O &S deEAICS dzt Y jodids € dzs ) dAfstsL o ¢ gvCsds ydls! dd

slsCdzs ydls! OolktsL Of zMS ViAERa|las'Lock;ted L OctelzL € j§
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foLotcdvshdj ftosdLe jfisd Moslse jlsMisoks hdj Hj2Mmlsadw

=A =4 =4 =4

ryi?mbsedw Mt Mmdzkz)ysodd, dj oddw:shdBd dzO0 WAF Daldedipaed j W
(odhcpd, keepalived, smartd, watchcat) dzj Is @Geqr'cdirdsds d
Mz B OBd tj ¢ d Misted tc sy dzatl I taidpPul§ ¢ dzt Y Pz sL OctelzL € d
tej edMmstedtolz j Is ipvwis dad IsjdzStecflzO dzj

[ fdzd orf Cdzs ydls! BHddz L Ghdsed 5 0S¢ tdawsrss)
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CKFIP'IHTI:I WHULWanunsagunm o

TIPHOPMTET CRPUMT MHMLMANM3ALIM Craryc Fra
12 dropbear ErrriEEDr m [ |
14 firewa o = = |
15 network [ Y——— m |:
16 mosquitto ErmTe m |:
18 dnsmasg [ = =
24 octopus Sromz m |:
35 odhepd Sromrr m |:
50 cren Sanyugen =3 = |
50 uhttpd Pa— =3 = |
7 keepalived oemancorer ([ [ o |
a0 collectd S m |:
20 ctf Janywen =3 =
5 smartd . = = |
%8 sysntpd P =3 =
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6.2 DHCP  DNS

[ Odzdz@ s tc O dzff t§ 00 5 dz'C jOls @l ) Is to 5 XEPDHCP-) | o DS tots CHdfin j Is j o & 7
L ClcOMNTY @ C dzOfi B gats 0 dzOfi s te € AQlsff ) bz AAR)IBts 3 dets O L Ofipdzts o A fjls e 52 €
DHCP-flj o JBNS-§ o ts§ fpdhy j dQndzj H & & sfdoOmistets j € :
1 vjBljHefpsjlded S dz* yj dpde® estDNSr Of A L H kbt dzO ©Ob dzv s
DNS-d d34 rzd
1 dolststedL qiotsd @i B o dgfp €58 SE ] o sy jOydy dzDHCP-Ij tco | to.
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Hisfls Edp@ANIste 52 € d :

0 RdzsjteWpprsHwighndd] cz6Dded i s ®fdzz " JpdRslgdtg ¥ JR2 Mtse
L Od3r Sz i s(Wf tc d d3 ts eti@, ethl);
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wposanHeid (i
TNokanekblid cepeep (4
NokansHuik gomen (4 lan
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MNepenanpasnerwe sanpocos DNS (4 =
3awwmra ot DNS Rebinding (1 °
PaspewnTe nokaneHwid xoct (4
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Tonexo noxaneneifi DNS (1) (@
He ncnonesosate wildcard (4 °
WrTepdeiic ana Exogawx coeauHerni (1 [—]
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t dflkdeaeS| fdzts o ddzQimistes2 € g

Clsdo @HJP Ote j dzHh'S,Is  © MHJPV6 Ote j dzk M ¢Ed Mz GAB)Y 1L o ts dpteHsléy 3OS o o O
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Hem akmusHsix apendosaHHbIX adpecos.

AxTtneHble DHCPV6 apeHabl
Xocr IPvG-agpec DUID OcTaBlueech Bpema apexbl

Hem axmustex apendosantsix adpecos.

MocToAHHbIE apeHAabl

Wima xocra MAC-Appec 1Pvd-Agpec Bpems apengn appeca 1PvE-Cydpmkc (hex)
[ client1 v | (005056222917 (12 v #] [192:168.157.101 v #| [1om v | [ vaaner |

t dik dpsS fdzets o ddzQiistets2 € o

[ &2 5B Oo ] BAfEO0B dzq Y 15 ) Is 5 WAty dgHiTdRj H 2 § Is
1. 1 Oy O%bdzts ff &lB Oo i Is
2. leojMmisg

¢ R BV is 0 ez0 L o CRts(fijls @Ddze dzd 2WC sty )

CMAGHI jIMACOHEE] ) RsMisO

Cl Py Ut jIP-OHE Bl O

Cltcj @R d@Atcj H@G RS H S dzv Y jdiisiivts dz' iz B S figd H dzte C OL Odgd W

Md ¢ kgand Bq dzizlh,@ yOMmEBa é Hdzj 2) ;

T cl PyBW W d(CHne X neézd f z dz&)¢

E I

I HOdzdzsd3 ©OLHJ dzj | Ot ¢ dz6RBdlzd Is'1 5B Qo ddsds,
cftew Bs2é ROwLOCkjt OB, bkt jhmk' ftd o
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[ Client? v | (00505622017 (18 v #] [ 192168.157.101 v | [1om v| [ Yanen. |

t dimzdsiCr sB Oo dzjf dednjls s W @dzis 2izH

1 @ ¢ dzOp 6 sdzdzd Is j d fights tg < 2Arfegizid Mz AAS)YIMsH | ey &Nz d2@fjlstes?2 € d :

1 1 sHOo ddssc dtetso O lpl O dz0 o daff s HOQ dsdz jdalzcf i tc ts o iPlsldzH O tedsQBSRIs
foclstsGsdse

1 IP fsfdzj Hiso Qls)j B! aizsdzy 1) is ] dZVMIBSOH toj fif B dzj H 5o O lsfCy doasy w
dzO0d d3j dz';h j ¢ 15

1 Addz btesaORlsdyr gL o tsdguf niis jlzgfij tc j dzOf OB W® SERS] O tc 18 iz
dzts § O dz'fgplsh 2

1 Addz Stetsomjsit sdzj n ggrifjj.toj dzO tc Qo@iwig sk 1S s s tedzjj BB ¢ BIS Is
5B OB St ez YN tco § tc O d3d

1 [ c8C0ddL oL QOUsE[Ms S Odzd L o tRERAsldB ® Oo M d dsis B tc O d o O Bis
§ s H ) Jj dnciadis ) s dfjdaisc s /0%t | Mtse

1T t Omh Jcd dgd dz® dztp 5B O o dftis@ O dz'dzr WA Sz WaRdy d3j dzd

T [bSCd® yfle'hslstcd yOlsj delde jrls b as.L 9 sdazjfld " JtesesBlsd yOls j dz' dgr
slso j slssugd Mdaj dzdzy Mz h j Mls snixsedy fiets o

T 1 s sdzdzed Is j WD Haidn)j tco | s azBtsy jidsH | tef@lsiz! L 59 Ols f) Kzt tCdedj
f sdzadn P d fiptsi& " dpjj ADHS-Mj oo j 6O
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DNS{f 5 teisOf to B ig@.1 d te ts o Orszeicy 77 s H WONF-2 Of etsMso

E ]

DHCP-OH te j Mts o

1 [ OCEDNSOt©OL dif &S j b OF ) d d3Oniss fdish Is 6 G5 BJDB § O C j -EINS.O;

[ OC f§ saztsOtec j dHICP Otcj dzH 'O.C iy d d3O df! ietju j @S ls o @ic f dzH 59 O dzde'

1 [ OCMCtsozts SH oS to] oBj 0zBA BMBSOC fd BOdH Easkz iils  Bsgzd yj flso &

SHdso toj dPNBAZzOY tetsMtse .
Hactpoliku cepBepa

OcHOBHbIE HacTpoiikn [JononHuTeneHble HaCTPOMKK

MNoaaewTe nornpoeatue (1

IP nocaegoearensHo (4
OwnbTposate YacTHoe (4 n

OuneTposate BecnonesHme (4
Nokanusoswisars sanpocsl (4 n

Pacwmpars umesa yznos (4 a

OTKAI4KTE K31 OTPULIETENBHBIX
OTEETOE

OononnuTencHeole dalfinw cepeepos (4

poruid nopagok (4
MNepeonpegenetne ':‘L.:le.n:nirczh-.‘l;j; 1 =
DNS nopt cepeepa (4
DNS anpoca (4
Makc. kon-so apens DHCP aperasl (4
Makc.EDMNSO pasmep naketa (4 1232 v
Magkc, HOBPEMEHHLIX (7
3anpocos
t MEzdetsCr s sdzded Isj dz! dz' | deOfplstets2 € d
1l sdzv dOhise®p Yls! dscdiosoaOdzedj, | P ftsidjHiss Ol
Addz! stese Ols Bj MY tsdzj L dz" | , [ 5COdzdL s8 " 9 Ols¢ L
[8C ¥ ydls! C1h wltedyOljd d' &7 Glkolliselzy lsls@¢

YJ C B BiGHYO OB sshf shse dslsd .

1 0 dzO O dias fh & o3j ded Is4s d M -LsOYfdsip! | H | d s toth)isAs s o | Is ) lscortlig- " d |
¥ 02 &2 6 dzOy OIS diab fulsh o O datsts d ) - figs A UsO daj aiz v | e s @ jsGs d9jj -B

q dzls | ol j Oy @€ qigs fuSsds s d B o SHFIO dzj ozef § H | dadD dgdzC B Is ts wzjsj’ dzq
s A

tc O dgj. 2t d D)y O dztc Pdzj § .

6.3R 3] BASMIs 50

[ OdzddPle'tc © dgitf afOd iz AAB)Y sL o sz p O odfjlst B - sHAEFN K j &3 dzd s Oted L 59 OcC
L SdDMZ). 1 dz¥ Is sdzjstsB n sz  GsOBE sMEOCIB-OHIMOISOC f EMisOs 3| BC &2
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sk e @tetsMdls L 9 S dwigGsOL Otskdndzj M J dader g dzj g Rtc j d3d flagmdzj H dzj G ts

MsrtcOddiafWWd e 2tcOyd d .

Cratnueckune mapwpyTbl |Pv4 i
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{ dfkdesru s Ols d y jdiEahjte iz Is ©

6.5 i MJ Isjt L0 dz

1 OffstcOdzd U MJ Is jloSstRQstz 3 difss L H @ l820dts ts dLists ddn j Isnddz€ ts dzls telsted®W d ¢ ©O.
dlstcOdad B Mz d&AB)ItsH j tefijdfdsH 8 & G@gOH € d :

sMhdzsodi®Mls to;s2 €

fdte dzOY tc Ofotsitg Ixilej

ftcOo idBcOW S O

ftcOo ®dz@ ddstg®dW f € ©

Y d mSsnls z §;0

fsdz L s Olst td dn§ dfQ .

[ifMilsisePhea HOE M| sidz? s dzls ety d C O.
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1 CtcOe® B stdadslse j sMisa g2 Mg gw:
T JoisHY sEDW( e st ' 6BAE OB Ols™ 9 Ol / tslso j tcc Ols? ) .
T RMASHYEEOW(dftcd dzd ZOBcPLdzPIs™ 9 CdsOIlF ‘B)ls o | to
T 14t dzOf tc O fidg diattd OB OdzPIls™ 9 Ols! / slso jtce Ols ) .
ltoj HEMmMBstsioy il csf E M&PSstcts | & Ok Js' .
1 OteORB] ke Odzd ydls' Mplke PR sdzv j s dOMmistesdls! SCtdzdyd Mise t
mMsBrIsd?2 LO tsftjHjdiddgr 2 §jtedtsH.

1ted L Off tsdzdzj [datftgfO dfdsupggvls @ Y 2 to dzOdigj trpsastsH dj dgis| 2L OH C
fdzi HizE h j e dandizsO L Of esMse / o) o ted B CQROdedw
dmf sdz’ L 28 smw  fdzj H 28 hedsjseddndd @ds Qhdgwdzd ¥ € O L O dzd Ym
(minute) & d3d dzizls(hour & Yy O Mmtsd(day)c®d H dzj 2 .
1 f 2dzS sty dz'tsis 5B to Oy Gpsle O dides Qo dJ O 0 dzdz®® B dzdffuys@ o ts dgvdjL iz O dz! dzts
dzOB dzt H Pli'O o d eEZ&VIstcOW d § B dz@ 1 j toj dzOf tc Qo oz Bz @ dzdE iy d H dzv
onBHWh jats/ dMEsOWd § @Eisj dzOt tc O oCds @ oS dz¢ u § dzd j / tsISIE EltzQuy i j
BOMS Ote O H{J A OO dzd USR] I dzvS O H SctsO o O Mz Is ) sds B 4 lsz' Sz S d
RL&j ddls! / uHOdzd Is
s dzs fCB Oo ¢f st o Sz B IO odftdse 16 o O 0 § dridzls tdIateVY ofi AP € .
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OcHOBHbIE HAaCTPOMKK

30HbI

i i» 3 [wan  dm

wan: wan: = ‘went ] 3 | REJECT | omeeprame | | npursmaTe

dmzdmz ot p [wan npusETs | | npussamara

B33

{ dmkz dedS  Mdztso ddzQimistets?2 €

6.52) j t6j &zOf & Odf dzjedzdsp

1 O9 € dzOwilsj desOMiIstc sy dzO tc O o dpjledsB tsig)s(mas3t d Mz dOY 1 tsL o tsclzw j Is
ZHOdzj ditizs diff ! ¢ Isq R @zl | to dyjtslg O d dz2'nlS ‘sz ¢ ¢ Isq deffsdizlz 3 eo iz Isuedin Is dats 2
dzs € Odz' fipgdsd] s Istzfiflz h | Mis o dziciflishgys g toJ dzOff tc Ols W WadfMfGe j H j dzj dzdz"
f stldpazi " d)ctisjdg@® H tc § M B tc O dliAs &' ¥ SO dzmdzts 2 .
]l My digQel z0f tOo dzj dzg s s oSy dzsMmis+ o C dz YyOls! / 5IsC dz¥ YyOls
rdzv COYHBEes JtwOoddzO ftedmizlsilsd3ir tztffls 15 1D Hzgf bzl dg'dj dAOdgtOYsHdf
RLd3j dztlsC tesjIsmw MistecOdzd yo Hdzw t6j HOSCIdtetseo Odzd™w  OtcOd34 Ists
[ dz¥s s aytls S BlZO My s tc 1 6 ks B tf tsfip IsiEoy deth Iz dzQ) ldsjo ®fjj toj dzOf e O & dzxjedaPjj Mls d
fdzj v izeh dEQu g ded W
T octcOR fiz1 OH Qflsyw ;
1T octcOlgslbsOtsRcPEslssCTlstseizdd By tsdz! L tHdfls) dnjvHHOAQIdEdZ" - .
]l T Bto@Fg 'tsB n tsHLJMHGSHEJ]itc OMS tc7 o0 O M  3MO;
T octcOWgsj M dzt B dBO B tc Qlds'dplaizj M dijjlsld". ® Olsdzj 5B n 5 HL(dED Had] J
tcOMCtcr 9 O M EEMO;
1 o9ctOW jizj h didRtelisC OL PisLldsts OWLis Is sttty ftcj OH tej Mt aZz@B-Ols+ iy
OHte jsff tcj H j dzvo f dgdtddzlz Is tc | diRe@dnts;j fi)
1T octOf fhizlstc] dzdztin® B tc © s'cglizlz Is tc | figigddgiP B tc O zi tsB = tS5 HLJAAES flzd |
qusOMSCter o Ot MY Elis®;
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1 9GO jkklstj dRi@HRtc 2§ OL PIOH o st s GO OV " p ds B O dz' dzis 2
Mjlsdj 5B A e q dgis @l s 2 s Sdz Y § dasAsQ dz'indztodfi O dzdaz® d3j dzls .
[ dz¢ SestcOMS e’ o O PO lshssise j IsmisIP-B#H & § ) t& ds Sfdis dzj
L Of t5 dzd@dlsldnty RO Is d defjBifE@H) Qlsdstc Iz Y dolZ 5B e®O O M S tor o O & fi) fj P j
c-fsdz' L 59 Ols j-ez; < d 2
1 o9ctcOW jzlstc | dzdzdeC OL Pisttd@ SlssB X § ftojt@Hntse r o ©ts O Wjfif €
f stols ®H O9 O p iisdifpdzj " dfdtte Is
1tsfdajOH OddE s B - tsH O dzO | j dizld R disO 3 OG elzts 1Stz O o isle 5B 6P d Ky ls tc O dad Yy
gL d3j dzgj dedv f Ote O3] stetso deso s s fteQoddzO  jtoj dzOf tcOo dzj dad W ,
zOx Ols! L e dz§ tled Is* .

OCHOBHbIE HACTPORKK Mepexanpaenetve NopTOB Mpaswuna gnA Tpaduka Mpaewuna ayauta Tpaduka Cnmnckm goctyna M3 Menb3cBarenbCKUe NPagMna i

MepeHanpaBneHne nopTos

[ — [ —— Branma Copmposa

WaF. 14 TEP . IP 152 168.1.10, nopr 80’8 dmz |I| m

HoBoe nepeHanpaBaeHWe nopra:
Tiporoxon Brewran 3083 Brewssmit nopt

[ covmorn | noenr

t d Mz dg#oll j o] dzOf tc O df dzjodzds p

MlstcOdzd yd tJHOCIdteso Odzdw  OtcOd3] Is telistvo {f (tefiPdy.f dgBOYY j to j d

sEzf dr MmMzjHkehdj] §O0O®R]Ister :

1 0o d dzts o § txO9 § dats/ or Cdzs YWiQsOd3] BBL o fslszzff tc©Oo dzw Is ¢
9 Cdzt yJ dzad J 3/ B IsfCtaFoylidd@ jfdi o dzOf Qo dzj dzd v f stelsso ;
RGO f OtcORBj Iste ff Is® 19 Bl jtalfied dzO

l O DO Bjste fELDisEN | BOMS ter o O h jfcdsdiovs Cisfdd], iy SCas Is
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1 520 dhls&{REDE] stc 'L BisEy | BYdidd o dzj M dzj 2 MmJjlsd;
MAC-OHtej fl dMmisds yd@dcO@3j Istc f ki ©d2tsHACKOH tcj iy d f,lsHsdgdzd € C
Cobtstesets ftoddsj dv jlsmw 0o d dzts;

f IPOHtejf JHNIOSHUEHOB®] st § L o 5 EZVIB-GH tzjifis Odifislsititsdz§ ER s tots
ftod d3j dzgv j Is mwd dfdic eldaOIls! Yl ftcOo ddzts f§toddgd daw j Isfqw +

1 Itstlsdmissydzd CPOtc OB Istc  ff SO dsjils § stels, stcOW d¢ fi

1 ©
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1

E ]
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fjtoj OHtej Mso ' o-@iste fnfy, da®f & PH j dzV geilsls @ | eze@fiBiccyliiP

1 1l dzjh ddPDHtc N OwOdj Iste fsLotsdw jls IR-©@Ditc,Pels sdodz2h dafl2H
ftod dd B3Ol IsttOW dC, {§lcdamls )y gedgtidsjEP § tsdzj

1 Jdgjh ded? OYftQEdO B Iste fsLodw jIs S OL O! fkls, dd (sl
stcOWdsS f e, L OwAd@jj dsdyd o tstets dzj

1 Jdzzlstoj dediya® f OtcOBj Iste ff oI stdMsj s L tsdalz o dzizIste j dadzj 2

dzj SBraBHd®BB] LdOyYjdd dqL tOMmMGtr a0 h jesmy Mfdme O;
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dzs ¢ Odz! des?2 MmJIsd. 1 BBRSHdABES orf BicOlIs! dzimdzes 2 Mis &9,
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# This file is interpreted as shell script.
# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated on reload, so
# put custom rules into the root chains e.g. INPUT or FORWARD or into the
# special user chains, e.g. input_wan_rule or postrouting_lan_rule.

# using only ‘iptables' 'ipGtables' 'ipset® with first position
# example:
iptables -A input_log -p tcp -m tcp --dport 1 -m comment --comment "custom rule” -j LOG --log-prefix "custom rule "

MepezanycTuTh MEKCETEEOI IKPaH CHpocute

t ik dz60s) szt L 5o Ols j tite e fdrO

6.6V HOMz] dedz" 2 HBMIsEY

WAF Dallas Lock f sL oatsdzv jIs ftsL HOIs! EHOMz] dzgdesy JHSCdzE yjdedjg €
BiMsOdR o dsC Odz degs?2 orf ydmazdlsj oz des?2 fjlsd (LAN) dL ¢ dzts

6.6.1 [Mmdsedry j dzOMlses?2Sd

1 @ C zOf fgetso dz' j dzAffEsitals @ df i) 2 ABS)E
T o€ dzv dslis'S dzs sy lsessy dzsfls! o fYWAE dRallass boBKs B dzv BOEh ekzlsdL G
stcOW d CcazmpLOdz des?2 fMjlsd Rdzsjtedzjls o 5§ Odz dgzs o' yd
1 dzOfmbstetsdls! BOh telkzlstztsy des E REHER hdPePdzds j i §sH M Isd

I I BOEhtkzlOR H&Y Cddjdsts LIP-OHMw OOISME st
daigj s HeMlskzf ZHOdjdd j StBf!sksjtr .

1 HsBOodls! WO2d Cttedzgj otsets MjtsdW dS YA Afs .02 &z My o M€

15 bkRsdyOdds dhfsd L]y WAFSDadag 4 @R ( fEEE
vjto jtedy j Mijlelsd® ds Olse

OCHOBHEIE HACTPOWKK PEKBWMIWTEI ANA BXOA3 i

YaaneHHbI goctyn G

BrNHOUMTE °
[ 19218810724 Ve
[ 192.168.250.0/24 vie

MapwpyTel gna kakeHTa (&

KopnopatrBHbie KveHTckUe cepTUdMKaThI

Dain KopHEEOrD cepTudmkaTa (4

DEiN CUCKE OT3RIEE CEPTHOMKATOE (|

comaon | e |

t Mk de6IS [ Mdeso dz § wOMstes26d bHOd) ddscts HEMisk] O



z dzg L B j L s VOARF @aElfplsatk
tzCsotsufmlsots 5 + S MmYc
6.6.2 tJSoadLdlst HdzvW 9-aBHO
10 HOMdE?2 MisttOddy] oL doyds bftOs dj ddj tojCdevd LizdOt fzdH

GjSodLdbte fd LisoOlsj dv dzjuss dso(lsfgs] Mdz@ARRB 'tc  C i€ YsXftp Oy
Wy C B Osif@s ey ftsd Lo Olsj dztz dzsRls igf 1s 60 § ey o § stz

OCHOBHBIE HACTPOMKK PeKBMUTLI ANA BXOAA i

Cnuncok PEKBN3UTOB

Wmn Onucatxme OTRAKYMTE Leicrens
|:E;: v | 12 | CreHEpWPOEETS NAPoAL |
(o | romen

tdMzde t{ jCodLdlsr HdY EkHO discts HshskfO

[ &% MBLHOd]Y (sd Lso Okj dv (zseDdsddss&y 018 dinds (=€ Hzj
ftsd LcoOljdv, SCdsy BjLGfOMESNsd J ftd gk de)s dEsnlsd

AoBaenenne nonszoBarena
BEEAMT‘E WMA NOALS0E3TENR
BeegWTe KAY BE30NaCHOCTH

JloBaELTe OnMcarne

{ MEzdBsS uLHOd]] dGsotscts (sd LsoOlj d¥ HA bkHOd didsds

dv gL B dzj dedV S dzs YO BjLGYOMdsmisd f§ sd Lise Gsddds  df dzs
J f Omdesfaled Misd dztser 2 ¢ dfs iz i e d6)O M dets s

Mzmenenme knroua GezonacHoCTK:
BeeanTe HOBLIA KAK)Y BEIONACHOCTH

MoETOpMTE KAHOY BES0NACHOCTH

t dimkzdeeAC RLOBj dzj dzadj Cdzét yoO BjLBYOMdesmisd ftsdz' L 59 Olsj dzw
6.6.3 uLHOd] EHOAd] ddtset f tsHSC ds yj ddv

UHQdedzr 2 H Wffidsints s Oordalrwj Isizd j dzlstse ff s HiES  IF tet©@ e dejdatds] jds M d M
dmMf sdz LsoOdedj 3 hIsOIlsdzg" = Mtej HMise Hdv dOMstes2¢d ftoslssC
Windows 10 (22H2 d eorhj);

Windows 11 (dz¢BOW) ;

stf jtoOydtsdedzr 7 MdMmlsj d3r dO® BOLj Linux;

Android.

E R E ]



zdz¢ L B j L tsVOARF@El&slEatk
teCsoasHMisats fts 1 C MY c

VHOdzj dgdetsj §tSHGCdzt yjdzdj HEMisby detsdizsdz’ANS dL L

[ ZMtsL HOdedW LkHOdzj dedetsets f sHC dzs yjdedw 20 ¢t f, ) Ctltstetsgt
fj lsLdOh o M j datEBDallas Lock,dzj 5B A 5H d dBs 2 fiyls O dzts €4 Root WIAE Mt l¢ dhi6zT.2 O'ls
djtelsdWds Plpf duifis ¢ HBso jtoj dede” n CtStedaj o' 7 yj destetse fjtelsdW g
[ Odzj j tOMMdB3Otede Ofj sy ftosyj Mg dOMstes2Cd bkHOd] ddzts G ts
Windows 10. [ d& dOtEike00dsds® mtclhdifBj 5OF MdzjHEjls 5Bt
ftoj HisMisOo dzj dzdzs? da fosdLoBHdIsj dzv dzd .

] Windows1 0 dzj 5B tSH d d3ts:

1 MCofhd@isOctly j ddz 2 WPEh§ d < Ols
1 tbCtr s Mmjtsd¥ds ol fyls Qegspalds ! Chylifgdindg Qs

n  CepTucpukar ¥

OBwme Coctas MyThb cepTHbHUKALIM

ﬁ Ceepennna o ceprndmrare

3ToT cepTMPHKAT NpeaHasHAYaeTCA ANA:

= Bce NonvTuKM BbIAaqM
* BCe NonMTUKK NPUMEHEHINA

Komy Bbigan: CA Root WAF DL

Kem Boipan: CA Root WAF DL

Aeiicreurenen ¢ 27.01.2025 no 25.01.2035

YCTEGHOBMTL CEPTUAMKAT... 3aABneHme NoCTaBUMKE

OK

{ M8 uvMmlsOdkse S0 Ckdjoscets Mjelsdideoko

1 o ©lsCter oh j KOs S€ daf B St6s O Mg e GIHS OB Y s dzsy § dzd J
[ 5COdCasdgf * & & jdgOY Ols! | @ digisff) i M z aB6)S

*

+* MacTep nmnopTa cepTudnkatos

MacTep uMnopTa cepTugnKaTos

3TOT MACTEP NOMOrEET KOMAPOBAaTE CEPTMMKATEI, CMMCKM AOBEPMA M CTMCKK 0T3LIEA
CEPTHMKATOB € NOKANEHOMD AWCKA B XPAHWIMLLE CEPTMOMKATOB.

CepTudmMKaT, BoldaHHbIil LEHTPOM CEpTMGMKALIA, SENAETCH NOATEEPAASHNEN BaLISi
AN4HOCTW W COAEPHMT MHOPMELKID, HEoOXOAMMYIO ANA SEWMTEI AaHHBIX MK
YCTEHOBNEHNS SALUMUEHHBIX CETEBSIX NOAKOYEHIA, XPaHNIMWE CEpTUOMKETOE —
3T0 0BNACTE CHCTEMBI, MPEAHASHAHEHHA ANA XPAHEHNSA CEPTMAMKATOS,

PacnonoseHre XpaHumMwa

(O Texywmit nonssosatens

(®) NoxansHeIi KoMMTED

JLNA NpOAOIKEHNA HERMATE KHOMKY “[anee”,

iy Janee Ormena

{ dMizdesS | Bt ROdddzdh O HAY Cttdjoscts Mjesdyds oko



zdz¢ L B j L tsVOARF@El&slEatk
teCsoasHMisats fts 1 C MY c

1 o GlC©r o hdpjiip' stdO®s) fMlsdls! ofj Mjtlsd¥dCOlsr o dhdzj H |
Oy Ols!  Ciasft | BEOl! wOMYsazsyjdas)] Cttedzor j
fd telsd W d O weoh Ols [ S defdShidz aBE)s

BriGop xpanunuiia ceptudimnkata =

BhifepuTe XpaHunuuLE CEPTUDHKATOE, KOTOPOE Bbl
XOTWTE MIMONB30BATL.

| Muaroe ~
[loBEpHTENEHEIE OTHOWEHWA B MPEAnpy
TMPOMENYTOUHEIE LIEHTPEI CEPTHAMKALIA
[loBEpeHHEIE M3AATENN

oBnacTu, B KOTOpbIX

LE, N1 Bbl MOKETE YKA3aTb

Ha OCHOBE TWNA CEpTUdMKATA
[(INoxasaTs dwmsuueckue xpasiniwa

- 0Ofbsop...

[fOLLEE XPaHMAMLLE

Nanee Otmena

{ dMEde’S | Btte ROddddh O Cttedjotscts Mjtsd¥ S OO
 dzO0x Ols! § ddsEMRKd Ik ass)¢

t Mk deesS | Oo jteh jdzdj ©OBGIT &OMsjLd J&BfstsOo fjtsdids

T o Bttt ohjghy ¢ dfs(dgaBdaisz aas)idzsf ¢ &












