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ɸʅʅʆʊɸʎʀʗ 
ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʦʩʚʝʱʘʝʪ ʚʦʧʨʦʩʳ ʥʘʩʪʨʦʡʢʠ ʠ ʩʦʧʨʦʚʦʞʜʝʥʠ ̫ ʐʣʶʟʘ 
ʙʝʟʦʧʘʩʥʦʩʪʠ Web Application Firewall Dallas Lock ʠ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, 
ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ. 

ɺ ʜʦʢʫʤʝʥʪʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʵʣʝʤʝʥʪʳ ʛʨʘʬʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʢʦʪʦʨʳʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ 
ʵʢʩʧʣʫʘʪʘʮʠʠ ʐʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ Web Application Firewall Dallas Lock. 

ɺ  rʤʦʞʝʪʝ ʧʦʩʝʪʠʪʴ ʩʘʡʪ ʢʦʤʧʘʥʠʠ-ʨʘʟʨʘʙʦʪʯʠʢʘ (ʆʆʆ çʂʦʥʬʠʜʝʥʪè) www.confident.ru ʠʣʠ ʩʘʡʪ 
ʧʨʦʜʫʢʪʦʚʦʡ ʣʠʥʝʡʢʠ www.dallaslock.ru. 

ʅʘ ʩʘʡʪʝ ʧʨʦʜʫʢʪʘ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʐʣʶʟʝ ʙʝʟʦʧʘʩʥʦʩʪʠ Web Application Firewall 
Dallas Lock, ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʷʭ ʧʨʦʜʫʢʪʘ, ʘ ʪʘʢʞʝ ʟʘʢʘʟʘʪʴ ʢʦʤʧʣʝʢʩ ʫʩʣʫʛ ʧʦ ʧʨʦʝʢʪʠʨʦʚʘʥʠʶ, 
ʚʥʝʜʨʝʥʠʶ ʠ ʩʦʧʨʦʚʦʞʜʝʥʠʶ. ʊʘʢʞʝ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʦʙʨʘʪʠʪʴʩʷ ʚ ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ 
ʧʦʜʜʝʨʞʢʠ ʧʦ ʵʣʝʢʪʨʦʥʥʦʤʫ ʘʜʨʝʩʫ: helpdesk@confident.ru. 

http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.spb.ru


ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
3 

ʉʆɼɽʈɾɸʅʀɽ 

ɸʅʅʆʊɸʎʀʗ ............................................................................................................................................... 2 

ɺɺɽɼɽʅʀɽ .................................................................................................................................................. 6 

ʊɽʈʄʀʅʓ ʀ ʉʆʂʈɸʑɽʅʀʗ ..................................................................................................................... 7 

1 ʆɹʑʀɽ ʉɺɽɼɽʅʀʗ ........................................................................................................................... 8 

1.1 ʅʘʟʥʘʯʝʥʠʝ ʠ ʚʦʟʤʦʞʥʦʩʪʠ ....................................................................................................... 8 

1.2 ʇʨʠʥʮʠʧʳ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ................................................................................................. 8 

1.3 ʈʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ................................................................................................................... 9 

1.4 ʉʪʨʫʢʪʫʨʘ ʠ ʩʦʩʪʘʚʥʳʝ ʤʦʜʫʣʠ ................................................................................................ 9 

2 ʇɽʈɺʀʏʅɸʗ ʅɸʉʊʈʆʁʂɸ WAF DALLAS LOCK .......................................................................... 14 

2.1 ʊʨʝʙʦʚʘʥʠʝ ʢ ʪʝʭʥʠʯʝʩʢʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ........................................................................... 14 

2.2 ʊʨʝʙʦʚʘʥʠʝ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ......................................................................... 14 

2.3 ʊʨʝʙʦʚʘʥʠʝ ʢ ʩʨʝʜʝ ʚʠʨʪʫʘʣʠʟʘʮʠʠ ...................................................................................... 14 

2.4 ʇʨʦʮʝʜʫʨʘ ʫʩʪʘʥʦʚʢʠ WAF Dallas Lock ................................................................................. 14 

2.5 ɼʦʩʪʫʧ ʢ ʩʨʝʜʩʪʚʘʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ............................................................................. 18 

2.6 ʅʘʩʪʨʦʡʢʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ DNS-ʟʘʧʨʦʩʦʚ ........................................................................ 19 

2.7 ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʜʫʢʪʘ ....................................................................................................... 20 

2.8 ɼʦʙʘʚʣʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ........................................................................................ 20 

3 ʀʅʌʆʈʄɸʎʀʆʅʅɸʗ ʇɸʅɽʃʔ ....................................................................................................... 24 

3.1 ɺʠʜʞʝʪ çɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳè ................................................................................................ 24 

3.2 ɺʠʜʞʝʪ çɸʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝè ....................................................................................... 24 

3.3 ɺʠʜʞʝʪ çɺʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠè ................................................................................ 25 

3.4 ɺʠʜʞʝʪ çʀʩʪʦʯʥʠʢʠ ʘʪʘʢè ......................................................................................................... 25 

3.5 ɺʠʜʞʝʪ çɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè ................................................................. 26 

3.6 ɺʠʜʞʝʪ çʀʩʪʦʯʥʠʢʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè ............................................... 27 

3.7 ɺʠʜʞʝʪ çʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢè ............................................................................................... 27 

3.8 ɺʠʜʞʝʪ çʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè ...................................... 28 

3.9 ɹʣʦʢ çʉʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚè ..................................................................................................... 29 

3.10 ɺʠʜʞʝʪ çʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠè .............................................................................. 30 

3.11 ɺʠʜʞʝʪ çɿʘʧʨʦʩʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠè ............................................................................ 30 

4 ɾʋʈʅɸʃʓ ʀ ʉʊɸʊʀʉʊʀʂɸ ............................................................................................................. 32 

4.1 ɾʫʨʥʘʣʳ ʘʫʜʠʪʘ ........................................................................................................................ 32 

4.1.1 ɼʦʩʪʫʧ ʢ ʞʫʨʥʘʣʘʤ ʘʫʜʠʪʘ ............................................................................................... 32 

4.1.2 ʉʦʜʝʨʞʘʥʠʝ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ ........................................................................................ 33 

4.1.3 ʉʦʙʳʪʠʷ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ .............................................................................................. 34 

4.1.4 ʉʦʨʪʠʨʦʚʢʘ ʟʘʧʠʩʝʡ ʘʫʜʠʪʘ ............................................................................................ 35 

4.1.5 ɺʳʛʨʫʟʢʘ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ .............................................................................................. 36 

4.2 ɾʫʨʥʘʣ ʷʜʨʘ ............................................................................................................................... 37 

4.3 ɾʫʨʥʘʣʳ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ ................................................................................................. 37 

4.4 ʉʝʪʴ .............................................................................................................................................. 38 

4.4.1 ʉʝʪʝʚʘʷ ʩʪʘʪʠʩʪʠʢʘ ........................................................................................................... 38 

4.4.2 ʉʦʩʪʦʷʥʠʝ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ...................................................................................... 38 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
4 

4.4.3 ʄʘʨʰʨʫʪʳ ........................................................................................................................... 39 

4.5 ɻʨʘʬʠʢʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ................................................................................................. 40 

4.6 ʇʨʦʮʝʩʩʳ..................................................................................................................................... 41 

4.7 ʉʚʝʜʝʥʠʷ ʦ ʩʠʩʪʝʤʝ .................................................................................................................. 42 

5 ʅɸʉʊʈʆʁʂɸ WAF DALLAS LOCK .................................................................................................. 45 

5.1 ʅʘʩʪʨʦʡʢʠ WAF........................................................................................................................... 45 

5.1.1 ʀʥʩʧʝʢʮʠʷ WAF .................................................................................................................. 45 

5.1.2 ʈʝʩʫʨʩʳ WAF ...................................................................................................................... 48 

5.1.3 ʅʘʩʪʨʦʡʢʘ ʢʣʘʩʪʝʨʠʟʘʮʠʠ ................................................................................................ 58 

5.1.4 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ........................................................................................................ 60 

5.1.5 ʅʘʩʪʨʦʡʢʘ ʠʥʩʧʝʢʮʠʠ ʟʘʱʠʱʘʝʤʦʛʦ ʫʟʣʘ. .................................................................... 69 

5.2 ʅʘʩʪʨʦʡʢʠ UTM ........................................................................................................................... 69 

5.2.1 ʀʥʩʧʝʢʮʠʷ HTTPS/HTTP .................................................................................................... 70 

5.2.2 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ........................................................................................................ 70 

5.3 ʅʘʩʪʨʦʡʢʠ ʤʦʜʫʣʷ ɽʎʋ ............................................................................................................. 81 

5.3.1 ɽʜʠʥʳʡ ʮʝʥʪʨ ʫʧʨʘʚʣʝʥʠʷ Dallas Lock ......................................................................... 81 

5.3.2 ʈʝʛʠʩʪʨʘʮʠʷ WAF Dallas Lock ʚ ʜʦʤʝʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ɽʎʋ ...................................... 82 

5.4 ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ....................................................................................................................... 83 

5.4.1 ʉʠʩʪʝʤʘ ............................................................................................................................... 83 

5.4.2 ʅʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock ................................................ 85 

5.4.3 ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ ........................................................................................................ 93 

5.4.5 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ........................................................................................................ 97 

5.4.6 ʋʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʘʤʠ .................................................................................................... 100 

5.4.7 ɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ ............................................................................................ 101 

5.4.8 ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʧʝʨʝʧʨʦʰʠʚʢʘ ................................................................... 101 

5.5 ʅʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ..................................................................................................... 103 

5.6 ʅʘʩʪʨʦʡʢʘ ʩʝʨʚʠʩʦʚ ................................................................................................................ 105 

5.6.1 ʅʘʩʪʨʦʡʢʘ ʧʦʯʪʦʚʳʭ ʫʚʝʜʦʤʣʝʥʠʡ .............................................................................. 105 

5.6.2 ʅʘʩʪʨʦʡʢʘ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ .................................................................................. 105 

5.7 ʋʧʨʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘʤʠ .................................................................................................. 106 

5.7.1 ʉʝʨʚʝʨʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ............................................................................................... 106 

5.7.2 ʉʝʨʪʠʬʠʢʘʪʳ ʋʎ .............................................................................................................. 107 

5.7.3 ʂʣʠʝʥʪʩʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ ............................................................................................... 108 

5.8 ɿʘʱʠʪʘ ʦʪ DoS/DDoS ʘʪʘʢ ....................................................................................................... 109 

5.8.1 ʇʨʠʢʣʘʜʥʦʡ ʫʨʦʚʝʥʴ (WAF) ........................................................................................... 109 

5.8.2 ʊʨʘʥʩʧʦʨʪʥʳʡ ʫʨʦʚʝʥʴ .................................................................................................. 110 

5.9 ʅʘʩʪʨʦʡʢʘ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ ............................................................................................. 112 

5.9.1 ʉʧʠʩʦʢ ʩʙʦʝʚ .................................................................................................................... 112 

5.9.2 ɺʦʟʚʨʘʱʝʥʠʝ ʢ ʥʦʨʤʘʣʴʥʦʤʫ ʨʝʞʠʤʫ ʨʘʙʦʪʳ .......................................................... 113 

5.10 GEO IP ʬʠʣʴʪʨ ....................................................................................................................... 113 

6 ʉɽʊʔ ................................................................................................................................................. 115 

6.1 ʀʥʪʝʨʬʝʡʩʳ .............................................................................................................................. 115 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
5 

6.2 DHCP ʠ DNS ............................................................................................................................... 122 

6.3 ʀʤʝʥʘ ʭʦʩʪʦʚ ............................................................................................................................ 125 

6.4 ʉʪʘʪʠʩʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ .................................................................................................... 126 

6.5 ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ .................................................................................................................... 126 

6.5.1 ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ...................................................................................................... 126 

6.5.2 ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ............................................................................................... 127 

6.5.3 ʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ ..................................................................................................... 129 

6.5.4 ʇʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ ................................................................................................ 131 

6.5.5 ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʄʕ .......................................................................................................... 133 

6.5.6 ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ ........................................................................................... 135 

6.6 ʋʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ................................................................................................................... 136 

6.6.1 ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ...................................................................................................... 136 

6.6.2 ʈʝʢʚʠʟʠʪʳ ʜʣʷ ʚʭʦʜʘ ...................................................................................................... 137 

6.6.3 ʉʦʟʜʘʥʠʝ ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ............................................................................ 137 

6.7 ʂʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ (QoS) .............................................................................................. 141 

6.8 ɼʠʘʛʥʦʩʪʠʢʘ .............................................................................................................................. 142 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
6 

ɺɺɽɼɽʅʀɽ 

ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʐʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ Web Application 
Firewall Dallas Lock (ʜʘʣʝʝ ʧʦ ʪʝʢʩʪʫ ð WAF Dallas Lock), ʦʩʫʱʝʩʪʚʣʷʶʱʠʭ ʧʝʨʚʦʥʘʯʘʣʴʥʫʶ 
ʥʘʩʪʨʦʡʢʫ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠ ʝʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʨʘʩʩʯʠʪʘʥʦ ʥʘ ʥʘʣʠʯʠʝ ʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ WAF Dallas Lock: 

¶ ʟʥʘʥʠʡ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʩʥʦʚʘʭ ʧʦʩʪʨʦʝʥʠʷ ʟʘʱʠʱʝʥʥʳʭ 
ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʠʩʪʝʤ; 

¶ ʟʥʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʚʝʙ-ʪʝʭʥʦʣʦʛʠʡ; 

¶ ʟʥʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʨʘʙʦʪʳ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʩʝʪʝʚʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ; 

¶ ʥʘʚʳʢʦʚ ʨʘʙʦʪʳ ʩ ʤʝʞʩʝʪʝʚʳʤʠ ʵʢʨʘʥʘʤʠ. 

WAF Dallas Lock ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ, ʧʦʩʪʘʚʣʷʝʤʳʡ ʥʘ ʢʦʤʧʘʢʪ-ʜʠʩʢʝ ʠʣʠ 
ʚ ʘʨʭʠʚʝ ʧʦʩʪʘʚʢʠ ʠʟʜʝʣʠʷ ʚ ʚʠʜʝ ISO-ʦʙʨʘʟʘ ʩ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʝʡ, ʢʦʪʦʨʳʡ 
ʠʥʩʪʘʣʣʠʨʫʝʪʩʷ ʥʘ ʬʠʟʠʯʝʩʢʦʝ ʫʩʪʨʦʡʩʪʚʦ ʠʣʠ ʚʠʨʪʫʘʣʴʥʫʶ ʤʘʰʠʥʫ. ɺʠʨʪʫʘʣʴʥʳʝ ʤʘʰʠʥʳ WAF 
Dallas Lock ʨʘʟʚʦʨʘʯʠʚʘʶʪʩʷ ʚ ʚʳʜʝʣʝʥʥʦʡ ʚʠʨʪʫʘʣʴʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʢʣʠʝʥʪʘ ʚ ʩʨʝʜʘʭ VMware 
ESXi, VMware Workstation, Hyper-V, VirtualBox. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʦʩʪʦʠʪ ʠʟ 6 ʛʣʘʚ ʠ ʠʤʝʝʪ ʩʣʝʜʫʶʱʫʶ ʩʪʨʫʢʪʫʨʫ: 

1. ɻʣʘʚʘ 1 ʩʦʜʝʨʞʠʪ ʦʙʱʝʝ ʦʧʠʩʘʥʠʝ ʥʘʟʥʘʯʝʥʠʷ ʠ ʚʦʟʤʦʞʥʦʩʪʝʡ WAF Dallas Lock. 
2. ɺ ʛʣʘʚʝ 2 ʦʧʠʩʘʥ ʘʣʛʦʨʠʪʤ ʨʘʟʚʝʨʪʳʚʘʥʠʷ WAF Dallas Lock ʦʪ ʧʝʨʚʦʛʦ ʟʘʧʫʩʢʘ ʜʦ ʚʥʝʜʨʝʥʠʷ ʚ 
ʩʝʪʴ ʠ ʨʘʙʦʪʳ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʩ ʧʝʨʚʦʥʘʯʘʣʴʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ. 

3. ɻʣʘʚr 3ï6 ʧʦʜʨʦʙʥʦ ʦʧʠʩʳʚʘʶʪ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʦʩʥʦʚʥʳʭ ʧʦʜʩʠʩʪʝʤ, ʤʦʜʫʣʝʡ, 
ʤʝʭʘʥʠʟʤʦʚ ʠ ʥʘʩʪʨʦʝʢ WAF Dallas Lock. 
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ʊɽʈʄʀʅʓ ʀ ʉʆʂʈɸʑɽʅʀʗ 

ʉʦʢʨʘʱʝʥʠʝ ʇʦʣʥʘʷ ʬʦʨʤʫʣʠʨʦʚʢʘ 

ɹʈʇ ɹʘʟʘ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ 

ɼɹ ɼʦʤʝʥ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɽʎʋ ɽʜʠʥʳʡ ʮʝʥʪʨ ʫʧʨʘʚʣʝʥʠʷ Dallas Lock 

ʂʎ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ 

ʄʕ ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ 

ʉʆɺ ʉʠʩʪʝʤʘ ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ 

ʋʎ ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ ʮʝʥʪʨ 

DL Dallas Lock 

DMZ Demilitarized Zone, ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʘʷ ʟʦʥʘ 

LAN Local Area Network, ʣʦʢʘʣʴʥʘʷ ʚʳʯʠʩʣʠʪʝʣʴʥʘʷ ʩʝʪʴ 

UTM Unified threat management, ʫʥʠʚʝʨʩʘʣʴʥʦʝ ʨʝʰʝʥʠʝ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʝ 
ʢʦʤʧʣʝʢʩʥʫʶ ʟʘʱʠʪʫ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 

VRRP Virtual Router Redundancy Protocol, ʩʝʪʝʚʦʡ ʧʨʦʪʦʢʦʣ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ 
ʫʚʝʣʠʯʝʥʠʷ ʜʦʩʪʫʧʥʦʩʪʠ ʨʝʩʫʨʩʦʚ, ʟʘʱʠʱʘʝʤʳʭ WAF DL 

WAN Wide Area Network, ʛʣʦʙʘʣʴʥʘʷ ʢʦʤʧʴʶʪʝʨʥʘʷ ʩʝʪʴ 

VLAN Virtual Local Area Network, ʚʠʨʪʫʘʣʴʥʘʷ ʣʦʢʘʣʴʥʘʷ ʩʝʪʴ 

WAF Web Application Firewall, ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʜʣʷ ʟʘʱʠʪʳ ʚʝʙ-ʩʝʨʚʝʨʘ 
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1 ʆɹʑʀɽ ʉɺɽɼɽʅʀʗ 

1.1 ʅʘʟʥʘʯʝʥʠʝ ʠ ʚʦʟʤʦʞʥʦʩʪʠ 

WAF Dallas Lock ð ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ, ʨʝʘʣʠʟʫʶʱʠʡ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʠ 
ʬʠʣʴʪʨʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʧʦʪʦʢʦʚ ʜʣʷ ʟʘʱʠʪʳ ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ ʠ ʚʝʙ-ʩʝʨʚʝʨʦʚ, 
ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʚ ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʦʡ ʟʦʥʝ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʙʣʦʢʠʨʦʚʘʥʠʝ ʫʛʨʦʟ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ. 

WAF Dallas Lock ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʜʚʘ ʦʪʜʝʣʴʥʦ ʣʠʮʝʥʟʠʨʫʝʤʳʭ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʤʦʜʫʣʷ: 

¶ WAF (Web Application Firewall) ð ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ; 

¶ UTM (Unified Threat Management) ð ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʫʨʦʚʥʷ ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ ʠ 
ʩʠʩʪʝʤʘ ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʫʨʦʚʥʷ ʩʝʪʠ. 

WAF Dallas Lock ʦʙʣʘʜʘʝʪ ʩʣʝʜʫʶʱʠʤʠ ʦʩʥʦʚʥʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ: 

¶ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʠ ʫʧʨʘʚʣʝʥʠʝ ʟʘʱʠʪʦʡ ʥʝʩʢʦʣʴʢʠʭ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʠʟ 
ʝʜʠʥʦʡ ʢʦʥʩʦʣʠ; 

¶ ʨʝʘʣʠʟʘʮʠʷ ʟʘʱʠʪʳ ʦʪ ʫʛʨʦʟ ʠʟ ʩʧʠʩʢʘ OWASP TOP 10; 

¶ ʘʥʘʣʠʟ ʪʨʘʬʠʢʘ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʠ ʦʙʥʘʨʫʞʝʥʠʝ ʘʪʘʢ (ʚʪʦʨʞʝʥʠʡ); 

¶ ʙʣʦʢʠʨʦʚʘʥʠʝ ʧʦʧʳʪʦʢ ʩʝʪʝʚʳʭ ʘʪʘʢ ʧʨʠ ʨʘʙʦʪʝ ʩ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷʤʠ; 

¶ ʟʘʱʠʪʘ ʦʪ DoS/DDoS ʘʪʘʢ ʥʘ ʧʨʠʢʣʘʜʥʦʤ ʠ ʪʨʘʥʩʧʦʨʪʥʦʤ ʫʨʦʚʥʷʭ ʤʦʜʝʣʠ OSI; 

¶ ʬʠʣʴʪʨʘʮʠʷ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʧʦ ʟʘʜʘʥʥʳʤ ʧʨʘʚʠʣʘʤ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣ ʠ 
ʧʦʣʠʪʠʢ ʬʠʣʴʪʨʘʮʠʠ; 

¶ ʟʘʱʠʪʘ ʬʘʡʣʦʚ cookie ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʨʘʩʢʨʳʪʠʷ ʠ ʥʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ; 

¶ ʦʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ ʠʟ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʪʨʘʥ ʧʦ ʛʝʦʣʦʢʘʮʠʠ ʥʘ 
ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ; 

¶ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʡʨʦʥʥʳʭ ʩʝʪʝʡ ʜʣʷ ʘʥʘʣʠʟʘ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʠ ʦʙʥʘʨʫʞʝʥʠ ̫
ʚʪʦʨʞʝʥʠʡ; 

¶ ʘʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʙʥʘʨʫʞʝʥʠʝ ʘʥʦʤʘʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʙʣʦʢʠʨʦʚʢʘ 
ʪʨʘʬʠʢʘ ʥʘ ʦʩʥʦʚʘʥʠʠ ʛʨʘʬʦʚ ʩʚʷʟʝʡ ʠ ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ; 

¶ ʩʦʟʜʘʥʠʝ ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʤ ʨʘʙʦʯʠʤ ʤʝʩʪʘʤ ʚ ʣʦʢʘʣʴʥʦʡ 
ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʩʝʪʠ (LAN) ʠʟ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ ʀʥʪʝʨʥʝʪ (WAN); 

¶ ʧʦʜʜʝʨʞʢʘ ʪʝʭʥʦʣʦʛʠʠ ʚʠʨʪʫʘʣʴʥʳʭ ʣʦʢʘʣʴʥʳʭ ʩʝʪʝʡ (VLAN); 

¶ ʠʥʪʝʛʨʘʮʠʷ ʩ ɽʜʠʥʳʤ ʮʝʥʪʨʦʤ ʫʧʨʘʚʣʝʥʠʷ Dallas Lock; 

¶ ʠʥʪʝʛʨʘʮʠʷ ʚ SIɽʄ-ʩʠʩʪʝʤʫ ʧʦ ʧʨʦʪʦʢʦʣʫ syslog ʚ ʬʦʨʤʘʪʝ leef; 

¶ ʚʦʟʤʦʞʥʦʩʪʴ ʢʣʘʩʪʝʨʠʟʘʮʠʠ ʥʝʩʢʦʣʴʢʠʭ ʩʝʨʚʝʨʦʚ ʩ WAF Dallas Lock. 

1.2 ʇʨʠʥʮʠʧʳ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

WAF Dallas Lock ʥʘʮʝʣʝʥ ʥʘ ʟʘʱʠʪʫ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʚ ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʦʡ ʟʦʥʝ 
(DMZ), ʠ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (LAN) ʦʪ ʫʛʨʦʟ, ʠʩʭʦʜʷʱʠʭ ʠʟ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ ʀʥʪʝʨʥʝʪ (WAN) 
(ʩʤ. ʈʠʩʫʥʦʢ 1). 

 

ʈʠʩʫʥʦʢ 1. ʊʠʧʦʚʘʷ ʩʭʝʤʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ WAF Dallas Lock 
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ɼʣ ̫ʫʜʦʙʩʪʚʘ ʬʠʣʴʪʨʘʮʠʠ ʠ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ WAF Dallas Lock ʦʪʥʝʩʝʥʳ ʢ 
ʨʘʟʣʠʯʥʳʤ çʟʦʥʘʤè (LAN, WAN, DMZ), ʟʘ ʢʘʞʜʦʡ ʠʟ ʢʦʪʦʨʳʭ ʟʘʢʨʝʧʣʝʥ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʨʦʬʠʣʴ 
ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. ʄʝʞʩʝʪʝʚʦʝ ʵʢʨʘʥʠʨʦʚʘʥʠʝ, ʦʙʥʘʨʫʞʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʠ ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ 
ʨʝʘʣʠʟʫʶʪʩʷ ʟʘʜʘʥʠʝʤ ʠ ʩʚʦʝʚʨʝʤʝʥʥʳʤ ʦʙʥʦʚʣʝʥʠʝʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʧʨʘʚʠʣ ʬʠʣʴʪʨʘʮʠʠ ʠ ʙʘʟ 
ʨʘʟʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ. 

ɺ ʮʝʣʷʭ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘʜʝʞʥʦʩʪʠ ʚ WAF Dallas Lock ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʧʦʜʩʠʩʪʝʤʘ ʢʦʥʪʨʦʣʷ 
ʮʝʣʦʩʪʥʦʩʪʠ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʦʠʩʭʦʜʠʪ ʧʝʨʠʦʜʠʯʝʩʢʠ ʠ ʧʦ ʟʘʧʨʦʩʫ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ɺ ʩʣʫʯʘʝ ʥʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ WAF Dallas Lock ʧʝʨʝʭʦʜʠʪ ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ. 
ʇʦʩʣʝ ʨʫʯʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ WAF Dallas Lock ʧʨʦʜʦʣʞʘʝʪʩʷ ʚ ʰʪʘʪʥʦʤ 
ʨʝʞʠʤʝ. 

ʅʘʩʪʨʦʡʢʘ WAF Dallas Lock ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ, ʨʘʟʜʝʣʝʥʥʦʛʦ ʥʘ 
ʩʪʨʘʥʠʮʳ, ʧʦʟʚʦʣʷʶʱʠʝ ʟʘʜʘʪʴ ʥʦʚʳʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. ʇʨʝʜʫʩʤʦʪʨʝʥʘ 
ʚʳʛʨʫʟʢʘ ʥʘʩʪʨʦʝʢ ʚ ʚʠʜʝ ʘʨʭʠʚʘ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʘʙʦʪʳ 
WAF Dallas Lock. 

1.3 ʈʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʈʘʟʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʩʨʝʜʩʪʚʘʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʩʠʩʪʝʤʳ ʨʦʣʝʡ: 
ʘʜʤʠʥʠʩʪʨʘʪʦʨ (root), ʘʫʜʠʪʦʨ (auditor) ʠ ʚʥʫʪʨʝʥʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʴ (subadmin). ʆʪʥʦʩʠʪʝʣʴʥʦ 
ʢʘʞʜʦʡ ʨʦʣʠ ʫʢʘʟʳʚʘʶʪʩʷ ʜʦʩʪʫʧʥʳʝ ʩʪʨʘʥʠʮʳ ʥʘʩʪʨʦʡʢʠ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ (root) ð ʧʦʣʴʟʦʚʘʪʝʣʴ, ʥʘʜʝʣʝʥʥʳʡ ʚʩʝʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ ʥʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ 
ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ. ʇʦʜʨʦʙʥʝʝ ʦʙ ʵʪʦʡ ʨʦʣʠ ʚ ʨʘʟʜʝʣʘʭ 5.4.2 ʅʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʫʧʨʘʚʣʝʥʠʷ WAF 
Dallas Lock ʠ 5.5 ʅʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɸʫʜʠʪʦʨ (auditor) ð ʧʦʣʴʟʦʚʘʪʝʣʴ, ʥʘʜʝʣʝʥʥʳʡ ʧʨʘʚʘʤʠ ʥʘ ʧʨʦʩʤʦʪʨ ʧʘʨʘʤʝʪʨʦʚ ʠ ʞʫʨʥʘʣʦʚ 
ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ. ʇʦʜʨʦʙʥʝʝ ʦʙ ʵʪʦʡ ʨʦʣʠ ʚ ʨʘʟʜʝʣʝ 5.4.3 ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ. 

ɺʥʫʪʨʝʥʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʴ (subadmin) ð ʧʦʣʴʟʦʚʘʪʝʣʴ, ʠʤʝʶʱʠʡ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʢ ʢʦʥʩʦʣʴʥʦʡ 
ʦʙʦʣʦʯʢʝ WAF. ʄʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʢʦʥʢʨʝʪʥʳʝ ʢʦʤʘʥʜʳ, ʦʧʠʩʘʥʥʳʝ ʚ ʨʘʟʜʝʣʝ 5.4.2.1 ɹʘʟʦʚʳʝ 
ʥʘʩʪʨʦʡʢʠ. 

1.4 ʉʪʨʫʢʪʫʨʘ ʠ ʩʦʩʪʘʚʥʳʝ ʤʦʜʫʣʠ 

ʄʝʥʶ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock ʨʘʩʧʦʣʦʞʝʥʦ ʚ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʩʪʨʘʥʠʮʳ (ʩʤ. ʈʠʩʫʥʦʢ 2). 

1. ʆʩʥʦʚʥʦʝ ʤʝʥʶ ʩ ʥʘʙʦʨʦʤ ʚʢʣʘʜʦʢ. 

2. ʀʤ ̫ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʭʦʩʪʘ. 

3. ʀʢʦʥʢʠ: 

¶ ʧʨʘʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ; 

¶ ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʩʦʭʨʘʥʝʥʥʳʭ, ʥʦ ʥʝ ʧʨʠʥʷʪʳʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʠʟʤʝʥʝʥʠʡ WAF Dallas 
Lock (ʠʢʦʥʢʘ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʝʩʣʠ ʚʩʝ ʠʟʤʝʥʝʥʠʷ ʙʳʣʠ ʧʨʠʥʷʪʳ); 

¶ ʩʦʩʪʦʷʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠ ̫WAF Dallas Lock; 

¶ ʠʢʦʥʢʘ ʨʝʛʠʩʪʨʘʮʠʠ WAF Dallas Lock ʚ ʜʦʤʝʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ɽʎʋ (ʠʢʦʥʢʘ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 
ʝʩʣʠ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ ʜʦʤʝʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ); 

¶ ʧʝʨʝʢʣʶʯʝʥʠʝ ʤʝʞʜʫ ʩʚʝʪʣʦʡ ʠ ʪʝʤʥʦʡ ʪʝʤʦʡ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ WAF Dallas Lock. 

 

ʈʠʩʫʥʦʢ 2. ʄʝʥ ʁʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock 

ʄʝʥʶ ʣhʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʢʣʘʜʦʢ: 

1. ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʧʘʥʝʣʴ. ʇʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʚʠʜʞʝʪʦʚ ʠ ʙʣʦʢʦʚ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ 
ʜʘʥʥʳʭ. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ: 

¶ ɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳ. ɺʠʜʞʝʪ ʩ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʦʡ ʦʪʦʙʨʘʞʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʘʪʘʢ ʥʘ ʚʝʙ-
ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʩʧʠʩʢʘ ʟʘʱʠʱʘʝʤʳʭ WAF Dallas Lock. 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
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¶ ɸʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʄʦʥʠʪʦʨʠʥʛ ʥʘʛʨʫʟʢʠ ʥʘ ʧʨʦʮʝʩʩʦʨ, ʩʚʦʙʦʜʥʦʛʦ ʦʙʲʝʤʘ 
ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʤʝʩʪʘ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʜʣʷ ʧʦʩʪʦʷʥʥʦʛʦ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʘ ʪʘʢʞʝ 
ʩʨʝʜʥʝʡ ʟʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

¶ ɺʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠ. ɺʠʜʞʝʪ ʩ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʦʡ, ʥʘ ʢʦʪʦʨʦʡ ʦʪʦʙʨʘʞʝʥʳ 
ʜʝʚʷʪʴ ʥʘʠʙʦʣʝʝ ʤʘʩʩʦʚʳʭ (ʧʦ ʢʦʣʠʯʝʩʪʚʫ) ʘʪʘʢ, ʦʙʥʘʨʫʞʝʥʥʳʭ WAF Dallas Lock, ʥʘ ʚʩʝ 
ʟʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ. 

¶ ʀʩʪʦʯʥʠʢʠ ʘʪʘʢ. ɺʠʜʞʝʪ ʩ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʦʡ, ʥʘ ʢʦʪʦʨʦʡ ʦʪʦʙʨʘʞʝʥʳ ʠʩʪʦʯʥʠʢʠ ʚʩʝʭ 
ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ. 

¶ ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ. ʈʝʩʫʨʩʳ, ʧʦ ʢʦʪʦʨʳʤ ʚʳʚʦʜʷʪʩʷ ʘʪʘʢʠ, ʣʠʙʦ 
ʫʢʘʟʳʚʘʶʪʩʷ ʚʨʫʯʥʫʶ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ ʀʟʤʝʥʠʪʴ ʨʝʩʫʨʩʳ ʠʣʠ ɼʦʙʘʚʠʪʴ ʨʝʩʫʨʩʳ, 
ʣʠʙʦ ʢʣʠʢʦʤ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʠʤʝʥʠ ʨʝʩʫʨʩʘ ʥʘ ʚʠʜʞʝʪʝ ɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳ. 

¶ ʀʩʪʦʯʥʠʢʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ. ɺʠʜʞʝʪ ʩʦʜʝʨʞʠʪ ʢʦʣʴʮʝʚʫʶ ʜʠʘʛʨʘʤʤʫ 
ʩ ʠʩʪʦʯʥʠʢʘʤʠ, ʩ ʢʦʪʦʨʳʭ ʙʳʣʠ ʟʘʬʠʢʩʠʨʦʚʘʥʳ ʘʪʘʢʠ ʥʘ ʥʘʙʣʶʜʘʝʤʳʝ ʨʝʩʫʨʩʳ (ʨʝʩʫʨʩʳ, 
ʢʦʪʦʨʳʝ ʙʳʣʠ ʜʦʙʘʚʣʝʥʳ ʚ ʚʠʜʞʝʪ ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ). 

¶ ʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢ. ɺ ʜʘʥʥʦʤ ʚʠʜʞʝʪʝ, ʥʘ ʦʩʥʦʚʘʥʠʠ ʘʥʘʣʠʟʘ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ, 
ʧʨʦʚʦʜʠʤʦʛʦ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʥʦʚʳʭ ʜʘʥʥʳʭ, ʦʪʦʙʨʘʞʝʥʥʳʭ ʥʘ 
ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʝ ʘʪʘʢ, ʩʪʨʦʠʪʩʷ ʛʨʘʬʠʢ ʫʨʦʚʥʝʡ ʪʨʝʚʦʛʠ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ ʟʘ 
ʚʳʙʨʘʥʥʳʡ ʧʝʨʠʦʜ. ɺʝʨʪʠʢʘʣʴʥʘʷ ʦʩʴ ʦʙʦʟʥʘʯʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ, ʛʜʝ 
ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʥʘ ʦʩʠ ʨʘʚʥʦ ʤʘʢʩʠʤʘʣʴʥʦʤʫ ʢʦʣʠʯʝʩʪʚʫ ʘʪʘʢ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʟʘ 
ʧʝʨʠʦʜ. ɻʦʨʠʟʦʥʪʘʣʴʥʘʷ ʦʩʴ ð ʦʩʴ ʚʨʝʤʝʥʠ, ʩʝʛʤʝʥʪʠʨʦʚʘʥʥʘʷ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʯʘʩʪʝʡ, ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ, ʮʝʥʘ ʜʝʣʝʥʠʷ ʢʦʪʦʨʦʡ ʟʘʚʠʩʠʪ ʦʪ ʨʝʟʫʣʴʪʘʪʘ 
ʚʳʙʦʨʢʠ ʥʘ ʚʠʜʞʝʪʝ ɺʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠ. 

¶ ʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ. ɺ ʜʘʥʥʦʤ ʚʠʜʞʝʪʝ, ʥʘ ʦʩʥʦʚʘʥʠʠ 
ʘʥʘʣʠʟʘ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ ʥʘ ʨʝʩʫʨʩʳ, ʧʨʦʚʦʜʠʤʦʛʦ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʠ 
ʧʦʣʫʯʝʥʠʠ ʥʦʚʳʭ ʜʘʥʥʳʭ, ʦʪʦʙʨʘʞʝʥʥʳʭ ʥʘ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʝ ʘʪʘʢ, ʩʪʨʦʠʪʩʷ ʛʨʘʬʠʢ 
ʫʨʦʚʥʝʡ ʪʨʝʚʦʛʠ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʥʘ ʨʝʩʫʨʩʳ ʘʪʘʢ ʟʘ ʚʳʙʨʘʥʥʳʡ ʧʝʨʠʦʜ. ɺʝʨʪʠʢʘʣʴʥʘʷ 
ʦʩʴ ʦʙʦʟʥʘʯʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ ʥʘ ʨʝʩʫʨʩʳ, ʛʜʝ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʥʘ 
ʦʩʠ ʨʘʚʥʦ ʤʘʢʩʠʤʘʣʴʥʦʤʫ ʢʦʣʠʯʝʩʪʚʫ ʘʪʘʢ ʥʘ ʨʝʩʫʨʩʳ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʟʘ ʧʝʨʠʦʜ. 
ɻʦʨʠʟʦʥʪʘʣʴʥʘʷ ʦʩʴ ð ʦʩʴ ʚʨʝʤʝʥʠ, ʩʝʛʤʝʥʪʠʨʦʚʘʥʥʘʷ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʯʘʩʪʝʡ, ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ, ʮʝʥʘ ʜʝʣʝʥʠʷ ʢʦʪʦʨʦʡ ʟʘʚʠʩʠʪ ʦʪ ʨʝʟʫʣʴʪʘʪʘ 
ʚʳʙʦʨʢʠ ʥʘ ʚʠʜʞʝʪʝ ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ. 

¶ ʉʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚ. ɹʣʦʢ ʩʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ 
ʧʦ ʠʥʮʠʜʝʥʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʪʥʦʩʷʱʠʤʩʷ ʪʦʣʴʢʦ ʢ ʩʦʙʳʪʠʷʤ ʄʕ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ (ʪʠʧ 
ɻ), ʘ ʪʘʢʞʝ ʠʥʩʪʨʫʤʝʥʪʘʨʠʡ ʜʣʷ ʧʦʠʩʢʘ ʠ ʩʦʨʪʠʨʦʚʢʠ ʵʪʠʭ ʜʘʥʥʳʭ. 

¶ ʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ɻʨʘʬʠʢ ʚʭʦʜʷʱʝʛʦ ʠ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʨʝʘʣʠʟʦʚʘʥ ʧʦ 
ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

¶ ɿʘʧʨʦʩʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ɻʨʘʬʠʢ ʟʘʧʨʦʩʦʚ ʚ ʩʝʢʫʥʜʫ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

2. ɾʫʨʥʘʣʳ ʠ ʩʪʘʪʠʩʪʠʢʘ. ʇʦʜʩʠʩʪʝʤʘ ʫʯʝʪʘ ʠ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʚ WAF Dallas Lock. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ: 

¶ ɾʫʨʥʘʣ rʘʫʜʠʪʘ. ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʞʫʨʥʘʣʳ (ʚʢʣʘʜʢʠ): 
o ʀʥʮʠʜʝʥʪʳ. ɾʫʨʥʘʣ ʀʥʮʠʜʝʥʪʳ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʧʦ ʠʥʮʠʜʝʥʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, 
ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʤ WAF Dallas Lock. 

o WAF. ɾʫʨʥʘʣ WAF ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ: ʩʠʛʥʘʪʫʨʥʦʤ ʘʥʘʣʠʟʝ ʧʨʘʚʠʣ 
ʜʣʷ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ; ʘʥʘʣʠʟʝ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
ʥʝʡʨʦʥʥʳʤʠ ʩʝʪʷʤʠ; ʩʨʘʚʥʝʥʠʠ ʜʝʡʩʪʚʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʛʨʘʬʘ 
ʩʚʷʟʝʡ. 

o ʉʆɺ. ɾʫʨʥʘʣ ʉʆɺ ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ (ʦʧʘʩʥʦʡ) 
ʘʢʪʠʚʥʦʩʪʴʶ ʩʝʪʝʚʳʭ ʧʨʠʣʦʞʝʥʠʡ (ʚ ʪ.ʯ. ʚʝʙ-ʨʝʩʫʨʩʦʚ) ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ 
ʦʩʥʦʚʳʚʘʶʪʩʷ ʥʘ ʩʠʛʥʘʪʫʨʥʦʤ ʠ ʵʚʨʠʩʪʠʯʝʩʢʦʤ ʤʝʪʦʜʘʭ ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, 
ʧʨʦʭʦʜʷʱʝʛʦ ʯʝʨʝʟ WAF Dallas Lock. 

o ʄʕ. ɾʫʨʥʘʣ ʄʕ ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ ʜʣʷ 
ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ. 

o ʉʝʪʝʚʳʝ ʧʘʢʝʪʳ. ɾʫʨʥʘʣ ʉʝʪʝʚʳʝ ʧʘʢʝʪʳ ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʧʝʨʝʜʘʯʝʡ ʧʘʢʝʪʦʚ ʜʘʥʥʳʭ ʧʦ ʚʩʝʤ ʧʨʦʪʦʢʦʣʘʤ. 

o ʇʦʣʠʪʠʢʠ. ɾʫʨʥʘʣ ʇʦʣʠʪʠʢʠ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʦ ʤʦʜʠʬʠʢʘʮʠʠ ʧʦʣʠʪʠʢ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʘʨʘʤʝʪʨʦʚ ʘʚʪʦʟʘʧʫʩʢʘ ʩʣʫʞʙ WAF Dallas Lock. ʊʘʢʞʝ ʩʦʜʝʨʞʠʪ 
ʜʘʥʥʳʝ ʦ ʩʦʟʜʘʥʠʠ, ʤʦʜʠʬʠʢʘʮʠʠ ʠ ʫʜʘʣʝʥʠʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ WAF Dallas Lock. 
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o ɸʚʪʦʨʠʟʘʮʠʷ. ɾʫʨʥʘʣ ɸʚʪʦʨʠʟʘʮʠʷ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʧʳʪʢʘʭ (ʫʜʘʯʥʳʭ 
ʠʣʠ ʥʝʫʜʘʯʥʳʭ) ʚʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʠ ʢʦʥʩʦʣʴ WAF 
Dallas Lock. 

o ʉʠʩʪʝʤʥʳʡ. ɾʫʨʥʘʣ ʉʠʩʪʝʤʥʳʡ, ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ WAF Dallas Lock, ʚ ʪʦʤ ʯʠʩʣʝ 
ʩʠʩʪʝʤʥʳʝ ʩʦʦʙʱʝʥʠʷ, ʩʦʦʙʱʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʠ ʩʦʙʳʪʠʷ ʨʝʞʠʤʘ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ 
ʦʪ DoS/DDoS ʘʪʘʢ. 

o ʇʨʦʢʩʠ. ɾʫʨʥʘʣ ʇʨʦʢʩʠ ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ ʧʦ ʨʝʛʠʩʪʨʘʮʠʠ HTTP-ʟʘʧʨʦʩʦʚ ʢ ʚʝʙ-
ʧʨʠʣʦʞʝʥʠʶ. 

 

ɺʦʟʤʦʞʥʘ ʚʳʛʨʫʟʢʘ ʚʳʙʨʘʥʥʦʛʦ ʞʫʨʥʘʣʘ ʧʫʪʝʤ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ. ʌʘʢʪ 
ʚʳʛʨʫʟʢʠ ʞʫʨʥʘʣʘ ʬʠʢʩʠʨʫʝʪʩʷ ʚ ʩʠʩʪʝʤʥʦʤ ʞʫʨʥʘʣʝ. ʂʥʦʧʢʠ ʅʘ ʘʨʭʠʚʥʳʡ ʠ ʅʘ 
ʪʝʢʫʱʠʡ ʧʦʟʚʦʣʷʪʁ ʧʝʨʝʡʪʠ ʢ ʧʨʦʩʤʦʪʨʫ ʘʨʭʠʚʥʳʭ ʠ ʪʝʢʫʱʠʭ ʞʫʨʥʘʣʦʚ 
ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ (ʧʦ ʫʤʦʣʯʘʥʠʶ ʢʥʦʧʢʠ ʥʝ ʘʢʪʠʚʥʳ, ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʢʥʦʧʦʢ ʥʝʦʙʭʦʜʠʤʦ 
ʟʘʛʨʫʟʠʪʴ ʘʨʭʠʚʥʳʡ ʞʫʨʥʘʣ, ʧʦʜʨʦʙʥʝʝ ʚ ʨʘʟʜʝʣʝ 5.4.3 ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ). 

¶ ɾʫʨʥʘʣ ʷʜʨʘ. ʉʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʦ ʩʠʩʪʝʤʝ. 

¶ ɾʫʨʥʘʣ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ. ɸʚʘʨʠʡʥʳʡ ʞʫʨʥʘʣ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʦʙ ʠʩʪʦʨʠʠ ʢʦʤʘʥʜ, 
ʚʳʧʦʣʥʝʥʥʳʭ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʚ ʘʚʘʨʠʡʥʦʤ ʨʝʞʠʤʝ. ɺʦ ʚʢʣʘʜʢʝ ʊʝʢʫʱʠʡ 
ʧʨʝʜʩʪʘʚʣʝʥ ʞʫʨʥʘʣ ʢʦʤʘʥʜ ʧʦʩʣʝ ʧʦʩʣʝʜʥʝʡ ʜʝʘʢʪʠʚʘʮʠʠ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ. ɺʦ ʚʢʣʘʜʢʝ 
ʇʨʝʜʳʜʫʱʠʡ ʧʨʝʜʩʪʘʚʣʝʥ ʞʫʨʥʘʣ ʢʦʤʘʥʜ ʜʦ ʧʦʩʣʝʜʥʝʡ ʜʝʘʢʪʠʚʘʮʠʠ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ. 

¶ ʉʝʪʴ. ʉʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʩʝʪʝʚʦʡ ʩʪʘʪʠʩʪʠʢʠ. 
o ʉʝʪʝʚʘʷ ʩʪʘʪʠʩʪʠʢʘ ð ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʩʝʪʝʚʳʭ ʧʦʜʢʣʶʯʝʥʠʡ ʧʦ ʧʨʦʪʦʢʦʣʘʤ 

UDP ʠ TCP. 
o ʉʦʩʪʦʷʥʠʝ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ð ʧʨʝʜʩʪʘʚʣʝʥʳ ʪʘʙʣʠʮʳ IPTABLES (Filter, NAT, 

Mangle, Raw). 
o ʄʘʨʰʨʫʪʳ ð ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʨʘʚʠʣʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

¶ ɻʨʘʬʠʢʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʛʨʘʬʠʢʠ: 
o ɿʘʛʨʫʟʢʘ ʩʠʩʪʝʤʳ ð ʥʘ ʛʨʘʬʠʢʝ ʦʪʦʙʨʘʞʝʥʘ ʜʠʥʘʤʠʢʘ ʥʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ ʚ 
ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʠʥʪʝʨʚʘʣʦʤ ʟʘ 1 ʤʠʥʫʪʫ, 5 ʤʠʥʫʪ ʠ 15 ʤʠʥʫʪ. 

o ʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ð ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʚʭʦʜʷʱʝʤ ʠ ʠʩʭʦʜʷʱʝʤ 
ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʜʣʷ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ (ʟʦʥʳ LAN, WAN ʠ 
DMZ) WAF Dallas Lock. 

o ʉʦʝʜʠʥʝʥʠʷ ð ʦʪʦʙʨʘʞʝʥʠʝ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʧʦ 
ʧʨʦʪʦʢʦʣʘʤ TCP, UDP ʠ ʜʨ. 

¶ ʇʨʦʮʝʩʩʳ. ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʨʘʙʦʪʘʶʱʠʭ ʧʨʦʮʝʩʩʦʚ. ɺ ʪʘʙʣʠʮʝ 
ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ: 

o ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʮʝʩʩʘ; 
o ʠʤ  ̫ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʪ ʢʦʪʦʨʦʛʦ ʟʘʧʫʱʝʥ ʧʨʦʮʝʩʩ; 
o ʪʝʢʫʱʠʡ ʧʨʠʦʨʠʪʝʪ ʧʨʦʮʝʩʩʘ; 
o ʧʨʠʦʨʠʪʝʪ ʧʨʦʮʝʩʩʘ, ʚʳʩʪʘʚʣʝʥʥʳʡ ʢʦʤʘʥʜʦʡ nice (ʦʪ -20 (ʥʘʠʚʳʩʰʠʡ) ʜʦ 19); 
o ʧʦʣʥʳʡ ʦʙʲʝʤ ʚʠʨʪʫʘʣʴʥʦʡ ʧʘʤʷʪʠ, ʢʦʪʦʨʫʶ ʟʘʥʠʤʘʝʪ ʧʨʦʮʝʩʩ; 
o ʪʝʢʫʱʝʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ; 
o ʧʨʦʮʝʥʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʮʝʥʪʨʘʣʴʥʦʛʦ ʧʨʦʮʝʩʩʦʨʘ ʜʘʥʥʳʤ ʧʨʦʮʝʩʩʦʤ; 
o ʧʨʦʮʝʥʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʜʘʥʥʳʤ ʧʨʦʮʝʩʩʦʤ; 
o ʚʨʝʤʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʮʝʩʩʦʨʘ ʚ ʩʝʢʫʥʜʘʭ; 
o ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʧʨʦʮʝʩʩʘ (S ð ʩʧʷʱʠʡ, R ð ʟʘʧʫʱʝʥ, Z ð ʟʦʤʙʠ); 
o ʢʦʤʘʥʜʘ, ʟʘʧʫʩʪʠʚʰʘʷ ʧʨʦʮʝʩʩ; 
o ʢʥʦʧʢʠ ɿʘʚʝʨʰʠʪʴ ʧʨʦʮʝʩʩ ʠ ɿʘʚʝʨʰʠʪʴ ʧʨʠʥʫʜʠʪʝʣʴʥʦ. 

¶ ʉʚʝʜʝʥʠʷ ʦ ʩʠʩʪʝʤʝ. ɼʘʥʥʘʷ ʩʪʨʘʥʠʮʘ ʧʦʢʘʟʳʚʘʝʪ ʦʙʱʠʝ ʜʘʥʥʳʝ ʦ ʩʠʩʪʝʤʝ WAF Dallas 
Lock, ʚ ʪʦʤ ʯʠʩʣʝ ʟʥʘʯʝʥʠʷ ʢʦʥʪʨʦʣʴʥʳʭ ʩʫʤʤ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ WAF Dallas Lock. 

3. ʅʘʩʪʨʦʡʢʠ. ʇʦʜʩʠʩʪʝʤʘ ʪʦʥʢʦʡ ʥʘʩʪʨʦʡʢʠ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock. 
ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ: 

¶ WAF. ʉʦʜʝʨʞʠʪ ʧʘʨʘʤʝʪʨʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ. 
o ʀʥʩʧʝʢʮʠʷ WAF ð ʩʦʜʝʨʞʠʪ ʜʚʝ ʫʪʦʯʥʷʶʱʠʝ ʚʢʣʘʜʢʠ: ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ, 
ʂʣʠʝʥʪʳ. ɺʢʣʘʜʢʘ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ 
ʨʘʙʦʪʳ ʧʨʦʮʝʜʫʨʳ ʠʥʩʧʝʢʮʠʠ. ɺʢʣʘʜʢʘ ʂʣʠʝʥʪʳ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʢʣʠʝʥʪʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʮʝʥʪʨʦʚ ʩʝʨʪʠʬʠʢʘʮʠʠ. 

o ʈʝʩʫʨʩʳ WAF ð ʩʦʜʝʨʞʠʪ ʜʚʝ ʫʪʦʯʥʷʶʱʠʝ ʚʢʣʘʜʢʠ: ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ, 
ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ. ɺʢʣʘʜʢʘ ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ 
ʟʘʱʠʱʘʝʤʳʤʠ ʩʝʨʚʝʨʘʤʠ. ɺʢʣʘʜʢʘ ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ 
ʥʦʚʳʝ ʦʙʲʝʢʪʳ ʟʘʱʠʪʳ (ʜʦʤʝʥʳ ʜʣʷ ʠʥʩʧʝʢʮʠʠ), ʘ ʪʘʢʞʝ ʚʳʙʨʘʪʴ ʧʨʦʬʠʣʴ 
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ʧʨʠʣʦʞʝʥʠʷ, ʨʘʟʚʝʨʥʫʪʦʛʦ ʥʘ ʵʪʦʤ ʦʙʲʝʢʪʝ, ʫʢʘʟʘʪʴ ʪʨʝʙʫʝʤʫʶ ʧʦʣʠʪʠʢʫ ʢʦʥʪʝʥʪʘ 
ʜʣʷ ʨʘʟʚʝʨʥʫʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʩʪʨʦʠʪʴ ʘʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ 
ʦʩʥʦʚʘʥʠʠ ʛʨʘʬʘ ʩʚʷʟʝʡ. 

o ʅʘʩʪʨʦʡʢʘ ʢʣʘʩʪʝʨʠʟʘʮʠʠ ð ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ 
ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʛʦ ʢʣʘʩʪʝʨʘ ʧʦ ʩʭʝʤʝ Active-Passive ʠ ʤʠʛʨʘʮʠʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ 
ʥʘʩʪʨʦʝʢ ʤʝʞʜʫ ʥʝʩʢʦʣʴʢʠʤʠ ʤʘʰʠʥʘʤʠ. 

o ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ð ʧʦʟʚʦʣʷʝʪ ʚʨʫʯʥʫʶ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ ʨʘʙʦʪʫ WAF, 
ʧʨʦʩʤʦʪʨʝʪʴ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʠʚʥʳʭ ʧʨʘʚʠʣ, ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʥʘʩʪʨʦʝʥʥʳʭ ʧʨʘʚʠʣ, 
ʢʦʣʠʯʝʩʪʚʦ ʧʨʘʚʠʣ ʠʟ ɹʘʟʳ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ, ʘ ʪʘʢʞʝ ʦʪʬʠʣʴʪʨʦʚʘʪʴ ʧʨʘʚʠʣʘ ʧʦ 
ʪʝʛʘʤ. 

¶ UTM. ʉʦʜʝʨʞʠʪ ʧʘʨʘʤʝʪʨʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ ʠ ʩʠʩʪʝʤ r
ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʫʨʦʚʥʷ ʩʝʪʠ. 

o ʀʥʩʧʝʢʮʠʷ HTTPS/HTTP ð ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʠʥʩʧʝʢʮʠʠ 
HTTPS/HTTP ʪʨʘʬʠʢʘ. 

o ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ð ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ UTM, ʉʆɺ ʠ ʄʕ 
ʫʨʦʚʥʷ ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ, ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʱʠʪʳ ʦʪ ʥʝʩʠʛʥʘʪʫʨʥʳʭ 
ʫʛʨʦʟ ʠ ʦʙʥʦʚʠʪʴ ɹʈʇ. 

¶ ʅʘʩʪʨʦʡʢʠ ʤʦʜʫʣʷ ɽʎʋ. ʆʙʝʩʧʝʯʠʚʘʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʰʣʶʟʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ 
WAF Dallas Lock ʠ ɽʜʠʥʳʤ ʮʝʥʪʨʦʤ ʫʧʨʘʚʣʝʥʠʷ Dallas Lock (ɽʎʋ). 

¶ ʆʙʱʠʝ. ʇʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock. 
o ʉʠʩʪʝʤʘ ð ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚʘ, ʪʘʢʠʝ ʢʘʢ ʜʘʪʘ ʠ ʚʨʝʤʷ, ʠʤʷ 
ʭʦʩʪʘ, ʯʘʩʦʚʦʡ ʧʦʷʩ, ʥʘʩʪʨʦʠʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʠ ʫʧʨʘʚʣʷʪʴ ʬʘʡʣʘʤʠ 
ʣʠʮʝʥʟʠʡ. 

o ʅʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock ð ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʧʘʨʦʣʴ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʧʘʨʘʤʝʪʨʳ ʫʧʨʘʚʣʝʥʠʷ ʯʝʨʝʟ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 
ʢʦʥʩʦʣʠ WAF Dallas Lock ʧʦ ʧʨʦʪʦʢʦʣʫ SSH. 

o ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ ð ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʘʫʜʠʪʘ, ʘʨʭʠʚʠʨʦʚʘʪʴ 
ʞʫʨʥʘʣʳ ʠ ʟʘʜʘʪʴ ʧʦʨʦʛʦʚʳʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʨʝʘʢʮʠʠ WAF Dallas Lock ʥʘ ʠʥʮʠʜʝʥʪʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. 

o ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ð ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʶʱʠʭ 
ʧʨʦʮʝʩʩʦʚ ʠ ʧʝʨʝʤʝʥʥʳʭ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ. 

o ʋʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʘʤʠ ð ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʝ 
ʩʢʨʠʧʪʳ ʠʥʠʮʠʘʣʠʟʘʮʠʠ. 

o ɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ ð ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʠ ʧʨʠʤʝʥʠʪʴ ʟʘʜʘʥʠʝ ʜʣʷ 
ʧʣʘʥʠʨʦʚʱʠʢʘ ʟʘʜʘʯ. 

o ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ð ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʘʨʭʠʚ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ, ʚʦʩʩʪʘʥʦʚʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ, ʦʙʥʦʚʠʪʴ ʧʨʦʰʠʚʢʫ WAF 
Dallas Lock ʠ ʦʩʫʱʝʩʪʚʠʪʴ ʩʙʨʦʩ ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ. ɺ WAF Dallas Lock ʨʝʘʣʠʟʦʚʘʥ ʤʝʭʘʥʠʟʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ. WAF 
Dallas Lock ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʝʩʢʦʣʴʢʠʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʨʘʟʥʳʭ 
ʬʫʥʢʮʠʡ. ʊʘʢʞʝ ʥʘ ʩʪʨʘʥʠʮʝ ʦʪʦʙʨʘʞʝʥ ʩʧʠʩʦʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʛʜʝ ʨʘʟʙʣʦʢʠʨʦʚʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦ ʠʩʪʝʯʝʥʠʠ ʫʢʘʟʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʙʣʦʢʠʨʦʚʢʠ ʠʣʠ ʧʦʩʣʝ ʷʚʥʦʡ 
ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʚ ʨʘʟʜʝʣʝ 5.5 ʅʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ʉʝʨʚʠʩʳ. ɺ ʨʘʟʜʝʣʝ ʨʝʘʣʠʟʦʚʘʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʩʝʨʚʠʩʘʤʠ 
WAF Dallas Lock. ʉʪʨʘʥʠʮʳ ʨʘʟʜʝʣʘ ʧʦʟʚʦʣʷʶʪʩʷ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

o ʇʦʯʪʦʚʳʝ ʫʚʝʜʦʤʣʝʥʠʷ ð ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʜʣʷ 
ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ 
ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. 

o ʉʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨ ð ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʨʘʙʦʪʫ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ ʚ 
ʨʝʞʠʤʝ çʇʝʨʝʟʘʛʨʫʟʢʘ ʧʨʠ ʧʦʪʝʨʝ ʠʥʪʝʨʥʝʪ ʩʦʝʜʠʥʝʥʠʷè ʠʣʠ çʇʝʨʠʦʜʠʯʥʘʷ 
ʧʝʨʝʟʘʛʨʫʟʢʘè. 

¶ ʋʧʨʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘʤʠ. ʇʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʣʫʞʙʫ ʩʦʟʜʘʥʠʷ, ʦʙʥʦʚʣʝʥʠʷ ʠ 
ʟʘʤʝʥʳ ʮʠʬʨʦʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ. 

¶ ɿʘʱʠʪʘ ʦʪ DoS/DDoS. ʅʘ ʩʪʨʘʥʠʮʝ ʨʝʘʣʠʟʦʚʘʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʦʡʢʠ 
ʧʘʨʘʤʝʪʨʦʚ ʟʘʱʠʪʳ ʦʪ DoS/DDoS ʘʪʘʢ ʥʘ ʧʨʠʢʣʘʜʥʦʤ ʠ ʪʨʘʥʩʧʦʨʪʥʦʤ ʫʨʦʚʥʷʭ ʩʝʪʝʚʦʡ 
ʤʦʜʝʣʠ OSI. 

¶ ɸʚʘʨʠʡʥʳʡ ʨʝʞʠʤ. ʅʘ ʩʪʨʘʥʠʮʝ ʨʝʘʣʠʟʦʚʘʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʚʢʣʶʯʝʥʠʷ 
ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ, ʧʨʦʚʝʨʢʠ ʩʠʩʪʝʤʳ, ʫʩʪʘʥʦʚʢʠ ʧʦʨʦʛʘ ʧʨʝʚʳʰʝʥʠʷ ʜʦʧʫʩʪʠʤʦʛʦ 
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ʧʨʝʜʝʣʘ ʩʚʦʙʦʜʥʦʛʦ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ, ʧʨʠ ʧʨʝʚʳʰʝʥʠʠ ʢʦʪʦʨʦʛʦ WAF Dallas Lock 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʭʦʜʠʪ ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ. 

¶ GEO IP ʬʠʣʴʪʨ. ʅʘ ʩʪʨʘʥʠʮʝ ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʱʠʱʘʝʤʦʤʫ 
ʨʝʩʫʨʩʫ ʠʟ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʪʨʘʥ ʧʦ ʛʝʦʣʦʢʘʮʠʠ ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ. 

4. ʉʝʪʴ 

¶ ʀʥʪʝʨʬʝʡʩʳ. ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ WAF Dallas Lock 
ʩ ʫʢʘʟʘʥʠʝʤ ʚʨʝʤʝʥʠ ʨʘʙʦʪʳ ʢʘʞʜʦʛʦ ʠʟ ʧʨʠʚʝʜʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʝʛʦ MAC-ʘʜʨʝʩʘ, 
ʘʜʨʝʩʘ IPv4 ʠ IPv6 ʠ ʧʦʣʫʯʝʥʥʳʝ ʠ ʧʝʨʝʜʘʥʥʳʝ ʧʘʢʝʪʳ ʯʝʨʝʟ ʵʪʦʪ ʠʥʪʝʨʬʝʡʩ. 

¶ DHCP ʠ DNS. ʇʦʟʚʦʣʷʶʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʦʩʤʦʪʨʝʪʴ ʘʢʪʠʚʥʳʝ ʘʨʝʥʜʳ ʘʜʨʝʩʦʚ ʧʦ 
ʧʨʦʪʦʢʦʣʫ DHCP ʠ DHCPv6, ʘ ʪʘʢʞʝ ʥʘʟʥʘʯʠʪʴ ʧʦʩʪʦʷʥʥʳʡ ʠʣʠ ʚʨʝʤʝʥʥʳʡ ʘʜʨʝʩ 
ʦʧʨʝʜʝʣʝʥʥʦʤʫ ʭʦʩʪʫ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʨʦʠʟʚʝʩʪʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙ 
DNS ʠ DHCP. 

¶ ʀʤʝʥʘ ʭʦʩʪʦʚ. ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʧʦʣɹʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʜʦʙʘʚʠʪʴ ʠʤ ̫ʠ ʩʝʪʝʚʦʡ ʘʜʨʝʩ 
ʭʦʩʪʘ ʚ ʟʦʥʫ DMZ. 

¶ ʉʪʘʪʠʩʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ. ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʜʦʙʘʚʠʪʴ 
ʩʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ ʧʦ ʧʨʦʪʦʢʦʣʘʤ IPv4 ʠ IPv6 ʜʣʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʩʠʩʪʝʤʝ 
ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ʩ ʫʢʘʟʘʥʠʝʤ ʥʘʟʥʘʯʝʥʠʷ ʤʘʨʰʨʫʪʘ (IP-ʘʜʨʝʩ ʠʣʠ ʩʝʪʴ), ʤʘʩʢʠ 
ʧʦʜʩʝʪʠ (ʝʩʣʠ ʚ ʧʨʝʜʳʜʫʱʝʡ ʥʘʩʪʨʦʡʢʝ ʙʳʣʘ ʫʢʘʟʘʥʘ ʩʝʪʴ), ʰʣʶʟʘ, ʤʝʪʨʠʢʠ, 
ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʧʘʢʝʪʘ ʠ ʪʠʧʘ ʤʘʨʰʨʫʪʘ. 

¶ ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ. ʅʘ ʩʪʨʘʥʠʮʝ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʠ ʥʘʩʪʨʦʠʪʴ ʟʦʥʳ ʚ ʩʝʪʠ ʜʣʷ ʢʦʥʪʨʦʣʷ 
ʪʨʘʬʠʢʘ. ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʚʢʣʘʜʢʠ: 

o ʆʩʥʦʚʥʳʝ ð ʦʪʦʙʨʘʞʘʝʪ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ: ʚʭʦʜʷʱʠʡ 
ʪʨʘʬʠʢ, ʠʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ, ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ. 

o ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ ð ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʝʥʥʳʤ ʢʦʤʧʴʶʪʝʨʘʤ ʠʟ ʀʥʪʝʨʥʝʪʘ 
ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʢʦʤʧʴʶʪʝʨʦʤ ʠʣʠ ʩʣʫʞʙʦʡ ʚʥʫʪʨʠ ʯʘʩʪʥʦʡ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

o ʇʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ ð ʥʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʜʣʷ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ 
ʧʦʣʠʪʠʢʫ ʧʨʦʭʦʞʜʝʥʠʷ ʧʘʢʝʪʦʚ ʤʝʞʜʫ ʨʘʟʥʳʤʠ ʟʦʥʘʤʠ. 

o ʇʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ ð ʥʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʝ 
ʦʧʨʝʜʝʣʷʶʪ ʧʦʣʠʪʠʢʫ ʣʦʛʠʨʦʚʘʥʠʷ ʧʨʦʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ ʤʝʞʜʫ ʨʘʟʥʳʤʠ ʟʦʥʘʤʠ. 

o ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ð ʥʘʩʪʨʦʡʢʘ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʩʝʪʝʡ ʠ ʭʦʩʪʦʚ, 
ʷʚʣʷʶʱʠʭʩʷ ʠʩʪʦʯʥʠʢʘʤʠ ʫʛʨʦʟ ʜʣʷ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ, ʘ ʪʘʢʞʝ ʜʣʷ ʫʢʘʟʘʥʠʷ 
ʩʝʪʝʡ ʠ ʭʦʩʪʦʚ, ʥʝ ʧʦʜʣʝʞʘʱʠʭ ʙʣʦʢʠʨʦʚʢʝ. 

o ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ ð ʥʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʘʚʠʣ, ʢʦʪʦʨʳʝ 
ʧʦʟʚʦʣʷʶʪ ʚʳʧʦʣʥʷʪʴ ʧʨʦʠʟʚʦʣʴʥʳʝ ʢʦʤʘʥʜʳ iptables, ʢʦʪʦʨʳʝ ʥʝ ʦʭʚʘʯʝʥʳ 
ʨʘʤʢʘʤʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. 

¶ ʋʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ. ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʚʦʟʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʥʦʛʦ 
ʜʦʩʪʫʧʘ ʢ ʣʦʢʘʣʴʥʦʡ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʩʝʪʠ, ʟʘʱʠʱʝʥʥʦʡ WAF Dallas Lock, ʘ ʪʘʢʞʝ 
ʫʧʨʘʚʣʷʪʴ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʜʣʷ ʪʘʢʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ. 

¶ ʂʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ (QoS). ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʨʝʘʣʠʟʦʚʘʥʳ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ 
ʚʦʟʤʦʞʥʦʩʪʠ ʧʦ ʚʢʣʶʯʝʥʠʶ ʠ ʦʪʢʣʶʯʝʥʠʶ ʠʩʧʦʣʴʟʦʚʘʥʠʷ QoS, ʜʦʙʘʚʣʝʥʠʷ ʩʝʪʝʚʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʨʝʘʣʠʟʦʚʳʚʘʪʴʩʷ ʢʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʘ ʪʘʢʞʝ 
ʜʦʙʘʚʣʝʥʠ ̫ʠ ʫʜʘʣʝʥʠ ̫ʧʨʘʚʠʣ ʢʣʘʩʩʠʬʠʢʘʮʠʠ QoS. ʇʨʘʚʠʣʘ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʤʦʛʫʪ ʙʳʪʴ 
ʥʘʩʪʨʦʝʥʳ ʠʥʜʠʚʠʜʫʘʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

¶ ɼʠʘʛʥʦʩʪʠʢʘ. ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʨʘʩʧʦʣʦʞʝʥʘ ʜʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʩʠʩʪʝʤʳ ð 
ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʚʝʨʠʪʴ ʮʝʣʦʩʪʥʦʩʪʴ ʠ ʢʘʯʝʩʪʚʦ ʩʦʝʜʠʥʝʥʠʷ ʩʝʪʠ ʠʣʠ ʚʳʧʦʣʥʠʪʴ 
ʪʨʘʩʩʠʨʦʚʢʫ ʤʘʨʰʨʫʪʘ ʠ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʧʨʦʚʝʨʠʪʴ ʜʦʩʪʫʧʥʦʩʪʴ ʩʝʨʚʝʨʘ, ʘ ʪʘʢʞʝ 
ʚʳʧʦʣʥʠʪʴ DNS-ʟʘʧʨʦʩ. 

5. ʇʝʨʝʟʘʛʨʫʟʢʘ. ʇʨʠ ʥʘʞʘʪʠʠ ʧʨʦʠʟʦʡʜʝʪ ʧʝʨʝʟʘʛʨʫʟʢʘ WAF Dallas Lock. 
6. ɺʳʡʪʠ. ɺʳʡʪʠ ʠʟ ʤʝʥʶ ʥʘ ʩʪʨʘʥʠʮʫ ʘʚʪʦʨʠʟʘʮʠʠ.  



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 
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2 ʇɽʈɺʀʏʅɸʗ ʅɸʉʊʈʆʁʂɸ WAF DALLAS LOCK 

2.1 ʊʨʝʙʦʚʘʥʠʝ ʢ ʪʝʭʥʠʯʝʩʢʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ 

ʀʟʜʝʣʠʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʩʝʨʚʝʨʥʳʝ ʧʣʘʪʬʦʨʤʳ, ʨʘʙʦʪʘʶʱʠʝ ʥʘ ʙʘʟʝ ʧʨʦʮʝʩʩʦʨʥʦʡ 
ʘʨʭʠʪʝʢʪʫʨʳ ʩʝʤʝʡʩʪʚʘ x86_64, ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ: 

¶ ʦʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʜʦʣʞʝʥ ʩʦʩʪʘʚʣʷʪʴ ʥʝ ʤʝʥʝʝ 8 ɻʙ, ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦ 16 ɻʙ; 

¶ ʢʦʣʠʯʝʩʪʚʦ ʷʜʝʨ ʧʨʦʮʝʩʩʦʨʘ ʜʦʣʞʥʦ ʙʳʪʴ ʥʝ ʤʝʥʝʝ ʯʝʪʳʨʝʭ ʩ ʯʘʩʪʦʪʦʡ 2 ɻɻʮ; 

¶ ʦʙʲʝʤ ʧʘʤʷʪʠ ʥʘʢʦʧʠʪʝʣʷ ʜʦʣʞʝʥ ʩʦʩʪʘʚʣʷʪʴ ʥʝ ʤʝʥʝʝ 32 ɻɹ; 

¶ ʦʙʲʝʤ ʧʘʤʷʪʠ ʥʘʢʦʧʠʪʝʣʷ ʜʣʷ ʭʨʘʥʝʥʠʷ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ ʜʦʣʞʝʥ ʩʦʩʪʘʚʣʷʪʴ ʥʝ ʤʝʥʝʝ 128 
ɻɹ; 

¶ ʢʦʣʠʯʝʩʪʚʦ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ʪʠʧʘ RJ45 ʠʣʠ SPF+, ʧʦʜʜʝʨʞʠʚʘʶʱʠʭ ʩʢʦʨʦʩʪʴ 
ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʥʝ ʤʝʥʝʝ 1 ɻʙ/ʩ, ʜʦʣʞʥʦ ʩʦʩʪʘʚʣʷʪʴ ʥʝ ʤʝʥʝʝ ʪʨʝʭ (LAN, WAN, DMZ). ʇʨʠ 
ʵʪʦʤ ʪʠʧʳ ʠʥʪʝʨʬʝʡʩʦʚ ʟʦʥ DMZ ʠ LAN ʜʦʣʞʥʳ ʩʦʚʧʘʜʘʪʴ ʩ ʪʠʧʦʤ ʠʥʪʝʨʬʝʡʩʘ ʟʦʥʳ WAN 
ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʥʝ ʤʝʥʴʰʫʶ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ; 

¶ ʜʦʣʞʥʦ ʦʙʝʩʧʝʯʠʚʘʪʴʩʷ ʥʘʣʠʯʠʝ ʨʝʞʠʤʘ ʩʦʚʤʝʩʪʠʤʦʩʪʠ (MBR) ʚ BIOS. 

 

ɼʣʷ ʨʘʙʦʪʳ ʦʪʜʝʣʴʥʦ ʣʠʮʝʥʟʠʨʫʝʤʳʭ ʤʦʜʫʣʝʡ ʜʦʩʪʘʪʦʯʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʚʘ 
ʠʥʪʝʨʬʝʡʩʘ: ʜʣʷ UTM ð LAN ʠ WAN, ʘ ʜʣʷ WAF ð DMZ ʠ WAN. ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ 
ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʤʦʜʫʣ ̫ WAF ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ 
ʤʝʞʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ, ʧʦʩʢʦʣʴʢʫ ʧʦ ʫʤʦʣʯʘʥʠʶ ʵʪʦʪ ʜʦʩʪʫʧ ʚʦʟʤʦʞʝʥ ʪʦʣʴʢʦ ʩ 
ʠʥʪʝʨʬʝʡʩʘ LAN (ʩʤ. 5.4.2.3 ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ ʤʝʞʩʝʪʝʚʦʤʫ ʵʢʨʘʥʫ). 

2.2 ʊʨʝʙʦʚʘʥʠʝ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ 

ɼʣ ̫ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʩ ʛʨʘʬʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʨʘʙʦʯʝʝ ʤʝʩʪʦ ʜʦʣʞʝʥ ʙʳʪʴ 
ʫʩʪʘʥʦʚʣʝʥ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʙʨʘʫʟʝʨʦʚ: 

¶ Google Chrome 113 ʠ ʚʳʰʝ; 

¶ Mozilla Firefox 113 ʠ ʚʳʰʝ; 

¶ Microsoft Edge 104 ʠ ʚʳʰʝ; 

¶ Yandex Browser 14 ʠ ʚʳʰʝ. 

2.3 ʊʨʝʙʦʚʘʥʠʝ ʢ ʩʨʝʜʝ ʚʠʨʪʫʘʣʠʟʘʮʠʠ 

WAF Dallas Lock ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʚʠʨʪʫʘʣʴʥʦʡ ʩʨʝʜʝ. ɺʠʨʪʫʘʣʴʥʳʝ ʤʘʰʠʥʳ WAF Dallas 
Lock ʨʘʟʚʦʨʘʯʠʚʘʶʪʩʷ ʚ ʚʳʜʝʣʝʥʥʦʡ ʚʠʨʪʫʘʣʴʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʢʣʠʝʥʪʘ ʚ ʩʨʝʜʘʭ: 

¶ VMware ESXi; 

¶ VMware Workstation; 

¶ Hyper-V; 

¶ VirtualBox. 

2.4 ʇʨʦʮʝʜʫʨʘ ʫʩʪʘʥʦʚʢʠ WAF Dallas Lock 

ɺ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥ ʘʣʛʦʨʠʪʤ ʨʘʟʚʝʨʪʳʚʘʥʠʷ WAF Dallas Lock ʦʪ ʤʦʤʝʥʪʘ ʫʩʪʘʥʦʚʢʠ ʠ ʧʝʨʚʦʛʦ 
ʟʘʧʫʩʢʘ ʜʦ ʚʥʝʜʨʝʥʠʷ ʚ ʩʝʪʴ ʠ ʨʘʙʦʪʳ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʩ ʥʘʩʪʨʦʡʢʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʏʪʦʙʳ ʟʘʛʨʫʟʠʪʴʩʷ ʚ ʨʝʞʠʤʝ UEFI, ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʛʨʫʟʠʪʴ ʊʉ ʠ ʥʘʞʘʪʴ ʢʣʘʚʠʰʫ ʚʭʦʜʘ ʚ BIOS. ɺʦ ʚʨʝʤʷ ʟʘʧʫʩʢʘ ʯʘʩʪʦ ʦʪʦʙʨʘʞʘʝʪʩʷ ʵʢʨʘʥ 
ʩ ʫʧʦʤʠʥʘʥʠʝʤ ʢʣʘʚʠʰʠ ʜʣʷ ʚʭʦʜʘ ʚ BIOS. ɽʩʣʠ ʝʛʦ ʥʝʪ ʠʣʠ ʵʢʨʘʥ ʧʝʨʝʢʣʶʯʘʝʪʩʷ ʩʣʠʰʢʦʤ 
ʙʳʩʪʨʦ, ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ ʩʘʡʪ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʤʘʪʝʨʠʥʩʢʦʡ ʧʣʘʪʳ. 

¶ ʇʦʩʣʝ ʚʭʦʜʘ ʚ BIOS ʥʘʡʪʠ ʨʘʟʜʝʣ çBootè ʠʣʠ çɿʘʛʨʫʟʢʘè, ʛʜʝ ʥʘʭʦʜʷʪʩʷ ʚʩʝ ʥʘʩʪʨʦʡʢʠ, 
ʩʚʷʟʘʥʥʳʝ ʩ ʟʘʛʨʫʟʢʦʡ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɺ ʨʘʟʜʝʣʝ çBootè ʥʘʡʪʠ ʦʧʮʠʶ çBoot Modeè ʠʣʠ çʈʝʞʠʤ ʟʘʛʨʫʟʢʠè ʠ ʚʳʙʨʘʪʴ çUEFIè, 
ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʝʛʦ. 

¶ ɺ ʨʘʟʜʝʣʝ çBootè ʥʘʡʪʠ ʠ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ ʦʧʮʠʶ ʙʝʟʦʧʘʩʥʦʛʦ ʟʘʧʫʩʢʘ çSecure Bootè, 
ʧʝʨʝʚʝʜʷ ʝʝ ʚ ʧʦʣʦʞʝʥʠʝ Disable (ʦʪʢʣʶʯʝʥʦ). 
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¶ ɺ ʨʘʟʜʝʣʝ çBootè ʚʳʙʨʘʪʴ ʟʘʛʨʫʟʦʯʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʩ ʫʩʪʘʥʦʚʦʯʥʳʤ ʦʙʨʘʟʦʤ WAF Dallas 
Lock ʧʝʨʚʳʤ ʚ ʧʦʨʷʜʢʝ ʟʘʛʨʫʟʢʠ, ʯʪʦʙʳ ʟʘʛʨʫʟʢʘ ʩ ʥʝʛʦ ʧʨʦʠʟʚʦʜʠʣʘʩʴ ʨʘʥʴʰʝ, ʯʝʤ ʩ 
ʜʨʫʛʠʭ ʟʘʛʨʫʟʦʯʥʳʭ ʫʩʪʨʦʡʩʪʚ; 

¶ ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʨʝʞʠʤʘ UEFI ʩʦʭʨʘʥʠʪʴ ʠʟʤʝʥʝʥʠʷ, ʚʳʙʨʘʚ ʦʧʮʠʶ çSave and Exitè, ʠ 
ʧʦʜʪʚʝʨʜʠʪʴ ʩʦʭʨʘʥʝʥʠʝ ʠʟʤʝʥʝʥʠʡ. ʊʉ ʧʝʨʝʟʘʛʨʫʟʠʪʩʷ, ʠ ʟʘʛʨʫʟʢʘ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʚ 
ʨʝʞʠʤʝ UEFI. 

WAF Dallas Lock ʧʦʩʪʘʚʣʷʝʪʩʷ ʥʘ CD-ʜʠʩʢʝ ʠʣʠ ʚ ʘʨʭʠʚʝ ʧʦʩʪʘʚʢʠ ʠʟʜʝʣʠʷ ʚ ʚʠʜʝ ʦʙʨʘʟʘ (*.iso), 
ʨʘʩʧʦʣʦʞʝʥʥʦʛʦ ʚ ʢʘʪʘʣʦʛʝ Distributives. 

ɼʣ ̫ʫʩʪʘʥʦʚʢʠ WAF Dallas Lock ʥʝʦʙʭʦʜʠʤʦ: 

1. ʉʦʟʜʘʪʴ ʟʘʛʨʫʟʦʯʥʳʡ ʚʥʝʰʥʠʡ ʥʦʩʠʪʝʣʴ ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʫʪʠʣʠʪʳ ʠʣʠ 

ʩʢʦʧʠʨʦʚʘʪʴ ʦʙʨʘʟ (*.iso) ʚ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

2. ʋʩʪʘʥʦʚʠʪʴ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʚʥʝʰʥʠʡ ʥʦʩʠʪʝʣʴ ʚ ʢʘʯʝʩʪʚʝ ʟʘʛʨʫʟʦʯʥʦʛʦ ʜʠʩʢʘ ʚ BIOS ʊʉ ʠʣʠ 

ʫʩʪʘʥʦʚʠʪʴ ʩʢʦʧʠʨʦʚʘʥʥʳʡ ʦʙʨʘʟ (*.iso) ʚ ʢʘʯʝʩʪʚʝ ʟʘʛʨʫʟʦʯʥʦʛʦ ʚ ʧʘʨʘʤʝʪʨʘʭ ʚʠʨʪʫʘʣʴʥʦʡ 

ʤʘʰʠʥʳ. 

3. ɺ ʟʘʛʨʫʟʦʯʥʦʤ ʤʝʥʶ ʚʳʙʨʘʪʴ ʧʫʥʢʪ Install WAF DL 1.2.1, ʯʪʦʙʳ ʥʘʯʘʪʴ ʫʩʪʘʥʦʚʢʫ ʧʨʦʜʫʢʪʘ 

(ʩʤ. ʈʠʩʫʥʦʢ 3). 

 

ʈʠʩʫʥʦʢ 3. ɿʘʛʨʫʟʦʯʥʦʝ ʤʝʥʶ WAF Dallas Lock 

4. ʇʦʩʣʝ ʟʘʛʨʫʟʢʠ ʩ ʟʘʛʨʫʟʦʯʥʦʛʦ ʥʦʩʠʪʝʣʷ ʠʣʠ ʦʙʨʘʟʘ ʜʠʩʢʘ ʧʦʷʚʠʪʩʷ ʛʨʘʬʠʯʝʩʢʦʝ ʤʝʥʶ, ʛʜʝ 

ʚʳʙʨʘʪʴ ʜʠʩʢ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʫʩʪʘʥʦʚʢʘ WAF Dallas Lock (ʩʤ. ʈʠʩʫʥʦʢ 4). 

5. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ ʠ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʦʜʪʚʝʨʜʠʪʴ ʫʩʪʘʥʦʚʢʫ, ʥʘʞʘʚ ʢʥʦʧʢʫ ɼʘ. 

 

ɼʨʫʛʠʝ ʩʠʩʪʝʤʳ ʥʘ ʚʳʙʨʘʥʥʦʤ ʜʠʩʢʝ ʙʫʜʫʪ ʫʜʘʣʝʥʳ. 

6. ʅʘʯʥʝʪʩʷ ʧʨʦʮʝʩʩ ʟʘʧʠʩʠ ʦʙʨʘʟʘ ʠʟʜʝʣʠʷ ʥʘ ʞʝʩʪʢʠʡ ʜʠʩʢ, ʥʝʦʙʭʦʜʠʤʦ ʜʦʞʜʘʪʴʩʷ ʟʘʚʝʨʰʝʥʠʷ 

ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ. 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
16 

 

ʈʠʩʫʥʦʢ 4. ɺʳʙʦʨ ʜʠʩʢʘ 

7. ʇʦ ʦʢʦʥʯʘʥʠʠ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʊʉ, ʥʘʞʘʚ ʢʥʦʧʢʫ ʆʂ ʚ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ (ʩʤ. 

ʈʠʩʫʥʦʢ 5). 

 

ʈʠʩʫʥʦʢ 5. ʇʝʨʝʟʘʛʨʫʟʢʘ 
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8. ʂʦʛʜʘ ʧʝʨʝʟʘʛʨʫʟʢʘ ʟʘʚʝʨʰʠʪʩʷ, ʚ ʟʘʛʨʫʟʦʯʥʦʤ ʤʝʥʶ ʚʳʙʨʘʪʴ WAF Dallas Lock ʠ ʥʘ ʵʢʨʘʥʝ 

ʅʘʩʪʨʦʡʢʘ (ʩʤ. ʈʠʩʫʥʦʢ 6) ʟʘʜʘʪʴ ʩʝʪʝʚʦʝ ʠʤʷ ʫʩʪʨʦʡʩʪʚʘ, ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ LAN-ʠʥʪʝʨʬʝʡʩ 

ʩʝʨʚʝʨʘ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ʬʫʥʢʮʠʶ DHCP-ʩʝʨʚʝʨʘ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ), ʚʳʙʨʘʪʴ 

ʜʠʩʢ ʜʣʷ ʭʨʘʥʝʥʠʷ ʚʨʝʤʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʝʛʦ ʦʯʠʩʪʠʪʴ. 

9. ʇʦʩʣʝ ʚʚʦʜʘ ʚʩʝʭ ʥʘʩʪʨʦʝʢ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ, ʩʨʝʜʘ ʠʩʧʦʣʥʝʥʠʷ ʧʨʦʜʦʣʞʠʪ ʟʘʛʨʫʟʢʫ ʠ 

ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʧʨʦʮʝʩʩʘ ʙʫʜʝʪ ʛʦʪʦʚʘ ʢ ʧʦʩʣʝʜʫʶʱʠʤ ʥʘʩʪʨʦʡʢʘʤ. 

 

ʈʠʩʫʥʦʢ 6. ʄʝʥ ʁʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ WAF Dallas Lock 

¶ ʉʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʥʘʩʪʨʦʡʢʫ ʩʝʪʠ ʚʨʫʯʥʫʶ, ʥʘʧʨʠʤʝʨ, ʟʘʜʘʪʴ ʤʘʨʰʨʫʪ ʜʦ ʧʦʜʩʝʪʠ 
ʫʧʨʘʚʣʝʥʠʷ ʠ ʥʘʩʪʨʦʠʪʴ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ ʤʦʞʥʦ, ʥʘʞʘʚ ʢʥʦʧʢʫ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 
ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ (ʩʤ. ʈʠʩʫʥʦʢ 7): 

o ʄʘʨʰʨʫʪ ʜʦ ʧʦʜʩʝʪʠ ʫʧʨʘʚʣʝʥʠʷ. ɿʘʜʘʝʪʩʷ ʩʪʘʪʠʯʝʩʢʠʡ ʤʘʨʰʨʫʪ ʠʟ ʢʘʢʦʡ 
ʧʦʜʩʝʪʠ ʠʣʠ ʘʜʨʝʩʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩʫ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock. 

o ʇʦʣʠʪʠʢʠ ʠʥʪʝʨʬʝʡʩʦʚ. ʀʤ ̫ eth0 ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʜʘʥʥʦʡ 
ʩʝʪʝʚʦʡ ʢʘʨʪʳ, ʛʜʝ eth ʦʙʦʟʥʘʯʘʝʪ ʯʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ Ethernet ʠʥʪʝʨʬʝʡʩ, ʘ 0 ð 
ʥʦʤʝʨ ʫʩʪʨʦʡʩʪʚʘ. ɽʩʣʠ ʫʩʪʘʥʦʚʣʝʥʦ ʥʝʩʢʦʣʴʢʦ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʪʦ ʠʤ ʙʫʜʫʪ 
ʧʨʠʩʚʦʝʥʳ ʠʤʝʥʘ eth0, eth1, eth2 ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 
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ʈʠʩʫʥʦʢ 7. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

2.5 ɼʦʩʪʫʧ ʢ ʩʨʝʜʩʪʚʘʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʏʪʦʙʳ ʧʨʠʩʪʫʧʠʪʴ ʢ ʢʦʥʬʠʛʫʨʘʮʠʠ WAF Dallas Lock, ʥʝʦʙʭʦʜʠʤʦ: 

¶ ʧʦʜʛʦʪʦʚʠʪʴ ʢʦʤʧʴʶʪʝʨ ʜʣʷ ʜʦʩʪʫʧʘ ʢ WAF Dallas Lock ʩ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʳʤ IP-ʘʜʨʝʩʦʤ 
ʠ ʠʤʝʶʱʠʡ ʚʝʙ-ʙʨʘʫʟʝʨ ʚ ʩʦʩʪʘʚʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʇʆ; 

¶ ʦʙʝʩʧʝʯʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʤʝʞʜʫ LAN-ʧʦʨʪʦʤ ʩʝʨʚʝʨʘ (ʠʥʪʝʨʬʝʡʩʦʤ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ) 
ʠ ʢʦʤʧʴʶʪʝʨʦʤ; 

¶ ʧʦʜʢʣʶʯʠʪʴʩʷ ʯʝʨʝʟ ʙʨʘʫʟʝʨ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ WAF Dallas Lock ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ HTTPS-

ʩʦʝʜʠʥʝʥʠʶ https://IP:7443, ʛʜʝ IP ð ʘʜʨʝʩ ʫʟʣʘ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ WAF Dallas Lock. ɼʘʣʝʝ 

ʦʪʦʙʨʘʟʠʪʩʷ ʬʦʨʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ ʧʦʣʷʤʠ ʀʤ ̫ʧʦʣʴʟʦʚʘʪʝʣʷ, ʇʘʨʦʣʴ ʠ ʢʥʦʧʢʘʤʠ 

ɺʦʡʪʠ ʠ ʉʙʨʦʩʠʪʴ; 

¶ ʥʘ ʩʪʨʘʥʠʮʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚʚʝʩʪʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʨʦʣʴʶ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ (root) ʚ ʪʝʢʩʪʦʚʦʝ ʧʦʣʝ ʀʤ ̫ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʦʣʝ ʇʘʨʦʣʴé ʥʝʦʙʭʦʜʠʤʦ 
ʦʩʪʘʚʠʪʴ ʧʫʩʪʳʤ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɺʦʡʪʠ (ʩʤ. ʈʠʩʫʥʦʢ 8); 

 

ʈʠʩʫʥʦʢ 8. ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 
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¶ ʜʣ ̫ʩʦʟʜʘʥʠʷ ʠʣʠ ʛʝʥʝʨʘʮʠʠ ʧʘʨʦʣʷ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ (ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ) WAF Dallas 
Lock ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʥʘʧʨʘʚʣʝʥʦ ʥʘ ʩʪʨʘʥʠʮʫ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ 
ʫʧʨʘʚʣʝʥʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 9). 

 

ɽʩʣʠ ʥʝ ʙʫʜʝʪ ʟʘʜʘʥ ʧʘʨʦʣʴ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ (ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ), ʧʝʨʝʭʦʜ ʥʘ ʜʨʫʛʠʝ 
ʩʪʨʘʥʠʮʳ ʩʪʘʪʠʩʪʠʢʠ ʠ ʥʘʩʪʨʦʡʢʠ WAF Dallas Lock ʙʫʜʝʪ ʥʝʚʦʟʤʦʞʝʥ. 

 

ʈʠʩʫʥʦʢ 9. ʉʦʟʜʘʥʠʝ ʧʘʨʦʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

 

ʇʘʨʦʣʴ ʜʦʣʞʝʥ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʪʨʝʙʦʚʘʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʦʜʝʨʞʘʪʴ ʤʠʥʠʤʫʤ 8 
ʩʠʤʚʦʣʦʚ, ʚʢʣʶʯʘʷ: 

¶ ʥʠʞʥʠʡ ʨʝʛʠʩʪʨ; 

¶ ʚʝʨʭʥʠʡ ʨʝʛʠʩʪʨ; 

¶ ʮʠʬʨʫ; 

¶ ʩʧʝʮʠʘʣʴʥʳʡ ʩʠʤʚʦʣ. 

2.6 ʅʘʩʪʨʦʡʢʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ DNS-ʟʘʧʨʦʩʦʚ 

ʇʨʘʚʠʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ DNS ʚʘʞʥʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʧʦʣʥʦʡ ʠ ʵʬʬʝʢʪʠʚʥʦʡ ʨʘʙʦʪʳ ʤʦʜʫʣʷ UTM. 
ʅʝʦʙʭʦʜʠʤʦ ʚ ʤʝʥʶ ʉʝʪʴ ʥʘ ʩʪʨʘʥʠʮʝ DHCP ʠ DNS ʟʘʧʦʣʥʠʪʴ ʧʦʣʝ ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ 
DNS ʘʜʨʝʩʘʤʠ DNS-ʩʝʨʚʝʨʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 10). 

 

ʄʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʢʘʢ ʚʥʝʰʥʠʝ, ʪʘʢ ʠ ʚʥʫʪʨʝʥʥʠʝ DNS-ʩʝʨʚʝʨʳ. ʅʘʧʨʠʤʝʨ: 

¶ ʚʥʝʰʥʠʡ DNS ʩʝʨʚʝʨ ʩ ʘʜʨʝʩʦʤ, ʥʘʧʨʠʤʝʨ, 77.88.8.8, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʟʘʧʨʦʩʦʚ ʢ ʚʥʝʰʥʠʤ ʨʝʩʫʨʩʘʤ; 

¶ ʚʥʫʪʨʝʥʥʠʡ DNS ʩʝʨʚʝʨ ʜʣʷ ʜʦʤʝʥʦʚ ʚ ʬʦʨʤʘʪʝ .local ʩ ʘʜʨʝʩʦʤ 10.10.10.10. 
ɺ ʧʦʣʝ ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ DNS ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʩʣʝʜʫʶʱʠʡ ʧʦʨʷʜʦʢ 
ʩʝʨʚʝʨʦʚ: 

¶ ʚʥʫʪʨʝʥʥʠʡ DNS ʩʝʨʚʝʨ: /local/10.10.10.10; 

¶ ʚʥʝʰʥʠʡ DNS ʩʝʨʚʝʨ: 77.88.8.8. 
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ʈʠʩʫʥʦʢ 10. ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ DNS 

2.7 ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʜʫʢʪʘ 

ɼʣ ̫ʟʘʱʠʪʳ ʦʪ ʥʝʣʝʛʘʣʴʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʜʫʢʪʘ ʥʝʦʙʭʦʜʠʤʦ ʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʣʠʮʝʥʟʠʠ WAF 
Dallas Lock (ʩʤ. 5.4.1 ʉʠʩʪʝʤʘ). 

ɼʝʡʩʪʚʫʶʱʘ ̫ ʣʠʮʝʥʟʠʷ ʷʚʣʷʝʪʩʷ ʫʩʣʦʚʠʝʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʧʦʤʦʱʠ ʚ ʫʩʪʘʥʦʚʢʝ ʠ ʥʘʩʪʨʦʡʢʝ 
WAF Dallas Lock ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʢʦʤʧʘʥʠʠ-ʨʘʟʨʘʙʦʪʯʠʢʘ, ʘ ʪʘʢʞʝ ʫʩʣʦʚʠʝʤ ʜʦʩʪʫʧʘ ʢ 
ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʤ ʦʙʥʦʚʣʝʥʠʷʤ. 

2.8 ɼʦʙʘʚʣʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ 

ɼʣ ̫ʪʦʛʦ, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ, ʥʝʦʙʭʦʜʠʤʦ ʚ ʧʫʥʢʪʝ ʦʩʥʦʚʥʦʛʦ ʤʝʥʶ ʚʳʙʨʘʪʴ 
ʅʘʩʪʨʦʡʢʠ, ʧʝʨʝʡʪʠ ʥʘ ʚʢʣʘʜʢʫ WAF ʠ ʚʳʙʨʘʪʴ ʚ ʤʝʥʶ ʪʨʝʪʴʝʛʦ ʫʨʦʚʥʷ ʀʥʩʧʝʢʮʠʷ WAF 
(ʩʤ. ʈʠʩʫʥʦʢ 11). 

 

ʈʠʩʫʥʦʢ 11. ʀʥʩʧʝʢʮʠʷ WAF 

ʅʘ ʚʢʣʘʜʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 12) ʚʢʣʶʯʠʪʴ ʠʥʩʧʝʢʮʠʶ WAF ʠ ʫʩʪʘʥʦʚʠʪʴ ʢʦʣʠʯʝʩʪʚʦ 
ʧʨʦʮʝʩʩʦʚ, ʦʙʩʣʫʞʠʚʘʶʱʠʭ WAF ʚ ʧʦʣʝ CTF ʆʯʝʨʝʜʠ ʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʨʘʟʨʝʰʠʪʴ HTTP 
ʩʦʝʜʠʥʝʥʠ.̫ 
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ʈʠʩʫʥʦʢ 12. ʀʥʩʧʝʢʮʠʷ WAF 

ɼʘʣʝʝ ʥʘ ʩʪʨʘʥʠʮʝ ʈʝʩʫʨʩʳ WAF ʧʝʨʝʡʪʠ ʥʘ ʚʢʣʘʜʢʫ ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨ.r ʅʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ 
ɼʦʙʘʚʠʪʴ. ɺ ʧʦʣʝ IP-ɸʜʨʝʩʘ ʜʦʙʘʚʠʪʴ ʚʝʙ-ʫʟʝʣ ʟʘʱʠʱʘʝʤʦʛʦ ʦʙʲʝʢʪʘ ʠ ʚ ʧʦʣʝ ʆʧʠʩʘʥʠʝ ʟʘʜʘʪʴ 
ʠʤ ̫ʚʝʙ-ʫʟʣʘ. ʅʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 13). ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ 
ʚʦʟʤʦʞʥʦʩʪʝʡ ʥʘʩʪʨʦʝʢ ʥʘ ʚʢʣʘʜʢʝ ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ ʚ ʨʘʟʜʝʣʝ 5.1.2 ʈʝʩʫʨʩʳ WAF. 
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ʈʠʩʫʥʦʢ 13. ɼʦʙʘʚʣʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʦʙʲʝʢʪʘ 

ʇʦʩʣʝ ʩʦʭʨʘʥʝʥʠʷ ʟʘʱʠʱʘʝʤʳʡ ʦʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʩʧʠʩʦʢ ʥʘ ʚʢʣʘʜʢʝ 
ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ (ʩʤ. ʈʠʩʫʥʦʢ 14). 

 

ʈʠʩʫʥʦʢ 14. ʉʧʠʩʦʢ ʟʘʱʠʱʘʝʤʳʭ ʦʙʲʝʢʪʦʚ 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʜʦʙʘʚʠʣʠ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ, ʥʫʞʥʦ ʧʝʨʝʡʪʠ ʚ ʅʘʩʪʨʦʡʢʠ ð WAF ð ʈʝʩʫʨʩʳ 
WAF ð ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ ʠ ʜʦʙʘʚʠʪʴ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʮʝʥʪʨʘ 
(ʩʤ. ʈʠʩʫʥʦʢ 15). ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ ʩʤʦʪʨʝʪʴ ʚ ʨʘʟʜʝʣʝ 5.1.2 ʈʝʩʫʨʩʳ WAF. 
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ʈʠʩʫʥʦʢ 15. ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ 

ɼʘʣʝʝ ʥʘ ʚʢʣʘʜʢʝ ʇʨʦʬʠʣʴ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʥʦ ʟʘʜʘʪʴ ʤʝʭʘʥʠʟʤʳ ʟʘʱʠʪʳ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ. 

ɺʥʝʜʨʝʥʠʝ ʚʝʙ-ʩʝʨʚʝʨʘ ʚ DMZ 

ɺʥʝʜʨʝʥʠʝ ʚʝʙ-ʩʝʨʚʝʨʦʚ ʚ DMZ ʩʚʦʜʠʪʩʷ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʬʠʟʠʯʝʩʢʦʡ ʠ ʣʦʛʠʯʝʩʢʦʡ IP-ʩʚʷʟʥʦʩʪʠ ʩ 
WAF Dallas Lock, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʡʢʝ ʧʦʜʜʝʨʞʢʠ ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʦʚ HTTP ʠ HTTPS, ʠ ʧʨʦʚʝʨʷʝʪʩʷ 
ʫʩʧʝʰʥʳʤ ʦʪʦʙʨʘʞʝʥʠʝʤ ʚʝʙ-ʩʪʨʘʥʠʮʳ ʩʝʨʚʝʨʘ ʠʟ DMZ ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ WAF Dallas Lock ʩʦ 
ʩʪʦʨʦʥʳ WAN-ʟʦʥʳ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʚʝʨʷʝʪʩʷ ʩʚʷʟʥʦʩʪʴ ʩ LAN-ʟʦʥʦʡ ʦʪʦʙʨʘʞʝʥʠʝʤ 
ʚʝʙ-ʩʪʨʘʥʠʮ ʥʘ ʭʦʩʪʘʭ LAN-ʟʦʥʳ, ʦʪʩʫʪʩʪʚʠʝʤ ʚʦʟʤʦʞʥʦʩʪʠ ʩʦ ʩʪʦʨʦʥʳ ʚʝʙ-ʩʝʨʚʝʨʘ ʠʥʠʮʠʠʨʦʚʘʪʴ 
ʩʦʝʜʠʥʝʥʠʷ ʩ LAN-ʭʦʩʪʘʤʠ ʠ ʦʪʦʙʨʘʟʠʪʴ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʥʘʩʪʨʦʡʢʠ WAF Dallas Lock. 

ɼʣ ̫ʜʦʙʘʚʣʝʥʠʷ ʚʝʙ-ʩʝʨʚʝʨʘ ʚ DMZ ʩʣʝʜʫʝʪ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: 

¶ ʧʦʜʛʦʪʦʚʠʪʴ ʚʝʙ-ʩʝʨʚʝʨ ʠ ʝʛʦ SSL-ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʬʦʨʤʘʪʝ PEM; 

¶ ʦʙʝʩʧʝʯʠʪʴ IP-ʩʦʝʜʠʥʝʥʠʝ ʚʝʙ-ʩʝʨʚʝʨʘ ʠ ʠʥʪʝʨʬʝʡʩʘ DMZ WAF Dallas Lock; 

 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ DMZ ʫʩʪʘʥʦʚʣʝʥ ʘʜʨʝʩ 172.16.16.1 ʠ ʤʘʩʢʘ ʧʦʜʩʝʪʠ 
255.255.255.0. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʥʝʩʪʠ ʠʟʤʝʥʝʥʠʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠʥʪʝʨʬʝʡʩʘ 
ʤʦʞʥʦ ʚ ʛʨʘʬʠʯʝʩʢʦʡ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚ ʤʝʥʶ ʉʝʪʴ ð ʀʥʪʝʨʬʝʡʩʳ ð 
DMZ (ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʚ ʨʘʟʜʝʣʝ 6.1 ʀʥʪʝʨʬʝʡʩʳ). 

¶ ʥʘ ʩʪʨʘʥʠʮʝ ʉʝʪʴ ð ʀʤʝʥʘ ʭʦʩʪʦʚ ʫʙʝʜʠʪʴʩʷ ʚ ʦʪʦʙʨʘʞʝʥʠʠ ʚʝʙ-ʩʝʨʚʝʨʘ ʩʨʝʜʠ ʢʣʠʝʥʪʦʚ 
ʚ DMZ; 

¶ ʟʘʛʨʫʟʠʪʴ ʚ WAF Dallas Lock ʩʝʨʪʠʬʠʢʘʪʳ ʚʝʙ-ʩʝʨʚʝʨʘ; 

¶ ʫʢʘʟʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ ʥʘ WAN-ʠʥʪʝʨʬʝʡʩʝ ʜʣʷ ʧʨʠʝʤʘ HTTPS-ʩʦʝʜʠʥʝʥʠʡ ʢ ʚʝʙ-ʩʝʨʚʝʨʫ; 

¶ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ, ʧʦʨʪ ʠ ʠʤ ̫ ʭʦʩʪʘ ʚʝʙ-ʩʝʨʚʝʨʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʨʝʪʨʘʥʩʣʷʮʠʠ 
ʩʦʝʜʠʥʝʥʠʡ, ʧʨʠʥʠʤʘʝʤʳʭ ʥʘ WAN-ʠʥʪʝʨʬʝʡʩ; 

¶ ʧʨʦʚʝʨʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʚʝʙ-ʩʪʨʘʥʠʮʳ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʚʝʙ-ʩʝʨʚʝʨʦʤ ʦʙʨʘʱʝʥʠʝʤ ʩʦ 
ʩʪʦʨʦʥʳ WAN-ʟʦʥʳ WAF Dallas Lock ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʢʘʟʘʥʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ 
ʪʨʘʥʩʣʷʮʠʠ ʘʜʨʝʩʦʚ; 

¶ ʧʨʦʚʝʨʠʪʴ ʫʩʪʘʥʦʚʣʝʥʠʝ ʚʝʙ-ʩʝʨʚʝʨʦʤ ʟʘʱʠʝɦʥʥʦʛʦ (HTTPS) ʩʦʝʜʠʥʝʥʠʷ ʩ WAF Dallas 
Lock ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʟʘʧʨʦʩʦʚ ʩʨʝʜʩʪʚʘʤʠ ʚʝʙ-ʩʝʨʚʝʨʘ. 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʚʝʨʠʪʴ: 

¶ ʦʪʩʫʪʩʪʚʠʝ ʦʪʦʙʨʘʞʝʥʠʷ ʚʝʙ-ʩʪʨʘʥʠʮʳ WAF Dallas Lock ʩʦ ʩʪʦʨʦʥʳ WAN-ʟʦʥʳ ʧʨʠ 
ʬʠʟʠʯʝʩʢʠ ʦʪʢʣʶʯʝʥʥʦʤ ʚʝʙ-ʩʝʨʚʝʨʝ; 

¶ ʦʪʩʫʪʩʪʚʠʝ ʦʪʦʙʨʘʞʝʥʠʷ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ WAF Dallas Lock ʧʨʠ ʟʘʧʨʦʩʝ ʩʦ ʩʪʦʨʦʥʳ WAN ʠ 
DMZ-ʟʦʥr; 

¶ ʦʪʦʙʨʘʞʝʥʠʝ ʚʝʙ-ʩʪʨʘʥʠʮʳ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʚʝʙ-ʩʝʨʚʝʨʦʤ, ʦʙʨʘʱʝʥʠʝʤ ʩʦ ʩʪʦʨʦʥʳ ʭʦʩʪʘ 
ʠʟ LAN-ʟʦʥʳ ʧʦ IP-ʘʜʨʝʩʫ ʚʝʙ-ʩʝʨʚʝʨʘ ʚ DMZ. 

 

ɼʦʩʪʫʧ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʨʝʩʫʨʩʫ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ IP-ʘʜʨʝʩʫ 
WAN-ʠʥʪʝʨʬʝʡʩʘ WAF Dallas Lock ʙʝʟ ʫʢʘʟʘʥʠʷ ʧʦʨʪʘ 7443. ɼʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 
ʟʘʱʠʱʘʝʤʦʤʫ ʨʝʩʫʨʩʫ ʧʦ ʩʝʪʝʚʦʤʫ ʠʤʝʥʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʥʝʦʙʭʦʜʠʤʳʝ 
ʧʘʨʘʤʝʪʨʳ ʥʘ DHCP-ʩʝʨʚʝʨʝ ʠʣʠ ʣʦʢʘʣʴʥʦ ʚ ʬʘʡʣʝ hosts. 
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3 ʀʅʌʆʈʄɸʎʀʆʅʅɸʗ ʇɸʅɽʃʔ 

ɹʣʦʢ ʦʩʥʦʚʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʘʪʘʢʘʤ ʩʦʜʝʨʞʠʪ: ʧʷʪʴ ʚʠʜʞʝʪʦʚ ʩ ʢʦʣʴʮʝʚʳʤʠ ʜʠʘʛʨʘʤʤʘʤʠ, ʦʜʠʥ 
ʚʠʜʞʝʪ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʘʧʧʘʨʘʪʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʩʠʩʪʝʤʳ, ʯʝʪʳʨʝ ð ʩ ʛʨʘʬʠʢʘʤʠ ʠ ʦʜʠʥ ð ʩʦ 
ʩʧʠʩʢʦʤ ʠʥʮʠʜʝʥʪʦʚ. 

ʋʯʠʪʳʚʘʷ, ʯʪʦ WAF ʠ UTM ʷʚʣʷʶʪʩʷ ʦʪʜʝʣʴʥʦ ʣʠʮʝʥʟʠʨʫʝʤʳʤʠ ʤʦʜʫʣʷʤʠ, ʧʦʣʴʟʦʚʘʪʝʣʷʤ 
ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ ʪʝ ʚʠʜʞʝʪʳ, ʤʦʜʫʣʠ ʢʦʪʦʨʳʭ ʙʳʣʠ ʣʠʮʝʥʟʠʨʦʚʘʥʳ. 

ʅʘ ʚʠʜʞʝʪʘʭ ʩ ʛʨʘʬʠʢʘʤʠ ʠ ʢʦʣʴʮʝʚʳʤʠ ʜʠʘʛʨʘʤʤʘʤʠ ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʙʦʨʢʠ ʧʦ 
ʜʠʘʧʘʟʦʥʫ ʜʘʪ. ɼʣʷ ʠʟʤʝʥʝʥʠʷ ʧʝʨʠʦʜʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɿʘ ʩʝʛʦʜʥʷ ʠ ʚʳʙʨʘʪʴ ʧʝʨʠʦʜ (1 
ʯʘʩ, 3 ʯʘʩʘ, 6 ʯʘʩʦʚ, 12 ʯʘʩʦʚ ʠʣʠ 24 ʯʘʩʘ) ʠʣʠ ʢʥʦʧʢʫ ɺʩʝ ʟʘʧʠʩʠ ʠ ʥʘ ʧʦʣʦʩʝ ʦʪʦʙʨʘʞʝʥʠʷ ʜʘʪ 
ʚʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʡ ʧʝʨʠʦʜ. 

ʇʨʠ ʧʨʠʤʝʥʝʥʠʠ ʢʘʢʦʡ-ʣʠʙʦ ʚʳʙʦʨʢʠ ʥʘ ʦʜʥʦʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʠʜʞʝʪʦʚ: ɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳ; 
ɺʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠ; ʀʩʪʦʯʥʠʢʠ ʘʪʘʢ; ʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢ ʝʝ ʨʝʟʫʣʴʪʘʪʳ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠʤʝʥʷʶʪʩʷ ʥʘ ʦʩʪʘʣʴʥʳʭ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚʠʜʞʝʪʘʭ. 

ʇʨʠ ʧʨʠʤʝʥʝʥʠʠ ʢʘʢʦʡ-ʣʠʙʦ ʚʳʙʦʨʢʠ ʥʘ ʦʜʥʦʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʠʜʞʝʪʦʚ: ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ 
ʥʘ ʨʝʩʫʨʩʳ; ʀʩʪʦʯʥʠʢʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ; ʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢ, 
ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ ʝʝ ʨʝʟʫʣʴʪʘʪʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠʤʝʥʷʶʪʩʷ ʥʘ ʦʩʪʘʣʴʥʳʭ 
ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚʠʜʞʝʪʘʭ. 

3.1 ɺʠʜʞʝʪ çɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳè 

ɺʠʜʞʝʪ ʩ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʦʡ, ʥʘ ʢʦʪʦʨʦʤ ʦʪʦʙʨʘʞʝʥʳ ʥʘʠʙʦʣʝʝ ʘʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳ ʠʟ ʩʧʠʩʢʘ 
ʟʘʱʠʱʘʝʤʳʭ (ʩʤ. ʈʠʩʫʥʦʢ 16). 

ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʘʢʦʡ-ʣʠʙʦ ʨʝʩʫʨʩ, ʦʥ ʦʪʦʙʨʘʞʘʝʪʩʷ ʥʘ ʚʠʜʞʝʪʝ ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ 
ʨʝʩʫʨʩʳ. ʅʘ ʚʠʜʞʝʪʝ ɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳ ʤʦʞʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʥʝ ʙʦʣʝʝ 10 ʟʘʧʠʩʝʡ, ʮʚʝʪ ʩʝʢʪʦʨʘ 
ʜʠʘʛʨʘʤʤʳ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʮʚʝʪʫ ʘʪʘʢʫʝʤʦʛʦ ʨʝʩʫʨʩʘ ʚ ʣʝʛʝʥʜʝ. 

 

ʈʠʩʫʥʦʢ 16. ɺʠʜʞʝʪ çɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳè 

3.2 ɺʠʜʞʝʪ çɸʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝè 

ɺʠʜʞʝʪ ɸʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ (ʩʤ. ʈʠʩʫʥʦʢ 17) ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 
ʦ ʥʘʛʨʫʟʢʝ ʥʘ CPU, ʩʚʦʙʦʜʥʦʤ ʦʙʲʝʤʝ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʤʝʩʪʝ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʜʣʷ ʧʦʩʪʦʷʥʥʦʛʦ 
ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʘ ʪʘʢʞʝ ʩʨʝʜʥʶʶ ʟʘʛʨʫʟʢʫ ʩʠʩʪʝʤʳ. 

ʅʘ ʜʘʥʥʦʤ ʚʠʜʞʝʪʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ: 

¶ ʇʨʦʮʝʩʩʦʨ. ɼʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʝʤʳʡ ʠʥʜʠʢʘʪʦʨ (ʧʨʦʛʨʝʩʩ-ʙʘʨ) ʟʘʛʨʫʟʢʠ ʧʨʦʮʝʩʩʦʨʘ ʠ ʝʛʦ 
ʟʥʘʯʝʥʠʝ ʚ ʧʨʦʮʝʥʪʘʭ; 

¶ ʆɿʋ. ɼʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʝʤʳʡ ʠʥʜʠʢʘʪʦʨ (ʧʨʦʛʨʝʩʩ-ʙʘʨ) ʠʩʧʦʣʴʟʫʝʤʦʡ ʦʧʝʨʘʪʠʚʥʦʡ 
ʧʘʤʷʪʠ ʠ ʪʝʢʩʪʦʚʘʷ ʟʘʧʠʩʴ ʚ ʚʠʜʝ çʟʘʥʷʪʦ ʧʘʤʷʪʠ/ʚʩʝʛʦ ʧʘʤʷʪʠ [ʟʘʥʷʪʦ ʧʘʤʷʪʠ ʚ 
ʧʨʦʮʝʥʪʘʭ]è ʚ ʛʠʛʘʙʘʡʪʘʭ (ʤʝʛʘʙʘʡʪʘʭ); 

¶ ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʠʩʢʘ. ɼʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʝʤʳʝ ʠʥʜʠʢʘʪʦʨ (ʧʨʦʛʨʝʩʩ-ʙʘʨ) ʟʘʧʦʣʥʝʥʥʦʩʪʠ 
ʜʠʩʢʘ ʠ ʪʝʢʩʪʦʚʘʷ ʟʘʧʠʩʴ ʚ ʚʠʜʝ çʟʘʥʷʪʦ ʤʝʩʪʘ ʥʘ ʜʠʩʢʝ/ʚʩʝʛʦ ʤʝʩʪʘ ʥʘ ʜʠʩʢʝ [ʟʘʥʷʪʦ ʤʝʩʪʘ 
ʚ ʧʨʦʮʝʥʪʘʭ]è ʚ ʛʠʛʘʙʘʡʪʘʭ (ʤʝʛʘʙʘʡʪʘʭ); 

¶ ʉʨʝʜʥʷʷ ʥʘʛʨʫʟʢʘ. ɼʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʝʤʳʝ ʪʝʢʩʪʦʚʳʝ ʟʘʧʠʩʠ ʚʠʜʘ çʩʨʝʜʥʷʷ ʟʘʛʨʫʟʢʘ 
ʩʠʩʪʝʤʳ ʟʘ 1 ʤʠʥʫʪʫ, 5 ʤʠʥʫʪ ʠ 15 ʤʠʥʫʪè. 
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ʈʠʩʫʥʦʢ 17. ɺʠʜʞʝʪ çɸʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝè 

3.3 ɺʠʜʞʝʪ çɺʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠè 

ɺʠʜʞʝʪ ʩ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʦʡ (ʩʤ. ʈʠʩʫʥʦʢ 18), ʥʘ ʢʦʪʦʨʦʤ ʦʪʦʙʨʘʞʝʥʳ ʜʝʚʷʪʴ ʥʘʠʙʦʣʝʝ 
ʤʘʩʩʦʚʳʭ (ʧʦ ʢʦʣʠʯʝʩʪʚʫ) ʘʪʘʢ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʄʕ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ (ʪʠʧ ɻ), ʥʘ ʚʩʝ ʟʘʱʠʱʘʝʤʳʝ 
ʨʝʩʫʨʩʳ. 

 

ʈʠʩʫʥʦʢ 18. ɺʠʜʞʝʪ çɺʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠè 

3.4 ɺʠʜʞʝʪ çʀʩʪʦʯʥʠʢʠ ʘʪʘʢè 

ɺʠʜʞʝʪ ʩ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʦʡ, ʥʘ ʢʦʪʦʨʦʤ ʦʪʦʙʨʘʞʝʥʳ ʠʩʪʦʯʥʠʢʠ ʚʩʝʭ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ 
(ʩʤ. ʈʠʩʫʥʦʢ 19). 

ʅʘ ʜʘʥʥʦʤ ʚʠʜʞʝʪʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʝʪʝʚʳʝ ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʦʚ, ʩ ʢʦʪʦʨʳʭ ʟʘʬʠʢʩʠʨʦʚʘʥʦ 
ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ. ʉʦʜʝʨʞʠʤʦʝ ʜʘʥʥʦʡ ʜʠʘʛʨʘʤʤʳ ʥʝ ʚʩʝʛʜʘ ʤʦʞʝʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ 
ʩʦʜʝʨʞʠʤʦʤʫ ʜʠʘʛʨʘʤʤ rʚʠʜʞʝʪʘ ɺʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠ, ʪʘʢ ʢʘʢ ʩ ʨʘʟʣʠʯʥʳʭ ʘʜʨʝʩʦʚ 
(ʠʩʪʦʯʥʠʢʦʚ ʘʪʘʢ) ʟʘʬʠʢʩʠʨʦʚʘʥ ʦʜʠʥ ʚʠʜ ʘʪʘʢʠ. ɸʥʘʣʦʛʠʯʥʦ ʜʠʘʛʨʘʤʤʝ ʘʪʘʢ, ʜʠʘʛʨʘʤʤʘ ʠʩʪʦʯʥʠʢʦʚ 
ʧʦʜʧʠʩʘʥʘ ʢʦʣʠʯʝʩʪʚʦʤ ʘʪʘʢ (ʠ/ʠʣʠ ʧʨʦʮʝʥʪʥʳʤ ʩʦʦʪʥʦʰʝʥʠʝʤ) ʩ ʜʘʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ (IP-ʘʜʨʝʩʘ). 
ʎʚʝʪ ʩʝʢʪʦʨʘ ʜʠʘʛʨʘʤʤʳ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʮʚʝʪʫ ʠʩʪʦʯʥʠʢʘ ʘʪʘʢ ʚ ʣʝʛʝʥʜʝ. 
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ʈʠʩʫʥʦʢ 19. ɺʠʜʞʝʪ çʀʩʪʦʯʥʠʢʠ ʘʪʘʢè 

3.5 ɺʠʜʞʝʪ çɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè 

ɺʠʜʞʝʪ ʩʦʜʝʨʞʠʪ ʢʦʣʴʮʝʚʫʶ ʜʠʘʛʨʘʤʤʫ ʩ ʠʩʪʦʯʥʠʢʘʤʠ, ʧʦ ʢʦʪʦʨʳʤ ʚʳʚʦʜʷʪʩʷ ʘʪʘʢʠ. ʅʘʙʣʶʜʘʝʤʳʝ 
ʨʝʩʫʨʩʳ ʫʢʘʟʳʚʘʶʪʩʷ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ ɼʦʙʘʚʠʪʴ ʨʝʩʫʨʩʳ ʠʣʠ ʀʟʤʝʥʠʪʴ ʨʝʩʫʨʩʳ, 
ʝʩʣʠ ʨʘʥʝʝ ʙʳʣʠ ʚʳʙʨʘʥʳ ʥʘʙʣʶʜʘʝʤʳʝ ʨʝʩʫʨʩʳ (ʩʤ. ʈʠʩʫʥʦʢ 20). 

 

ʈʠʩʫʥʦʢ 20. ɺʠʜʞʝʪ çɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè 

ɺ ʦʢʥʝ ʚʳʙʦʨʘ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʥʘ ʚʠʜʞʝʪʝ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʯʝʢʙʦʢʩʳ ʥʘʧʨʦʪʠʚ ʠʤʝʥ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ ʠ ʧʦʜʪʚʝʨʜʠʪʴ ʚʳʙʦʨ ʢʥʦʧʢʦʡ 
ʉʦʭʨʘʥʠʪʴ, ʜʣʷ ʦʯʠʩʪʢʠ ʚʳʙʦʨʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʯʠʩʪʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 21). 
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ʈʠʩʫʥʦʢ 21. ʆʢʥʦ çʅʘʙʣʶʜʘʝʤʳʝ ʨʝʩʫʨʩʳè 

3.6 ɺʠʜʞʝʪ çʀʩʪʦʯʥʠʢʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè 

ɺʠʜʞʝʪ ʩʦʜʝʨʞʠʪ ʢʦʣʴʮʝʚʫʶ ʜʠʘʛʨʘʤʤʫ ʩ ʠʩʪʦʯʥʠʢʘʤʠ, ʩ ʢʦʪʦʨʳʭ ʙʳʣʠ ʟʘʬʠʢʩʠʨʦʚʘʥʳ ʘʪʘʢʠ ʥʘ 
ʥʘʙʣʶʜʘʝʤʳʝ ʨʝʩʫʨʩʳ (ʨʝʩʫʨʩʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʜʦʙʘʚʣʝʥʳ ʚ ʚʠʜʞʝʪ ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ 
ʨʝʩʫʨʩʳ) (ʩʤ. ʈʠʩʫʥʦʢ 22). 

 

ʈʠʩʫʥʦʢ 22. ɺʠʜʞʝʪ çʀʩʪʦʯʥʠʢʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè 

3.7 ɺʠʜʞʝʪ çʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢè 

ɺ ʜʘʥʥʦʤ ʚʠʜʞʝʪʝ, ʥʘ ʦʩʥʦʚʘʥʠʠ ʘʥʘʣʠʟʘ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ, ʧʨʦʚʦʜʠʤʦʛʦ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ 
ʚʨʝʤʝʥʠ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʥʦʚʳʭ ʜʘʥʥʳʭ, ʦʪʦʙʨʘʞʝʥʥʳʭ ʥʘ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʝ ʘʪʘʢ, ʩʪʨʦʷʪʩʷ 
ʛʨʘʬʠʢʠ ʫʨʦʚʥʝʡ ʪʨʝʚʦʛʠ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ ʟʘ ʚʳʙʨʘʥʥʳʡ ʧʝʨʠʦʜ. 

ɺʝʨʪʠʢʘʣʴʥʘʷ ʦʩʴ ʦʙʦʟʥʘʯʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʘʪʘʢ, ʛʜʝ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʥʘ ʦʩʠ 
ʨʘʚʥʦ ʤʘʢʩʠʤʘʣʴʥʦʤʫ ʢʦʣʠʯʝʩʪʚʫ ʘʪʘʢ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʟʘ ʧʝʨʠʦʜ. ɻʦʨʠʟʦʥʪʘʣʴʥʘʷ ʦʩʴ ð ʦʩʴ 
ʚʨʝʤʝʥʠ, ʩʝʛʤʝʥʪʠʨʦʚʘʥʥʘʷ ʥʘ ʯʘʩʪʠ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ (ʩʤ. ʈʠʩʫʥʦʢ 23). 

ʋʨʦʚʥʠ ʧʦʜʨʘʟʜʝʣʷʶʪʩʷ ʥʘ ʚʳʩʦʢʠʡ, ʩʨʝʜʥʠʡ ʠ ʥʠʟʢʠʡ. ɻʨʘʬʠʢ ʢʘʞʜʦʛʦ ʫʨʦʚʥʷ ʦʧʘʩʥʦʩʪʠ ʠʤʝʝʪ 
ʩʚʦʡ ʮʚʝʪʦʚʦʡ ʦʢʨʘʩ: ʢʨʘʩʥʳʡ, ʩʠʥʠʡ ʠ ʟʝʣʝʥʳʡ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

ɽʩʣʠ ʘʪʘʢʠ (ʘʪʘʢʘ) ʦʪʥʦʩʷʪʩʷ ʢ ʦʜʥʦʤʫ ʫʨʦʚʥʶ, ʥʘ ʛʨʘʬʠʢʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʛʨʘʬʠʢ ʠʟ ʪʨʝʭ 
ʚʦʟʤʦʞʥʳʭ. ɸʥʘʣʦʛʠʯʥʦ ʧʨʠ ʥʘʣʠʯʠʠ ʘʪʘʢ, ʦʪʥʦʩʷʱʠʭʩʷ ʪʦʣʴʢʦ ʢʦ ʜʚʫʤ ʫʨʦʚʥʷʤ ʪʨʝʚʦʛʠ. ʇʨʠ 
ʦʪʩʫʪʩʪʚʠʠ ʚʳʙʨʘʥʥʳʭ ʪʠʧʦʚ ʘʪʘʢ ʠʣʠ ʚʳʙʨʘʥʥʳʭ, ʥʦ ʥʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʪʠʧʘʭ ʘʪʘʢ, ʛʨʘʬʠʢ 
ʦʩʪʘʝʪʩʷ ʧʫʩʪʳʤ. 
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ʈʠʩʫʥʦʢ 23. ɺʠʜʞʝʪ çʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢè 

3.8 ɺʠʜʞʝʪ çʋʨʦʚʥʠ ʪʨʝʚʦʛʠ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè 

ʈʝʩʫʨʩʳ, ʧʦ ʢʦʪʦʨʳʤ ʚʳʚʦʜʷʪʩʷ ʘʪʘʢʠ, ʣʠʙʦ ʫʢʘʟʳʚʘʶʪʩʷ ʚʨʫʯʥʫʶ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ ɼʦʙʘʚʠʪʴ 
ʨʝʩʫʨʩ, ʣʠʙʦ ʢʣʠʢʦʤ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʠʤʝʥʠ ʨʝʩʫʨʩʘ ʥʘ ʚʠʜʞʝʪʝ ɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳ. ʇʨʠ 
ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ɼʦʙʘʚʠʪʴ ʨʝʩʫʨʩ, ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʳʚʦʜʠʪʩʷ ʪʝʢʩʪʦʚʦʝ ʧʦʣʝ, ʚ ʢʦʪʦʨʦʝ ʦʥ ʤʦʞʝʪ 
ʚʧʠʩʘʪʴ ʥʘʠʤʝʥʦʚʘʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʠ ʧʦʜʪʚʝʨʜʠʪʴ ʚʚʦʜ ʢʥʦʧʢʦʡ ʆʢ ʠʣʠ ʦʪʤʝʥʠʪʴ ʚʚʦʜ 
ʨʝʩʫʨʩʘ ʢʥʦʧʢʦʡ ʆʪʤʝʥʘ. ʇʨʠ ʚʚʦʜʝ ʠʤʝʥʠ ʨʝʩʫʨʩʘ (ʚʢʣʶʯʘʷ ʫʢʘʟʘʥʠʝ çhttp://è, çhttps://è, çwwwè 
ʠʣʠ ʙʝʟ ʠʭ ʫʢʘʟʘʥʠʷ), ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʳʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ʚʩʝʭ ʠʟʚʝʩʪʥʳʭ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ, 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʤʘʩʢʝ ʚʚʝʜʝʥʥʳʭ ʜʘʥʥʳʭ. ʇʨʠ ʚʳʙʦʨʝ ʠʤʝʥʠ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʠʟ 
ʚʳʚʦʜʠʤʦʛʦ ʩʧʠʩʢʘ ʚʩʝ ʩʠʤʚʦʣʳ çʦʙʨʝʟʘʶʪʩʷè ʜʦ ʠʤʝʥʠ ʜʦʤʝʥʘ. ɽʩʣʠ ʩʦʚʧʘʜʝʥʠʡ ʥʝʪ ð 
ʧʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʚr ʚʝʜʝʥʦ ʩʦʦʙʱʝʥʠʝ ʅʝ ʥʘʡʜʝʥʦ. 

ɼʘʥʥʳʡ ʚʠʜʞʝʪ ʩʦʜʝʨʞʠʪ ʥʝ ʙʦʣʝʝ ʜʝʩʷʪʠ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ. ʋʜʘʣʝʥʠʝ ʨʝʩʫʨʩʘ ʠʟ ʩʧʠʩʢʘ 
ʥʘʙʣʶʜʘʝʤʳʭ ʧʨʦʠʩʭʦʜʠʪ ʧʫʪʝʤ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ ʀʟʤʝʥʠʪʴ ʨʝʩʫʨʩʳ ʠ ʚʳʢʣʶʯʝʥʠʝʤ ʯʝʢʙʦʢʩʘ 
ʥʘʧʨʦʪʠʚ ʝʛʦ ʠʤʝʥʠ (ʧʨʠ ʵʪʦʤ ʢʦʣʴʮʝʚʘʷ ʜʠʘʛʨʘʤʤʘ ʙʫʜʝʪ ʧʝʨʝʩʪʨʦʝʥʘ). ɽʩʣʠ ʥʠʢʘʢʠʭ ʨʝʩʫʨʩʦʚ ʥʝ 
ʫʢʘʟʘʥʦ, ʪʦ ʚʳʚʦʜʠʪʩʷ ʧʫʩʪʘʷ ʢʦʣʴʮʝʚʘʷ ʜʠʘʛʨʘʤʤʘ, ʘ ʚ ʣʝʛʝʥʜʝ ʚʳʚʦʜʠʪʩʷ ʥʘʜʧʠʩ ɹɼʦʙʘʚʴʪʝ 
ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ. 

ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʨʝʩʫʨʩʘ ʩ ʚʠʜʞʝʪʘ ɸʪʘʢʫʝʤʳʝ ʨʝʩʫʨʩʳ, ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʩ 
ʧʦʜʪʚʝʨʞʜʝʥʠʝʤ ʠʣʠ ʦʪʤʝʥʦʡ ʜʝʡʩʪʚʠʷ. ɺ ʩʣʫʯʘʝ ʧʝʨʝʧʦʣʥʝʥʠʷ ʩʧʠʩʢʘ ʨʝʩʫʨʩʦʚ, ʧʦʩʣʝ 
ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʜʝʡʩʪʚʠʷ ʜʦʙʘʚʣʝʥʠʷ ʨʝʩʫʨʩʘ, ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʳʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ʨʝʩʫʨʩʦʚ, ʫʞʝ 
ʩʦʜʝʨʞʘʱʠʭʩʷ ʥʘ ʚʠʜʞʝʪʝ ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩ rʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ, ʚ ʢʦʪʦʨʦʤ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʜʘʣʠʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʨʝʩʫʨʩʦʚ. 

ɼʣ ̫ʢʘʞʜʦʛʦ ʜʦʙʘʚʣʝʥʥʦʛʦ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʥʘ ʢʨʫʛʦʚʦʡ ʜʠʘʛʨʘʤʤʝ ʦʪʦʙʨʘʞʝʥʘ ʧʨʦʚʦʜʠʤʘʷ 
ʥʘ ʥʝʛʦ ʘʪʘʢʘ. ʅʘ ʦʜʠʥ ʨʝʩʫʨʩ ʤʦʞʝʪ ʙʳʪʴ ʟʘʬʠʢʩʠʨʦʚʘʥʦ ʥʝʩʢʦʣʴʢʦ ʨʘʟʣʠʯʥʳʭ ʘʪʘʢ ʠ ʚʩʝ ʦʥʠ 
ʦʪʦʙʨʘʞʝʥʳ ʚ ʧʨʦʮʝʥʪʥʦʤ ʩʦʦʪʥʦʰʝʥʠʠ ʥʘ ʢʦʣʴʮʝʚʦʡ ʜʠʘʛʨʘʤʤʝ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʨʝʩʫʨʩʘ, ʥʘ 
ʢʦʪʦʨʳʡ ʟʘʬʠʢʩʠʨʦʚʘʥʳ ʘʪʘʢʠ ʦʪʣʠʯʥʳʝ ʦʪ ʘʪʘʢ ʥʘ ʨʝʩʫʨʩ, ʜʦʙʘʚʣʝʥʥʳʡ ʨʘʥʝʝ, ʥʘ ʢʦʣʴʮʝʚʦʡ 
ʜʠʘʛʨʘʤʤʝ ʦʪʨʘʞʘʝʪʩʷ ʜʦʣʝʚʦʝ ʩʦʦʪʥʦʰʝʥʠʝ ʚʩʝʭ ʘʪʘʢ ʥʘ ʫʢʘʟʘʥʥʳʝ ʨʝʩʫʨʩʳ (ʩʤ. ʈʠʩʫʥʦʢ 24). 
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ʈʠʩʫʥʦʢ 24. ɺʠʜʞʝʪ çʋʨʦʚʥʠ ʪʨʝʚʦʛ ʘʪʘʢ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳè 

3.9 ɹʣʦʢ çʉʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚè 

ɹʣʦʢ ʉʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 25) ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴ ʚ ʩʝʙʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʧʦ 
ʠʥʮʠʜʝʥʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʪʥʦʩʷʱʠʤʩʷ ʪʦʣʴʢʦ ʢ ʩʦʙʳʪʠʷʤ ʄʕ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ (ʪʠʧ ɻ), ʘ ʪʘʢʞʝ 
ʠʥʩʪʨʫʤʝʥʪʘʨʠʡ ʜʣʷ ʧʦʠʩʢʘ ʠ ʩʦʨʪʠʨʦʚʢʠ ʵʪʠʭ ʜʘʥʥʳʭ. 

ɹʣʦʢ ʉʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ: 

¶ ʋʨʦʚʝʥʴ ʘʪʘʢ (ʚʩʝ, ʚʳʩʦʢʠʡ, ʩʨʝʜʥʠʡ, ʥʠʟʢʠʡ) ð ʧʨʠ ʚʳʙʦʨʝ ʢʘʢʦʛʦ-ʣʠʙʦ ʟʥʘʯʝʥʠʷ, ʩʧʠʩʦʢ 
ʩʦʜʝʨʞʠʪ ʣʠʙʦ ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʘʪʘʢʘʤ, ʣʠʙʦ ʩʦʨʪʠʨʫʝʪ ʠʭ ʧʦ ʫʨʦʚʥʶ ð ʚʳʩʦʢʠʡ, ʩʨʝʜʥʠʡ, 
ʥʠʟʢʠʡ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʣʝʥʦ ʟʥʘʯʝʥʠʝ ɺʩʝ. 

¶ ɼʠʘʧʘʟʦʥ ʜʘʪ ð ʩʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʟʘ ʚʳʙʨʘʥʥʳʡ ʧʝʨʠʦʜ, ʧʨʠ ʚʳʙʦʨʝ 
ʧʫʥʢʪʘ ɺʯʝʨʘ ʦʪʦʙʨʘʟʷʪʩʷ ʚʩʝ ʠʥʮʠʜʝʥʪʳ ʟʘ ʚʯʝʨʘʰʥʠʡ ʜʝʥʴ, ʧʨʠ ʚʳʙʦʨʝ ʧʫʥʢʪʘ ʉʝʛʦʜʥʷ 
ð ʟʘ ʩʝʛʦʜʥʷʰʥʠʡ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʩʧʠʩʢʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ 
ʠʥʮʠʜʝʥʪʳ (ʧʫʥʢʪ ɺʩʝ ʟʘʧʠʩʠ). 

¶ ʇʦʢʘʟʘʪʴ ð ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʝʛʫʣʠʨʫʝʪ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʚ ʙʣʦʢʝ ʚ 
ʦʜʠʥ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ. ʄʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ 10, 25, 50, 100 ʟʘʧʠʩʝʡ. ʄʠʥʠʤʘʣʴʥʦʝ 
ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʚ ʙʣʦʢʝ ð 10. ʇʨʠ ʫʚʝʣʠʯʝʥʠʠ ʢʦʣʠʯʝʩʪʚʘ ʟʘʧʠʩʝʡ 
ʙʣʦʢ ʥʝ ʫʚʝʣʠʯʠʚʘʝʪʩʷ, ʜʣʷ ʧʨʦʣʠʩʪʳʚʘʥʠʷ ʟʘʧʠʩʝʡ ʧʨʠʤʝʥʷʝʪʩʷ ʧʦʣʦʩʘ ʧʨʦʢʨʫʪʢʠ. 

¶ ʉʢʘʯʘʪʴ ð ʧʨʠ ʥʘʞʘʪʠʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʛʨʫʟʠʪʴ ʥʘ ʣʦʢʘʣʴʥʳʡ 
ʥʦʩʠʪʝʣʴ ʨʝʟʫʣʴʪʘʪ ʚʳʙʦʨʢʠ ʜʘʥʥʳʭ ʠʟ ʩʧʠʩʢʘ ʠʥʮʠʜʝʥʪʦʚ ʠʣʠ ʚʝʩʴ ʩʧʠʩʦʢ ʮʝʣʠʢʦʤ ʚ 
ʪʝʢʩʪʦʚʦʤ ʬʦʨʤʘʪʝ. 

¶ ʉʙʨʦʩʠʪʴ ð ʧʨʠ ʥʘʞʘʪʠʠ ʧʨʦʠʩʭʦʜʠʪ ʩʙʨʦʩ ʚʩʝʭ ʬʠʣʴʪʨʦʚ ʥʘ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ʇʦʠʩʢ ð ʜʘʥʥʘʷ ʩʪʨʦʢʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʠʩʢʘ ʪʝʢʩʪʦʚʳʭ ʜʘʥʥʳʭ ʚ ʩʧʠʩʢʝ ʠʥʮʠʜʝʥʪʦʚ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢ ʢʦʪʦʨʦʤʫ ʧʨʠʤʝʥʝʥʳ ʧʘʨʘʤʝʪʨʳ ʩʦʨʪʠʨʦʚʢʠ. 

¶ ʂʦʣʠʯʝʩʪʚʦ ʩʪʨʘʥʠʮ (ʩʪʨʘʥʠʯʥʘʷ ʦʯʝʨʝʜʴ) < 1 | 2 | 3 é 15 > ð ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 
ʦʪʦʙʨʘʞʝʥʠʷ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʦʠʟʚʦʜʠʪʴ ʥʘʚʠʛʘʮʠʶ ʤʝʞʜʫ ʩʪʨʘʥʠʮʘʤʠ, 
ʩʦʜʝʨʞʘʱʠʤʠ ʠʥʮʠʜʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʣʠʯʝʩʪʚʦ ʩʪʨʘʥʠʮ ʟʘʚʠʩʠʪ ʦʪ ʢʦʣʠʯʝʩʪʚʘ 
ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʩʝʛʦ ʠ ʢʦʣʠʯʝʩʪʚʘ ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʚ 
ʜʘʥʥʳʡ ʤʦʤʝʥʪ, ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʘʨʘʤʝʪʨʦʤ ʇʦʢʘʟʘʪʴ. 

ʆʪʦʙʨʘʞʘʝʤʘʷ ʪʘʙʣʠʮʘ ʩ ʜʘʥʥʳʤʠ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

¶ ID ð ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʟʘʧʠʩʠ ʠʥʮʠʜʝʥʪʘ. 

¶ ɼʘʪʘ ʠ ʚʨʝʤʷ ð ʜʘʪʘ ʠ ʚʨʝʤʷ ʚ ʬʦʨʤʘʪʝ ɼɼ.ʄʄ.ɻɻɻɻ ʏʏ:ʄʄ:ʉʉ ʢʘʞʜʦʛʦ 
ʟʘʬʠʢʩʠʨʦʚʘʥʥʦʛʦ ʠʥʮʠʜʝʥʪʘ. 

¶ ʉʦʙʳʪʠʝ ð ʦʧʠʩʘʥʠʝ ʩʦʙʳʪʠʷ ʠʥʮʠʜʝʥʪʘ. 

¶ ʀʥʬʦʨʤʘʮʠʷ ð ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʬʠʢʩʠʨʦʚʘʥʥʦʤ ʠʥʮʠʜʝʥʪʝ, ʟʘʧʦʣʥʷʝʪʩʷ 
ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 
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ʈʠʩʫʥʦʢ 25. ɹʣʦʢ çʉʧʠʩʦʢ ʠʥʮʠʜʝʥʪʦʚè 

3.10 ɺʠʜʞʝʪ çʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠè 

ɺʠʜʞʝʪ ʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʚʠʜʝ ʛʨʘʬʠʢʘ ʚʭʦʜʷʱʝʛʦ ʠ ʠʩʭʦʜʷʱʝʛʦ, 
ʚʭʦʜʷʱʝʛʦ ʠʣʠ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʧʦ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ (ʩʤ. ʈʠʩʫʥʦʢ 26). 

 

ʈʠʩʫʥʦʢ 26. ɺʠʜʞʝʪ çʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠè 

ʀʩʪʦʯʥʠʢʦʤ ʜʘʥʥrʭ ʜʣʷ ʛʨʘʬʠʢʘ ʷʚʣʷʶʪʩʷ ʠʣʠ ʨʝʩʫʨʩʳ, ʚʳʙʨʘʥʥʳʝ ʥʘ ʚʠʜʞʝʪʝ ɸʪʘʢʠ, 
ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ, ʠʣʠ ʧʝʨʝʯʝʥʴ ʠʟ ʥʘʠʙʦʣʝʝ ʟʘʛʨʫʞʝʥʥʳʭ ʨʝʩʫʨʩʦʚ. ɽʩʣʠ ʚʳʙʨʘʥ 
ʠʩʪʦʯʥʠʢ ʜʘʥʥʳʭ ɸʪʘʢʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ, ʪʦ ʧʦʜ ʢʘʞʜʳʤ ʥʘʠʤʝʥʦʚʘʥʠʝʤ ʨʝʩʫʨʩʘ 
ʨʘʟʤʝʱʝʥʳ ʤʠʥʠʤʘʣʴʥʳʝ, ʩʨʝʜʥʠʝ ʠ ʤʘʢʩʠʤʘʣʴʥʳʝ ʟʥʘʯʝʥʠʷ ʜʘʥʥʳʭ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʘ ʛʨʘʬʠʢʝ. 

ʅʘ ʛʨʘʬʠʢʝ ʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʣʝʛʝʥʜʘ, ʥʘ ʢʦʪʦʨʦʡ ʫʢʘʟʘʥʳ ʚʭʦʜʷʱʠʝ ʠ 
ʠʩʭʦʜʷʱʠʝ ʦʙʲʝʤʳ ʬʠʢʩʠʨʫʝʤʦʛʦ ʪʨʘʬʠʢʘ, ʘ ʪʘʢʞʝ ʠʭ ʩʨʝʜʥʠʝ ʠ ʧʠʢʦʚʳʝ ʧʦʢʘʟʘʪʝʣʠ. 

3.11 ɺʠʜʞʝʪ çɿʘʧʨʦʩʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠè 

ʅʘ ʛʨʘʬʠʢʝ ɿʘʧʨʦʩʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ (ʩʤ. ʈʠʩʫʥʦʢ 27) ʧʦ ʛʦʨʠʟʦʥʪʘʣʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʩʝʪʢʘ 
ʠʥʪʝʨʚʘʣʘ, ʧʦ ʢʦʪʦʨʦʤʫ ʦʪʦʙʨʘʞʘʝʪʩʷ ʛʨʘʬʠʢ, ʘ ʪʘʢʞʝ ʵʣʝʤʝʥʪ ʫʧʨʘʚʣʝʥʠʷ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ 
ʫʧʦʣʥʦʤʦʯʝʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʠʟʤʝʥʷʪʴ ʩʘʤ ʠʥʪʝʨʚʘʣ. ʀʥʪʝʨʚʘʣ ʤʦʞʝʪ ʙʳʪʴ ʟʘʜʘʥ 
ʩʣʝʜʫʶʱʠʤʠ ʧʦʢʘʟʘʪʝʣʷʤʠ ð 3 ʤʠʥʫʪʳ, 15 ʤʠʥʫʪ, 30 ʤʠʥʫʪ, 1 ʯʘʩ, 3 ʯʘʩʘ, 6 ʯʘʩʦʚ, 12 ʯʘʩʦʚ, 24 ʯʘʩʘ. 
ʊʘʢ ʞʝ ʥʘ ʚʠʜʞʝʪʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʣʝʛʝʥʜʘ, ʥʘ ʢʦʪʦʨʦʡ ʫʢʘʟʘʥʦ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʢʣʶʯʝʥʠʡ TCP. ɸ ʪʘʢʞʝ 
ʩʨʝʜʥʠʝ ʠ ʧʠʢʦʚʳʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ ʧʦʜʢʣʶʯʝʥʠʡ. 

ʀʩʪʦʯʥʠʢʦʤ ʜʘʥʥrʭ ʜʣʷ ʛʨʘʬʠʢʘ ʷʚʣʷʶʪʩʷ ʠʣʠ ʨʝʩʫʨʩʳ, ʚʳʙʨʘʥʥʳʝ ʥʘ ʚʠʜʞʝʪʝ ɸʪʘʢʠ, 
ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʥʘ ʨʝʩʫʨʩʳ, ʠʣʠ ʧʝʨʝʯʝʥʴ ʠʟ ʥʘʠʙʦʣʝʝ ʟʘʛʨʫʞʝʥʥʳʭ ʨʝʩʫʨʩʦʚ. 
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4 ɾʋʈʅɸʃʓ ʀ ʉʊɸʊʀʉʊʀʂɸ 

ɺʝʜʝʥʠʝ ʞʫʨʥʘʣʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ WAF Dallas Lock ʧʦʟʚʦʣʷʝʪ ʦʙʝʩʧʝʯʠʚʘʪʴ 
ʥʝʦʙʭʦʜʠʤʳʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʠ ʥʘʢʘʧʣʠʚʘʷ ʚ ʭʨʦʥʦʣʦʛʠʯʝʩʢʦʤ ʧʦʨʷʜʢʝ ʚʘʞʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ, ʩʦʙʳʪʠʷʭ ʨʘʙʦʪʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʦʙʳʪʠʷʭ ʠʟʤʝʥʝʥʠʷ 
ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʩʪʨʦʝʢ ʧʨʘʚ ʜʦʩʪʫʧʘ. ɸʨʭʠʚʳ ʪʘʢʠʭ ʞʫʨʥʘʣʦʚ ʧʨʝʜʦʩʪʘʚʣʷʶʪ 
ʥʝʦʙʭʦʜʠʤʫʶ ʙʘʟʫ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʥʘʨʫʰʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʣ ̫ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ ʧʨʠʤʝʥʷʶʪ ʛʨʘʬʠʯʝʩʢʠʝ ʦʧʦʚʝʱʝʥʠʷ, ʦʧʦʚʝʱʝʥʠʷ 
ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ, ʩʠʩʪʝʤʳ ʦʧʝʨʘʪʠʚʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ. ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʨʘʩʩʤʦʪʨʝʥʳ ʩʦʩʪʘʚ, 
ʜʦʩʪʫʧ ʠ ʥʘʩʪʨʦʡʢʘ ʞʫʨʥʘʣʦʚ ʠ ʩʪʘʪʠʩʪʠʢʠ, ʘ ʪʘʢʞʝ ʩʦʩʪʘʚ ʠ ʥʘʟʥʘʯʝʥʠʝ ʧʦʣʝʡ ʵʪʠʭ ʞʫʨʥʘʣʦʚ. 

4.1 ɾʫʨʥʘʣʳ ʘʫʜʠʪʘ 

ʄʝʥʶ ɾʫʨʥʘʣʳ ʠ ʩʪʘʪʠʩʪʠʢʘ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ WAF Dallas Lock ʩʦʜʝʨʞʠʪ ʧʫʥʢʪ 
ɾʫʨʥʘʣʳ ʘʫʜʠʪʘ (ʩʤ. ʈʠʩʫʥʦʢ 28), ʥʘʞʘʚ ʥʘ ʢʦʪʦʨʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʝʨʝʭʦʜʠʪ ʥʘ ʩʪʨʘʥʠʮʫ ʩʦ 
ʩʣʝʜʫʶʱʠʤʠ ʞʫʨʥʘʣʘʤʠ: 

¶ ɾʫʨʥʘʣ ʀʥʮʠʜʝʥʪʳ ð ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʧʦ ʠʥʮʠʜʝʥʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʤ 
WAF Dallas Lock. 

¶ ɾʫʨʥʘʣ WAF ð ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ, ʦʩʥʦʚʘʥʥʳʝ 
ʥʘ: ʩʠʛʥʘʪʫʨʥʦʤ ʘʥʘʣʠʟʝ ʧʨʘʚʠʣ ʜʣʷ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ; ʘʥʘʣʠʟʝ 
ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝʡʨʦʥʥʳʤʠ ʩʝʪʷʤʠ; ʩʨʘʚʥʝʥʠʠ ʜʝʡʩʪʚʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ 
ʧʘʨʘʤʝʪʨʘʤʠ ʛʨʘʬʘ ʩʚʷʟʝʡ. 

¶ ɾʫʨʥʘʣ ʉʆɺ ð ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ (ʦʧʘʩʥʦʡ) ʘʢʪʠʚʥʦʩʪʴʶ 
ʩʝʪʝʚʳʭ ʧʨʠʣʦʞʝʥʠʡ (ʚ ʪʦʤ ʯʠʩʣʝ ʚʝʙ-ʨʝʩʫʨʩʦʚ) ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ 
ʩʠʛʥʘʪʫʨʥʦʤ ʠ ʵʚʨʠʩʪʠʯʝʩʢʦʤ ʤʝʪʦʜʘʭ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ WAF Dallas 
Lock. 

¶ ɾʫʨʥʘʣ ʄʕ ð ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʩʠʛʥʘʪʫʨʥʦʤ ʘʥʘʣʠʟʝ ʧʨʘʚʠʣ ʜʣʷ 
ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ. 

¶ ɾʫʨʥʘʣ ʉʝʪʝʚʳʝ ʧʘʢʝʪʳ ð ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʝʨʝʜʘʯʝʡ ʧʘʢʝʪʦʚ ʜʘʥʥʳʭ 
ʧʦ ʚʩʝʤ ʧʨʦʪʦʢʦʣʘʤ. 

¶ ɾʫʨʥʘʣ ʇʦʣʠʪʠʢʠ ð ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʝ ʦ ʤʦʜʠʬʠʢʘʮʠʠ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas 
Lock, ʚ ʪʦʤ ʯʠʩʣʝ ʦʪʢʣʦʥʝʥʥʳʝ ʜʘʥʥʳʝ (ʟʥʘʯʝʥʠʷ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʥʝ ʧʦʜʭʦʜʷʪ ʧʦ 
ʬʦʨʤʘʪʫ ʧʦʣʷ, ʷʚʣʷʶʪʩʷ ʥʝ ʙʝʟʦʧʘʩʥʳʤʠ ʠ ʪ.ʧ.) ʠ ʜʘʥʥʳʝ ʦ ʩʦʟʜʘʥʠʠ, ʤʦʜʠʬʠʢʘʮʠʠ ʠ 
ʫʜʘʣʝʥʠʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ WAF Dallas Lock. 

¶ ɾʫʨʥʘʣ ɸʚʪʦʨʠʟʘʮʠʷ ð ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʧʳʪʢʘʭ (ʫʜʘʯʥʳʭ ʠ ʥʝʫʜʘʯʥʳʭ) ʚʭʦʜʘ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʠ ʢʦʥʩʦʣʴ WAF Dallas Lock. 

¶ ɾʫʨʥʘʣ ʉʠʩʪʝʤʥʳʡ ð ʩʦʜʝʨʞʠʪ ʩʦʙʳʪʠʷ ʩʠʩʪʝʤʳ WAF Dallas Lock, ʚ ʪʦʤ ʯʠʩʣʝ 
ʩʠʩʪʝʤʥʳʝ ʩʦʦʙʱʝʥʠʷ, ʩʦʦʙʱʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʠ ʩʦʙʳʪʠʷ ʨʝʞʠʤʘ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ ʦʪ 
DoS/DDoS ʘʪʘʢ. 

¶ ɾʫʨʥʘʣ ʇʨʦʢʩʠ ð ʦʪʦʙʨʘʞʘʝʪ ʜʘʥʥʳʝ ʢʘʢ ʧʦ HTTP-ʟʘʧʨʦʩʘʤ ʢ ʚʝʙ-ʩʝʨʚʝʨʫ, ʪʘʢ ʠ ʧʦ 
ʦʪʚʝʪʘʤ, ʧʦʣʫʯʝʥʥʳʤ ʦʪ ʚʝʙ-ʩʝʨʚʝʨʘ. 

 

ʈʠʩʫʥʦʢ 28. ɾʫʨʥʘʣʳ ʘʫʜʠʪʘ 

4.1.1 ɼʦʩʪʫʧ ʢ ʞʫʨʥʘʣʘʤ ʘʫʜʠʪʘ 

ɼʦʩʪʫʧ ʢ ʞʫʨʥʘʣʘʤ ʘʫʜʠʪʘ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 
(ʦʧʨʝʜʝʣʝʥʥʳʤ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ) ʚ ʩʪʨʦʛʦʤ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʟʥʘʯʝʥʥʳʤʠ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ. 
ʇʨʦʚʝʨʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʨʠ ʚʭʦʜʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ. ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʠʩʪʝʤʳ ʥʘ ʩʪʨʘʥʠʮʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʋʯʠʪʳʚʘʷ, ʯʪʦ ʄʕ, WAF ʠ ʉʆɺ ʷʚʣʷʶʪʩʷ ʦʪʜʝʣʴʥʦ ʣʠʮʝʥʟʠʨʫʝʤʳʤʠ ʤʦʜʫʣʷʤʠ, ʧʦʣʴʟʦʚʘʪʝʣʷʤ 
ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ ʪʝ ʞʫʨʥʘʣʳ ʘʫʜʠʪʘ, ʤʦʜʫʣʠ ʢʦʪʦʨʳʭ ʙʳʣʠ ʣʠʮʝʥʟʠʨʦʚʘʥʳ. 
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ɼʦʩʪʫʧ ʠʣʠ ʦʪʢʘʟ ʚ ʜʦʩʪʫʧʝ ʢ ʞʫʨʥʘʣʘʤ ʘʫʜʠʪʘ, ʚʩʝ ʤʦʜʠʬʠʢʘʮʠʠ ʥʘʩʪʨʦʝʢ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʘ ʪʘʢʞʝ ʩʙʦʠ ʭʨʘʥʝʥʠʷ ʞʫʨʥʘʣʦʚ (ʚ ʯʘʩʪʠ ʬʠʢʩʘʮʠʠ ʩʦʦʙʱʝʥʠʷ ɾʫʨʥʘʣ 
ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʧʨʠ 80% ʟʘʥʷʪʦʛʦ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ, ʩʦʦʙʱʝʥʠʷ ɾʫʨʥʘʣ ʟʘʢʦʥʯʠʣʩʷ ʧʨʠ 90% 
ʟʘʥʷʪʦʛʦ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ) ʠ ʧʨʝʜʧʨʠʥʠʤʘʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʨʠ ʩʙʦʷʭ ʭʨʘʥʝʥʠʷ ʞʫʨʥʘʣʦʚ 
ʬʠʢʩʠʨʫʶʪʩʷ ʚ ʞʫʨʥʘʣʝ ʇʦʣʠʪʠʢʠ. 

ʉʙʦʡ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ ʩʠʩʪʝʤʳ ʟʘʥʦʩʠʪʩʷ ʚ ʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ. 

4.1.2 ʉʦʜʝʨʞʘʥʠʝ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ 

ʂʘʞʜʳʡ ʞʫʨʥʘʣ ʘʫʜʠʪʘ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʦʣʝʡ, ʚ ʢʦʪʦʨʳʝ ʚʥʦʩʷʪʩʷ ʜʘʥʥʳʝ, ʦʪʥʦʩʠʤʳʝ ʢ ʪʦʤʫ ʠʣʠ 
ʠʥʦʤʫ ʩʦʙʳʪʠʶ. ɼʣʷ ʢʘʞʜʦʛʦ ʞʫʨʥʘʣʘ ʩʧʠʩʦʢ ʧʦʣʝʡ ʦʪʣʠʯʘʝʪʩʷ (ʩʤ. ʊʘʙʣʠʮʘ 1). 

ʊʘʙʣʠʮʘ 1. ʉʧʠʩʦʢ ʧʦʣʝʡ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʞʫʨʥʘʣʘ ʉʧʠʩʦʢ ʧʦʣʝʡ 

ʀʥʮʠʜʝʥʪʳ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʉʦʙʳʪʠʝ 

ʀʥʬʦʨʤʘʮʠʷ 

ʈʝʟʫʣʴʪʘʪ1 

WAF 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʉʦʙʳʪʠʝ 

ʀʩʪʦʯʥʠʢ 

ʅʘʧʨʘʚʣʝʥʠʝ 

ʇʨʦʪʦʢʦʣ 

ʇʨʘʚʠʣʦ ˉ 

ʈʝʟʫʣʴʪʘʪ 

ʀʥʬʦʨʤʘʮʠʷ 

ʉʆɺ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʉʦʙʳʪʠʝ 

ʀʩʪʦʯʥʠʢ 

ʅʘʧʨʘʚʣʝʥʠʝ 

ʇʨʦʪʦʢʦʣ 

ʇʨʘʚʠʣʦ ˉ 

ʈʝʟʫʣʴʪʘʪ 

ʀʥʬʦʨʤʘʮʠʷ 

ʄʕ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʉʦʙʳʪʠʝ 

ʀʩʪʦʯʥʠʢ 

ʅʘʧʨʘʚʣʝʥʠʝ 

ʇʨʦʪʦʢʦʣ 

ʇʨʘʚʠʣʦ ˉ 

                                           
1 ʇʦʣʝ ʈʝʟʫʣʴʪʘʪ ʞʫʨʥʘʣʘ ʀʥʮʠʜʝʥʪʳ ʚʩʝʛʜʘ ʙʫʜʝʪ ʩʦʜʝʨʞʘʪʴ ʟʥʘʯʝʥʠʝ ʆʢ, ʚ ʩʚʷʟʠ ʩ ʪʝʤ, ʯʪʦ ʥʝ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʦʪʨʘʞʝʥ ʙʳʪʴ ʥʝ ʤʦʞʝʪ. 
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ʅʘʠʤʝʥʦʚʘʥʠʝ ʞʫʨʥʘʣʘ ʉʧʠʩʦʢ ʧʦʣʝʡ 

ʈʝʟʫʣʴʪʘʪ 

ʀʥʬʦʨʤʘʮʠʷ 

ʉʝʪʝʚʳʝ ʧʘʢʝʪʳ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʀʩʪʦʯʥʠʢ 

ʅʘʧʨʘʚʣʝʥʠʝ 

ʇʨʦʪʦʢʦʣ 

ʈʝʟʫʣʴʪʘʪ 

ʀʥʬʦʨʤʘʮʠʷ 

ʇʦʣʠʪʠʢʠ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʀʥʬʦʨʤʘʮʠʷ 

ʈʝʟʫʣʴʪʘʪ 

ɸʚʪʦʨʠʟʘʮʠʷ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʀʥʬʦʨʤʘʮʠʷ 

ʈʝʟʫʣʴʪʘʪ 

ʉʠʩʪʝʤʥʳʡ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʉʦʙʳʪʠʝ 

ʆʙʲʝʢʪ 

ʀʥʬʦʨʤʘʮʠʷ 

ʈʝʟʫʣʴʪʘʪ 

ʇʨʦʢʩʠ 

ID ð ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʞʫʨʥʘʣʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʦʙʳʪʠʷ) 

ɼʘʪʘ ʠ ʚʨʝʤʷ 

ʉʦʙʳʪʠʝ 

ʆʙʲʝʢʪ 

ʀʥʬʦʨʤʘʮʠʷ 

ʈʝʟʫʣʴʪʘʪ 

4.1.3 ʉʦʙʳʪʠʷ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ 

ʇʨʠ ʥʘʩʪʫʧʣʝʥʠʠ ʢʘʢʦʛʦ-ʣʠʙʦ ʩʦʙʳʪʠʷ, WAF Dallas Lock ʬʦʨʤʠʨʫʝʪ ʟʘʧʠʩʴ ʚ ʞʫʨʥʘʣ ʘʫʜʠʪʘ, 
ʦʪʥʦʩʷʱʫʶʩʷ ʢ ʪʦʤʫ ʠʣʠ ʠʥʦʤʫ ʩʦʙʳʪʠʶ. ʆʙʝɦʝ ʦʧʠʩʘʥʠʝ ʞʫʨʥʘʣʠʨʫʝʤʳʭ ʩʦʙʳʪʠʡ, ʧʨʠ 
ʥʘʩʪʫʧʣʝʥʠʠ ʢʦʪʦʨʳʭ ʬʦʨʤʠʨʫʝʪʩʷ ʟʘʧʠʩʴ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʞʫʨʥʘʣ, ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʠʞʝ 
(ʩʤ. ʊʘʙʣʠʮʘ 2). 

ʊʘʙʣʠʮʘ 2. ʉʧʠʩʦʢ ʞʫʨʥʘʣʠʨʫʝʤʳʭ ʩʦʙʳʪʠʡ 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʞʫʨʥʘʣʘ ʉʧʠʩʦʢ ʩʦʙʳʪʠʡ 

ʀʥʮʠʜʝʥʪʳ 
ɿʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʠʥʮʠʜʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɿʘʧʠʩʴ ʨʝʘʢʮʠʠ ʥʘ ʛʨʫʧʧʫ ʩʦʙʳʪʠʡ ʵʚʨʠʩʪʠʢʠ ʉʆɺ 

WAF 
ʉʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣ WAF (ʥʘʧʨʠʤʝʨ, ʧʨʘʚʠʣʘ, 
ʟʘʱʠʱʘʶʱʠʝ ʦʪ ʫʛʨʦʟ OWASP10) 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
35 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʞʫʨʥʘʣʘ ʉʧʠʩʦʢ ʩʦʙʳʪʠʡ 

ɹʣʦʢʠʨʦʚʢʘ ʧʝʨʝʭʦʜʘ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ ʛʨʘʬʦʤ ʩʚʷʟʠ 

ʆʙʥʘʨʫʞʝʥʠʝ ʘʥʦʤʘʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʥʝʡʨʦʥʥʳʤʠ ʩʝʪʷʤʠ 

ʉʆɺ 
ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʉʆɺ 

ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʉʆɺ 

ʄʕ ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʄʕ 

ʉʝʪʝʚʳʝ ʧʘʢʝʪʳ ʌʠʢʩʘʮʠʷ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ 

ʇʦʣʠʪʠʢʠ 

ʉʦʙʳʪʠʷ ʤʦʜʠʬʠʢʘʮʠʠ ʧʦʣʠʪʠʢ 

ʉʦʟʜʘʥʠʝ, ʤʦʜʠʬʠʢʘʮʠʷ, ʫʜʘʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʀʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ɹʣʦʢʠʨʦʚʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʈʘʟʙʣʦʢʠʨʦʚʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʦʣʫʯʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʜʦʩʪʫʧʘ ʢ ʞʫʨʥʘʣʘʤ 

ʆʪʢʘʟ ʚ ʜʦʩʪʫʧʝ ʢ ʞʫʨʥʘʣʫ ʘʫʜʠʪʘ 

ʄʦʜʠʬʠʢʘʮʠʷ ʥʘʩʪʨʦʝʢ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ 

ɺʢʣʶʯʝʥʠʝ ʠʣʠ ʦʪʢʣʶʯʝʥʠʝ ʘʚʪʦʟʘʧʫʩʢʘ ʩʣʫʞʙ 

ɸʚʪʦʨʠʟʘʮʠʷ 

ɺʭʦʜ/ʚʳʭʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʦʣʫʯʝʥʠʝ ʧʨʘʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʀʟʤʝʥʝʥʠʝ ʧʘʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʉʠʩʪʝʤʥʳʡ 

ʉʦʙʳʪʠʷ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ SysLog 

ʉʦʙʳʪʠʷ ʧʦ ʟʘʧʫʩʢʫ/ʦʩʪʘʥʦʚʢʝ ʧʨʦʮʝʩʩʦʚ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ 
ʨʝʞʠʤʝ 

ʉʦʙʳʪʠʷ ʟʘʧʫʩʢʘ/ʦʩʪʘʥʦʚʢʠ/ʧʝʨʝʟʘʛʨʫʟʢʠ ʧʨʦʮʝʩʩʦʚ ʧʦ 
ʢʦʤʘʥʜʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʉʦʙʳʪʠʷ ʩʪʘʨʪ/ʦʩʪʘʥʦʚʢʘ/ʩʙʦʡ ʨʘʙʦʪʳ/ʚʦʟʚʨʘʪ ʠʣʠ ʥʝ 
ʚʦʟʤʦʞʥʦʩʪʴ ʚʦʟʚʨʘʪʘ ʢ ʙʝʟʦʧʘʩʥʦʤʫ ʩʦʩʪʦʷʥʠʶ (ʝʩʣʠ ʘʫʜʠʪ 
ʚʦʟʤʦʞʝʥ) ʩʠʩʪʝʤʳ 

ʌʘʢʪ ʚʳʛʨʫʟʢʠ ʞʫʨʥʘʣʦʚ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 

ʀʥʳʝ ʩʠʩʪʝʤʥʳʝ ʩʦʦʙʱʝʥʠʷ 

ʇʨʦʢʩʠ ʉʦʙʳʪʠʷ ʧʦ HTTP-ʟʘʧʨʦʩʘʤ ʢ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ 

ɼʣʷ ʞʫʨʥʘʣʦʚ WAF, ʉʆɺ ʠ ʄʕ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʭʦʜʘ ʢ ʧʨʦʩʤʦʪʨʫ ʧʘʨʘʤʝʪʨʦʚ ʩʨʘʙʦʪʘʚʰʝʛʦ 
ʧʨʘʚʠʣʘ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ ʥʦʤʝʨ ʧʨʘʚʠʣʘ ʚ ʢʦʣʦʥʢʝ ʇʨʘʚʠʣʦ ˉ. ʂʨʦʤʝ ʵʪʦʛʦ, ʜʣʷ 
ʞʫʨʥʘʣʘ WAF ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 29):  

¶ ʧʝʨʝʭʦʜʘ ʚ ʞʫʨʥʘʣ ʇʨʦʢʩʠ ʩ ʚʳʙʨʘʥʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʘʪʘʢ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ 
ʘʜʨʝʩ ʘʪʘʢʫʶʱʝʛʦ ʚ ʢʦʣʦʥʢʝ ʀʩʪʦʯʥʠʢ; 

¶ ʧʨʦʩʤʦʪʨʘ IP-ʘʜʨʝʩʘ ʘʪʘʢʫʶʱʝʛʦ ʠʟ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ ʚ ʢʦʣʦʥʢʝ ʀʥʬʦʨʤʘʮʠʷ. 

 

ʈʠʩʫʥʦʢ 29. ɿʘʧʠʩʠ ʚ ʞʫʨʥʘʣʝ WAF 

4.1.4 ʉʦʨʪʠʨʦʚʢʘ ʟʘʧʠʩʝʡ ʘʫʜʠʪʘ 

ɺ ʢʘʞʜʦʤ ʠʟ ʚʳʰʝʦʧʠʩʘʥʥʳʭ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʬʠʣʴʪʨʘʮʠʠ ʠ ʩʦʨʪʠʨʦʚʢʠ 
ʟʘʧʠʩʝʡ ʘʫʜʠʪʘ. ʇʦʣʝ ʧʦʠʩʢʘ (ʌʠʣʴʪʨé) ʧʦʟʚʦʣʷʝʪ ʩʜʝʣʘʪʴ ʚʳʙʦʨʢʫ ʧʦ ʟʘʧʠʩʷʤ ʘʫʜʠʪʘ. ɼʣ ̫
ʚʳʚʝʜʝʥʥʳʭ ʩʪʨʦʢ ʬʠʣʴʪʨʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ çʥʘ ʣʝʪʫè. ʏʪʦʙʳ ʧʦʠʩʢ ʙʳʣ ʦʩʫʱʝʩʪʚʣʝʥ ʧʦ ʚʩʝʤʫ 
ʞʫʨʥʘʣʫ, ʠ ʦʪʦʙʨʘʟʠʣʠʩʴ ʚʩʝ ʩʪʨʦʢʠ, ʩʦʜʝʨʞʘʱʠʝ ʪʝʢʩʪ ʟʘʧʨʦʩʘ ð ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʦʠʩʢ 
(ʩʤ. ʈʠʩʫʥʦʢ 30). 
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ɺʦ ʚʩʝʭ ʞʫʨʥʘʣʘʭ ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʚʦʟʤʦʞʥʦʩʪʴ: 

¶ ʧʦʠʩʢʘ; 

¶ ʚʳʙʦʨʘ ʢʦʣʠʯʝʩʪʚʘ ʦʪʦʙʨʘʞʘʝʤʳʭ ʩʦʙʳʪʠʡ ʥʘ ʩʪʨʘʥʠʮʝ (ʦʪ 25 ʜʦ 500); 

¶ ʚʳʙʦʨʘ ʦʪʦʙʨʘʞʘʝʤʦʛʦ ʧʝʨʠʦʜʘ2 (ʩʤ. ʈʠʩʫʥʦʢ 30); 

¶ ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʪʦʣʙʮʘʤ; 

¶ ʩʦʨʪʠʨʦʚʢʠ ʧʦ ʩʪʦʣʙʮʘʤ (ʧʦ ʫʙʳʚʘʥʠʶ ʠ ʚʦʟʨʘʩʪʘʥʠʶ). 

 

ʈʠʩʫʥʦʢ 30. ʂʦʣʠʯʝʩʪʚʦ ʦʪʦʙʨʘʞʘʝʤʳʭ ʩʦʙʳʪʠʡ ʠ ʚʳʙʦʨ ʧʝʨʠʦʜʘ 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʩʦʚʧʘʜʝʥʠʷ ʜʘʥʥʳʭ ʚ ʞʫʨʥʘʣʝ ʩ ʜʘʥʥʳʤʠ ʠʟ ʧʦʠʩʢʦʚʦʛʦ ʟʘʧʨʦʩʘ, ʧʦʣʴʟʦʚʘʪʝʣʶ 
ʚʳʚʦʜʠʪʩʷ ʧʫʩʪʦʡ ʞʫʨʥʘʣ. ɺʦʟʚʨʘʱʝʥʠʝ ʢ ʧʝʨʚʦʥʘʯʘʣʴʥʦʤʫ ʧʨʝʜʩʪʘʚʣʝʥʠʶ ʞʫʨʥʘʣʘ ʚ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʦʠʩʭʦʜʠʪ ʧʫʪʝʤ ʥʘʞʘʪʠʷ ʥʘ ʢʥʦʧʢʫ ʉʙʨʦʩʠʪʴ. 

ɺʦ ʚʩʝʭ ʞʫʨʥʘʣʘʭ (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʞʫʨʥʘʣʘ ʇʨʦʢʩʠ) ʜʦʩʪʫʧʥʘ ʬʠʣʴʪʨʘʮʠ ̫ʠ ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʙʳʪʠʡ 
ʧʦ ʠʭ ʨʝʟʫʣʴʪʘʪʫ: ʆʢ (ʫʩʧʝʰʥʦ), ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʦʰʠʙʢʘ (ʩʤ. ʈʠʩʫʥʦʢ 31). 

 

ʈʠʩʫʥʦʢ 31. ʌʠʣʴʪʨʘʮʠʷ ʠ ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʙʳʪʠʡ 

ɺ ʞʫʨʥʘʣʝ ʇʨʦʢʩʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚʩʝ ʩʦʙʳʪʠʷ. ʏʪʦʙʳ ʚ ʩʧʠʩʢʝ ʦʪʦʙʨʘʟʠʣʠʩʴ ʪʦʣʴʢʦ 
ʟʘʧʨʦʩʳ ʩ ʦʰʠʙʢʘʤʠ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷʤʠ, ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʨʝʞʠʤ ʊʦʣʴʢʦ 
ʦʰʠʙʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 32). 

 

ʈʠʩʫʥʦʢ 32. ʆʪʦʙʨʘʞʝʥʠʝ ʩʧʠʩʢʘ ʦʰʠʙʦʢ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ 

ʂʥʦʧʢʘ ʉʦʭʨʘʥʠʪʴ ʧʨʦʠʟʚʦʜʠʪ ʚʳʛʨʫʟʢʫ ʘʢʪʠʚʥʦʛʦ ʞʫʨʥʘʣʘ ʩ ʫʯʝʪʦʤ ʧʦʠʩʢʦʚʦʛʦ ʟʘʧʨʦʩʘ ʠʟ ʩʪʨʦʢʠ 
ʌʠʣʴʪʨ ʠ ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʧʦʨʷʜʢʘ ʩʦʨʪʠʨʦʚʢʠ. 

4.1.5 ɺʳʛʨʫʟʢʘ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ 

ʇʨʠ ʚʳʙʦʨʝ ʢʘʢʦʛʦ-ʣʠʙʦ ʞʫʨʥʘʣʘ, ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚʳʛʨʫʟʢʘ ʟʘʧʠʩʝʡ ʞʫʨʥʘʣʘ, ʧʫʪʝʤ ʥʘʞʘʪʠ ̫ʥʘ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ. ʌʘʢʪ ʚʳʛʨʫʟʢʠ ʘʢʪʠʚʥʦʛʦ ʞʫʨʥʘʣʘ ʬʠʢʩʠʨʫʝʪʩʷ ʚ ʉʠʩʪʝʤʥʦʤ 
ʞʫʨʥʘʣʝ. 

ɺʳʛʨʫʟʢʘ ʞʫʨʥʘʣʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʪʝʢʩʪʦʚʦʤ ʬʦʨʤʘʪʝ ʠ ʧʨʝʜʣʦʞʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʶ ʜʣʷ 
ʩʢʘʯʠʚʘʥʠʷ ʯʝʨʝʟ ʚʝʙ-ʙʨʘʫʟʝʨ. 

                                           
2 ɿʘ ʠʩʢʣʶʯʝʥʠʝʤ ʞʫʨʥʘʣʘ ʇʨʦʢʩʠ. 
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4.2 ɾʫʨʥʘʣ ʷʜʨʘ 

ʉʪʨʘʥʠʮʘ (ʩʤ. ʈʠʩʫʥʦʢ 33) ʩʦʜʝʨʞʠʪ ʚʳʙʦʨʢʫ ʜʘʥʥʳʭ ʠʟ ʞʫʨʥʘʣʘ ʷʜʨʘ ʩʠʩʪʝʤʳ. ɾʫʨʥʘʣ 
ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʪʝʢʩʪʦʚʦʤ ʚʠʜʝ, ʠʤʝʝʪ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʠʩʢʘ, ʩʦʨʪʠʨʦʚʢʠ ʧʦ 
ʫʙʳʚʘʥʠʶ ʠ ʚʦʟʨʘʩʪʘʥʠʶ, ʠ ʩʙʨʦʩ ʬʠʣʴʪʨʦʚ. ʉʦʭʨʘʥʝʥʠʝ ʞʫʨʥʘʣʘ ʜʦʩʪʫʧʥʦ ʧʫʪʝʤ ʢʦʧʠʨʦʚʘʥʠʷ 
ʪʝʢʩʪʘ ʚ ʙʫʬʝʨ ʦʙʤʝʥʘ. 

 

ʈʠʩʫʥʦʢ 33. ɾʫʨʥʘʣ ʷʜʨʘ 

4.3 ɾʫʨʥʘʣ rʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ 

ɾʫʨʥʘʣ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ (ʩʤ. ʈʠʩʫʥʦʢ 34) ʷʚʣʷʝʪʩʷ ʪʝʭʥʠʯʝʩʢʠʤ, ʦʥ ʥʝ ʩʦʜʝʨʞʠʪ ʦʙʷʟʘʪʝʣʴʥʳʭ 
ʧʦʣʝʡ, ʪʘʢʠʭ ʢʘʢ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʦʙʳʪʠʷ, ʜʘʪʘ, ʨʝʟʫʣʴʪʘʪ. 

ɺ ʩʠʩʪʝʤʝ ʭʨʘʥʠʪʩʷ ʚʩʝʛʜʘ ʜʚʝ ʨʘʟʥʳʝ ʢʦʧʠʠ ʘʚʘʨʠʡʥʦʛʦ ʞʫʨʥʘʣʘ ð ʊʝʢʫʱʠʡ ʞʫʨʥʘʣ ʠ ʇʨʝʜʳʜʫʱʠʡ 
ʞʫʨʥʘʣ. ʂʘʞʜʳʡ ʠʟ ʞʫʨʥʘʣʦʚ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʚʦʝʡ ʚʢʣʘʜʢʝ. 

ʊʝʢʫʱʠʡ ʞʫʨʥʘʣ, ʚ ʢʦʪʦʨʳʡ ʚʥʦʩʷʪʩʷ ʚʩʝ ʢʦʤʘʥʜʳ, ʚʳʧʦʣʥʷʝʤʳʝ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ, ʘ ʪʘʢʞʝ ʚʩʝ 
ʢʦʤʘʥʜʳ, ʚʳʧʦʣʥʷʝʤʳʝ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚ ʘʚʘʨʠʡʥʦʤ ʨʝʞʠʤʝ. ʇʦ ʟʘʚʝʨʰʝʥʠʶ ʘʚʘʨʠʡʥʦʛʦ 
ʨʝʞʠʤʘ ʪʝʢʫʱʠʡ ʞʫʨʥʘʣ ʧʝʨʝʥʦʩʠʪʩʷ ʚ ʧʨʝʜʳʜʫʱʠʡ ʠ ʦʯʠʱʘʝʪʩʷ. 

ʇʨʝʜʳʜʫʱʠʡ ʘʚʘʨʠʡʥʳʡ ʞʫʨʥʘʣ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʟʘʧʠʩʠ ʧʨʦʰʣʦʡ ʘʚʘʨʠʡʥʦʡ ʩʝʩʩʠʠ ʦʪ ʤʦʤʝʥʪʘ 
ʥʘʯʘʣʘ ʟʘʧʠʩʠ (ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ) ʜʦ ʤʦʤʝʥʪʘ ʚʳʭʦʜʘ ʠʟ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ. 

 

ʈʠʩʫʥʦʢ 34. ɾʫʨʥʘʣ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ 
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4.4 ʉʝʪʴ 

4.4.1 ʉʝʪʝʚʘʷ ʩʪʘʪʠʩʪʠʢʘ 

ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʩʝʪʝʚʳʭ ʧʦʜʢʣʶʯʝʥʠʡ ʧʦ ʧʨʦʪʦʢʦʣʘʤ TCP ʠ UDP, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʝʥ 
ʚ ʪʘʙʣʠʯʥʦʤ ʚʠʜʝ ʩ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʧʦʣʷʤʠ: 

¶ ʧʨʦʪʦʢʦʣ; 

¶ ʦʯʝʨʝʜʠ ʧʨʠʝʤʘ; 

¶ ʦʯʝʨʝʜʠ ʦʪʧʨʘʚʢʠ; 

¶ ʣʦʢʘʣʴʥʳʡ ʘʜʨʝʩ; 

¶ ʫʜʘʣʝʥʥʳʡ ʘʜʨʝʩ; 

¶ ʩʦʩʪʦʷʥʠʝ; 

¶ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʮʝʩʩʘ (PID). 

ʅʘ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 35) ʨʝʘʣʠʟʦʚʘʥʳ ʩʣʝʜʫʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʢʦʥʪʝʥʪʦʤ (ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʚʩʝ ʯʝʢʙʦʢʩʳ ʠ ʨʘʜʠʦʢʥʦʧʢʠ, ʢʨʦʤʝ ʉʦʝʜʠʥʝʥʠʷ, ʧʫʩʪʳʝ): 

¶ ʯʝʢʙʦʢʩ TCP ð ʥʘ ʩʪʨʘʥʠʮʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ ʩʦʝʜʠʥʝʥʠʷ TCP; 

¶ ʯʝʢʙʦʢʩ UDP ð ʥʘ ʩʪʨʘʥʠʮʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ ʩʦʝʜʠʥʝʥʠʷ UDP; 

¶ ʨʘʜʠʦʢʥʦʧʢʘ ʉʦʝʜʠʥʝʥʠʷ ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʨʘʜʠʦʢʥʦʧʢʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ ʜʘʥʥʳʝ, 
ʧʦʣʝ ʉʦʩʪʦʷʥʠʝ ʢʦʪʦʨʳʭ ʠʤʝʝʪ ʩʪʘʪʫʩ ʋʩʪʘʥʦʚʣʝʥʦ (Established); 

¶ ʨʘʜʠʦʢʥʦʧʢʘ ʆʞʠʜʘʥʠʷ ʩʦʝʜʠʥʝʥʠʷ ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʨʘʜʠʦʢʥʦʧʢʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ 
ʜʘʥʥʳʝ, ʧʦʣʝ ʉʦʩʪʦʷʥʠʝ ʢʦʪʦʨʳʭ ʠʤʝʝʪ ʩʪʘʪʫʩ ʆʞʠʜʘʥʠʝ (Listen); 

¶ ʨʘʜʠʦʢʥʦʧʢʘ ɺʩʝ ð ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʨʘʜʠʦʢʥʦʧʢʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚʩʝ ʜʘʥʥʳʝ; 

¶ ʯʝʢʙʦʢʩ ʉʠʤʚʦʣʴʥʳʝ ʠʤʝʥʘ ð ʦʪʦʙʨʘʞʘʶʪʩʷ DNS ʠʤʝʥʘ ʫʟʣʦʚ ʠ ʧʦʨʪ ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ 
ʥʘʣʠʯʠʠ (ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʦʙʨʘʞʘʶʪʩʷ IP-ʘʜʨʝʩʘ ʫʟʣʦʚ); 

¶ ʆʙʥʦʚʠʪ ɹð ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʧʨʦʠʩʭʦʜʠʪ ʦʙʥʦʚʣʝʥʠʝ ʜʘʥʥʳʭ ʥʘ ʩʪʨʘʥʠʮʝ. 

 

ʈʠʩʫʥʦʢ 35. ʉʝʪʝʚʘʷ ʩʪʘʪʠʩʪʠʢʘ 

4.4.2 ʉʦʩʪʦʷʥʠʝ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 36) ʧʨʝʜʩʪʘʚʣʝʥʳ ʪʘʙʣʠʮʳ IPTABLES (Filter, NAT, Mangle, Raw) ʧʦ 
ʧʨʦʪʦʢʦʣʘʤ IPv4 ʠ IPv6, ʘ ʪʘʢʞʝ ʨʝʘʣʠʟʦʚʘʥʳ ʢʥʦʧʢʠ ʫʧʨʘʚʣʝʥʠʷ: ʉʙʨʦʩʠʪʴ ʩʯʝʪʯʠʢʠ ʠ 
ʇʝʨʝʟʘʧʫʩʪʠʪʴ ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ. 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
39 

 

ʈʠʩʫʥʦʢ 36. ʉʦʩʪʦʷʥʠʝ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

4.4.3 ʄʘʨʰʨʫʪʳ 

ʅʘ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 37) ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʠʣʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʚ ʪʘʙʣʠʯʥʦʤ ʚʠʜʝ: 

¶ ʠʟ ʪʘʙʣʠʮʳ ARP ʩ ʧʦʣʷʤʠ IPv4 ɸʜʨʝʩ, MAC ɸʜʨʝʩ ʠ ʀʥʪʝʨʬʝʡʩ; 

¶ ʘʢʪʠʚʥʳʝ IPv4 ʤʘʨʰʨʫʪʳ ʩ ʧʦʣʷʤʠ ʉʝʪʴ, ʅʘʟʥʘʯʝʥʠʝ, IPv4 ʐʣʶʟ, ʄʝʪʨʠʢʘ, ʊʘʙʣʠʮʘ; 

¶ ʘʢʪʠʚʥʳʝ IPv6 ʤʘʨʰʨʫʪʳ ʩ ʧʦʣʷʤʠ ʉʝʪʴ, ʅʘʟʥʘʯʝʥʠʝ, ʀʩʪʦʯʥʠʢ, ʄʝʪʨʠʢʘ, ʊʘʙʣʠʮʘ; 

¶ ʧʨʦʪʦʢʦʣ ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʩʝʜʝʡ IPv6 (IPv6 Neighbours), ʩ ʧʦʣʷʤʠ IPv6 ɸʜʨʝʩ, MAC ɸʜʨʝʩ ʠ 
ʀʥʪʝʨʬʝʡʩ. 
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ʈʠʩʫʥʦʢ 37. ʄʘʨʰʨʫʪʳ 

4.5 ɻʨʘʬʠʢʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

ʉʪʨʘʥʠʮʘ ʩʦʩʪʦʠʪ ʠʟ ʪʨʝʭ ʦʩʥʦʚʥʳʭ ʛʨʘʬʠʢʦʚ: 

¶ ɿʘʛʨʫʟʢʘ ʩʠʩʪʝʤʳ. 

¶ ʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

¶ ʉʦʝʜʠʥʝʥʠʷ. 

ʅʘ ʛʨʘʬʠʢʝ ɿʘʛʨʫʟʢʘ ʩʠʩʪʝʤʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ (ʩʤ. ʈʠʩʫʥʦʢ 38) ʦʪʦʙʨʘʞʝʥʘ ʜʠʥʘʤʠʢʘ 
ʥʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ʅʘ ʛʨʘʬʠʢʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʨʝʜʥʷʷ ʠ ʧʠʢʦʚʘʷ ʥʘʛʨʫʟʢʘ 
ʩʠʩʪʝʤʳ ʟʘ ʚʨʝʤʝʥʥʦʡ ʧʝʨʠʦʜ: 1 ʤʠʥʫʪʘ, 5 ʤʠʥʫʪ, 15 ʤʠʥʫʪ. ʈʷʜʦʤ ʩ ʚʨʝʤʝʥʥʳʤ ʧʨʦʤʝʞʫʪʢʦʤ 
ʦʪʦʙʨʘʞʘʝʪʩʷ ʥʘʛʨʫʟʢʘ ʥʘ ʩʠʩʪʝʤʫ: ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʩʨʝʜʥʷʷ, ʧʠʢʦʚʘʷ. 

 

ʈʠʩʫʥʦʢ 38. ɿʘʛʨʫʟʢʘ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 
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ɺ ʛʨʘʬʠʢʝ ʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ (ʩʤ. ʈʠʩʫʥʦʢ 39) ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʛʨʫʟʢʝ 
ʪʨʘʬʠʢʘ ʩʝʪʠ ʟʘ ʚʳʙʨʘʥʥʳʡ ʧʝʨʠʦʜ. ʊʨʘʬʠʢ ʨʘʟʜʝʣʝʥ ʥʘ ʪʨʠ ʚʢʣʘʜʢʠ ʧʦ ʠʥʪʝʨʬʝʡʩʘʤ ʩʦʝʜʠʥʝʥʠʷ 
(ʟʦʥʳ LAN, WAN ʠ DMZ). ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʠʥʪʝʨʬʝʡʩʦʚ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʨʘʟʜʝʣʝ 
6.1 ʀʥʪʝʨʬʝʡʩʳ. 

ʇʦʜ ʛʨʘʬʠʢʦʤ ʦʪʦʙʨʘʞʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʛʨʫʟʢʝ ʚʭʦʜʷʱʠʭ ʠ ʠʩʭʦʜʷʱʠʭ ʜʘʥʥʳʭ ʚ ʨʝʘʣʴʥʦʤ 
ʚʨʝʤʝʥʠ, ʩʨʝʜʥʝʡ ʠ ʧʠʢʦʚʦʡ ʟʘʛʨʫʟʢʝ. ʉʢʦʨʦʩʪʴ ʧʦʣʫʯʝʥʠʷ ʚʭʦʜʷʱʠʭ ʠ ʠʩʭʦʜʷʱʠʭ ʜʘʥʥʳʭ ʫʢʘʟʘʥʘ ʚ 
ʢʠʣʦʙʠʪʘʭ ʠ ʢʠʣʦʙʘʡʪʘʭ. 

 

ʈʠʩʫʥʦʢ 39. ʊʨʘʬʠʢ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

ʉʪʨʘʥʠʮʘ ʉʦʝʜʠʥʝʥʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ (ʩʤ. ʈʠʩʫʥʦʢ 40, ʈʠʩʫʥʦʢ 41) ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʚʩʝʭ 
ʘʢʪʠʚʥʳʭ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʧʦ ʩʝʪʝʚʳʤ ʧʨʦʪʦʢʦʣʘʤ TCP, UDP ʠ ʜʨʫʛʠʤ. ʅʘ 
ʩʪʨʘʥʠʮʝ ʦʪʦʙʨʘʞʝʥʘ ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʷʭ: ʩʝʪʴ, ʧʨʦʪʦʢʦʣ, ʠʩʪʦʯʥʠʢ, 
ʥʘʧʨʘʚʣʝʥʠʝ, ʧʝʨʝʜʘʯʘ. 

 

ʈʠʩʫʥʦʢ 40. ʉʦʝʜʠʥʝʥʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ (ʛʨʘʬʠʢ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ) 

 

ʈʠʩʫʥʦʢ 41. ʉʦʝʜʠʥʝʥʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ (ʪʘʙʣʠʮʘ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ) 

4.6 ʇʨʦʮʝʩʩʳ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 42) ʧʨʝʜʩʪʘʚʣʝʥ ʩʧʠʩʦʢ ʚʩʝʭ ʠʤʝʶʱʠʭʩʷ (ʟʘʧʫʱʝʥʥʳʭ) ʧʨʦʮʝʩʩʦʚ, 
ʩ ʜʘʥʥʳʤʠ ʦʙ ʠʭ ʩʦʩʪʦʷʥʠʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʦ ʧʦʪʨʝʙʣʷʝʤʳʭ ʘʧʧʘʨʘʪʥʳʭ ʨʝʩʫʨʩʘʭ, ʘ ʪʘʢʞʝ ʩ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʚʦʟʤʦʞʥʦʩʪʴʶ ʟʘʚʝʨʰʝʥʠʷ ʠ ʧʨʠʥʫʜʠʪʝʣʴʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʢʘʞʜʦʛʦ, ʦʪʜʝʣʴʥʦ 
ʚʟʷʪʦʛʦ ʧʨʦʮʝʩʩʘ. 
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ʈʠʩʫʥʦʢ 42. ʇʨʦʮʝʩʩʳ 

4.7 ʉʚʝʜʝʥʠʷ ʦ ʩʠʩʪʝʤʝ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 43) ʧʨʝʜʩʪʘʚʣʝʥʳ ʦʙʱʠʝ ʜʘʥʥʳʝ ʦ ʩʠʩʪʝʤʝ. 

ʈʘʟʜʝʣ ʉʠʩʪʝʤʘ ʩʦʜʝʨʞʠʪ: 

¶ ʀʤ ̫ʭʦʩʪʘ WAF Dallas Lock. 

¶ ʄʦʜʝʣʴ. ʅʘʠʤʝʥʦʚʘʥʠʝ ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʪʬʦʨʤʳ, ʥʘ ʢʦʪʦʨʫʶ ʫʩʪʘʥʦʚʣʝʥ WAF Dallas Lock. 

ɺ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ʫʢʘʟʳʚʘʝʪʩʷ ʚʠʨʪʫʘʣʴʥʘʷ ʤʘʰʠʥʘ. 

¶ ʉʠʩʪʝʤʘ ʚʳʧʫʱʝʥʘ. ʉʩʳʣʢʘ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʨʝʩʫʨʩ ʢʦʤʧʘʥʠʠ, ʛʜʝ ʤʦʞʥʦ ʥʘʡʪʠ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʜʫʢʪʝ ʠ ʜʨʫʛʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʫʩʣʫʛʠ. 

¶ ɺʝʨʩʠʷ ʧʨʦʰʠʚʢʠ. ɸʢʪʫʘʣʴʥʘʷ ʚʝʨʩʠʷ WAF Dallas Lock. 

¶ ɺʝʨʩʠʷ ʷʜʨʘ. ɺʝʨʩʠʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

¶ ʅʦʤʝʨ ʣʠʮʝʥʟʠʠ. ʊʝʢʫʱʠʡ ʥʦʤʝʨ ʣʠʮʝʥʟʠʠ ʧʨʦʜʫʢʪʘ (ʩʦʜʝʨʞʠʪʩʷ ʚ ʬʘʡʣʝ ʣʠʮʝʥʟʠʠ). 

¶ ʂʦʜ ʧʦʜʜʝʨʞʢʠ. ʋʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʡ ʢʣʠʝʥʪʘʤ ʜʣʷ 

ʜʦʩʪʫʧʘ ʢ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʝ (ʩʦʜʝʨʞʠʪʩʷ ʚ ʬʘʡʣʝ ʣʠʮʝʥʟʠʠ). 

¶ ɼʘʪʘ ʠ ʚʨʝʤʷ. ʊʝʢʫʱʘʷ ʜʘʪʘ ʠ ʚʨʝʤʷ. 

¶ ɺʨʝʤʷ ʨʘʙʦʪʳ. ɺʨʝʤʷ ʙʝʩʧʨʝʨʳʚʥʦʡ ʨʘʙʦʪʳ. 

¶ ʉʨʝʜʥʷʷ ʥʘʛʨʫʟʢʘ. ɼʘʥʥʳʝ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʦ ʩʨʝʜʥʝʡ ʥʘʛʨʫʟʢʝ ʥʘ ʩʠʩʪʝʤʫ. 

ɺʠʜʞʝʪ ʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ (RAM) ʦʪʦʙʨʘʞʘʝʪ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʨʘʟʤʝʨ ʩʚʦʙʦʜʥʦʛʦ ʤʝʩʪʘ ʚ 
ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʙʫʬʝʨʠʟʘʮʠʶ. 

ɺʠʜʞʝʪ ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʠʩʢʘ ʦʪʦʙʨʘʞʘʝʪ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʦʙʱʝʝ ʩʚʦʙʦʜʥʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʥʘ 
ʞʝʩʪʢʠʭ ʜʠʩʢʘʭ. 

ɺʠʜʞʝʪ ʉʝʪʴ ʦʪʦʙʨʘʞʘʝʪ ʜʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʩʝʪʠ, ʩʦʜʝʨʞʘʱʠʝ ʩʚʝʜʝʥʠʷ ʦ ʩʦʩʪʦʷʥʠʠ IPv4 WAN, 
IPv6 WAN ʠ ʢʦʣʠʯʝʩʪʚʝ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ. ʉʦʩʪʦʷʥʠʝ WAN ʠʥʪʝʨʬʝʡʩʦʚ IPv4 ʠ IPv6 ʩʦʜʝʨʞʠʪ: 

¶ ʪʠʧ ʩʦʝʜʠʥʝʥʠʷ (ʩʪʘʪʠʯʝʩʢʠʡ ʠʣʠ ʜʠʥʘʤʠʯʝʩʢʠʡ); 

¶ ʘʜʨʝʩ ʩʦʝʜʠʥʝʥʠʷ; 

¶ ʤʘʩʢʘ ʩʝʪʠ; 

¶ ʰʣʶʟ; 

¶ ʧʨʝʜʧʦʯʠʪʘʝʤʳʡ DNS-ʩʝʨʚʝʨ; 

¶ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ DNS-ʩʝʨʚʝʨ; 

¶ ʧʦʜʢʣʶʯʝʥ (ʚʨʝʤʷ ʥʝʧʨʝʨʳʚʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ); 

¶ ʘʢʪʠʚʥʳʝ ʩʦʝʜʠʥʝʥʠʷ. 

ɺ ʩʣʫʯʘʝ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʦʰʠʙʦʢ ʚ ʨʘʙʦʪʝ WAF Dallas Lock ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʭʨʘʥʝʥʠʷ 
ʚʩʝʭ ʧʘʨʘʤʝʪʨʦʚ ʩʠʩʪʝʤʳ ʜʣʷ ʧʝʨʝʜʘʯʠ ʚ ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ 
ʥʘʞʘʪʴ ʥʘ ʩʩʳʣʢʫ ʉʢʘʯʘʪʴ ʘʨʭʠʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʣʷ ʩʣʫʞʙʳ ʧʦʜʜʝʨʞʢʠ. 
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ʈʠʩʫʥʦʢ 43. ʉʪʨʘʥʠʮʘ çʉʚʝʜʝʥʠʷ ʦ ʩʠʩʪʝʤʝè 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʢʦʥʪʨʦʣʴʥʳʭ ʩʫʤʤʘʭ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ WAF Dallas Lock ʦʪʦʙʨʘʞʘʝʪʩʷ ʥʘ 
ʚʢʣʘʜʢʝ ʂʦʥʪʨʦʣʴʥʳʝ ʩʫʤʤʳ ʩʪʨʘʥʠʮʳ ʉʚʝʜʝʥʠʷ ʦ ʩʠʩʪʝʤʝ (ʩʤ. ʈʠʩʫʥʦʢ 44). ʈʘʩʯʝʪ ʢʦʥʪʨʦʣʴʥʳʭ 
ʩʫʤʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʘʣʛʦʨʠʪʤʫ SHA-256. 
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ʈʠʩʫʥʦʢ 44. ʂʦʥʪʨʦʣʴʥʳʝ ʩʫʤʤʳ 
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5 ʅɸʉʊʈʆʁʂɸ WAF DALLAS LOCK 

ʆʩʥʦʚʥʦʡ ʠʥʩʪʨʫʤʝʥʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ WAF Dallas Lock ð ʨʘʟʜʝʣ ʤʝʥʶ ʅʘʩʪʨʦʡʢʠ. 

ɼʣ ̫ ʧʝʨʝʭʦʜʘ ʢ ʨʘʟʜʝʣʫ ʥʝʦʙʭʦʜʠʤʦ ʚ ʦʩʥʦʚʥʦʤ ʤʝʥʶ ʢʦʥʩʦʣʠ ʚʳʙʨʘʪʴ ʅʘʩʪʨʦʡʢʠ. ɺʢʣʘʜʢʘ 
ʅʘʩʪʨʦʡʢʠ ʥʝ ʠʤʝʝʪ ʩʚʦʝʡ ʩʪʨʘʥʠʮʳ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʥʝʝ ʧʨʦʠʩʭʦʜʠʪ ʦʪʢʨʳʪʠʝ ʩʧʠʩʢʘ ʤʝʥʶ ʚʪʦʨʦʛʦ 
ʫʨʦʚʥʷ. ʆʙʱʠʡ ʚʠʜ ʧʨʝʜʩʪʘʚʣʝʥ ʥʠʞʝ (ʩʤ. ʈʠʩʫʥʦʢ 45). 

ɼʘʥʥʘ ̫ʚʢʣʘʜʢʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʧʫʥʢʪʳ ʤʝʥʶ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ: 

¶ WAF; 

¶ UTM; 

¶ ʅʘʩʪʨʦʡʢʠ ʤʦʜʫʣʷ ɽʎʋ; 

¶ ʆʙʱʠʝ; 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ; 

¶ ʉʝʨʚʠʩʳ; 

¶ ʋʧʨʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘʤʠ; 

¶ ɿʘʱʠʪʘ ʦʪ DoS/DDoS; 

¶ ɸʚʘʨʠʡʥʳʡ ʨʝʞʠʤ; 

¶ GEO IP ʬʠʣʴʪʨ. 

 

ʈʠʩʫʥʦʢ 45. ʄʝʥ ʁʅʘʩʪʨʦʡʢʠ 

5.1 ʅʘʩʪʨʦʡʢʠ WAF 

ɼʣ ̫ʧʝʨʝʭʦʜʘ ʢ ʨʘʟʜʝʣʫ ʥʘʩʪʨʦʝʢ WAF ʥʝʦʙʭʦʜʠʤʦ ʚ ʤʝʥʶ ʅʘʩʪʨʦʡʢʠ ʚʳʙʨʘʪʴ WAF. ʇʨʦʠʟʦʡʜʝʪ 
ʦʪʢʨʳʪʠʝ ʩʧʠʩʢʘ ʤʝʥʶ ʪʨʝʪʴʝʛʦ ʫʨʦʚʥʷ. 

ɼʘʥʥʳʡ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʚʢʣʘʜʢʠ: 

¶ ʀʥʩʧʝʢʮʠʷ WAF; 

¶ ʈʝʩʫʨʩʳ WAF; 

¶ ʅʘʩʪʨʦʡʢʘ ʢʣʘʩʪʝʨʠʟʘʮʠʠ; 

¶ ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. 

5.1.1 ʀʥʩʧʝʢʮʠʷ WAF 

ɼʣ ̫ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ ʢʦʨʨʝʢʪʥʦʩʪʠ ʥʘʩʪʨʦʝʢ WAF ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʫʥʢʪ ʥʘʩʪʨʦʝʢ 
ʀʥʩʧʝʢʮʠʷ WAF. ʇʫʥʢʪ ʜʝʣʠʪʩʷ ʥʘ ʜʚʝ ʫʪʦʯʥʷʶʱʠʝ ʚʢʣʘʜʢʠ: 

¶ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ; 

¶ ʂʣʠʝʥʪʳ. 

ʅʘ ʚʢʣʘʜʢʝ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 46) ʧʨʝʜʣʘʛʘʝʪʩʷ ʚʢʣʶʯʝʥʠʝ ʠʣʠ ʦʪʢʣʶʯʝʥʠʝ 
ʧʨʦʮʝʜʫʨʳ ʠʥʩʧʝʢʮʠʠ ʠ ʝʝ ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʚʢʣʶʯʘʶʱʠʝ ʢʦʣʠʯʝʩʪʚʦ ʦʯʝʨʝʜʝʡ ʧʦʪʦʢʦʚ 
ʦʙʨʘʙʦʪʢʠ WAF Dallas Lock, ʙʳʩʪʨʳʡ ʘʥʘʣʠʟ HTTP-ʦʪʚʝʪʦʚ (ʧʨʠ ʚʳʙʦʨʝ ʜʘʥʥʦʡ ʦʧʮʠʠ ʘʥʘʣʠʟ 
ʩʦʜʝʨʞʠʤʦʛʦ ʦʪʚʝʪʘ ʩʝʨʚʝʨʘ ʢʦʥʪʝʥʪ-ʬʠʣʴʪʨʦʤ ʥʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ). 
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ɺ WAF Dallas Lock ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʘʥʘʣʠʟʘ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʠ 
ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʧʨʠ ʧʦʤʦʱʠ ʥʝʡʨʦʥʥʳʭ ʩʝʪʝʡ, ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʘʪʘʢ: 

¶ ʚʥʝʜʨʝʥʠʝ SQL-ʢʦʜʘ (SQL-injection); 

¶ ʤʝʞʩʘʡʪʦʚʳʡ ʩʢʨʠʧʪʠʥʛ (ʉross-site scripting, XSS); 

¶ ʚʢʣʶʯʝʥʠʝ ʣʦʢʘʣʴʥʦʛʦ ʬʘʡʣʘ (Local File Inclusion, LFI); 

¶ ʠʥʲʝʢʮʠʷ ʢʦʤʘʥʜ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (OS command injection). 
ʈʝʟʫʣʴʪʘʪʳ, ʧʦʣʫʯʝʥʥʳʝ ʧʨʠ ʘʥʘʣʠʟʝ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʥʝʡʨʦʥʥʳʭ ʩʝʪʝʡ, ʟʘʧʠʩʳʚʘʶʪʩʷ ʚ ʞʫʨʥʘʣ WAF. 

ɺ ʙʣʦʢʝ ʀʩʧʦʣʴʟʦʚʘʪʴ ʥʝʡʨʦʩʝʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 46) ʜʦʩʪʫʧʥʳ ʥʘʩʪʨʦʡʢʠ ʥʝʡʨʦʥʥʦʡ ʩʝʪʠ. 

¶ ɺʢʣʶʯʠʪʴ ʘʛʝʥʪʘ. ʇʨʠ ʚʢʣʶʯʝʥʥʦʤ ʯʝʢʙʦʢʩʝ ʘʢʪʠʚʠʨʫʝʪʩʷ ʘʥʘʣʠʟ ʪʨʘʬʠʢʘ ʧʦʩʨʝʜʩʪʚʦʤ 
ʥʝʡʨʦʥʥʳʭ ʩʝʪʝʡ, ʪʘʢʞʝ ʩʪʘʥʦʚʪ̫ʩʷ ʜʦʩʪʫʧʥʳʤʠ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

o ʂʦʣʠʯʝʩʪʚʦ ʧʦʪʦʢʦʚ ʜʣʷ ʥʝʡʨʦʩʝʪʠ. ʇʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʢʦʣʠʯʝʩʪʚʦ 
ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʠ ʘʥʘʣʠʟʝ ʪʨʘʬʠʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʥʝʡʨʦʥʥʳʭ ʩʝʪʝʡ. 

o ʇʦʨʦʛ ʚʝʨʦʷʪʥʦʩʪʠ. ʇʦʣʝ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʝ ʧʦʨʦʛʦʚʦʡ ʚʝʨʦʷʪʥʦʩʪʠ 
ʚ ʧʨʦʮʝʥʪʘʭ, ʧʨʠ ʢʦʪʦʨʦʡ ʥʝʡʨʦʩʝʪʴ ʧʦʩʯʠʪʘʝʪ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ ʘʪʘʢʦʡ. 

ʅʝʡʨʦʥʥʳʝ ʩʝʪʠ ʨʘʙʦʪʘʶʪ ʩʦʚʤʝʩʪʥʦ ʩ ʬʠʣʴʪʨʦʤ ʩʦʜʝʨʞʠʤʦʛʦ WAF, ʘʥʘʣʠʟʠʨʫʷ ʪʨʘʬʠʢ ʠ 
ʧʨʠʥʠʤʘʷ ʨʝʰʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

¶ ɽʩʣʠ ʠ ʬʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ WAF, ʠ ʥʝʡʨʦʥʥʳʝ ʩʝʪʠ ʦʙʥʘʨʫʞʠʚʘʶʪ ʫʛʨʦʟʫ, ʪʦ ʙʣʦʢʠʨʦʚʢʘ 
ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ WAF. 

¶ ɽʩʣʠ ʪʦʣʴʢʦ ʬʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ WAF ʚʳʷʚʣʷʝʪ ʫʛʨʦʟʫ, ʘ ʥʝʡʨʦʥʥʳʝ ʩʝʪʠ ð ʥʝʪ, 
ʙʣʦʢʠʨʦʚʢʘ ʚʩʝ ʨʘʚʥʦ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩ ʧʦʤʦʱʴʶ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ WAF. 

¶ ɽʩʣʠ ʘʪʘʢʘ ʚʳʷʚʣʝʥʘ ʪʦʣʴʢʦ ʥʝʡʨʦʥʥʳʤʠ ʩʝʪʷʤʠ, ʥʦ ʥʝ ʟʘʬʠʢʩʠʨʦʚʘʥʘ ʬʠʣʴʪʨʦʤ 
ʩʦʜʝʨʞʠʤʦʛʦ WAF, ʠ ʚʝʨʦʷʪʥʦʩʪʴ ʧʨʝʚʳʰʘʝʪ ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʧʦʨʦʛ, ʪʦ ʙʣʦʢʠʨʦʚʢʘ ʥʝ 
ʧʨʦʠʟʚʦʜʠʪʩʷ, ʘ ʠʥʬʦʨʤʘʮʠʷ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʞʫʨʥʘʣʳ ʘʫʜʠʪʘ. 

 

ʅʝʡʨʦʥʥʳʝ ʩʝʪʠ ʫʚʝʜʦʤʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝ ʙʣʦʢʠʨʫʷ 
ʧʨʠ ʵʪʦʤ ʚʦʟʤʦʞʥʳʝ ʘʪʘʢʠ. ɽʩʣʠ ʚ ʞʫʨʥʘʣʘʭ ʘʫʜʠʪʘ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʢʘʢʦʡ-ʪʦ IP-ʘʜʨʝʩ 
ʩʦʚʝʨʰʘʝʪ ʧʦʜʦʟʨʠʪʝʣʴʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʠ ʥʝ ʙʳʣ ʟʘʙʣʦʢʠʨʦʚʘʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʨʫʛʠʤʠ 
ʤʝʭʘʥʠʟʤʘʤʠ WAF Dallas Lock, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʚʨʫʯʥʫʶ ʜʦʙʘʚʠʪʴ ʵʪʦʪ ʘʜʨʝʩ ʚ 
ʩʧʠʩʦʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ (ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʚ ʧʫʥʢʪʝ 6.5.5 ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʄʕ). 

ɺ ʙʣʦʢʝ ʊʦʯʢʠ ʚʭʦʜʘ (ʩʤ. ʈʠʩʫʥʦʢ 46) ʜʦʩʪʫʧʥʳ ʚʥʫʪʨʝʥʥʠʝ ʥʘʩʪʨʦʡʢʠ ʩʦʝʜʠʥʝʥʠʡ. 

¶ ɺʢʣʶʯʠʪʴ HTTP. ʇʨʠ ʚʢʣʶʯʝʥʥʦʤ ʯʝʢʙʦʢʩʝ ʨʘʟʨʝʰʘʝʪʩʷ HTTP-ʩʦʝʜʠʥʝʥʠʝ, ʪʘʢʞʝ 
ʩʪʘʥʦʚʠʪʩʷ ʜʦʩʪʫʧʥʳʤʠ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

o HTTP ʧʦʨʪ. ʇʦʣʝ ʧʦʟʚʦʣʷʝʪ ʠʟʤʝʥʠʪ ɹʧʦʨʪ HTTP (ʧʦ ʫʤʦʣʯʘʥʠʶ 80); 

o HTTPS ʧʦʨʪ. ʇʦʣʝ ʧʦʟʚʦʣʷʝʪ ʠʟʤʝʥʠʪʴ ʧʦʨʪ HTTPS (ʧʦ ʫʤʦʣʯʘʥʠʶ 443). 

 

ɼʣʷ ʠʟʤʝʥʝʥʠʷ HTTP ʠ HTTPS ʧʦʨʪʦʚ ʥʝʦʙʭʦʜʠʤʦ ʪʘʢʞʝ ʠʟʤʝʥʠʪʴ ʧʦʨʪʳ ʚ ʧʨʘʚʠʣʘʭ 
wproxy_https, wproxy_http3, wproxy_http ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ (ʩʤ. 6.5.3 ʇʨʘʚʠʣʘ ʜʣʷ 
ʪʨʘʬʠʢʘ), HTTP ʠ SSL-ʧʦʨʪʳ ʚ ʥʘʩʪʨʦʡʢʘʭ ʧʝʨʝʤʝʥʥʳʭ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ (ʩʤ. 5.4.5 
ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ). 

¶ ɼʦʩʪʫʧʥʘʷ ʚʝʨʩʠʷ HTTP. ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʚʝʨʩʠʶ ʧʨʦʪʦʢʦʣʘ HTTP 
(ʟʥʘʯʝʥʠʷ: HTTP/1.1; HTTP/2; HTTP/3). 

¶ Keep-Alive ʠʣʠ Close ʩʦʝʜʠʥʝʥʠʝ. ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʟʥʘʯʝʥʠʷʤʠ: 

o http-keep-alive. ʇʦʟʚʦʣʷʝʪ ʢʣʠʝʥʪʫ ʠ ʩʝʨʚʝʨʫ ʧʦʜʜʝʨʞʠʚʘʪʴ ʦʪʢʨʳʪʦʝ ʩʦʝʜʠʥʝʥʠʝ 
ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʧʝʨʚʦʛʦ ʟʘʧʨʦʩʘ. ʇʦʩʣʝʜʫʶʱʠʝ ʟʘʧʨʦʩʳ ʤʦʛʫʪ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥʳ 
ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʦʚʪʦʨʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʷ; 

o http-close. ʆʟʥʘʯʘʝʪ, ʯʪʦ ʧʦʩʣʝ ʦʪʧʨʘʚʢʠ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʚʝʨ ʠ ʧʦʣʫʯʝʥʠʷ ʦʪʚʝʪʘ ʦʪ 
ʥʝʛʦ ʩʦʝʜʠʥʝʥʠʝ ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. 

ɹʣʦʢ ɹʝʟʦʧʘʩʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ (ʩʤ. ʈʠʩʫʥʦʢ 46) ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

¶ ʄʠʥ ʫʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʘ TLS ð ʟʘʜʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʤʠʥʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʚʝʨʩʠʠ 
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ʧʨʦʪʦʢʦʣʘ TLS ʜʣʷ ʙʨʘʫʟʝʨʘ ʢʣʠʝʥʪʘ. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð TLS v1.2. 

¶ ɺʢʣʶʯʠʪʴ HSTS ð ʥʘʩʪʨʦʡʢʘ ʘʢʪʠʚʠʨʫʝʪ ʤʝʭʘʥʠʟʤ Strict Transport Security (HSTS). ɼʘʥʥʳʡ 
ʤʝʭʘʥʠʟʤ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʝʟʦʧʘʩʥʦʝ ʩʦʝʜʠʥʝʥʠʝ, ʪʨʝʙʫʷ ʦʪ ʢʣʠʝʥʪʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʧʨʦʪʦʢʦʣʘ HTTPS ʚʤʝʩʪʦ HTTP. ʇʨʠ ʧʝʨʚʦʤ ʦʙʨʘʱʝʥʠʠ ʢʣʠʝʥʪʘ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʨʝʩʫʨʩʫ 
ʩʝʨʚʝʨ ʚʦʟʚʨʘʱʘʝʪ ʟʘʛʦʣʦʚʦʢ Strict Transport Security, ʙʨʘʫʟʝʨ ʢʣʠʝʥʪʘ ʟʘʧʦʤʠʥʘʝʪ 
ʫʢʘʟʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʚʩʝ ʜʘʣʴʥʝʡʰʠʝ ʧʦʧʳʪʢʠ ʜʦʩʪʫʧʘ ʢ ʩʘʡʪʫ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTP 
ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴʩʷ ʚ HTTPS, ʧʦʢʘ ʥʝ ʠʩʪʝʯʝʪ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ, 
ʫʢʘʟʘʥʥʳʡ ʚ ʦʧʮʠʠ Max-Age. 

¶ ʆʧʮʠʷ Max-Age ð ʟʘʜʘʝʪ ʚʨʝʤʷ, ʫʢʘʟʘʥʥʦʝ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʜʦʩʪʫʧ ʢ ʩʘʡʪʫ 
ʜʦʣʞʝʥ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʪʦʣʴʢʦ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 
16000000s. 

 

ʈʠʩʫʥʦʢ 46. ʀʥʩʧʝʢʮʠʷ WAF. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ ʂʣʠʝʥʪʳ (ʩʤ. ʈʠʩʫʥʦʢ 47) ʟʘʛʨʫʞʘʶʪʩʷ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʮʝʥʪʨʘ 
(ʋʎ), ʩʧʠʩʦʢ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʋʎ ʠ ʢʣʠʝʥʪʩʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ ʜʣʷ ʬʫʥʢʮʠʠ ʦʛʨʘʥʠʯʝʥʠʷ 
ʜʦʩʪʫʧʘ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʨʝʩʫʨʩʫ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʠʝʥʪʩʢʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ. ʂʦʨʥʝʚʳʝ 
ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʩʧʠʩʦʢ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʣʠʙʦ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ, ʣʠʙʦ 
ʫʢʘʟʘʪʴ URL ʠʩʪʦʯʥʠʢʘ. 
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ʈʠʩʫʥʦʢ 47. ʀʥʩʧʝʢʮʠʷ WAF. ʂʣʠʝʥʪʳ 

ɼʣ ̫ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʋʎ ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʚʦʟʤʦʞʥʳʭ ʩʧʦʩʦʙʦʚ ʚ ʩʣʫʯʘʝ ʚʳʙʦʨʘ: 

¶ URL ð ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʘ ʩʪʨʦʯʢʘ çCA URLè ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʩʳʣʢʠ (URL) ʥʘ ʩʝʨʪʠʬʠʢʘʪ; 

¶ ʌʘʡʣ ð ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʘ ʩʪʨʦʯʢʘ çCA Fileè ʜʣʷ ʫʢʘʟʘʥʠʷ ʧʫʪʠ ʢ ʬʘʡʣʫ. 

ɸʥʘʣʦʛʠʯʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʠʩʪʦʯʥʠʢʘ ʩʧʠʩʢʘ 
ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʋʎ. ʊʘʢʞʝ ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ 
ʦʙʥʦʚʣʝʥʠʷ ʩʧʠʩʢʘ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʋʎ, ʧʨʠ ʫʩʣʦʚʠʠ ʫʢʘʟʘʥʠʷ URL ʥʘ ʥʝʦʙʭʦʜʠʤʳʡ 
ʩʧʠʩʦʢ. 

ɼʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʠʥʩʧʝʢʮʠʠ ʪʨʘʬʠʢʘ ʥʝʦʙʭʦʜʠʤ ʢʘʢ ʤʠʥʠʤʫʤ ʦʜʠʥ ʋʎ (ʞʝʣʘʪʝʣʴʥʦ 
ʘʢʢʨʝʜʠʪʦʚʘʥʥʳʡ). ɼʣʷ ʢʘʞʜʦʛʦ ʫʯʘʩʪʥʠʢʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʚ ʨʘʤʢʘʭ ʠʥʩʧʝʢʮʠʠ (WAF Dallas Lock, 
ʢʘʢ ʫʩʪʨʦʡʩʪʚʦ, ʚʳʧʦʣʥʷʶʱʝʝ ʠʥʩʧʝʢʮʠʶ ʪʨʘʬʠʢʘ, ʠ ʠʥʩʧʝʢʪʠʨʫʝʤʳʭ ʩʝʨʚʝʨʦʚ/ʭʦʩʪʦʚ) ʥʝʦʙʭʦʜʠʤʦ 
ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʅʘ ʋʎ ʥʝʦʙʭʦʜʠʤʦ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʧʘʨʫ ʦʪʢʨʳʪʳʡ/ʟʘʢʨʳʪʳʡ ʢʣʶʯ. ʇʨʠʤʝʨ ʛʝʥʝʨʘʮʠʠ ʥʘ ʆʉ 
Windows ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ OpenSSL ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʨʘʟʜʝʣʝ 5.4.2.2 Web-ʠʥʪʝʨʬʝʡʩ. 

¶ ʅʘ ʢʘʞʜʦʡ ʠʥʩʧʝʢʪʠʨʫʝʤʦʡ ʩʪʘʥʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʠʝ ʢʣʶʯʠ: ʢʦʨʥʝʚʦʡ 
ʩʝʨʪʠʬʠʢʘʪ ʋʎ, ʦʪʢʨʳʪʳʡ ʢʣʶʯ WAF Dallas Lock ʠ ʧʘʨʫ ʦʪʢʨʳʪʳʡ/ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʜʣʷ 
ʠʥʩʧʝʢʪʠʨʫʝʤʦʛʦ ʩʝʨʚʝʨʘ/ʭʦʩʪʘ. 

ʇʘʨʘ ʦʪʢʨʳʪʳʡ/ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʜʣʷ WAF Dallas Lock ʜʦʙʘʚʣʷʝʪʩʷ ʚʦ ʚʢʣʘʜʢʝ ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ 
ʩʦʛʣʘʩʥʦ ʨʘʟʜʝʣʫ 5.1.2 ʈʝʩʫʨʩʳ WAF. ʇʦʰʘʛʦʚʳʡ ʧʨʠʤʝʨ ʥʘʩʪʨʦʡʢʠ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʨʘʟʜʝʣʝ 5.1.5 
ʅʘʩʪʨʦʡʢʘ ʠʥʩʧʝʢʮʠʠ ʟʘʱʠʱʘʝʤʦʛʦ ʫʟʣʘ. 

5.1.2 ʈʝʩʫʨʩʳ WAF 

ʅʘ ʚʢʣʘʜʢʝ ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ (ʩʤ. ʈʠʩʫʥʦʢ 48) ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʧʠʩʦʢ ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ 
ʥʘʭʦʜʷʪʩʷ ʧʦʜ ʟʘʱʠʪʦʡ WAF Dallas Lock. ɺ ʣʶʙʦʡ ʤʦʤʝʥʪ ʤʦʞʥʦ ʚʥʝʩʪʠ ʥʦʚʳʝ ʦʙʲʝʢʪʳ ʣʠʙʦ 
ʠʟʤʝʥʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʩʦʛʣʘʩʥʦ ʨʘʟʜʝʣʫ 2.8 ɼʦʙʘʚʣʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ. 

 

ʈʠʩʫʥʦʢ 48. ʀʥʩʧʝʢʮʠʷ WAF. ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ 
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ɺʢʣʘʜʢʘ ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ (ʩʤ. ʈʠʩʫʥʦʢ 49) ʧʦʟʚʦʣʷʝʪ ʧʨʦʠʟʚʝʩʪʠ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʩʝʨʚʝʨʘ, 
ʢʦʪʦʨʳʡ ʚʚʦʜʠʪʩʷ ʠʣʠ ʫʞʝ ʚʚʝʜʝʥ ʧʦʜ ʟʘʱʠʪʫ WAF Dallas Lock. 

 

ʈʠʩʫʥʦʢ 49. ʅʘʩʪʨʦʡʢʠ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ 

ʉʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

¶ ʀʤʷ. ʇʦʣʝ ʥʝ ʜʦʩʪʫʧʥʦ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. ʆʪʦʙʨʘʞʘʝʪʩʷ ʠʤʷ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ 
çnode*è, ʛʜʝ * ð ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ. 

¶ ʊʠʧ ʩʝʨʚʝʨʘ. ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ, ʧʦʟʚʦʣʷʶʱʠʡ ʥʘʟʥʘʯʠʪʴ ʦʩʥʦʚʥʦʡ ʩʝʨʚʝʨ ʠʣʠ ʚʳʙʨʘʪʴ 
ʪʠʧ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʩʝʨʚʝʨʘ. ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 

o ʆʩʥʦʚʥʦʡ. ɿʥʘʯʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʦʩʥʦʚʥʦʡ ʩʝʨʚʝʨ ʜʣʷ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ. 
ʆʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʝʥ ʙʳʪʴ ʥʘʟʥʘʯʝʥ ʦʜʠʥ ʦʩʥʦʚʥʦʡ ʩʝʨʚʝʨ ʫ ʢʘʞʜʦʛʦ ʟʘʱʠʱʘʝʤʦʛʦ 
ʨʝʩʫʨʩʘ. 

o WebSocket. ɿʥʘʯʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʚʳʜʝʣʝʥʥʳʡ ʩʝʨʚʝʨ ʩ 
ʧʦʜʜʝʨʞʢʦʡ WSS/WS. ʉʦʝʜʠʥʝʥʠʝ ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ ʦʩʪʘʝʪʩʷ ʘʢʪʠʚʥʳʤ 
ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʥʦ ʥʝ ʙʫʜʝʪ ʨʘʟʦʨʚʘʥʦ ʣʶʙʦʡ ʠʟ ʩʪʦʨʦʥ. 

o ʇʦ ʧʨʝʬʠʢʩʫ. ɿʥʘʯʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʩʝʨʚʝʨ. ʇʨʠ ʚʳʙʦʨʝ ʜʘʥʥʦʛʦ 
ʟʥʘʯʝʥʠʷ ʜʦʩʪʫʧʥʦ ʧʦʣʝ ʇʨʝʬʠʢʩ ʚ URL. ʇʦʣʝ ʟʘʜʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʯʘʩʪʴ URL-
ʘʜʨʝʩʘ, ʢʦʪʦʨʘʷ ʧʦʷʚʣʷʝʪʩʷ ʤʝʞʜʫ ʜʦʤʝʥʥʳʤ ʠʤʝʥʝʤ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ (ʧʦʨʪ) 
ʠ ʬʨʘʛʤʝʥʪʦʤ URL-ʘʜʨʝʩʘ ʩʪʨʘʥʠʮʳ. 

¶ IP-ɸʜʨʝʩʘ. ʇʦʣʷ ʟʘʜʘʶʪ IP-ʘʜʨʝʩʘ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ (IPv4) ʠ ʧʦʨʪ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ). 

¶ ʊʠʧ ʨʘʩʧʨʝʜʝʣʝʥʠʷ. ɺʳʙʦʨ ʘʣʛʦʨʠʪʤʘ, ʨʘʩʧʨʝʜʝʣʷʶʱʝʛʦ ʥʘʛʨʫʟʢʫ ʤʝʞʜʫ ʩʝʨʚʝʨʘʤʠ. 
ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 

o roundrobin. ɿʘʧʨʦʩʳ ʦʪʧʨʘʚʣʷʶʪʩʷ ʢ ʩʝʨʚʝʨʘʤ ʧʦ ʦʯʝʨʝʜʠ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ 
ʟʘʛʨʫʟʢʠ. 

o static-rr. ʉʪʘʪʠʯʝʩʢʠʡ ʪʠʧ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ. ɸʣʛʦʨʠʪʤ ʘʥʘʣʦʛʠʯʝʥ rounrobin, 
ʥʦ ʧʨʠ ʠʟʤʝʥʝʥʠʠ ʥʘʛʨʫʟʢʠ ʥʘ ʦʜʠʥ ʠʟ ʩʝʨʚʝʨʦʚ ʦʯʝʨʝʜʥʦʩʪʴ ʦʧʨʘʚʢʠ ʟʘʧʨʦʩʦʚ ʥʝ 
ʠʟʤʝʥʠʪʩʷ. 

o leastconn. ɿʘʧʨʦʩ ʦʪʧʨʘʚʣʷʝʪʩʷ ʢ ʩʝʨʚʝʨʫ ʩ ʥʘʠʤʝʥʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʦʪʢʨʳʪʳʭ 
ʩʦʝʜʠʥʝʥʠʡ. 

o first. ɿʘʧʨʦʩ ʦʪʧʨʘʚʣʷʶʪʩʷ ʧʝʨʚʦʤʫ ʜʦʩʪʫʧʥʦʤʫ ʩʝʨʚʝʨʫ. 
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o source. ɿʘʧʨʦʩʳ ʩ ʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ ʚʩʝʛʜʘ ʦʪʧʨʘʚʣʷʶʪʩʷ ʥʘ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʩʝʨʚʝʨ. 

¶ Redispatch. ʏʝʢʙʦʢʩ ʚʢʣʶʯʘʝʪ ʧʝʨʝʨʘʩʧʨʝʜʝʣʝʥʠʝ ʟʘʧʨʦʩʦʚ ʧʦʩʣʝ ʦʙʨʳʚʘ ʩʦʝʜʠʥʝʥʠʷ ʩ 
ʢʘʢʠʤ-ʣʠʙʦ ʩʝʨʚʝʨʦʤ. 

¶ HTTP/WS. ʏʝʢʙʦʢʩ ʚʢʣʶʯʘʝʪ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʳʢʣʶʯʝʥ. ɽʩʣʠ 
ʯʝʢʙʦʢʩ ʚʳʢʣʶʯʝʥ, ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

o ɼʦʩʪʫʧʥʘʷ ʚʝʨʩʠʷ HTTP. ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʚʝʨʩʠʶ ʧʨʦʪʦʢʦʣʘ 
HTTP, ʠʩʧʦʣʴʟʫʝʤʫʶ ʥʘ ʩʝʨʚʝʨʝ (ʟʥʘʯʝʥʠʷ: HTTP/1.1; HTTP/2; HTTP/3). 

o CA-ʩʝʨʪʠʬʠʢʘʪ. ʂʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ. ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʙʫʜʝʪ ʩʦʭʨʘʥʝʥ 
ʧʦʩʣʝ ʧʝʨʚʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ. ɿʘʛʨʫʞʘʝʤʳʡ ʩʝʨʪʠʬʠʢʘʪ ʜʦʣʞʝʥ ʩʦʚʧʘʜʘʪʴ ʩ 
ʩʝʨʪʠʬʠʢʘʪʦʤ ʥʘ ʩʝʨʚʝʨʝ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʩʝʨʪʠʬʠʢʘʪʳ ʥʝ ʩʦʚʧʘʜʫʪ, ʪʦ ʧʨʠ ʧʝʨʚʦʤ 
ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʝʨʚʝʨʫ ʙʫʜʝʪ ʚʳʜʘʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʦʰʠʙʢʘ. 

o ʉʝʨʪʠʬʠʢʘʪ ʜʚʫʩʪʦʨʦʥʥʝʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʏʝʢʙʦʢʩ ʜʦʩʪʫʧʝʥ ʧʦʩʣʝ ʟʘʛʨʫʟʢʠ 
ʉɸ-ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʧʦʟʚʦʣʷʝʪ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʦʣʝ ʜʣʷ ʟʘʛʨʫʟʢʠ ʩʝʨʪʠʬʠʢʘʪʘ 
ʜʚʫʩʪʦʨʦʥʥʝʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʉʝʨʪʠʬʠʢʘʪ ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʣʶʯʠ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʩʝʨʪʠʬʠʢʘʪʘ ʢʣʠʝʥʪʘ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʩʝʨʚʝʨʫ. 

¶ ɿʘɦʠʪʘ CSRF. ʏʝʢʙʦʢʩ ʚʢʣʶʯʘʝʪ ʟʘʱʠʪʫ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ ʦʪ ʘʪʘʢʠ CSRF (cross-site 
request forgery, ʧʦʜʜʝʣʢʘ ʤʝʞʩʘʡʪʦʚʳʭ ʟʘʧʨʦʩʦʚ), ʧʨʠ ʚʢʣʶʯʝʥʥʦʤ ʧʘʨʘʤʝʪʨʝ ʜʦʩʪʫʧʥʦ ʧʦʣʝ 
ɺʨʝʤʝʥʥʦʝ ʦʢʥʦ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ɿʈ, ʧʦʣʝ ʦʧʨʝʜʝʣʷʝʪ ʧʨʦʤʝʞʫʪʦʢ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ 
ʢʦʪʦʨʦʛʦ ʪʦʢʝʥ ʩʯʠʪʘʝʪʩʷ ʜʝʡʩʪʚʠʪʝʣʴʥʳʤ. ʇʨʠ ʚʳʢʣʶʯʝʥʥʦʤ ʯʝʢʙʦʢʩʝ ɿʘʱʠʪʘ CSRF 
ʜʦʩʪʫʧʥʘ ʥʘʩʪʨʦʡʢʘ: 

o Cache. ʏʝʢʙʦʢʩ ʚʢʣʶʯʘʝʪ ʢɻ ʰ ʜʣʷ ʩʝʨʚʝʨʘ ʥʘ WAF Dallas Lock, ʯʪʦ ʧʦʟʚʦʣʷʝʪ 
ʩʥʠʟʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʢ ʩʝʨʚʝʨʫ. 

¶ Keep-Alive or Close connection. ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʩ ʧʦʟʚʦʣʷʶʱʠʡ ʚʳʙʨʘʪʴ ʧʦʜʜʝʨʞʢʫ 
ʦʪʢʨʳʪʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʩ ʟʘʱʠʱʘʝʤʳʤ ʩʝʨʚʝʨʦʤ. ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 

o http-keep-alive. ʈʝʞʠʤ ʧʦʩʪʦʷʥʥʦʛʦ HTTP-ʩʦʝʜʠʥʝʥʠʷ. 

o http-server-close. HTTP-ʩʦʝʜʠʥʝʥʠʝ ʟʘʢʨʳʚʘʝʪʩʷ ʥʘ ʩʪʦʨʦʥʝ ʩʝʨʚʝʨʘ. ʇʨʠ ʵʪʦʤ ʥʘ 
ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ ʩʦʭʨʘʥʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʜʝʨʞʢʠ ʧʦʩʪʦʷʥʥʦʛʦ HTTP-
ʩʦʝʜʠʥʝʥʠʷ. 

o httpclose. HTTP-ʩʦʝʜʠʥʝʥʠʝ ʟʘʢʨʳʚʘʝʪʩʷ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ ʠʣʠ ʩʝʨʚʝʨʘ, ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʛʜʝ ʫʩʪʘʥʦʚʣʝʥʘ ʵʪʘ ʦʧʮʠʷ. 

o http-pretend-keepalive. ʀʤʠʪʘʮʠʷ ʧʦʜʜʝʨʞʢʠ ʘʢʪʠʚʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ (keep-alive) ʩ 
ʩʝʨʚʝʨʦʤ ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʩʦʝʜʠʥʝʥʠʝ ʙʫʜʝʪ ʟʘʢʨʳʪʦ ʧʦʩʣʝ 
ʦʪʧʨʘʚʢʠ ʦʪʚʝʪʘ. 

¶ ʈʘʩʰʠʨʝʥʥʳʝ ʥʘʩʪʨʦʡʢʠ. ʏʝʢʙʦʢʩ ʚʢʣʶʯʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠ ʜʝʣʘʝʪ 
ʜʦʩʪʫʧʥʳʤʠ ʥʘʩʪʨʦʡʢʠ: 

o ʊʘʡʤ-ʘʫʪ ʩʝʨʚʝʨʘ. ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʧʨʘʚʢʠ ʜʘʥʥʳʭ 
ʩʝʨʚʝʨʫ. 

o ʊʘʡʤ-ʘʫʪ ʧʦʜʢʣʶʯʝʥʠʡ. ɿʘʜʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʫʩʧʝʰʥʦʛʦ 
ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ. 

o ʊʘʡʤ-ʘʫʪ ʩʦʩʪʦʷʥʠʷ. ɿʘʜʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʪʘʡʤ-ʘʫʪ ʩʝʨʚʝʨʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 
ʩʦʝʜʠʥʝʥʠʷ. 

o Check server. ʏʝʢʙʦʢʩ ʚʢʣʶʯʘʝʪ ʧʨʦʚʝʨʢʫ ʥʘ ʩʪʦʨʦʥʝ ʩʝʨʚʝʨʘ. 

o Forward-For. ʏʝʢʙʦʢʩ ʚʢʣʶʯʘʝʪ ʜʦʙʘʚʣʝʥʠʝ ʟʘʛʦʣʦʚʢʘ X-Forwarded-For ʚ ʟʘʧʨʦʩʳ, 
ʦʪʧʨʘʚʣʷʝʤʳʝ ʥʘ ʩʝʨʚʝʨ. 

¶ ʆʧʠʩʘʥʠʝ. ʇʦʣʝ ʜʦʙʘʚʣʷʝʪ ʧʨʦʠʟʚʦʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ. ʆʧʠʩʘʥʠʝ ʙʫʜʝʪ 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʧʨʠ ʚʳʙʦʨʝ ʟʘʱʠʱʘʝʤʳʭ ʩʝʨʚʝʨʦʚ ʚ ʨʘʟʜʝʣʝ 5.1.2 ʈʝʩʫʨʩʳ WAF. ɽʩʣʠ ʧʦʣʝ 
ʆʧʠʩʘʥʠʝ ʥʝ ʟʘʧʦʣʥʝʥʦ, ʪʦ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʀʤ ̫ʩʝʨʚʝʨʘ. 

ɺʢʣʘʜʢʘ ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ (ʩʤ. ʈʠʩʫʥʦʢ 50) ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʥʦʚʳʝ ʦʙʲʝʢʪʳ ʟʘʱʠʪʳ 
(ʜʦʤʝʥʳ ʜʣʷ ʠʥʩʧʝʢʮʠʠ), ʘ ʪʘʢʞʝ ʚʳʙʨʘʪʴ ʧʨʦʬʠʣʴ ʧʨʠʣʦʞʝʥʠʷ, ʨʘʟʚʝʨʥʫʪʦʛʦ ʥʘ ʵʪʦʤ ʦʙʲʝʢʪʝ, ʠ 
ʫʢʘʟʘʪʴ ʪʨʝʙʫʝʤʫʶ ʧʦʣʠʪʠʢʫ ʢʦʥʪʝʥʪʘ ʜʣʷ ʨʘʟʚʝʨʥʫʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

ʇʘʥʝʣʴ ɼʦʤʝʥʳ ʜʣʷ ʠʥʩʧʝʢʮʠʠ ɺʝʙ ʄʕ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʣʷʪʴ, ʠʟʤʝʥʷʪʴ ʠ ʫʜʘʣʷʪʴ ʜʦʤʝʥʳ ʜʣʷ 
ʠʥʩʧʝʢʮʠʠ. ɼʦʙʘʚʣʝʥʠʝ ʜʦʤʝʥʦʚ ʜʣʷ ʠʥʩʧʝʢʮʠʠ ʤʦʞʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʛʦ WAF Dallas Lock ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʠʣʠ 
ʛʦʪʦʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʛʦ ʩʪʦʨʦʥʥʠʤ ʋʎ, ʧʦʜʨʦʙʥʝʝ ʚ ʨʘʟʜʝʣʝ 5.7.1 ʉʝʨʚʝʨʥʳʝ 
ʩʝʨʪʠʬʠʢʘʪʳ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʛʦ WAF Dallas Lock 
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ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʥʝʦʙʭʦʜʠʤʦ ʚ ʚʳʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ ʚʳʙʨʘʪʴ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʝʨʪʠʬʠʢʘʪ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ 
ʩʪʦʨʦʥʥʠʤ ʋʎ. ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ çéè, ʚʳʙʨʘʪʴ ʬʘʡʣ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 
ɿʘʛʨʫʟʠʪʴ. 

ʇʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʦʪʢʨʦʝʪʩʷ ʩʪʨʘʥʠʮʘ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʟʘʱʠʱʘʝʤʦʛʦ 
ʨʝʩʫʨʩʘ. 

 

ʈʠʩʫʥʦʢ 50. ɼʦʙʘʚʣʝʥʠʝ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ 

5.1.2.1 ʆʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ 

ʅʘ ʚʢʣʘʜʢʝ ʆʙʱʠʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ, ʫʢʘʟʘʚ 
ʟʘʱʠʱʘʝʤʳʡ ʩʝʨʚʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʦʥ ʨʘʩʧʦʣʘʛʘʝʪʩʷ, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʠʚ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʳ ʩ HTTP-
ʪʨʘʬʠʢʦʤ (ʝʩʣʠ ʯʝʢʙʦʢʩ HTTP ʚʳʢʣʶʯʝʥ, ʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ HTTPS ʩʦʝʜʠʥʝʥʠʝ). ɺ ʩʣʫʯʘʝ 
ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʝʨʚʝʨʘ ʜʣʷ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʊʠʧ ʩʝʨʚʝʨʘ ʚ 
ʨʘʟʜʝʣʝ 5.1.1 ʀʥʩʧʝʢʮʠʷ WAF). ɿʘʪʝʤ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ ʚ ʨʘʙʦʪʫ 
WAF Dallas Lock, ʧʦʩʪʘʚʠʚ ʯʝʢʙʦʢʩ ʚ ʩʪʨʦʢʝ ɺʢʣʶʯʝʥʦ (ʩʤ. ʈʠʩʫʥʦʢ 51). 

 

ʈʠʩʫʥʦʢ 51. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

5.1.2.2 ʇʨʦʬʠʣʴ ʧʨʠʣʦʞʝʥʠʷ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ 

ɺʢʣʘʜʢʘ ʇʨʦʬʠʣʴ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 52) ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ʧʨʦʬʠʣʷ 
ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʛʦ ʦʙʲʝʢʪʘ. 
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ʈʠʩʫʥʦʢ 52. ʅʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣ WAF. ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ 

ʇʫʥʢʪ ʇʨʝʩʝʪʳ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʚʳʙʦʨʘ ʧʨʝʩʝʪʦʚ ʧʨʘʚʠʣ WAF Dallas Lock ʜʣʷ ʥʘʩʪʨʘʠʚʘʝʤʦʛʦ 
ʧʨʠʣʦʞʝʥʠʷ. ɺʦʟʤʦʞʥʦ ʛʨʫʧʧʠʨʦʚʘʪʴ ʥʝ ʪʦʣʴʢʦ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʧʨʝʩʝʪʳ, ʥʦ ʠ ʪʝ, ʯʪʦ ʙʳʣʠ 
ʩʦʟʜʘʥʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ (ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʝʩʝʪʳ). ɺʢʣʶʯʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚʦʟʤʦʞʥʦ, 
ʫʩʪʘʥʦʚʠʚ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ ɺʢʣʶʯʠʪ.ɹ 

ʇʫʥʢʪ ɾʫʨʥʘʣʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʦʚ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʨʝʞʠʤʘ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ 
ʧʦʩʪʫʧʘʶʱʠʭ ʟʘʧʨʦʩʦʚ ʥʘ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ (çɺʩʝ ʟʘʧʨʦʩʳè, çɿʘʧʨʦʩʳ ʩ ʦʰʠʙʢʘʤʠè). 

ʇʫʥʢʪ ʂʦʥʪʨʦʣʴ ʘʜʨʝʩʦʚ ʟʘʧʨʦʩʦʚ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʭʝʤʳ ʟʘʧʨʦʩʦʚ ʢ ʜʦʤʝʥʫ. ɼʣ ̫ʵʪʦʛʦ 
ʥʝʦʙʭʦʜʠʤʦ ʟʘʛʨʫʟʠʪʴ ʛʦʪʦʚʫʶ ʩʭʝʤʫ, ʫʢʘʟʘʪʴ ʧʦʣʠʪʠʢʫ: ʈʘʟʨʝʰʝʥʦ, ɿʘʧʨʝʱʝʥʦ ʜʣʷ 
ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʩʭʝʤʳ ʟʘʧʨʦʩʦʚ ʠ ʚʢʣʶʯʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ, ʫʩʪʘʥʦʚʠʚ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ 
ɺʢʣʶʯʠʪ.ɹ ʌʫʥʢʮʠʷ ɼʦʧʫʩʪʠʤʘʷ ʩʭʝʤʘ URL ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʛʨʫʟʢʫ ʬʘʡʣʘ ʩʭʝʤʳ ʜʦʧʫʩʪʠʤʳʭ URL. 
ʇʘʨʘʤʝʪʨ ʅʘʩʪʨʦʡʢʘ ʞʫʨʥʘʣʘ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʠ ʥʘʩʪʨʦʡʢʠ ʚʳʭʦʜʥʳʭ ʜʘʥʥʳʭ ʚ 
ʞʫʨʥʘʣʝ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʭʘʥʠʟʤʘ ʢʦʥʪʨʦʣʷ ʘʜʨʝʩʦʚ ʟʘʧʨʦʩʦʚ ʧʦʟʚʦʣʷʝʪ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʜʦʩʪʫʧ 
ʢ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʪʨʘʥʠʮʘʤ ʠʣʠ ʢʘʪʘʣʦʛʘʤ ʚʝʙ-ʩʘʡʪʘ. ɼʣʷ ʧʦʜʛʦʪʦʚʢʠ ʬʘʡʣʘ ʩ ʜʦʧʫʩʪʠʤʦʡ ʩʭʝʤʦʡ 
URL ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪ ɹʪʝʢʩʪʦʚʳʡ ʬʘʡʣ, ʛʜʝ ʢʘʞʜʘʷ ʩʪʨʦʢʘ ʜʦʣʞʥʘ ʥʘʯʠʥʘʪʴʩʷ ʩ ʩʠʤʚʦʣʘ ç/è 
ʠ ʩʦʜʝʨʞʘʪʴ ʪʦʣʴʢʦ ʦʜʠʥ ʧʫʪʴ (ʧʨʠʤʝʨ: ʠʟ URL https://example.com/product/page.php ʚʳʜʝʣʠʪʴ ʪʦʣʴʢʦ 
/product/page.php), ʚ ʩʪʨʦʢʝ ʜʦʣʞʥʳ ʦʪʩʫʪʩʪʚʦʚʘʪʴ ʣʠʰʥʠʝ ʩʠʤʚʦʣʳ (ʩʤ. ʈʠʩʫʥʦʢ 53). 
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ʉʪʨʫʢʪʫʨʘ ʟʘʧʠʩʝʡ ʚ ʬʘʡʣ ʧʦʟʚʦʣʷʝʪ ʛʠʙʢʦ ʫʧʨʘʚʣʷʪʴ ʤʝʭʘʥʠʟʤʦʤ ʢʦʥʪʨʦʣʷ ʘʜʨʝʩʦʚ 
ʟʘʧʨʦʩʦʚ: 

¶ / ð ʨʘʟʨʝʰʝʥʠʝ ʠʣʠ ʦʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢʦ ʚʩʝʤʫ ʩʘʡʪʫ; 

¶ /path ð ʨʘʟʨʝʰʝʥʠʝ ʠʣʠ ʦʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢʦ ʚʩʝʤ ʩʪʨʘʥʠʮʘʤ ʚ ʫʢʘʟʘʥʥʦʤ 
ʢʘʪʘʣʦʛʝ; 

¶ /path/page1.php ð ʨʘʟʨʝʰʝʥʠʝ ʠʣʠ ʦʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʢʦʥʢʨʝʪʥʦʡ 
ʩʪʨʘʥʠʮʝ. 

 

ʈʠʩʫʥʦʢ 53. ʌʘʡʣ ʩ ʜʦʧʫʩʪʠʤʦʡ ʩʭʝʤʦʡ URL 

ʇʫʥʢʪ ɿʘʱʠʪʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʘʚʪʦʨʠʟʘʮʠʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʜʦʤʝʥʝ. 
ʋʢʘʟʳʚʘʶʪʩʷ ʪʦʯʢʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʦʪʢʫʜʘ ʚʦʟʤʦʞʥʦ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʜʦʤʝʥʫ, ʢʦʣʠʯʝʩʪʚʦ 
ʥʝʫʩʧʝʰʥʳʭ ʧʦʧʳʪʦʢ ʚʭʦʜʘ, ʚʨʝʤʷ ʪʘʡʤʘʫʪʘ, ʘ ʪʘʢʞʝ ʥʘ ʚʳʙʦʨ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʥʝʦʙʭʦʜʠʤʦ 
ʩʦʚʝʨʰʠʪʴ ʧʨʠ ʧʨʝʚʳʰʝʥʠʠ ʥʝʫʩʧʝʰʥʳʭ ʧʦʧʳʪʦʢ ʘʚʪʦʨʠʟʘʮʠʠ ʚ ʜʦʤʝʥʝ: ɿʘʙʣʦʢʠʨʦʚʘʪʴ IP, 
ɿʘʙʣʦʢʠʨʦʚʘʪʴ ID. ɺʢʣʶʯʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚʦʟʤʦʞʥʦ, ʫʩʪʘʥʦʚʠʚ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ ɺʢʣʶʯʠʪ.ɹ 

 

ɺ ʧʦʣʝ ʊʦʯʢʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʳʚʘʪʴ ʧʫʪʴ ʢ ʩʪʨʘʥʠʮʝ ʘʚʪʦʨʠʟʘʮʠʠ, 
ʧʨʠ ʵʪʦʤ ʚʳʜʝʣʷʪʴ ʠʟ URL-ʘʜʨʝʩʘ ʧʫʪʴ (ʥʘʧʨʠʤʝʨ: ʠʟ URL 
https://example.com/path/login.php ʚʳʜʝʣʠʪʴ ʪʦʣʴʢʦ /path/login.php). 

ʇʫʥʢʪ ɿʘʱʠʪʘ API ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʚʳʙʦʨʘ ʩʭʝʤʳ ʚʳʟʦʚʘ ʧʨʦʮʝʜʫʨ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʟʘʱʠʪʫ API 
ʢʣʠʝʥʪʘ. ɺʦʟʤʦʞʥʦʩʪʴ ʚʳʙʦʨʘ ʪʠʧʘ ʟʘʛʨʫʞʘʝʤʦʡ ʩʭʝʤʳ: SOAP, XML-RPC. ɼʣʷ ʪʠʧʘ ʩʭʝʤʳ XML-RPC 
ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ ʢʦʥʝʯʥʦʡ ʪʦʯʢʠ. ʌʫʥʢʮʠʷ ɿʘʛʨʫʟʠʪʴ ʩʭʝʤʫ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʛʨʫʟʢʫ ʚʥʝʰʥʝʛʦ 
ʬʘʡʣʘ ʩʭʝʤʳ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ ʚ ʬʦʨʤʘʪʝ ç.wsdlè ʠʣʠ ç.xsdè. ʇʘʨʘʤʝʪʨ ʅʘʩʪʨʦʡʢʘ ʞʫʨʥʘʣʘ 
ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʠ ʥʘʩʪʨʦʡʢʠ ʚʳʭʦʜʥʳʭ ʜʘʥʥʳʭ ʚ ʞʫʨʥʘʣʝ. ɺʢʣʶʯʠʪʴ ʜʘʥʥʳʡ 
ʧʘʨʘʤʝʪʨ ʚʦʟʤʦʞʥʦ, ʫʩʪʘʥʦʚʠʚ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ ɺʢʣʶʯʠʪ.ɹ 

ʇʫʥʢʪ ʉʦʜʝʨʞʘʥʠʝ ʧʦʣʠʪʠʢʠ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʦʣʠʪʠʢ ʢʦʥʪʝʥʪʘ ʠ ʧʨʦʩʤʦʪʨʘ ʥʘʩʪʨʦʝʥʥʳʭ 
ʧʘʨʘʤʝʪʨʦʚ ʥʘ ʚʢʣʘʜʢʝ ʇʦʣʠʪʠʢʠ ʢʦʥʪʝʥʪʘ. ɸʢʪʠʚʠʨʦʚʘʪʴ ʧʦʣʠʪʠʢʠ ʢʦʥʪʝʥʪʘ ʚʦʟʤʦʞʥʦ, ʫʩʪʘʥʦʚʠʚ 
ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ ɺʢʣʶʯʠʪ.ɹ ʊʝʢʩʪʦʚʦʝ ʧʦʣʝ ʇʘʨʘʤʝʪʨʳ ʥʝ ʜʦʩʪʫʧʥʦ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʠ 
ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢ ʢʦʥʪʝʥʪʘ ʚ ʪʝʢʩʪʦʚʦʡ ʬʦʨʤʝ (ʩʤ. 5.1.2.3 ʇʦʣʠʪʠʢʠ ʢʦʥʪʝʥʪʘ 
ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ). 

5.1.2.3 ʇʦʣʠʪʠʢʠ ʢʦʥʪʝʥʪʘ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ 

ʅʘ ʚʢʣʘʜʢʝ ʇʦʣʠʪʠʢʘ ʢʦʥʪʝʥʪʘ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʥʘʙʦʨ ʜʦʧʫʩʪʠʤʳʭ ʠʩʪʦʯʥʠʢʦʚ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ 
ʨʝʩʫʨʩʘ (ʩʤ. ʈʠʩʫʥʦʢ 54). 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
54 

 

ʈʠʩʫʥʦʢ 54. ʅʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣ WAF. ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ 

ʇʦʣʠʪʠʢʘ ʢʦʥʪʝʥʪʘ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ (Content Security Policy) ð ʤʝʭʘʥʠʟʤ ʟʘʱʠʪʳ ʚʝʙ-ʩʘʡʪʦʚ 
ʦʪ ʘʪʘʢ ʪʠʧʘ ʤʝʞʩʘʡʪʦʚʦʛʦ ʩʢʨʠʧʪʠʥʛʘ (XSS) ʠ ʜʨʫʛʠʭ ʫʛʨʦʟ, ʩʚʷʟʘʥʥʳʭ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʥʝʜʦʚʝʨʝʥʥʳʭ ʨʝʩʫʨʩʦʚ. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʦʣʠʪʠʢʠ ʢʦʥʪʝʥʪʘ: 

¶ DEFAULT-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʚʩʝʭ ʪʠʧʦʚ ʢʦʥʪʝʥʪʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 
ʟʘʛʨʫʞʝʥʳ ʙʝʟ ʢʦʥʢʨʝʪʥʦʡ ʥʘʩʪʨʦʡʢʠ ʜʨʫʛʠʭ ʧʦʣʠʪʠʢ; 

¶ SCRIPT-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʟʘʛʨʫʟʢʠ ʩʮʝʥʘʨʠʝʚ; 

¶ STYLE-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʟʘʛʨʫʟʢʠ CSS ʬʘʡʣʦʚ; 

¶ IMG-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʟʘʛʨʫʟʢʠ ʠʟʦʙʨʘʞʝʥʠʡ; 

¶ CONNECT-SRC ð ʦʧʨʝʜʝʣʷʝʪ ʩ ʢʘʢʠʤʠ ʜʦʤʝʥʘʤʠ ʚʦʟʤʦʞʥʦ ʩʦʟʜʘʪʴ ʩʦʝʜʠʥʝʥʠʝ ʯʝʨʝʟ 
AJAX ʠʣʠ WebSocket; 

¶ FONT-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʟʘʛʨʫʟʢʠ ʰʨʠʬʪʦʚ; 

¶ OBJECT-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʟʘʛʨʫʟʢʠ ʦʙʲʝʢʪʦʚ HTML; 

¶ MEDIA-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʤʫʣʴʪʠʤʝʜʠʡʥʳʭ ʬʘʡʣʦʚ; 

¶ FRAME-SRC ð ʦʧʨʝʜʝʣʷʝʪ ʘʜʨʝʩʘ ʩ ʢʦʪʦʨʳʭ ʚʦʟʤʦʞʥʦ ʨʘʟʤʝʱʝʥʠʝ iframe (ʵʣʝʤʝʥʪ HTML, 
ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʚʩʪʨʘʠʚʘʪʴ ʚʥʝʰʥʠʡ ʢʦʥʪʝʥʪ ʚʥʫʪʨʠ ʪʝʢʫʱʝʛʦ ʜʦʢʫʤʝʥʪʘ); 

¶ SANDBOX ð ʩʦʟʜʘʝʪ ʠʟʦʣʠʨʦʚʘʥʥʫʶ ʩʨʝʜʫ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʦʜʘ, ʧʦʟʚʦʣʷʶʱʫʶ 
ʙʣʦʢʠʨʦʚʘʪʴ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʳʝ ʜʝʡʩʪʚʠʷ; 

¶ REPORT-URI ð ʦʧʨʝʜʝʣʷʝʪ ʘʜʨʝʩʘ, ʢʫʜʘ ʦʪʧʨʘʚʣʷʶʪʩʷ ʦʪʯʝʪʳ ʦ ʥʘʨʫʰʝʥʠʷʭ CSP; 

¶ CHILD-SRC ð ʦʛʨʘʥʠʯʠʚʘʝʪ ʠʩʪʦʯʥʠʢʠ ʢʦʥʪʝʥʪʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚ 
ʧʣʘʛʠʥʘʭ ʠʣʠ ʚʩʪʨʦʝʥʥʳʭ ʦʙʲʝʢʪʘʭ; 

¶ FORM-ACTION ð ʦʧʨʝʜʝʣʷʝʪ ʚʥʝʰʥʠʝ ʜʦʤʝʥ,r ʢʦʪʦʨʳʤ ʨʘʟʨʝʰʝʥʦ ʦʙʨʘʙʘʪʳʚʘʪʴ ʬʦʨʤʳ; 

¶ FRAME-ANCESTORS ð ʦʧʨʝʜʝʣʷʝʪ ʚʥʝʰʥʠʝ ʜʦʤʝʥ,r ʢʦʪʦʨʳʤ ʨʘʟʨʝʰʝʥʦ ʩʦʜʝʨʞʘʪʴ 
ʪʝʢʫʱʠʡ ʩʘʡʪ ʚ iframe; 

¶ PLUGIN-TYPES ð ʦʧʨʝʜʝʣʷʝʪ ʪʠʧr ʨʘʟʨʝʰʝʥʥʳʭ ʧʣʘʛʠʥʦʚ. 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʜʣʷ ʢʘʞʜʦʡ ʧʦʣʠʪʠʢʠ ʢʦʥʪʝʥʪʘ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʥʝʩʢʦʣʴʢʦ ʟʥʘʯʝʥʠʡ, ʜʣʷ ʵʪʦʛʦ 
ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ + ʠ ʜʦʙʘʚʠʪʴ ʝʱʝ ʦʜʥʦ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. ʂʘʞʜʦʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ 
ʜʦʣʞʥʦ ʙʳʪʴ ʫʢʘʟʘʥʦ ʚ ʦʪʜʝʣʴʥʦʤ ʪʝʢʩʪʦʚʦʤ ʧʦʣʝ. 

ʇʦʣʷ ʧʦʣʠʪʠʢ ʢʦʥʪʝʥʪʘ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʩʣʝʜʫʶʱʠʝ ʟʘʧʠʩʠ: 

¶ óselfô ð ʟʘʛʨʫʟʢʘ ʦʙʲʝʢʪʦʚ ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʩ ʪʝʢʫʱʝʛʦ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ; 
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¶ ʜʦʤʝʥ (ʧʨʠʤʝʨ: example.com) ð ʟʘʛʨʫʟʢʘ ʦʙʲʝʢʪʦʚ ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ 
ʜʦʤʝʥʘ; 

¶ ʜʦʤʝʥ ʠ ʧʦʜʜʦʤʝʥʳ (ʧʨʠʤʝʨ: *.domain.com) ð ʟʘʛʨʫʟʢʘ ʦʙʲʝʢʪʦʚ ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʩ 
ʚʳʙʨʘʥʥʦʛʦ ʜʦʤʝʥʘ ʠ ʝʛʦ ʧʦʜʜʦʤʝʥʦʚ; 

¶ * ð ʟʘʛʨʫʟʢʘ ʨʘʟʨʝʰʝʥʘ ʩ ʣʶʙʦʛʦ ʜʦʤʝʥʘ; 

¶ URL (ʧʨʠʤʝʨ: https://example.com/reports) ð ʩʩʳʣʢʘ ʥʘ ʭʨʘʥʠʣʠʱʝ ʜʣʷ ʭʨʘʥʝʥʠʷ ʦʪʯʝʪʦʚ 
(ʪʦʣʴʢʦ ʜʣʷ ʧʘʨʘʤʝʪʨʘ REPORT-URL); 

¶ none ð ʟʘʛʨʫʟʢʘ ʦʙʲʝʢʪʦʚ ʟʘʧʨʝʱʝʥʘ ʩ ʣʶʙʦʛʦ ʜʦʤʝʥʘ; 

¶ ʧʫʩʪʦʝ ʧʦʣʝ ð ʦʛʨʘʥʠʯʝʥʠʷ ʥʝ ʧʨʠʤʝʥʷʶʪʩʷ. 

 

ɼʣʷ ʙʦʣʝʝ ʛʠʙʢʦʡ ʥʘʩʪʨʦʡʢʠ ʧʦʣʠʪʠʢʠ ʢʦʥʪʝʥʪʘ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 
ʠʟʫʯʠʪʴ ʜʦʢʫʤʝʥʪʘʮʠʶ ʥʘ Content Security Policy (CSP). 

ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʜʫʨʳ ʩʦʟʜʘʥʠʷ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ 
ʠ ʇʨʠʤʝʥʠʪʴ. 

5.1.2.4 ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʘʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʨʘʥʝʝ ʥʘʩʪʨʦʝʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ 
ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʥʝʦʙʭʦʜʠʤʦ ʚʝʨʥʫʪʩɹʷ ʥʘ ʚʢʣʘʜʢʫ ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ (ʈʠʩʫʥʦʢ 55) ʠ 
ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʥʘʧʨʦʪʠʚ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ. 

 

ʈʠʩʫʥʦʢ 55. ɼʦʙʘʚʣʝʥʠʝ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ 

ʅʘ ʚʢʣʘʜʢʝ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʩʤ. ʈʠʩʫʥʦʢ 56) ʤʦʞʥʦ ʫʧʨʘʚʣʷʪʴ ʚʦʟʤʦʞʥʦʩʪʴʶ 
ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ ʠ ʙʣʦʢʠʨʦʚʢʠ ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ ʧʨʠ ʧʦʤʦʱʠ ʛʨʘʬʘ ʩʚʷʟʝʡ. 

 

ʈʠʩʫʥʦʢ 56. ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
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ɻʨʘʬ ʩʚʷʟʠ ʠ ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ ʦʩʥʦʚʘʥ ʥʘ ʪʝʦʨʠʠ ʛʨʘʬʦʚ ʠ ʩʦʜʝʨʞʠʪ 
ʚ ʩʝʙʝ ʩʣʝʜʫʶʱʠʝ ʧʦʥʷʪʠʷ: 

¶ ɻʨʘʬ ʩʚʷʟʝʡ ð ʩʦʚʦʢʫʧʥʦʩʪʴ ʜʘʥʥʳʭ ʦ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ, ʚʢʣʶʯʘʶʱʘʷ 
ʩʧʠʩʦʢ ʫʟʣʦʚ ʠ ʨʝʙʝʨ ʛʨʘʬʘ, ʘ ʪʘʢʞʝ ʦʙʱʠʡ ʚʝʩʦʚʦʡ ʢʦʵʬʬʠʮʠʝʥʪ ʛʨʘʬʘ 
ʩʚʷʟʝʡ. 

¶ ʋʟʝʣ ð URL-ʩʩʳʣʢʘ ʥʘ ʩʪʨʘʥʠʮʫ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ, ʧʨʝʜʩʪʘʚʣʷʶʱʘʷ 
ʵʣʝʤʝʥʪ ʛʨʘʬʘ. 

¶ ʋʟʝʣ-ʠʩʪʦʯʥʠʢ ð ʫʟʝʣ (ʩʩʳʣʢʘ), ʩ ʢʦʪʦʨʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʝʨʝʭʦʜʠʪ ʥʘ ʜʨʫʛʫʶ 
ʩʪʨʘʥʠʮʫ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ. 

¶ ʎʝʣʝʚʦʡ ʫʟʝʣ ð ʫʟʝʣ ʥʘʟʥʘʯʝʥʠʷ, ʥʘ ʢʦʪʦʨʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʳʪʘʝʪʩʷ ʧʝʨʝʡʪʠ 
ʩ ʫʟʣʘ-ʠʩʪʦʯʥʠʢʘ. 

¶ ʈʝʙʨʦ ʛʨʘʬʘ ð ʩʚʷʟʴ ʤʝʞʜʫ ʜʚʫʤʷ ʫʟʣʘʤʠ ʛʨʘʬʘ. ʈʝʙʨʦ ʤʦʞʝʪ ʙʳʪʴ 
ʥʘʧʨʘʚʣʝʥʥʳʤ (ʦʪ ʫʟʣʘ-ʠʩʪʦʯʥʠʢʘ ʢ ʮʝʣʝʚʦʤʫ ʫʟʣʫ) ʠʣʠ ʜʚʫʩʪʦʨʦʥʥʠʤ 
(ʦʙʦʟʥʘʯʘʪʴ ʧʨʷʤʦʡ ʠ ʦʙʨʘʪʥʳʡ ʧʝʨʝʭʦʜ ʤʝʞʜʫ ʫʟʣʘʤʠ). 

¶ ɺʝʩʦʚʦʡ ʢʦʵʬʬʠʮʠʝʥʪ ʦʪʜʝʣʴʥʦʡ ʩʚʷʟʠ ð ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ 
ʦʪʨʘʞʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʭʦʜʦʚ ʧʦ ʨʝʙʨʫ, ʚʳʧʦʣʥʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚʦ 
ʚʨʝʤʷ ʦʙʫʯʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʝʡ. 

¶ ɺʝʩʦʚʦʡ ʢʦʵʬʬʠʮʠʝʥʪ ʛʨʘʬʘ ʩʚʷʟʝʡ ð ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʤʠʥʠʤʘʣʴʥʳʡ ʧʦʨʦʛ ʜʣʷ ʚʝʩʦʚʳʭ ʢʦʵʬʬʠʮʠʝʥʪʦʚ ʨʝʙʝʨ ʚ 
ʛʨʘʬʝ. ɽʩʣʠ ʚʝʩ ʨʝʙʨʘ ʩʚʷʟʠ ʤʝʞʜʫ ʫʟʣʦʤ-ʠʩʪʦʯʥʠʢʦʤ ʠ ʮʝʣʝʚʳʤ ʫʟʣʦʤ ʥʠʞʝ 
ʵʪʦʛʦ ʧʦʨʦʛʘ, ʧʝʨʝʭʦʜ ʤʝʞʜʫ ʥʠʤʠ ʙʫʜʝʪ ʟʘʙʣʦʢʠʨʦʚʘʥ. 

ʕʪʠ ʵʣʝʤʝʥʪʳ ʬʦʨʤʠʨʫʶʪ ʩʪʨʫʢʪʫʨʫ ʛʨʘʬʘ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʘʥʘʣʠʟʘ 
ʪʨʘʬʠʢʘ ʠ ʙʣʦʢʠʨʦʚʢʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʭ ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ. 

ɼʣʷ ʦʙʫʯʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʠ ʥʝʦʙʭʦʜʠʤʦ ʚ ʪʝʢʩʪʦʚʦʤ ʧʦʣʝ ʂʦʣʠʯʝʩʪʚʦ ʧʝʨʝʭʦʜʦʚ ʫʢʘʟʘʪʴ ʦʙʲʝʤ 
ʚʳʙʦʨʢʠ ʜʣʷ ʦʙʫʯʝʥʠʷ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʪʘʨʪ. ɿʘʪʝʤ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʦʪʢʨʳʪʴ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ ʧʦ ʜʦʤʝʥʥʦʤʫ ʠʤʝʥʠ (ʥʘʧʨʠʤʝʨ: https://server.dl.local); 

¶ ʚʳʧʦʣʥʠʪʴ ʚʩʝ ʚʦʟʤʦʞʥʳʝ ʧʝʨʝʭʦʜʳ ʦʪ ʫʟʣʦʚ-ʠʩʪʦʯʥʠʢʦʚ ʢ ʮʝʣʝʚʳʤ ʫʟʣʘʤ (ʥʘʧʨʠʤʝʨ: 
ʧʝʨʝʡʪʠ ʚ ʨʘʟʜʝʣ ʤʝʥʶ, ʧʝʨʝʡʪʠ ʥʘ ʩʪʨʘʥʠʮʫ ʘʚʪʦʨʠʟʘʮʠʠ, ʘʚʪʦʨʠʟʦʚʘʪʴʩʷ, ʦʙʥʦʚʠʪʴ 
ʩʪʨʘʥʠʮʫ). 

ɺ ʧʨʦʮʝʩʩʝ ʦʙʫʯʝʥʠʷ ʙʫʜʫʪ ʩʦʟʜʘʥʳ ʫʟʣʳ ʛʨʘʬʘ ʠ ʨʝʙʨʘ ʩʚʷʟʠ ʤʝʞʜʫ ʥʠʤʠ. ɼʣʷ ʢʘʞʜʦʛʦ ʨʝʙʨʘ ʙʫʜʝʪ 
ʫʩʪʘʥʦʚʣʝʥʦ ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʭʦʜʦʚ ʧʦ ʤʘʨʰʨʫʪʫ ʦʪ ʫʟʣʘ-ʠʩʪʦʯʥʠʢʘ ʢ ʮʝʣʝʚʦʤʫ ʫʟʣʫ. ʇʨʦʮʝʩʩ 
ʦʙʫʯʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʠ ʤʦʞʥʦ ʧʨʠʦʩʪʘʥʦʚʠʪʴ ʥʘʞʘʪʠʝʤ ʢʥʦʧʢʠ ʆʩʪʘʥʦʚʠʪʴ. 

 

ʇʨʠ ʦʙʫʯʝʥʠʠ ʛʨʘʬʘ ʩʚʷʟʝʡ ʠ ʧʝʨʝʭʦʜʦʚ ʥʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ ʨʘʟʣʠʯʥʳʝ ʩʮʝʥʘʨʠʠ 
ʜʦʩʪʫʧʘ ʢ ʫʟʣʘʤ (ʩʪʨʘʥʠʮʘʤ) ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ. ʆʜʠʥ ʠʟ ʚʘʞʥʳʭ ʘʩʧʝʢʪʦʚ ð ʵʪʦ 
ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʷʤʦʛʦ ʧʝʨʝʭʦʜʘ ʥʘ ʫʟʝʣ ʯʝʨʝʟ ʚʚʦʜ URL-ʘʜʨʝʩʘ ʚ ʩʪʨʦʢʫ ʧʦʠʩʢʘ 
ʙʨʘʫʟʝʨʘ ʠʣʠ ʧʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʯʝʨʝʟ ʚʥʝʰʥʠʝ ʩʩʳʣʢʠ, ʪʘʢʠʝ ʢʘʢ ʧʦʠʩʢʦʚʘʷ ʚʳʜʘʯʘ 
ʠʣʠ ʜʨʫʛʦʡ ʩʘʡʪ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦʝ ʦʙʫʯʝʥʠʝ ʛʨʘʬʘ ʤʦʞʥʦ ʚʳʧʦʣʥʠʪʴ, ʥʘʞʘʚ ʢʥʦʧʢʫ ʉʪʘʨʪ, ʧʨʠ ʵʪʦʤ ʥʝʦʙʭʦʜʠʤʦ 
ʫʢʘʟʘʪʴ ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ ʚ ʧʦʣʝ ʂʦʣʠʯʝʩʪʚʦ ʧʝʨʝʭʦʜʦʚ (ʝʩʣʠ ʨʘʥʝʝ ʙʳʣʦ ʫʢʘʟʘʥʦ ʢʦʣʠʯʝʩʪʚʦ 
ʧʝʨʝʭʦʜʦʚ 5000, ʪʦ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ 500 ʧʝʨʝʭʦʜʦʚ ʥʫʞʥʦ ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ 5500). ɺ ʭʦʜʝ 
ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʦʙʫʯʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʥʦʚʳʝ ʫʟʣʳ, ʥʦʚʳʝ ʨʝʙʨʘ ʩʚʷʟʠ, ʘ ʪʘʢʞʝ 
ʠʟʤʝʥʝʥʳ ʚʝʩʦʚʳʝ ʢʦʵʬʬʠʮʠʝʥʪʳ ʩʫʱʝʩʪʚʫʶʱʠʭ ʨʝʙʝʨ. ɼʣʷ ʦʯʠʩʪʢʠ ʩʦʜʝʨʞʠʤʦʛʦ ʛʨʘʬʘ ʩʚʷʟʝʡ 
ʤʦʞʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʯʠʩʪʠʪʴ. 

ʇʦʣʝ ʇʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʟʘʜʘʝʪ ʤʠʥʠʤʘʣʴʥʳʡ ʚʝʩʦʚʦʡ ʢʦʵʬʬʠʮʠʝʥʪ ʨʝʙʨʘ ʩʚʷʟʠ, ʧʨʠ ʢʦʪʦʨʦʤ 
ʧʝʨʝʭʦʜ ʩʯʠʪʘʝʪʩʷ ʨʘʟʨʝʰʝʥʥʳʤ. ʂʥʦʧʢʘ ɺʢʣʶʯʠʪʴ ʘʢʪʠʚʠʨʫʝʪ ʘʥʘʣʠʟ ʪʨʘʬʠʢʘ ʠ ʙʣʦʢʠʨʦʚʢʫ 
ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʛʨʘʬʘ ʩʚʷʟʝʡ. ɸʥʘʣʠʟ ʪʨʘʬʠʢʘ ʧʨʦʠʟʚʦʜʠʪʩʷ 
ʥʘ ʦʩʥʦʚʝ ʩʨʘʚʥʝʥʠʷ ʧʝʨʝʭʦʜʘ ʤʝʞʜʫ ʫʟʣʦʤ-ʠʩʪʦʯʥʠʢʦʤ ʠ ʮʝʣʝʚʳʤ ʫʟʣʦʤ ʚ ʪʨʘʬʠʢʝ ʩ ʧʘʨʘʤʝʪʨʘʤʠ 
ʛʨʘʬʘ ʩʚʷʟʝʡ. ɹʣʦʢʠʨʦʚʢʘ ʧʝʨʝʭʦʜʘ ʧʨʦʠʩʭʦʜʠʪ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʝʩʣʠ ʚ ʦʙʫʯʝʥʥʦʤ ʛʨʘʬʝ ʩʚʷʟʝʡ ʦʪʩʫʪʩʪʚʫʝʪ ʨʝʙʨʦ ʩʚʷʟʠ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʫʟʣʫ-ʠʩʪʦʯʥʠʢʫ 
ʠ ʮʝʣʝʚʦʤʫ ʫʟʣʫ; 

¶ ʜʣʷ ʨʝʙʨʘ ʩʚʷʟʠ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʫʟʣʫ-ʠʩʪʦʯʥʠʢʫ ʠ ʮʝʣʝʚʦʤʫ ʫʟʣʫ, ʫʩʪʘʥʦʚʣʝʥ ʧʘʨʘʤʝʪʨ 
çɿʘʧʨʝʪʠʪʴè; 

¶ ʝʩʣʠ ʚʝʩʦʚʦʡ ʢʦʵʬʬʠʮʠʝʥʪ ʨʝʙʨʘ ʩʚʷʟʠ ʤʝʞʜʫ ʫʟʣʦʤ-ʠʩʪʦʯʥʠʢʫ ʠ ʮʝʣʝʚʳʤ ʫʟʣʦʤ ʥʠʞʝ 
ʧʦʨʦʛʦʚʦʛʦ ʟʥʘʯʝʥʠʷ ʚʝʩʦʚʦʛʦ ʢʦʵʬʬʠʮʠʝʥʪʘ ʛʨʘʬʘ ʩʚʷʟʝʡ. 
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ɼʣʷ ʘʢʪʠʚʘʮʠʠ ʘʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʪʨʝʙʫʝʪʩʷ ʠʟʤʝʥʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ 
ʥʝʢʦʪʦʨʳʭ ʩʝʨʚʠʩʦʚ, ʯʪʦ ʧʨʠʚʝʜʝʪ ʢ ʠʭ ʧʝʨʝʟʘʧʫʩʢʫ (ʩʤ. ʈʠʩʫʥʦʢ 57). 

 
ʈʠʩʫʥʦʢ 57. ɺʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʘʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ ʠ ʙʣʦʢʠʨʦʚʢʠ ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ ʩ ʧʦʤʦʱɹʁ 
ʛʨʘʬʘ ʩʚʷʟʝʡ ʥʫʞʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʪʢʣʶʯʠʪʴ. ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʛʨʘʬʘ ʩʚʷʟʝʡ ʠ ʠʟʤʝʥʝʥʠʷ ʝʛʦ 
ʧʘʨʘʤʝʪʨʦʚ, ʩʣʝʜʫʝʪ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʪʢʨʳʪʴ ʛʨʘʬ ʩʚʷʟʝʡ. 

 

ɺʦ ʚʨʝʤʷ ʦʙʫʯʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʠ ʠʟʤʝʥʝʥʠʝ ʝʛʦ ʧʘʨʘʤʝʪʨʦʚ ʥʝʜʦʩʪʫʧʥʦ. 

ʉʪʨʘʥʠʮʘ ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʛʨʘʬʘ ʩʚʷʟʝʡ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʧʘʥʝʣʴ ʦʪʦʙʨʘʞʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʝʡ 
ʠ ʧʘʥʝʣʴ ʠʥʩʪʨʫʤʝʥʪʦʚ.  

ʉʪʨʘʥʠʮʘ ʦʪʦʙʨʘʞʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʝʡ ʠ ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ ʩʦʩʪʦʠʪ ʠʟ ʜʚʫʭ ʧʘʥʝʣʝʡ: 
ʇʘʥʝʣɹ ʦʪʦʙʨʘʞʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʝʡ ʠ ʇʘʥʝʣɹ ʥʘʩʪʨʦʝʢ. 
ʅʘ ʧʘʥʝʣʠ ʦʪʦʙʨʘʞʝʥʠʷ ʛʨʘʬʘ ʩʚʷʟʝʡ ʥʘʭʦʜʷʪʩʷ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ: 

¶ ʧʦʣʝ ʧʦʠʩʢʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʧʦʠʩʢʘ ʫʟʣʦʚ ʛʨʘʬʘ; 

¶ ʣɻʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʝʤ: ʫʚʝʣʠʯʝʥʠʝ, ʫʤʝʥʴʰʝʥʠʝ ʤʘʩʰʪʘʙʘ 
ʠ ʮʝʥʪʨʠʨʦʚʘʥʠʝ ʛʨʘʬʘ ʩʚʷʟʝʡ; 

¶ ʰʢʘʣʘ ʚʳʙʦʨʘ ʤʠʥʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʠʷ ʚʝʩʦʚʦʛʦ ʢʦʵʬʬʠʮʠʝʥʪʘ ʨʝʙʨʘ ʩʚʷʟʠ, ʧʨʠ ʢʦʪʦʨʦʤ ʥʘ 
ʧʘʥʝʣʠ ʦʪʦʙʨʘʞʝʥʠʷ ʧʦʜʩʚʝʯʠʚʘʶʪʩʷ ʨʝʙʨʘ ʩʚʷʟʠ ʩ ʢʦʵʬʬʠʮʠʝʥʪʘʤʠ ʚʳʰʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ; 

¶ ʛʨʘʬ ʩʚʷʟʝʡ, ʛʜʝ ʫʟʣʳ ʠʟʦʙʨʘʞʝʥʳ ʪʦʯʢʘʤʠ, ʘ ʩʚʷʟʠ ʤʝʞʜʫ ʥʠʤʠ ð ʢʨʠʚʳʤʠ ʣʠʥʠʷʤʠ. 

 

ʇʨʠ ʦʪʦʙʨʘʞʝʥʠʠ ʛʨʘʬʘ ʩʚʷʟʝʡ ʚʳʜʝʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ: 

¶ ʟʝʣʝʥʘ ̫ ʪʦʯʢʘ ð ʫʟʝʣ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʜʦʤʝʥʥʦʤʫ ʠʤʝʥʠ ʟʘʱʠʱʘʝʤʦʛʦ 
ʨʝʩʫʨʩʘ; 

¶ ʦʨʘʥʞʝʚʘ ̫ʪʦʯʢʘ ð ʫʟʝʣ çempty-referrerè, ʧʨʠ ʦʙʫʯʝʥʠʠ ʛʨʘʬʘ ʩʚʷʟʠ ʜʦʩʪʫʧ 
ʢ ʮʝʣʝʚʦʤʫ ʫʟʣʫ ʙʳʣ ʧʦʣʫʯʝʥ ʥʘʧʨʷʤʫʶ, ʚ ʘʜʨʝʩʥʫʶ ʩʪʨʦʢʫ ʙʳʣ ʚʚʝʜʝʥ ʘʜʨʝʩ 
ʩʪʨʘʥʠʮʳ ʩʘʡʪʘ ʠʣʠ ʧʝʨʝʭʦʜ ʙʳʣ ʦʩʫʱʝʩʪʚʣʝʥ ʩ ʧʦʩʪʦʨʦʥʥʝʛʦ ʨʝʩʫʨʩʘ; 

¶ ʨʝʙʨʦ ʩʚʷʟʠ ʯʝʨʥʦʛʦ ʮʚʝʪʘ ð ʚ ʧʘʨʘʤʝʪʨʘʭ ʛʨʘʬʘ ʩʚʷʟʝʡ ʜʣʷ ʜʘʥʥʦʛʦ ʨʝʙʨʘ 
ʫʩʪʘʥʦʚʣʝʥ ʧʘʨʘʤʝʪʨ çɿʘʧʨʝʪʠʪʴè; 

¶ ʧʨʠ ʚʳʙʦʨʝ ʫʟʣʘ ʠʣʠ ʨʝʙʨʘ ʩʚʷʟʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚʝʩʦʚʳʝ ʢʦʵʬʬʠʮʠʝʥʪʳ ʚʩʝʭ 
ʨʝʙʝʨ ʩʚʷʟʠ, ʩʚʷʟʘʥʥʳʭ ʩ ʵʣʝʤʝʥʪʦʤ ʛʨʘʬʘ. 

ʇʘʥʝʣʴ ʥʘʩʪʨʦʝʢ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʠ ʧʦʟʚʦʣʷʝʪ ʠʟʤʝʥʷʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʚʳʙʨʘʥʥʳʭ 
ʵʣʝʤʝʥʪʦʚ ʛʨʘʬʘ: 

¶ ʇʨʠ ʚʳʙʦʨʝ ʫʟʣʘ ʩʪʘʥʦʚʷʪʩʷ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʨʘʟʜʝʣʳ: 
o ʅʘʩʪʨʦʡʢʠ ʫʟʣʘ, ʚ ʢʦʪʦʨʦʤ ʦʪʦʙʨʘʞʘʶʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʨʝʙʝʨ ʩʚʷʟʠ ʜʣʷ ʜʘʥʥʦʛʦ ʫʟʣʘ; 
o ʉʚʷʟʠ ʫʟʣʘ, ʚ ʢʦʪʦʨʦʤ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʚʷʟʠ ʚʳʙʨʘʥʥʦʛʦ ʫʟʣʘ ʩ ʜʨʫʛʠʤʠ ʫʟʣʘʤʠ, 
ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʚ ʚʠʜʝ ʟʘʧʠʩʠ ç(ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʭʦʜʦʚ) ʫʟʝʣ-ʠʩʪʦʯʥʠʢ Ÿ ʮʝʣʝʚʦʡ ʫʟʝʣè, 
ʘ ʪʘʢʞʝ ʯʝʢʙʦʢʩ, ʧʦʟʚʦʣʷʶʱʠʡ ʟʘʧʨʝʪʠʪʴ ʧʝʨʝʭʦʜ ʧʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʨʝʙʨʫ ʩʚʷʟʠ. 

¶ ʇʨʠ ʚʳʙʦʨʝ ʨʝʙʨʘ ʩʚʷʟʠ ʥʘ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʩʪʘʥʦʚʠʪʩʷ ʜʦʩʪʫʧʝʥ ʨʘʟʜʝʣ ʇʝʨʝʭʦʜ, 
ʚ ʢʦʪʦʨʦʤ ʦʪʦʙʨʘʞʘʝʪʩʷ ʟʘʧʠʩʴ ʚʠʜʘ ç(ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʭʦʜʦʚ ʧʦ ʨʝʙʨʫ) ʫʟʝʣ-ʠʩʪʦʯʥʠʢ Ÿ 
ʮʝʣʝʚʦʡ ʫʟʝʣè, ʘ ʪʘʢʞʝ ʯʝʢʙʦʢʩ, ʧʦʟʚʦʣʷʶʱʠʡ ʟʘʧʨʝʪʠʪʴ ʧʝʨʝʭʦʜ ʧʦ ʨʝʙʨʫ ʩʚʷʟʠ. 
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ʇʨʠ ʠʟʤʝʥʝʥʠʠ ʧʘʨʘʤʝʪʨʦʚ ʥʘ ʧʘʥʝʣʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʨʘʟʜʝʣ ɺʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ, ʛʜʝ 
ʦʪʦʙʨʘʞʘʶʪʩʷ ʚʩʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʠ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ ʠ ʆʯʠʩʪʠʪʴ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ 
ʩʦʭʨʘʥʠʪʴ ʠʣʠ ʦʪʤʝʥʠʪʴ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

 

ʈʠʩʫʥʦʢ 58. ʇʘʨʘʤʝʪʨʳ ʛʨʘʬʘ ʩʚʷʟʝʡ 

5.1.3 ʅʘʩʪʨʦʡʢʘ ʢʣʘʩʪʝʨʠʟʘʮʠʠ 

ɺ ʨʘʤʢʘʭ WAF Dallas Lock ʨʝʘʣʠʟʦʚʘʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ 
ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʛʦ ʢʣʘʩʪʝʨʘ ʧʦ ʩʭʝʤʝ Active-Passive ʠ ʤʠʛʨʘʮʠʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ ʤʝʞʜʫ 
ʥʝʩʢʦʣʴʢʠʤʠ ʤʘʰʠʥʘʤʠ. ɺʩʝ ʫʟʣʳ ʜʝʣʷʪʩʷ ʥʘ ʜʚʘ ʪʠʧʘ: VRRP Master ʠ VRRP Backup. ɺ ʢʘʞʜʳʡ 
ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʪʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚʦ ʩ ʨʦʣʴʶ Master ʦʙʨʘʙʘʪʳʚʘʝʪ ʚʝʩʴ ʪʨʘʬʠʢ, ʩʚʷʟʘʥʥʳʡ ʩ 
ʟʘʱʠʱʘʝʤʳʤʠ ʨʝʩʫʨʩʘʤʠ. 

ʅʝʦʙʭʦʜʠʤʦ ʚ ʅʘʩʪʨʦʡʢʘʭ ʧʝʨʝʡʪʠ ʚ ʨʘʟʜʝʣ WAF ʠ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʅʘʩʪʨʦʡʢʘ ʢʣʘʩʪʝʨʠʟʘʮʠʠ 
(ʩʤ. ʈʠʩʫʥʦʢ 59). 

 

ʄʝʭʘʥʠʟʤ ʢʣʘʩʪʝʨʠʟʘʮʠʠ ʥʝ ʙʝʨʝʪ ʥʘ ʩʝʙʷ ʬʫʥʢʮʠʶ çʙʘʣʘʥʩʠʨʦʚʱʠʢʘè ʪʨʘʬʠʢʘ. 
Backup ʫʩʪʨʦʡʩʪʚʘ ʩʠʥʭʨʦʥʠʟʠʨʫʶʪʩʷ ʩ Master ʫʩʪʨʦʡʩʪʚʦʤ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ, ʥʘ 
ʢʦʪʦʨʦʝ ʧʨʠʭʦʜʠʪʩʷ ʚʩʷ ʥʘʛʨʫʟʢʘ ʩʝʪʠ. Backup ʫʩʪʨʦʡʩʪʚʦ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʧʦʜʤʝʥʳ 
ʦʩʥʦʚʥʦʛʦ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʥʦ ʚʳʡʜʝʪ ʠʟ ʩʪʨʦʷ. 

 

ʈʠʩʫʥʦʢ 59. ʇʫʥʢʪ ʅʘʩʪʨʦʡʢʘ ʢʣʘʩʪʝʨʠʟʘʮʠʠ ʚ ʤʝʥʶ 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʢʣʘʩʪʝʨ, ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʛʘʣʦʯʢʫ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʯʝʢʙʦʢʩʝ (ʩʤ. 
ʈʠʩʫʥʦʢ 60), ʧʦʩʣʝ ʯʝʛʦ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʜʚʘ ʙʣʦʢʘ: 

¶ ʅʘʩʪʨʦʡʢʠ ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ WAF, ʛʜʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʠʥʪʝʨʬʝʡʩ ʠ 
ʟʘʜʘʪʴ ʚʠʨʪʫʘʣʴʥʳʡ IP ʜʣʷ ʥʝʛʦ. 

¶ ʅʘʩʪʨʦʡʢʠ ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʨʝʧʣʠʢʘʮʠʡ, ʛʜʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ 
ʠʥʪʝʨʬʝʡʩ ʠ ʟʘʜʘʪʴ ʚʠʨʪʫʘʣʴʥʳʡ IP ʜʣʷ ʥʝʛʦ. 
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ɼʣʷ ʙʣʦʢʘ ʅʘʩʪʨʦʡʢʠ ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ WAF ʠʣʠ ʅʘʩʪʨʦʡʢʠ 
ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʨʝʧʣʠʢʘʮʠʡ ʚ ʧʦʣʝ ʀʥʪʝʨʬʝʡʩ ʤʦʛʫʪ ʙʳʪʴ 
ʚʳʙʨʘʥʳ ʪʦʣʴʢʦ ʠʥʪʝʨʬʝʡʩʳ, ʜʣʷ ʢʦʪʦʨʳʭ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʠʣʠ ʫʩʪʘʥʦʚʣʝʥ ʯʝʢʙʦʢʩ 
ɼʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʧʦʜʨʦʙʥʝʝ ʚ ʨʘʟʜʝʣʝ 6.1 ʀʥʪʝʨʬʝʡʩʳ. 

 

ʈʠʩʫʥʦʢ 60. ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʢʣʘʩʪʝʨʘ 

ʇʦʩʣʝ ʯʝʛʦ ʥʝʦʙʭʦʜʠʤʦ ʩʢʘʯʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʥʘ ʞʝʩʪʢʠʡ ʜʠʩʢ ʜʣʷ ʟʘʛʨʫʟʢʠ ʠʭ ʚ 
ʜʨʫʛʦʡ ʫʟʝʣ ʧʨʠ ʜʦʙʘʚʣʝʥʠʠ ʝʛʦ ʚ ʢʣʘʩʪʝʨ. 
ɺ ʙʣʦʢʝ ʉʧʠʩʦʢ ʫʟʣʦʚ ʦʪʦʙʨʘʟʷʪʩʷ ʫʟʣʳ, ʫʯʘʩʪʚʫʶʱʠʝ ʚ ʢʣʘʩʪʝʨʝ: Master-ʫʟʝʣ ʠ backup-
ʫʩʪʨʦʡʩʪʚʘ (ʩʤ. ʈʠʩʫʥʦʢ 61). ɿʜʝʩʴ ʞʝ ʯʝʨʝʟ ʥʘʞʘʪʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʥʦʧʦʢ ʤʦʞʥʦ ʚʳʚʝʩʪʠ ʫʟʝʣ 
ʠʟ ʢʣʘʩʪʝʨʘ ʠʣʠ ʩʜʝʣʘʪʴ ʨʝʟʝʨʚʥʦʝ ʫʩʪʨʦʡʩʪʚʦ Master-ʫʩʪʨʦʡʩʪʚʦʤ. 

 

ʈʠʩʫʥʦʢ 61. ʉʧʠʩʦʢ ʫʟʣʦʚ 

ʏʪʦʙʳ ʚʦʡʪʠ ʚ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʡ ʢʣʘʩʪʝʨ, ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ ʩʩʳʣʢʫ ʇʝʨʝʡʪʠ ʢ ʦʪʢʣʶʯʝʥʠʶ 
WAF ʠ ʚʢʣʶʯʠʪʴ ʠʥʩʧʝʢʮʠʶ WAF ʥʘ ʦʪʢʨʳʚʰʝʡʩʷ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 60). 
ʇʦʩʣʝ ʦʪʢʣʶʯʝʥʠʷ ʠʥʩʧʝʢʮʠʠ WAF ʧʦʷʚʠʪʩʷ ʯʝʢʙʦʢʩ çɺʦʡʪʠ ʚ ʢʣʘʩʪʝʨè (ʩʤ. ʈʠʩʫʥʦʢ 62), ʧʦʩʣʝ ʯʝʛʦ 
ʧʦʷʚʠʪʩʷ ʦʢʥʦ ʚʳʙʦʨʘ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ. 

 

ʈʠʩʫʥʦʢ 62. ɼʦʙʘʚʣʝʥʠʝ ʫʟʣʘ ʚ ʢʣʘʩʪʝʨ 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ Master ʚʳʭʦʜʠʪ ʠʟ ʩʪʨʦʷ, ʝʛʦ ʧʦʜʤʝʥʷʝʪ ʦʜʥʦ ʠʟ ʨʝʟʝʨʚʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʦʤʫ 
ʧʝʨʝʭʦʜʠʪ ʩʪʘʪʫʩ Master. ʅʦʚʳʡ Master ʩʧʦʩʦʙʝʥ ʧʨʦʟʨʘʯʥʦ ʧʦʜʭʚʘʪʠʪʴ ʠ ʧʨʦʜʦʣʞʠʪʴ ʦʙʨʘʙʦʪʢʫ 
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ʩʝʪʝʚʳʭ ʧʦʪʦʢʦʚ. ɽʩʣʠ ʚ ʆʙʱʠʭ ʥʘʩʪʨʦʡʢʘʭ ʚʢʣʶʯʝʥ ʨʝʞʠʤ ʚʳʪʝʩʥʝʥʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 63), 
ʠʟʥʘʯʘʣʴʥʳʡ Master ʚʦʟʚʨʘʱʘʝʪ ʩʝʙʝ ʚʩʝ ʧʨʘʚʘ, ʢʘʢ ʪʦʣʴʢʦ ʝʛʦ ʨʘʙʦʪʘ ʚʦʟʦʙʥʦʚʣʷʝʪʩʷ. 

 

ʈʠʩʫʥʦʢ 63. ʈʝʞʠʤ ʚʳʪʝʩʥʝʥʠʷ 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʨʝʟʝʨʚʥʦʛʦ Backup ʫʩʪʨʦʡʩʪʚʘ ʢ ʦʩʥʦʚʥʦʤʫ Master ʧʨʦʠʩʭʦʜʠʪ ʨʝʧʣʠʢʘʮʠʷ 

ʩʣʝʜʫʶʱʠʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ: 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ (ʚ ʪʦʤ ʯʠʩʣʝ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ); 

¶ ɾʫʨʥʘʣʳ ʘʫʜʠʪʘ (ʩʦʙʳʪʠʷ ʠʟ ʞʫʨʥʘʣʘ ʀʥʮʠʜʝʥʪʳ); 

¶ ʉʝʨʪʠʬʠʢʘʪʳ (ʩʝʨʚʝʨʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ, ʩʝʨʪʠʬʠʢʘʪʳ ʋʎ); 

¶ WAF (ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʟʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ, ʢʣʠʝʥʪʳ (ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ CA), 
ʟʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ, ʥʦʚʳʝ ʠ ʚʢʣʶʯʝʥʥʳʝ ʧʨʘʚʠʣʘ ʚ ʬʠʣʴʪʨʝ ʩʦʜʝʨʞʠʤʦʛʦ, ʧʘʨʘʤʝʪʨʳ 
ʛʨʘʬʘ ʩʚʷʟʝʡ ʠ ʧʝʨʝʭʦʜʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ); 

¶ ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ (ʀʥʩʧʝʢʮʠʷ WAF); 

¶ UTM (ʧʘʨʘʤʝʪʨʳ ʥʘʩʪʨʦʡʢʠ SSL/TLS, ʥʦʚʳʝ ʠ ʚʢʣʶʯʝʥʥʳʝ ʧʨʘʚʠʣʘ ʚ ʬʠʣʴʪʨʝ 
ʩʦʜʝʨʞʠʤʦʛʦ); 

¶ DHCP & DNS (ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ); 

¶ ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ (ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ, ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ, 
ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ, ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ); 

¶ ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ (ʧʘʨʘʤʝʪʨʳ ʥʘʩʪʨʦʡʢʠ ʞʫʨʥʘʣʘ, ʦʩʥʦʚʥʳʝ, ʘʚʪʦʨʠʟʘʮʠʠ, ʬʠʣʴʪʨʘ 
ʩʦʜʝʨʞʠʤʦʛʦ); 

¶ ʂʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ (QOS); 

¶ ʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ (IPv4 & IPv6). 

5.1.4 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ 

ɹʦʣʝʝ ʜʝʪʘʣʠʟʠʨʦʚʘʥʥʦʝ ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʟʜʘʥʥʳʭ ʧʨʘʚʠʣ ʜʣʷ WAF Dallas Lock ʥʘ ʚʢʣʘʜʢʝ ʌʠʣʴʪʨ 
ʩʦʜʝʨʞʠʤʦʛʦ. ɿʜʝʩʴ ʞʝ ʚ ʨʘʟʜʝʣʝ WAF ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʨʫʯʥʫʶ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ ʨʘʙʦʪʫ 
WAF, ʧʨʦʩʤʦʪʨʝʪʴ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʠʚʥʳʭ ʧʨʘʚʠʣ, ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʥʘʩʪʨʦʝʥʥʳʭ ʧʨʘʚʠʣ, 
ʢʦʣʠʯʝʩʪʚʦ ʧʨʘʚʠʣ ʠʟ ɹʘʟʳ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ, ʘ ʪʘʢʞʝ ʦʪʬʠʣʴʪʨʦʚʘʪʴ ʧʨʘʚʠʣʘ ʧʦ ʪʝʛʘʤ: ʇʨʝʩʝʪ, 
ʀʤ ̫ʨʝʩʫʨʩʘ, IP; ʘ ʪʘʢʞʝ ʧʦ ʧʨʦʠʟʚʦʣʴʥʦʤʫ ʬʠʣʴʪʨʫ (ʧʦ ʥʘʟʚʘʥʠʶ ʠʣʠ ʥʦʤʝʨʫ ʧʨʘʚʠʣʘ) (ʩʤ. ʈʠʩʫʥʦʢ 64). 

 

ʈʠʩʫʥʦʢ 64. ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ WAF. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. WAF 
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ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʧʨʘʚʠʣ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʣʝʜʫʝʪ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ 
ʧʨʘʚʠʣʘ, ʚʳʙʨʘʪʴ ʥʫʞʥʳʝ ʧʨʘʚʠʣʘ ʠ ʥʘʞʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʢʥʦʧʢʫ. 

WAF ʫʧʨʘʚʣʷʝʪ ʩʝʪʝʚʳʤ ʪʨʘʬʠʢʦʤ ʢ ʚʝʙ-ʩʝʨʚʝʨʘʤ, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ DMZ ʟʦʥʝ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ 
ʥʘʙʦʨʘʭ ʧʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ, ʢʘʢ ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʧʘʢʝʪʳ ʜʘʥʥʳʭ. ɺ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʘʨʘʤʝʪʨʦʚ ʧʨʘʚʠʣʘ WAF, ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʡ ʩ ʪʨʘʬʠʢʦʤ: 

¶ ʆʪʚʝʨʛʥʫʪʴ (reject). ʊʨʘʬʠʢ ʙʣʦʢʠʨʫʝʪʩʷ, ʥʦ ʦʪʧʨʘʚʠʪʝʣʶ ʩʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʝʛʦ ʧʘʢʝʪ ʥʝ ʙʳʣ 
ʜʦʩʪʘʚʣʝʥ. 

¶ ɿʘʙʣʦʢʠʨʦʚʘʪʴ (block). ʊʨʘʬʠʢ ʙʣʦʢʠʨʫʝʪʩʷ ʙʝʟ ʫʚʝʜʦʤʣʝʥʠʷ ʦʪʧʨʘʚʠʪʝʣʷ.  

¶ ʇʨʦʧʫʩʪʠʪʴ (pass). ʊʨʘʬʠʢ ʨʘʟʨʝʰʘʝʪʩʷ ʠ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ. 

¶ ʊʨʝʚʦʛʘ (alert). ʊʨʘʬʠʢ ʨʘʟʨʝʰʘʝʪʩʷ, ʥʦ ʧʨʠ ʵʪʦʤ ʬʠʢʩʠʨʫʝʪʩʷ ʚ ʞʫʨʥʘʣʝ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ 
ʘʥʘʣʠʟʘ. 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ ʧʨʘʚʠʣʘ ʦʙʲʝʜʠʥʝʥʳ ʚ 
ʦʪʜʝʣʴʥʳʝ ʢʘʪʝʛʦʨʠʠ (ʧʨʝʩʝʪʳ). ʇʨʝʩʝʪʳ ʩʦʜʝʨʞʘʪ ʚ ʩʝʙʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ.  

ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʠʟʤʝʥʠʪʴ ʧʨʘʚʠʣʘ ʧʦʜ ʩʚʦʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʟʘʜʘʚ ʫʪʦʯʥʷʶʱʠʝ ʜʘʥʥʳʝ, 
ʣʠʙʦ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ ʩʦʩʪʘʚʣʷʶʱʠʝ ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʨʘʚʠʣʘ (ʩʤ. ʈʠʩʫʥʦʢ 65). 

 

ʇʨʘʚʠʣʘ ʧʨʝʩʝʪʘ Forbidden Data ʠ Forbidden Methods ̫ ʚʣʷʶʪʩʷ ʩʝʨʚʠʩʥʳʤʠ ʧʨʝʩʝʪʘʤʠ. 
ʀʭ ʚʢʣʶʯʝʥʠʝ ʧʨʠʚʦʜʠʪ ʢ ʢʦʜʫ ʦʪʚʝʪʘ 403 ʜʣʷ ʟʘʱʠʱʘʝʤʦʛʦ ʫʟʣʘ ʩʦ ʚʩʝʭ ʘʜʨʝʩʦʚ. 

 

ʈʠʩʫʥʦʢ 65. ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣʘ WAF. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. WAF 

ʉʪʨʘʥʠʮʘ ʠʟʤʝʥʝʥʠʷ ʠ ʧʨʦʩʤʦʪʨʘ ʧʨʘʚʠʣʘ WAF (ʈʠʩʫʥʦʢ 66) ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

¶ ID/ʈʝʚʠʟʠʷ ð ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʘʚʠʣʘ ʠ ʥʦʤʝʨ ʨʝʚʠʟʠʠ ʧʨʘʚʠʣʘ, ʠʩʧʦʣʴʟʫʝʤʳʡ 
ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠʟʤʝʥʝʥʠʡ. 

¶ ʇʨʝʩʝʪ (ʧʨʠʣʦʞʝʥʠʝ) ð ʧʨʝʩʝʪ, ʢ ʢʦʪʦʨʦʤʫ ʦʪʥʦʩʠʪʩʷ ʧʨʘʚʠʣʦ. 

¶ ʊʠʧ OWASP10 ð ʪʠʧ ʘʪʘʢʠ ʠʣʠ ʫʷʟʚʠʤʦʩʪʠ ʩʦʛʣʘʩʥʦ OWASP Top 10. 

¶ ʊʠʧ ʩʦʙʳʪʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ð ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʘʪʘʢʠ ʠʣʠ ʫʷʟʚʠʤʦʩʪʠ. 

¶ ʋʨʦʚʝʥʴ ʘʪʘʢʠ ð ʦʪʥʦʩʠʪʝʣʴʥʘ ̫ʚʘʞʥʦʩʪʴ ʩʨʘʙʘʪʳʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʨʘʚʠʣʘ: ʚʳʩʦʢʠʡ, 
ʩʨʝʜʥʠʡ, ʥʠʟʢʠʡ. 

¶ ʊʠʧ ʪʨʘʬʠʢʘ ð ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʩʧʦʣʴʟʫʝʤʦʛʦ 
ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʧʨʦʪʦʢʦʣʘ. 

¶ ʇʨʦʪʦʢʦʣ ʥʠʞʥʝʛʦ ʫʨʦʚʥʷ ð ʧʨʦʪʦʢʦʣ ʪʨʘʥʩʧʦʨʪʥʦʛʦ, ʩʝʪʝʚʦʛʦ ʠʣʠ ʢʘʥʘʣʴʥʦʛʦ ʫʨʦʚʥʷ. 

¶ ɼʝʡʩʪʚʠʝ (ʩʤ. ʚʳʰʝ). 

¶ ʀʩʪʦʯʥʠʢ. 

¶ ʇʦʨʪ ʠʩʪʦʯʥʠʢʘ. 

¶ ʅʘʧʨʘʚʣʝʥʠʝ. 

¶ ʇʦʨʪ ʥʘʧʨʘʚʣʝʥʠʷ. 

¶ ʅʘʧʨʘʚʣʝʥʠʝ ʠ/ʠʣʠ ʩʦʩʪʦʷʥʠʝ ʪʨʘʬʠʢʘ ð ʥʘʧʨʘʚʣʝʥʠʝ ʠ/ʠʣʠ ʩʦʩʪʦʷʥʠʝ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, 
ʢ ʢʦʪʦʨʦʤʫ ʜʦʣʞʥʦ ʧʨʠʤʝʥʷʪʴʩʷ ʧʨʘʚʠʣʦ. 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʘʢʝʪʘ ð ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʙʦʣʝʝ ʪʦʯʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʠ 
ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ. 

¶ ʇʨʘʚʠʣʘ ʢʦʥʪʝʢʩʪʥʦʛʦ ʬʠʣʴʪʨʘ ð ʫʩʣʦʚʠʷ, ʧʨʠ ʢʦʪʦʨʳʭ ʧʨʘʚʠʣʦ ʩʨʘʙʘʪʳʚʘʝʪ ʥʘ ʦʩʥʦʚʝ 
ʩʦʜʝʨʞʠʤʦʛʦ, ʥʘʧʨʠʤʝʨ, ʧʦʠʩʢ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʪʨʦʢ ʠʣʠ ʙʘʡʪʦʚ ʚʥʫʪʨʠ ʧʘʢʝʪʘ. 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
62 

 

ʈʠʩʫʥʦʢ 66. ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ WAF. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. WAF 

ʇʦʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʘʢʝʪʘ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ 
ʥʠʞʝ ʟʥʘʯʝʥʠʡ (ʩʤ. ʊʘʙʣʠʮʘ 3). ɽʩʣʠ ʚ ʧʨʘʚʠʣʝ ʠʥʬʦʨʤʘʮʠʷ ʚ ʵʪʦʤ ʧʦʣʝ ʦʪʩʫʪʩʪʚʫʝʪ, ʦʥʦ ʙʫʜʝʪ 
ʩʢʨʳʪʦ.  

ʊʘʙʣʠʮʘ 3. ʇʝʨʝʯʝʥʴ ʘʪʨʠʙʫʪʦʚ ʧʦʣʷ çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʘʢʝʪʘè 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʅʘʟʥʘʯʝʥʠʝ ɸʪʨʠʙʫʪʳ 

ack ʇʨʦʚʝʨʢʘ ʥʦʤʝʨʦʚ ʧʦʜʪʚʝʨʞʜʝʥʠʷ TCP - 

dsize ʇʨʦʚʝʨʢʘ ʨʘʟʤʝʨʘ ʧʦʣʷ ʜʘʥʥʳʭ ʧʘʢʝʪʘ - 

flags ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʟʘʜʘʥʥʳʭ ʬʣʘʛʦʚ TCP - 

flowbits 
ʇʨʦʚʝʨʢʘ ʧʨʘʚʠʣ ʜʣʷ ʩʝʘʥʩʦʚ 
ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʷ 

- 

fragbits 
ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʚ ʟʘʛʦʣʦʚʢʝ IP ʙʠʪʦʚ 
ʬʨʘʛʤʝʥʪʘʮʠʠ ʠ ʨʝʟʝʨʚʥʦʛʦ ʙʠʪʘ 

M ð ʧʨʦʚʝʨʷʪʴ ʙʠʪ 
ʬʨʘʛʤʝʥʪʘʮʠʠ; 

D ð ʧʨʦʚʝʨʷʪʴ ʙʠʪ ʟʘʧʨʝʪʘ 
ʬʨʘʛʤʝʥʪʘʮʠʠ; 

R ð ʧʨʦʚʝʨʷʪʴ ʨʝʟʝʨʚʥʳʡ ʙʠʪ 

fragoffset 
ʉʨʘʚʥʝʥʠʝ ʩʤʝʱʝʥʠʷ ʬʨʘʛʤʝʥʪʘ 
ʜʝʡʪʘʛʨʘʤʤʳ IP ʩ ʟʘʜʘʥʥʳʤ ʜʝʩʷʪʠʯʥʳʤ 
ʟʥʘʯʝʥʠʝʤ 

- 

icmp_id ʇʨʦʚʝʨʢʘ ʟʥʘʯʝʥʠʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ICMP - 

icmp_seq ʇʨʦʚʝʨʢʘ ʧʦʨʷʜʢʦʚʳʭ ʥʦʤʝʨʦʚ ICMP - 

icode ʇʨʦʚʝʨʢʘ ʟʥʘʯʝʥʠʷ ʢʦʜʘ ICMP - 

id 
ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʚ ʧʦʣʝ IP ID ʟʘʜʘʥʥʦʛʦ 
ʟʥʘʯʝʥʠʷ 

- 

ip_proto 
ʇʨʦʚʝʨʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʨʦʪʦʢʦʣʘ ʚ 
ʟʘʛʦʣʦʚʢʝ IP 

- 

ipopts ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʚ ʟʘʛʦʣʦʚʢʝ IP ʦʧʮʠʡ 
rr ð ʟʘʧʠʩʴ ʤʘʨʰʨʫʪʘ; 

eol ð ʟʘʚʝʨʰʝʥʠʝ ʩʧʠʩʢʘ ʦʧʮʠʡ;  
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nop ð ʥʝʪ ʦʧʮʠʡ; 

ts ð ʚʨʝʤʝʥʥʘʷ ʤʝʪʢʘ;  

sec ð ʦʧʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

lsrr ð ʥʝ ʞʝʩʪʢʦ ʟʘʜʘʥʥʳʡ 
ʦʪʧʨʘʚʠʪʝʣʝʤ ʤʘʨʰʨʫʪ; 

ssrr ð ʞʝʩʪʢʦ ʟʘʜʘʥʥʳʡ 
ʦʪʧʨʘʚʠʪʝʣʝʤ ʤʘʨʰʨʫʪ; 

satid ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʪʦʢʘ; 

any ð ʣʶʙʳʝ ʦʧʮʠʠ 

itype ʇʨʦʚʝʨʢʘ ʪʠʧʘ ʩʦʦʙʱʝʥʠʷ ICMP - 

sameip 
ʆʙʥʘʨʫʞʝʥʠʝ ʧʘʢʝʪʦʚ ʩ ʩʦʚʧʘʜʘʶʱʠʤʠ 
ʘʜʨʝʩʘʤʠ IP ʜʣʷ ʠʩʪʦʯʥʠʢʘ ʠ ʥʘʧʨʘʚʣʝʥʠʷ 

- 

seq 
ʇʨʦʚʝʨʢʘ ʟʥʘʯʝʥʠʡ ʧʦʨʷʜʢʦʚʳʭ ʥʦʤʝʨʦʚ 
TCP 

- 

stream_size ʇʨʦʚʝʨʢʘ ʨʘʟʤʝʨʘ ʧʦʪʦʢʘ TCP - 

tos 
ʇʨʦʚʝʨʢʘ ʚ ʧʘʢʝʪʘʭ ʧʦʣʷ IP TOS (ʪʠʧ 
ʦʙʩʣʫʞʠʚʘʥʠʷ) 

- 

ttl ʇʨʦʚʝʨʢʘ ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʜʝʡʪʘʛʨʘʤʤ IP - 

window ʇʨʦʚʝʨʢʘ ʨʘʟʤʝʨʘ ʦʢʥʘ TCP - 

ʇʦʣʝ ʇʨʘʚʠʣʘ ʢʦʥʪʝʢʩʪʥʦʛʦ ʬʠʣʴʪʨʘ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ 
ʥʠʞʝ ʢʣʶʯʝʚʳʭ ʩʣʦʚ (ʩʤ. ʊʘʙʣʠʮʘ 4). ɽʩʣʠ ʚ ʧʨʘʚʠʣʝ ʠʥʬʦʨʤʘʮʠʷ ʚ ʵʪʦʤ ʧʦʣʝ ʦʪʩʫʪʩʪʚʫʝʪ, ʦʥʦ 
ʙʫʜʝʪ ʩʢʨʳʪʦ. 

ʊʘʙʣʠʮʘ 4. ʇʝʨʝʯʝʥʴ ʘʪʨʠʙʫʪʦʚ ʧʦʣʷ çʇʨʘʚʠʣʘ ʢʦʥʪʝʢʩʪʥʦʛʦ ʬʠʣʴʪʨʘè 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʅʘʟʥʘʯʝʥʠʝ 

content 
ʇʦʟʚʦʣʷʝʪ ʠʩʢʘʪʴ ʦʧʨʝʜʝʣʝʥʥʦʝ ʩʦʜʝʨʞʠʤʦʝ ʚ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʝ 
ʧʘʢʝʪʘ ʠ ʟʘʧʫʩʢʘʶʪ ʦʪʚʝʪ ʥʘ ʦʩʥʦʚʝ ʵʪʠʭ ʜʘʥʥʳʭ 

depth 

ɿʘʜʘʝʪ, ʩʢʦʣʴʢʦ ʙʘʡʪʦʚ ʦʪ ʥʘʯʘʣʘ ʜʘʥʥʳʭ ʧʘʢʝʪʘ ʩʣʝʜʫʝʪ 
ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʜʣʷ ʧʦʠʩʢʘ ʩʦʧʦʩʪʘʚʣʝʥʠʷ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʫʢʘʟʘʥʦ 
depth: 5, WAF ʙʫʜʝʪ ʠʩʢʘʪʴ ʪʦʣʴʢʦ ʚ ʧʝʨʚʳʭ ʧʷʪʠ ʙʘʡʪʘʭ ʦʪ ʟʘʜʘʥʥʦʡ 
ʧʦʟʠʮʠʠ 

distance 

ʆʧʨʝʜʝʣʷʝʪ, ʩʢʦʣʴʢʦ ʙʘʡʪʦʚ ʩʣʝʜʫʝʪ ʧʨʦʧʫʩʪʠʪʴ ʧʦʩʣʝ ʧʦʩʣʝʜʥʝʛʦ 
ʩʦʧʦʩʪʘʚʣʷʝʤʦʛʦ ʩʦʜʝʨʞʠʤʦʛʦ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʩʣʝʜʫʶʱʝʛʦ ʧʦʠʩʢʘ. 
ɽʛʦ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪ ʧʦʩʣʝ content ʜʣʷ ʫʢʘʟʘʥʠʷ, ʛʜʝ ʥʘʯʠʥʘʪʴ 
ʥʦʚʳʡ ʧʦʠʩʢ 

offset 
ɿʘʜʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪʦʚ ʩ ʥʘʯʘʣʘ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʧʘʢʝʪʘ, ʩ 
ʢʦʪʦʨʦʛʦ ʜʦʣʞʝʥ ʥʘʯʘʪʴʩʷ ʧʦʠʩʢ ʢʦʥʪʝʥʪʘ. ʋʢʘʟʳʚʘʝʪ ʥʘʯʘʣʴʥʫʶ 
ʪʦʯʢʫ ʧʦʠʩʢʘ 

within 
ʆʧʨʝʜʝʣʷʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪʦʚ, ʚ ʧʨʝʜʝʣʘʭ ʢʦʪʦʨʦʛʦ 
ʥʫʞʥʦ ʥʘʡʪʠ ʩʣʝʜʫʶʱʝʝ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʧʦʩʣʝ ʠʩʭʦʜʥʦʛʦ ʧʦʠʩʢʘ. 
ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʜʦʧʫʩʪʠʤʦʛʦ ʜʠʘʧʘʟʦʥʘ ʜʣʷ ʧʦʠʩʢʘ 

nocase 
ɿʘʜʘʝʪ, ʯʪʦ ʧʦʠʩʢ ʢʦʥʪʝʥʪʘ ʜʦʣʞʝʥ ʙʳʪʴ ʥʝʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. 
ʇʦʣʝʟʝʥ ʜʣʷ ʧʦʠʩʢʘ ʪʝʢʩʪʦʚʳʭ ʜʘʥʥʳʭ, ʛʜʝ ʨʝʛʠʩʪʨ ʥʝʚʘʞʝʥ 

rawbytes 
ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʠʩʢ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʚ ʥʝʦʙʨʘʙʦʪʘʥʥʳʭ ʙʘʡʪʘʭ 
ʧʘʢʝʪʘ, ʙʝʟ ʫʯʘʩʪʠʷ ʢʘʢʠʭ-ʣʠʙʦ ʜʝʢʦʜʝʨʦʚ ʠʣʠ ʧʨʝʧʨʦʮʝʩʩʦʨʦʚ, 
ʢʦʪʦʨʳʝ ʤʦʛʣʠ ʙʳ ʠʟʤʝʥʠʪʴ ʜʘʥʥʳʝ 

http_client_body 
ʇʨʦʚʝʨʷʝʪ ʩʦʜʝʨʞʠʤʦʝ ʪʝʣʘ HTTP-ʟʘʧʨʦʩʘ, ʦʪʧʨʘʚʣʷʝʤʦʛʦ 
ʢʣʠʝʥʪʦʤ ʥʘ ʩʝʨʚʝʨ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʠʩʢʘʪʴ ʚʣʦʞʝʥʠʷ ʠʣʠ ʜʨʫʛʠʝ 
ʪʠʧʳ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʧʝʨʝʜʘʶʪʩʷ ʢʘʢ ʯʘʩʪʴ ʪʝʣʘ ʟʘʧʨʦʩʘ 

http_cookie 
ʆʩʫʱʝʩʪʚʣʷʝʪ ʧʨʦʚʝʨʢʫ ʟʥʘʯʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʟʘʛʦʣʦʚʢʘʭ HTTP 
Cookie 
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http_raw_cookie 
ɸʥʘʣʠʟʠʨʫʝʪ ʥʝʦʙʨʘʙʦʪʘʥʥʫʶ ʩʪʨʦʢʫ Cookie, ʢʘʢ ʦʥʘ ʙʳʣʘ ʧʨʠʩʣʘʥʘ, 
ʯʪʦ ʧʦʣʝʟʥʦ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʟʘʢʦʜʠʨʦʚʘʥʥʳʭ 
ʠʣʠ ʢʘʢʠʤ-ʣʠʙʦ ʦʙʨʘʟʦʤ ʠʟʤʝʥʝʥʥʳʭ ʜʘʥʥʳʭ Cookie 

http_header 
ɸʥʘʣʠʟʠʨʫʝʪ ʚʩʝ HTTP-ʟʘʛʦʣʦʚʢʠ ʚ ʟʘʧʨʦʩʝ ʠʣʠ ʦʪʚʝʪʝ. ʕʪʦ ʚʘʞʥʦ 
ʜʣʷ ʠʟʫʯʝʥʠʷ ʩʧʝʮʠʬʠʯʝʩʢʠʭ ʠʣʠ ʘʥʦʤʘʣʴʥʳʭ ʟʘʛʦʣʦʚʢʦʚ 

http_raw_header 
ʇʨʦʚʦʜʠʪ ʧʨʦʚʝʨʢʫ ʚʩʝʭ ʥʝʦʙʨʘʙʦʪʘʥʥʳʭ HTTP-ʟʘʛʦʣʦʚʢʦʚ, ʧʦʣʝʟʥʦ 
ʜʣʷ ʘʥʘʣʠʟʘ ʧʝʨʝʜʘʥʥʳʭ ʩʪʨʦʢ ʚ ʠʭ ʦʨʠʛʠʥʘʣʴʥʦʡ ʬʦʨʤʝ 

http_method 
ɸʥʘʣʠʟʠʨʫʝʪ ʤʝʪʦʜ HTTP-ʟʘʧʨʦʩʘ, ʪʘʢʦʡ ʢʘʢ GET, POST, PUT ʠ 
ʜʨʫʛʠʝ 

http_uri 
ʇʨʦʚʦʜʠʪ ʘʥʘʣʠʟ ʠ ʧʨʦʚʝʨʢʫ ʯʘʩʪʠ URI ʟʘʧʨʦʩʘ, ʠʩʧʦʣʴʟʫʝʤʦʡ 
ʢʣʠʝʥʪʦʤ. ʕʪʦʪ ʤʦʜʠʬʠʢʘʪʦʨ ʧʦʟʚʦʣʷʝʪ ʬʦʢʫʩʠʨʦʚʘʪʴʩʷ ʥʘ ʘʥʘʣʠʟʝ 
ʤʘʨʰʨʫʪʦʚ ʠ ʧʘʨʘʤʝʪʨʦʚ ʚ URI 

http_raw_uri 
ʆʩʫʱʝʩʪʚʣʷʝʪ ʧʨʦʚʝʨʢʫ ʧʦʣʥʦʡ ʥʝʦʙʨʘʙʦʪʘʥʥʦʡ ʩʪʨʦʢʠ URI ʚ 
ʟʘʧʨʦʩʝ 

http_stat_code 
ʆʩʫʱʝʩʪʚʣʷʝʪ ʧʨʦʚʝʨʢʫ ʢʦʜʘ ʩʦʩʪʦʷʥʠʷ HTTP-ʦʪʚʝʪʘ, ʥʘʧʨʠʤʝʨ, 
200, 404 ʠ ʪ.ʜ. 

http_stat_msg 
ɸʥʘʣʠʟʠʨʫʝʪ ʪʝʢʩʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ ʩʦʩʪʦʷʥʠʷ HTTP-ʦʪʚʝʪʘ, 
ʦʙʲʷʩʥʷʶʱʝʝ ʢʦʜ ʩʦʩʪʦʷʥʠʷ 

fast_pattern 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʣʫʯʰʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, 
ʦʧʨʝʜʝʣʷʷ ʯʘʩʪʴ ʩʦʜʝʨʞʠʤʦʛʦ ʢʘʢ çʙʳʩʪʨʳʡ ʰʘʙʣʦʥè, ʢʦʪʦʨʳʡ 
ʧʦʤʦʛʘʝʪ ʵʬʬʝʢʪʠʚʥʝʝ ʚʳʧʦʣʥʷʪʴ ʤʘʩʩʦʚʳʡ ʧʦʠʩʢ ʩʦʧʦʩʪʘʚʣʝʥʠʡ. 
ʕʪʦ ʜʦʩʪʠʛʘʝʪʩʷ ʦʧʪʠʤʠʟʘʮʠʝʡ ʥʘʯʘʣʴʥʦʛʦ ʧʦʠʩʢʘ, ʯʪʦʙʳ ʙʳʩʪʨʦ 
ʠʩʢʣʶʯʠʪʴ ʥʝʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʢʝʪ  r

file_data 
ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʥʘ ʦʙʨʘʙʦʪʢʫ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʦʚ (file 
inspection) ʚ ʢʦʥʪʝʢʩʪʝ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ 

uricontent ɺʳʧʦʣʥʷʝʪ ʧʦʠʩʢ ʚ ʥʦʨʤʘʣʠʟʦʚʘʥʥʦʤ ʧʦʣʝ URI ʟʘʧʨʦʩʘ 

isdataat 
ʇʨʦʚʝʨʷʝʪ, ʧʨʠʩʫʪʩʪʚʫʝʪ ʣʠ ʫʢʘʟʘʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʜʘʥʥʳʭ ʚ 
ʧʨʝʜʝʣʘʭ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʠʣʠ ʩʣʝʜʫʶʪ ʣʠ ʢʘʢʠʝ-ʣʠʙʦ ʬʨʘʛʤʝʥʪʳ 

pcre 
ʀʩʧʦʣʴʟʫʝʪ ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ Perl Compatible ʜʣʷ ʩʣʦʞʥʦʛʦ 
ʧʦʠʩʢʘ ʚ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʝ 

byte_test 
ʇʦʟʚʦʣʷʝʪ ʧʨʦʚʦʜʠʪʴ ʧʦʙʠʪʦʚʳʝ ʠ ʯʠʩʣʦʚʳʝ ʪʝʩʪʳ ʥʘ ʫʢʘʟʘʥʥʳʭ 
ʙʘʡʪʘʭ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ 

byte_jump 
ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʩʢʘʢʠʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ 
ʙʘʡʪʦʚ (ʥʘ ʦʩʥʦʚʝ ʟʥʘʯʝʥʠʷ), ʥʘʡʜʝʥʥʦʛʦ ʚ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʝ, ʯʪʦ 
ʧʦʣʝʟʥʦ ʜʣʷ ʧʘʨʩʠʥʛʘ ʧʨʦʪʦʢʦʣʦʚ ʩ ʜʠʥʘʤʠʯʝʩʢʦʡ ʜʣʠʥʦʡ 

byte_extract 
ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʮʝʣʦʯʠʩʣʝʥʥʳʭ ʟʥʘʯʝʥʠʡ ʠʟ ʧʦʣʝʟʥʦʡ 
ʥʘʛʨʫʟʢʠ ʧʘʢʝʪʘ 

ɺʢʣʘʜʢʘ ʇʨʝʩʝʪʳ ʩʣʫʞʠʪ ʜʣʷ ʛʨʫʧʧʠʨʦʚʢʠ ʠ ʦʪʦʙʨʘʞʝʥʠʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʧʨʘʚʠʣ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ. 
ɺʦʟʤʦʞʥʦ ʛʨʫʧʧʠʨʦʚʘʪʴ ʥʝ ʪʦʣʴʢʦ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʧʨʝʩʝʪʳ, ʥʦ ʠ ʪʝ, ʯʪʦ ʙʳʣʠ ʩʦʟʜʘʥʳ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ (ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʝʩʝʪʳ) (ʩʤ. ʈʠʩʫʥʦʢ 67). 
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ʈʠʩʫʥʦʢ 67. ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ WAF. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. ʇʨʝʩʝʪʳ 

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʝʩʝʪʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʫʨʦʚʥʷ ʚʝʙ-ʩʝʨʚʝʨʘ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʟʘʱʠʪʳ 
ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʦʪ ʨʘʟʣʠʯʥʳʭ ʚʠʜʦʚ ʘʪʘʢ (ʩʤ. ʊʘʙʣʠʮʘ 5). 

ʊʘʙʣʠʮʘ 5. ʇʨʝʩʝʪʳ WAF 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʧʨʝʩʝʪʘ ʅʘʟʥʘʯʝʥʠʝ 

! Angular.js ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʬʨʝʡʤʚʦʨʢ Angular.js 

! Apache ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ Apache 

! Bitrix 
ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ 
ʢʦʥʪʝʥʪʦʤ Bitrix 

! Forbidden Data 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʪʝʢʩʪʦʚʳʡ ʢʦʥʪʝʥʪ 
ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʜʠʨʦʚʦʢ ʠ ʥʝʪʝʢʩʪʦʚʳʡ ʢʦʥʪʝʥʪ 

! Forbidden Methods ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʤʝʪʦʜʳ HTTP 

! JQuery 
ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʙʠʙʣʠʦʪʝʢʫ JavaScript 
JQuery 

! Scanner Dir-Traversal 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʚʝʙ-
ʫʷʟʚʠʤʦʩʪʝʡ ʩʚʷʟʘʥʥʳʭ ʩ ʦʙʭʦʜʦʤ ʜʠʨʝʢʪʦʨʠʡ 

! Scanner Injections 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʚʝʙ-
ʫʷʟʚʠʤʦʩʪʝʡ ʩʚʷʟʘʥʥʳʭ c ʠʥʲʝʢʮʠʷʤʠ 

! Scanner other 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʠʥʳʭ 
ʚʝʙ-ʫʷʟʚʠʤʦʩʪʝʡ 

! Scanner RCE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʚʝʙ-
ʫʷʟʚʠʤʦʩʪʝʡ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʫʜʘʣʝʥʥʦʝ ʚʳʧʦʣʥʝʥʠʝ ʢʦʜʘ 

! Scanner XSS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʚʝʙ-
ʫʷʟʚʠʤʦʩʪʝʡ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʚʥʝʜʨʝʥʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʩʢʨʠʧʪʦʚ 
ʚ ʚʝʙ-ʩʪʨʘʥʠʮʳ 

! WEB Scanner 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘʤʠ ʜʣʷ 
ʩʢʘʥʠʨʦʚʘʥʠʷ ʚʝʙ-ʫʷʟʚʠʤʦʩʪʝʡ 

! WordPress 
ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ 
ʢʦʥʪʝʥʪʦʤ WordPress 

! ɹʘʟʦʚʳʡ ɺʝʙ ʄʕ ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ 

! ʀʥʲʝʢʮʠʠ 
ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ ʦʪ SQL-ʠʥʲʝʢʮʠʡ, ʚʥʝʜʨʝʥʠʷ ʢʦʤʘʥʜ 
ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʠʥʳʭ ʚʠʜʦʚ ʠʥʲʝʢʮʠʡ 
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APP-DETECT 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʦʧʨʝʜʝʣʝʥʥʳʤʠ 
ʧʨʠʣʦʞʝʥʠʷʤʠ, ʨʘʙʦʪʘʶʱʠʤʠ ʚ ʩʝʪʠ 

BROWSER-IE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʙʨʘʫʟʝʨʘ Internet Explorer 

BROWSER-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʙʨʘʫʟʝʨʦʚ (ʚ ʦʩʥʦʚʥʦʤ 
Opera) 

EXPLOIT-KIT 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʠʛʥʘʪʫʨ ʠʟʚʝʩʪʥʳʭ 
ʵʢʩʧʣʦʠʪʦʚ 

FILE-FLASH ʦʙʥʘʨʫʞʝʥʠʝ ʧʦʜʦʟʨʠʪʝʣʴʥʦʛʦ ʪʨʘʬʠʢʘ ʢ Adobe Flash Player 

FILE-IDENTIFY 
ʦʙʥʘʨʫʞʝʥʠʝ ʬʘʡʣʦʚ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʚ 
ʪʨʘʬʠʢʝ 

FILE-IMAGE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ 
ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʬʘʡʣʘʭ ʠʟʦʙʨʘʞʝʥʠʡ 

FILE-JAVA 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ 
ʫʷʟʚʠʤʦʩʪʝʡ ʚ Java-ʬʘʡʣʘʭ 

FILE-OFFICE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ 
ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʬʘʡʣʘʭ ʦʬʠʩʥʳʭ ʧʨʦʛʨʘʤʤ 

FILE-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ 
ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʬʘʡʣʘʭ 

FILE-PDF 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ 
ʫʷʟʚʠʤʦʩʪʝʡ ʚ PDF-ʬʘʡʣʘʭ 

INDICATOR-COMPROMISE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʦʧʘʩʥʳʝ ʟʘʧʨʦʩʳ ʢ 
ʫʜʘʣʝʥʥʳʤ ʨʝʩʫʨʩʘʤ 

INDICATOR-OBFUSCATION ʦʙʥʘʨʫʞʝʥʠʝ ʦʙʬʫʩʮʠʨʦʚʘʥʥʦʛʦ JS ʢʦʜʘ ʚ ʪʨʘʬʠʢʝ 

INDICATOR-SCAN ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩʝʪʠ 

INDICATOR-SHELLCODE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʚ ʧʘʢʝʪʘʭ ʬʨʘʛʤʝʥʪ 
ʤʘʰʠʥʥʦʛʦ ʢʦʜʘ 

MALWARE-BACKDOOR 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʟʘʧʨʦʩ ʩʦʝʜʠʥʝʥʠʷ ʩ 
ʫʜʘʣʝʥʥʳʤ ʢʦʤʧʴʶʪʝʨʦʤ, ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʥʳʡ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ 

MALWARE-CNC 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʦʪ ʮʝʥʪʨʘ ʫʧʨʘʚʣʝʥʠʷ ʤʥʦʞʝʩʪʚʦʤ 
ʢʦʤʧʴʶʪʝʨʦʚ 

MALWARE-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʨʘʙʦʪʦʡ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʥʝ 
ʧʦʜʧʘʜʘʶʱʝʛʦ ʧʦʜ ʦʧʠʩʘʥʠʝ ʧʨʝʜʳʜʫʱʠʭ ʜʚʫʭ ʧʫʥʢʪʦʚ 

MALWARE-TOOLS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʨʘʙʦʪʦʡ ʭʘʢʝʨʩʢʦʛʦ 
ʠʥʩʪʨʫʤʝʥʪʘʨʠʷ 

OS-MOBILE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʤʦʙʠʣʴʥʳʭ 
ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 

OS-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ 
ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 

OS-WINDOWS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ 
ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʩʝʤʝʡʩʪʚʘ Windows ʠ ʠʭ ʢʦʤʧʦʥʝʥʪʦʚ 

POLICY-MULTIMEDIA ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʢ ʤʫʣʴʪʠʤʝʜʠʡʥʳʤ ʨʝʩʫʨʩʘʤ 

POLICY-OTHER ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʢ ʦʧʨʝʜʝʣʝʥʥʳʤ ʨʝʩʫʨʩʘʤ 

POLICY-SOCIAL ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʢ ʩʦʮʠʘʣʴʥʳʤ ʩʝʪʷʤ 

PROTOCOL-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʦʢ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʪʘʢ ʥʘ ʥʝʢʦʪʦʨʳʝ 
ʧʨʦʪʦʢʦʣʳ 

PROTOCOL-RPC 
ʦʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʦʢ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʪʘʢ ʥʘ ʩʣʫʞʙʳ 
ʫʜʘʣʝʥʥʦʛʦ ʚʳʟʦʚʘ ʧʨʦʮʝʜʫʨ 

PROTOCOL-SCADA ʦʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʦʢ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʪʘʢ ʥʘ SCADA-ʩʠʩʪʝʤʳ 

PROTOCOL-VOIP 
ʦʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʦʢ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʪʘʢ ʥʘ ʩʨʝʜʩʪʚʘ 
ʛʦʣʦʩʦʚʦʛʦ ʦʙʱʝʥʠʷ ʧʦ ʩʝʪʠ 

PUA-ADWARE 
ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, 
ʩʚʷʟʘʥʥʳʭ ʩ ʨʘʟʤʝʱʝʥʠʝʤ ʨʝʢʣʘʤʳ 

PUA-OTHER ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 
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PUA-P2P 
ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, 
ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʧʠʨʠʥʛʦʚʳʝ ʩʝʪʠ (P2P) ʜʣʷ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ 
(ʥʘʧʨʠʤʝʨ, ʪʦʨʨʝʥʪ-ʪʨʝʢʝʨʦʚ) 

PUA-TOOLBARS 
ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʪʘʢʠʭ 
ʢʘʢ ʥʝʞʝʣʘʪʝʣʴʥʳʝ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʚ ʚʝʙ-ʙʨʘʫʟʝʨʘʭ 

SERVER-APACHE  
Apache Struts 

ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ 
ʬʨʝʡʤʚʦʨʢʘ Apache Struts 

SERVER-APACHE  
Apache Tomcat 

ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-
ʩʝʨʚʝʨʦʚ Apache Tomcat 

SERVER-IIS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-
ʩʝʨʚʝʨʦʚ IIS 

SERVER-IIS Microsoft IIS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-
ʩʝʨʚʝʨʦʚ Microsoft IIS 

SERVER-MAIL 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʧʦʯʪʦʚʳʭ 
ʩʝʨʚʝʨʦʚ ʦʨʛʘʥʠʟʘʮʠʠ 

SERVER-MSSQL 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʩʝʨʚʝʨʘ 
ʙʘʟ ʜʘʥʥʳʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ MSSQL 

SERVER-MYSQL 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʩʝʨʚʝʨʘ 
ʙʘʟ ʜʘʥʥʳʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ MySQL 

SERVER-ORACLE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʩʝʨʚʝʨʘ 
ʙʘʟ ʜʘʥʥʳʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Oracle 

SERVER-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-
ʧʨʠʣʦʞʝʥʠʡ 

SERVER-WEBAPP 
ʟʘʱʠʪʘ ʧʦʧʫʣʷʨʥʳʭ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʦʪ ʘʪʘʢ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʫʷʟʚʠʤʦʩʪʝʡ 

SERVER-WEBAPP  
Microsoft Outlook 

ʟʘʱʠʪʘ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ Microsoft Outlook ʦʪ ʘʪʘʢ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʫʷʟʚʠʤʦʩʪʝʡ 

SQL ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ ʦʪ SQL-ʠʥʲʝʢʮʠʡ 
 

 

ɺʢʣʶʯʝʥʠʝ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʨʝʩʝʪʦʚ ʤʦʞʝʪ ʩʫʱʝʩʪʚʝʥʥʦ ʫʚʝʣʠʯʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ 
ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ, ʯʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʟʘʤʝʜʣʝʥʠʶ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ ʚʝʙ-ʩʝʨʚʝʨʘ. 
ʕʪʦ ʩʚʷʟʘʥʦ ʩ ʪʝʤ, ʯʪʦ ʢʘʞʜʳʡ ʧʨʝʩʝʪ ʜʦʙʘʚʣʷʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʣʦʛʠʢʫ ʠ ʧʨʦʚʝʨʢʠ, 
ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ. ʇʦʵʪʦʤʫ ʚʘʞʥʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ʪʦʣʴʢʦ ʪʝ ʧʨʝʩʝʪʳ, 
ʢʦʪʦʨʳʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʜʘʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʠʩʧʦʣʴʟʫʝʤʳʭ 
ʪʝʭʥʦʣʦʛʠʡ. 

ʂʨʦʤʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʝʩʝʪʦʚ ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ ʠ ʩʦʙʩʪʚʝʥʥʳʝ. ɼʣʷ ʵʪʦʛʦ ʜʦʩʪʫʧʥʳ 
ʩʣʝʜʫʶʱʠʝ ʩʧʦʩʦʙʳ ʩʦʟʜʘʥʠʷ ʧʨʝʩʝʪʦʚ: 

1. ʉʦʟʜʘʪʴ ʧʨʝʩʝʪ ʥʘ ʚʢʣʘʜʢʝ ʇʨʝʩʝʪʳ: 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʙʣʦʢʝ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʝʩʝʪʳ. 

o ɺʚʝʩʪʠ ʠʤʷ ʧʨʝʩʝʪʘ ʠ ʫʢʘʟʘʪʴ ʟʘʱʠʱʘʝʤʳʡ ʩʝʨʚʝʨ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ + ʠʣʠ ï ʜʣʷ 
ʠʟʤʝʥʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʟʘʱʠʱʘʝʤʳʭ ʩʝʨʚʝʨʦʚ. 

o ʇʝʨʝʡʪʠ ʥʘ ʚʢʣʘʜʢʫ WAF ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ ʧʨʘʚʠʣʘ. 

o ɺr ʙʨʘʪʴ ʥʫʞʥʳʝ ʧʨʘʚʠʣʘ. 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʨʝʩʝʪ. 

o ɺʳʙʨʘʪʴ ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʧʨʝʩʝʪ. 

o ʅʘʞʘʪ ɹʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʚ ʧʨʝʩʝʪ. 

2. ʉʦʟʜʘʪʴ ʧʨʝʩʝʪ ʥʘ ʚʢʣʘʜʢʝ WAF: 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ ʧʨʘʚʠʣʘ. 

o ɺʳʙʨʘʪʴ ʥʫʞʥʳʝ ʧʨʘʚʠʣʘ. 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʨʝʩʝʪ. 

o ɼʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʨʝʩʝʪʘ ʚ ʧʦʣʝ ʇʨʝʩʝʪʳ ʚʳʙʨʘʪʴ ʅʦʚʳʡ ʧʨʝʩʝʪ, ʚʚʝʩʪʠ ʝʛʦ ʠʤʷ 
ʠ ʫʢʘʟʘʪʴ ʟʘʱʠʱʘʝʤʳʡ ʩʝʨʚʝʨ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ + ʠʣʠ ï ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ 
ʟʘʱʠʱʘʝʤʳʭ ʩʝʨʚʝʨʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 68). 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʯʪʦʙʳ ʧʨʘʚʠʣʘ ʙʳʣʠ ʜʦʙʘʚʣʝʥʳ ʚ ʥʦʚʳʡ ʧʨʝʩʝʪ, ʢʦʪʦʨʳʡ 
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ʦʪʦʙʨʘʟʠʪʩʷ ʥʘ ʚʢʣʘʜʢʝ ʇʨʝʩʝʪʳ. 

 

ʈʠʩʫʥʦʢ 68. ɼʦʙʘʚʣʝʥʠʝ ʧʨʝʩʝʪʘ 

ɺʢʣʘʜʢʘ ʆʙʥʦʚʠʪʴ ʩʣʫʞʠʪ ʜʣʷ ʟʘʜʘʥʠʷ ʥʘʩʪʨʦʝʢ ʧʦ ʦʙʥʦʚʣʝʥʠʶ ʧʨʘʚʠʣ. ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʣʫʯʘʪʴ ʧʨʘʚʠʣʘ ʩ ʫʜʘʣʝʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ, ʣʠʙʦ ʟʘʛʨʫʞʘʪʴ ʟʘʨʘʥʝʝ 
ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʬʘʡʣ ʩ ʦʙʥʦʚʣʝʥʥʦʡ ʙʘʟʦʡ ʧʨʘʚʠʣ (ʩʤ. ʈʠʩʫʥʦʢ 69). 

 

ʇʨʠ ʧʦʣʫʯʝʥʠʠ ʦʙʥʦʚʣʝʥʠʷ, ʩʦʜʝʨʞʘʱʝʛʦ ʙʦʣʴʰʦʡ ʦʙʲʝʤ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ, 
ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ ʠ ʟʘʤʝʜʣʷʝʪ ʨʘʙʦʪʫ WAF Dallas Lock. ʆ 
ʭʦʜʝ ʧʨʦʮʝʩʩʘ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʠʢʦʥʢʘ ʩʚʠʪʢʘ ʚ ʧʨʘʚʦʤ ʚʝʨʭʥʝʤ ʫʛʣʫ. ʇʨʠ ʥʘʚʝʜʝʥʠʠ 
ʥʘ ʠʢʦʥʢʫ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʪʘʪʫʩ ʦʙʥʦʚʣʝʥʠʷ. 

 

 

ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚ ʭʦʜʝ ʧʨʦʮʝʩʩʘ ʦʙʥʦʚʣʝʥʠʷ ʣʶʙʦʡ ʠʟ ʙʘʟ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ 
ʦʩʫʱʝʩʪʚʣʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚʠʣ ʠ ʠʭ ʧʨʠʤʝʥʝʥʠʷ 
ʢ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ ʠ ʦʪʜʝʣʴʥʳʤ ʫʟʣʘʤ ʩʝʪʠ. 

 

ʈʠʩʫʥʦʢ 69. ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ WAF. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. ʆʙʥʦʚʠʪʴ 

ɺʢʣʘʜʢʘ ʅʘʩʪʨʦʡʢʘ config-ʬʘʡʣʘ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʨʫʯʥʦʛʦ ʦʧʠʩʘʥʠʷ ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʘʚʠʣ 
ʜʣʷ WAF (ʩʤ. ʈʠʩʫʥʦʢ 70). 
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ʈʠʩʫʥʦʢ 70. ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ WAF. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. ʅʘʩʪʨʦʡʢʘ config-ʬʘʡʣʘ 

5.1.5 ʅʘʩʪʨʦʡʢʘ ʠʥʩʧʝʢʮʠʠ ʟʘʱʠʱʘʝʤʦʛʦ ʫʟʣʘ. 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʦʙʱʠʡ ʘʣʛʦʨʠʪʤ ʟʘʛʨʫʟʢʠ ʢʣʠʝʥʪʩʢʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ ʠʥʩʧʝʢʪʠʨʫʝʤʦʛʦ ʫʟʣʘ. 

¶ ʆʪʢʨʳʪ ɹʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock. ɺ ʨʘʟʜʝʣʝ ʅʘʩʪʨʦʡʢʠ ʚʳʙʨʘʪʴ 
ʧʫʥʢʪ WAF ð ʀʥʩʧʝʢʮʠʷ WAF ð ʂʣʠʝʥʪʳ, ʘʢʪʠʚʠʨʦʚʘʪʴ ʦʧʮʠʶ ɺʢʣʶʯʠʪʴ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦ ʉɸ, ʧʦʩʣʝ ʯʝʛʦ ʟʘʛʨʫʟʠʪʴ ʉɸ ʠʟ ʬʘʡʣʘ ʠʣʠ ʧʦ URL (ʩʧʠʩʦʢ ʦʪʟʳʚʦʚ 
ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝ ʷʚʣʷʝʪʩʷ ʦʙʷʟʘʪʝʣʴʥʦʡ ʦʧʮʠʝʡ) ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

¶ ɼʘʣʝʝ ʥʘ ʧʘʥʝʣʠ ʥʠʞʝ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʟʘʪʝʤ ʢʥʦʧʢʫ çéè ʠ ʟʘʛʨʫʟʠʪʴ ʢʣʠʝʥʪʩʢʠʡ 
ʩʝʨʪʠʬʠʢʘʪ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

¶ ʇʝʨʝʡʪʠ ʢ ʩʧʠʩʢʫ ɿʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ. ʅʘ ʧʘʥʝʣʠ ʟʘʛʨʫʟʢʠ ʥʦʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʘʞʘʪʴ 
ʢʥʦʧʢʫ ʚʳʙʦʨʘ ʬʘʡʣʘ ʠ ʟʘʛʨʫʟʠʪʴ ʩʝʨʪʠʬʠʢʘʪ, ʚ ʥʦʚʦʤ ʦʢʥʝ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

¶ ɺ ʥʦʚʦʤ ʦʢʥʝ ʚ ʧʫʥʢʪʝ ɿʘʱʠʱʘʝʤʳʡ ʩʝʨʚʝʨ ʚʳʙʨʘʪʴ ʠʥʩʧʝʢʪʠʨʫʝʤʳʡ ʫʟʝʣ, ʝʩʣʠ ʦʥ ʥʝ ʙʳʣ 
ʚʳʙʨʘʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

¶ ɽʩʣʠ ʚʩʝ ʙʳʣʦ ʩʜʝʣʘʥʦ ʢʦʨʨʝʢʪʥʦ, ʪʦ ʚ ʩʧʠʩʢʝ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ ʧʦʷʚʠʪʩʷ 
ʠʥʩʧʝʢʪʠʨʫʝʤʳʡ ʫʟʝʣ. ʊʘʢʞʝ ʦʥ ʙʫʜʝʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʚʦ ʚʢʣʘʜʢʝ ɿʘʱʠʱʘʝʤʳʝ ʩʝʨʚʝʨʳ. 

5.2 ʅʘʩʪʨʦʡʢʠ UTM 

ɼʣ ̫ʧʝʨʝʭʦʜʘ ʢ ʨʘʟʜʝʣʫ ʥʘʩʪʨʦʝʢ UTM ʥʝʦʙʭʦʜʠʤʦ ʚ ʤʝʥʶ ʅʘʩʪʨʦʡʢʠ ʚʳʙʨʘʪʴ UTM (ʩʤ. ʈʠʩʫʥʦʢ 
71). ʇʨʦʠʟʦʡʜʝʪ ʦʪʢʨʳʪʠʝ ʩʧʠʩʢʘ ʤʝʥʶ ʪʨʝʪʴʝʛʦ ʫʨʦʚʥʷ. 

 

ʈʠʩʫʥʦʢ 71. ʅʘʩʪʨʦʡʢʘ UTM 
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ɼʘʥʥʳʡ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʩʪʨʘʥʠʮʳ: 

¶ ʀʥʩʧʝʢʮʠʷ HTTPS/HTTP; 

¶ ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ. 

5.2.1 ʀʥʩʧʝʢʮʠʷ HTTPS/HTTP 

ɼʣ ̫ ʧʝʨʝʭʚʘʪʘ ʪʨʘʥʟʠʪʥʦʛʦ ʪʨʘʬʠʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTP, 
ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʘʪʴ ʯʝʢʙʦʢʩ ʚ ʨʘʟʜʝʣʝ ʀʥʩʧʝʢʮʠʷ HTTPS/HTTP (ʩʤ. ʈʠʩʫʥʦʢ 72). 

ʅʘ ʵʪʦʡ ʩʪʨʘʥʠʮʝ ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʧʘʨʫ ʩʝʨʪʠʬʠʢʘʪ-ʢʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʠ 
ʜʝʰʠʬʨʦʚʘʥʠʷ ʪʨʘʥʟʠʪʥʦʛʦ ʪʨʘʬʠʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʧʨʦʪʦʢʦʣʫ SSL (HTTPS) ʜʣʷ 
ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʟʘ WAF Dallas Lock (ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʚ ʨʘʟʜʝʣʝ 5.7.1 ʉʝʨʚʝʨʥʳʝ 
ʩʝʨʪʠʬʠʢʘʪʳ). ɼʣ ̫ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚ ʧʦʣʝ ʇʘʨʘ ʩʝʨʪʠʬʠʢʘʪ-ʢʣʶʯ ʟʘʛʨʫʟʠʪʴ ʟʘʨʘʥʝʝ 
ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʢʦʨʧʦʨʘʪʠʚʥʳʡ SSL-ʩʝʨʪʠʬʠʢʘʪ ʩ ʨʘʩʰʠʨʝʥʠʝʤ (*.pem, *.crt, *.cert). ʇʨʠ 
ʜʦʙʘʚʣʝʥʠʠ ʠʤ ̫ʩʝʨʪʠʬʠʢʘʪʘ ʤʝʥʷʝʪʩʷ ʥʘ ʩʠʩʪʝʤʥʦʝ CA UTM WAF DL. 

ʉʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ ʠʤʝʥ ʩʝʨʚʝʨʦʚ. ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʦʙʭʦʜʠʪʴ ʠʥʩʧʝʢʮʠʶ HTTPS/HTTP 
ʜʣʷ ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʚʝʨʦʚ. 

 

ʈʘʩʰʠʬʨʦʚʢʘ SSL-ʪʨʘʬʠʢʘ ʥʝ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ, ʝʩʣʠ ʥʝ ʫʢʘʟʘʪʴ SSL-ʩʝʨʪʠʬʠʢʘʪ ʠ 
ʧʨʠʚʘʪʥʳʡ SSL-ʢʣʶʯ. 
ʅʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ https://www.openssl.org ʤʦʞʥʦ ʥʘʡʪʠ ʜʦʢʫʤʝʥʪʘʮʠʶ ʧʦ 
ʩʝʨʪʠʬʠʢʘʪʘʤ, ʢʣʶʯʘʤ ʠ ʩʝʨʪʠʬʠʢʘʪʘʤ ʧʨʦʢʩʠ. 

 

ʈʠʩʫʥʦʢ 72. ɼʦʙʘʚʣʝʥʠʝ HTTPS/HTTP-ʩʝʨʪʠʬʠʢʘʪʘ 

5.2.2 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ 

ʉʪʨʘʥʠʮʘ ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ UTM, ʉʆɺ ʠ ʄʕ ʫʨʦʚʥʷ 
ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ, ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʱʠʪʳ ʦʪ ʥʝʩʠʛʥʘʪʫʨʥʳʭ ʫʛʨʦʟ ʠ ʦʙʥʦʚʠʪʴ ɹʈʇ. 
ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʚʢʣʘʜʢʠ: 

¶ ʦʧʮʠʠ; 

¶ ʥʝʩʠʛʥʘʪʫʨʥʳʝ ʫʛʨʦʟʳ; 

¶ ʉʆɺ (ʩʨʝʜʩʪʚʦ ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ); 

¶ ʄʕ (ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ); 

¶ ʧʨʝʩʝʪʳ; 

¶ ʦʙʥʦʚʠʪʴ; 

¶ ʥʘʩʪʨʦʡʢʘ config-ʬʘʡʣʘ. 

ʅʘ ʚʢʣʘʜʢʝ ʆʧʮʠʠ (ʩʤ. ʈʠʩʫʥʦʢ 73) ʧʨʠʚʝʜʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʉʆɺ ʠ ʄʕ, ʦ ʢʦʣʠʯʝʩʪʚʝ 
ʘʢʪʠʚʥʳʭ ʧʨʘʚʠʣ, ʦʙʱʝʤ ʢʦʣʠʯʝʩʪʚʝ ʥʘʩʪʨʦʝʥʥʳʭ ʧʨʘʚʠʣ, ʢʦʣʠʯʝʩʪʚʝ ʧʨʘʚʠʣ ʠʟ ɹʘʟʳ ʨʝʰʘʶʱʠʭ 
ʧʨʘʚʠʣ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʇʨʦʚʝʨʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʧʨʦʚʝʨʢʘ ʚʚʝʜʝʥʥʳʭ ʧʨʘʚʠʣ ʄʕ. 

ʊʘʢʞʝ ʥʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ ʤʦʞʥʦ ʧʨʦʠʟʚʝʩʪʠ ʥʘʩʪʨʦʡʢʠ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʩʨʘʙʘʪʳʚʘʥʠʠ ʩʠʛʥʘʪʫʨ ʉʆɺ. 
ɺ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʷʭ ʫʢʘʟʳʚʘʶʪʩʷ ʪʘʢʠʝ ʧʘʨʘʤʝʪʨʳ, ʢʘʢ ʢʦʣʠʯʝʩʪʚʦ ʩʨʘʙʘʪʳʚʘʥʠʡ ʩʠʛʥʘʪʫʨ 
ʉʆɺ ʠ ʧʝʨʠʦʜ (ʚ ʩʝʢʫʥʜʘʭ), ʟʘ ʢʦʪʦʨʳʡ ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ. 
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ʈʠʩʫʥʦʢ 73. ʆʧʮʠʠ 

ɺʢʣʘʜʢʘ ʅʝʩʠʛʥʘʪʫʨʥʳʝ ʫʛʨʦʟʳ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʧʦʜʚʢʣʘʜʦʢ: 

¶ ʌʨʘʛʤʝʥʪʘʮʠʷ; 

¶ ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ; 

¶ ʕʚʨʠʩʪʠʢʘ. 

ʅʘ ʚʢʣʘʜʢʝ ʌʨʘʛʤʝʥʪʘʮʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 74) ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʬʨʘʛʤʝʥʪʘʮʠʷ ʠ ʜʝʡʩʪʚʠʷ ʧʨʠ ʝʝ 
ʥʘʨʫʰʝʥʠʠ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʊʘʡʤʘʫʪ ð ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʩʦʙʠʨʘʪʴʩʷ ʧʘʢʝʪ. 

¶ ʄʠʥʠʤʘʣʴʥʳʡ TTL (ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʥʘʙʦʨʘ ʜʘʥʥʳʭ/ʧʘʢʝʪʘ). ʌʨʘʛʤʝʥʪʳ ʩ 
ʤʝʥʴʰʠʤ TTL ʥʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʙʦʨʢʠ ʧʘʢʝʪʦʚ. 

¶ ʇʝʨʝʢʨʳʪʠʝ ð ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʦʙʱʠʭ ʯʘʩʪʝʡ ʤʝʞʜʫ ʬʨʘʛʤʝʥʪʘʤʠ. 

¶ ʈʘʟʤʝʨ ð ʤʠʥʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʬʨʘʛʤʝʥʪʘ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠ ʩʙʦʨʢʝ ʧʘʢʝʪʘ. 

ʉʠʩʪʝʤʘ ʨʝʘʛʠʨʫʝʪ ʥʘ ʩʣʝʜʫʶʱʠʝ ʩʦʙʳʪʠʷ: 

¶ ʅʝʩʦʚʤʝʩʪʠʤʳʝ ʦʧʮʠʠ ʬʨʘʛʤʝʥʪʘʮʠʠ ð ʬʨʘʛʤʝʥʪʳ IP-ʧʘʢʝʪʘ ʩʦʜʝʨʞʘʪ ʥʝʩʦʚʤʝʩʪʠʤʳʝ 
ʦʧʮʠʠ; 

¶ ɸʪʘʢʘ TearDrop ð ʚ IP-ʧʘʢʝʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʝʢʦʨʨʝʢʪʥʳʝ ʬʨʘʛʤʝʥʪʳ ʠʣʠ ʥʝʢʦʨʨʝʢʪʥʳʝ 
ʩʤʝʱʝʥʠʷ; 

¶ ʂʦʨʦʪʢʠʝ ʬʨʘʛʤʝʥʪʳ (ʚʦʟʤʦʞʥʦʩʪʴ DOS) ð IP-ʧʘʢʝʪ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥ ʥʘ ʙʦʣʴʰʦʝ ʯʠʩʣʦ 
ʬʨʘʛʤʝʥʪʦʚ; 

¶ ʌʨʘʛʤʝʥʪ ʧʨʦʜʦʣʞʘʝʪʩʷ ʟʘ ʨʘʟʤʝʨ ʧʘʢʝʪʘ ð ʬʨʘʛʤʝʥʪ IP-ʧʘʢʝʪʘ ʫʢʘʟʳʚʘʝʪ ʥʘ ʨʘʟʤʝʨ 
ʙʦʣʴʰʝ ʨʘʟʤʝʨʘ IP-ʧʘʢʝʪʘ; 

¶ ʌʨʘʛʤʝʥʪ ʥʫʣʝʚʦʛʦ ʨʘʟʤʝʨʘ ð ʬʨʘʛʤʝʥʪ IP-ʧʘʢʝʪʘ ʠʤʝʝʪ ʥʫʣʝʚʦʡ ʨʘʟʤʝʨ; 

¶ ʌʨʘʛʤʝʥʪ ʥʝʛʘʪʠʚʥʦʛʦ ʨʘʟʤʝʨʘ ð ʬʨʘʛʤʝʥʪ IP-ʧʘʢʝʪʘ ʠʤʝʝʪ ʥʝʢʦʨʨʝʢʪʥʳʡ ʨʘʟʤʝʨ; 

¶ ʅʝʚʦʟʤʦʞʥʦ ʙʦʣʴʰʦʡ ʬʨʘʛʤʝʥʪ ð ʬʨʘʛʤʝʥʪ IP-ʧʘʢʝʪʘ ʠʤʝʝʪ ʨʘʟʤʝʨ, ʧʨʝʚʳʰʘʶʱʠʡ 
ʤʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ; 

¶ ʇʝʨʝʢʨʳʪʠʝ ʬʨʘʛʤʝʥʪʦʚ ð ʬʨʘʛʤʝʥʪʳ IP-ʧʘʢʝʪʘ ʧʝʨʝʢʨʳʚʘʶʪ ʜʨʫʛ ʜʨʫʛʘ; 

¶ ɸʪʘʢʘ ʥʘ BSD ʩ ʧʝʨʝʧʦʣʥʝʥʠʝʤ ʙʫʬʝʨʘ ð ʩʧʝʮʠʘʣʴʥʦ ʩʢʦʥʩʪʨʫʠʨʦʚʘʥʥʳʝ ʬʨʘʛʤʝʥʪʳ IP-
ʧʘʢʝʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʧʦʣʥʝʥʠʷ ʙʫʬʝʨʘ ʚ ʩʠʩʪʝʤʘʭ BSD; 

¶ ɸʪʘʢʘ ʥʘ BSD ʩ ʣʠʰʥʠʤʠ ʬʨʘʛʤʝʥʪʘʤʠ ð ʦʪʧʨʘʚʣʷʶʪʩʷ ʣʠʰʥʠʝ ʬʨʘʛʤʝʥʪʳ IP-ʧʘʢʝʪʘ ʜʣʷ 
ʧʝʨʝʧʦʣʥʝʥʠʷ ʙʫʬʝʨʘ ʚ ʩʠʩʪʝʤʘʭ BSD; 

¶ TTL ʬʨʘʛʤʝʥʪʘ ʥʠʞʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ð ʚʨʝʤʷ ʞʠʟʥʠ ʬʨʘʛʤʝʥʪʘ IP-ʧʘʢʝʪʘ ʠʩʪʝʢʘʝʪ 
ʧʨʝʞʜʝ, ʯʝʤ ʜʦʩʪʠʛʥʝʪ ʧʦʣʫʯʘʪʝʣʷ (ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʘʨʘʤʝʪʨʘ 
ʄʠʥʠʤʘʣʴʥʳʡ TTL); 

¶ ʇʝʨʝʢʨʳʪʠʝ ʬʨʘʛʤʝʥʪʦʚ ʚʳʰʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ð ʧʝʨʝʢʨʳʚʘʶʱʠʝʩʷ ʬʨʘʛʤʝʥʪʳ IP-ʧʘʢʝʪʘ 
ʧʨʝʚʳʰʘʶʪ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʦʙʱʠʭ ʯʘʩʪʝʡ ʤʝʞʜʫ ʬʨʘʛʤʝʥʪʘʤʠ (ʥʝʦʙʭʦʜʠʤʦ 
ʫʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʘʨʘʤʝʪʨʘ ʇʝʨʝʢʨʳʪʠʝ); 

¶ ʌʨʘʛʤʝʥʪʳ ʤʝʥʴʰʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʤʠʥʠʤʫʤʘ ð ʬʨʘʛʤʝʥʪ IP-ʧʘʢʝʪʘ ʠʤʝʝʪ ʨʘʟʤʝʨ, ʤʝʥʝʝ 
ʤʠʥʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʦʛʦ (ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʘʨʘʤʝʪʨʘ ʈʘʟʤʝʨ). 

ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʞʝʣʘʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʨʠ ʥʘʨʫʰʝʥʠʷʭ ʬʨʘʛʤʝʥʪʘʮʠʠ. ɺʦʟʤʦʞʝʥ 
ʚʳʙʦʨ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʥʝ ʧʨʠʤʝʥʷʪʴ (skip); 

¶ ʦʧʦʚʝʩʪʠʪʴ (alert); 

¶ ʩʙʨʦʩʠʪʴ ʧʘʢʝʪ (drop); 
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¶ ʩʙʨʦʩʠʪʴ ʧʘʢʝʪ ʙʝʟ ʦʧʦʚʝʱʝʥʠʷ (sdrop); 

¶ ʠʛʥʦʨʠʨʦʚʘʪʴ (pass). 

 

ɸʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʬʨʘʛʤʝʥʪʘʮʠʠ ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʩʦʙʝʥʥʦʩʪʝʡ 
ʦʙʨʘʙʦʪʢʠ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥʥʳʭ IP-ʧʘʢʝʪʦʚ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʠ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ 
ʩʙʦʷʤ ʠʣʠ ʠʩʯʝʨʧʘʥʠʶ ʨʝʩʫʨʩʦʚ ʧʦʣʫʯʘʪʝʣʷ ʧʨʠ ʧʦʧʳʪʢʘʭ ʦʙʨʘʙʦʪʘʪʴ ʥʝʢʦʨʨʝʢʪʥʳʝ 
ʬʨʘʛʤʝʥʪʳ. 

 

ʈʠʩʫʥʦʢ 74. ʅʝʩʠʛʥʘʪʫʨʥʳʝ ʫʛʨʦʟʳ ð ʌʨʘʛʤʝʥʪʘʮʠʷ 

ʅʘ ʚʢʣʘʜʢʝ ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 75) ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʜʝʡʩʪʚʠʷ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ 
ʧʦʨʪʦʚ. WAF Dallas Lock ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʪʴ ʩʦʙʳʪʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʦʨʪʦʚ ʠ ʦʪʩʣʝʞʠʚʘʪʴ 
ʧʦʧʳʪʢʠ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʘʤ TCP, UDP, ICMP ʠ IP: 

¶ ʉʢʘʥʠʨʦʚʘʥʠʝ ʦʜʥʠʤ ʫʟʣʦʤ ʥʝʩʢʦʣʴʢʠʭ ʧʦʨʪʦʚ (ʧʨʦʪʦʢʦʣʦʚ) ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ: 

o TCP Portscan; 

o UDP Portscan; 

o IP Protocol Scan; 

¶ ʉʢʘʥʠʨʦʚʘʥʠʝ ʦʜʥʠʤ ʫʟʣʦʤ ʥʝʩʢʦʣʴʢʠʭ ʧʦʨʪʦʚ (ʧʨʦʪʦʢʦʣʦʚ) ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 
c ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʦʜʜʝʣʴʥʳʭ IP-ʘʜʨʝʩʦʚ: 

o TCP Decoy Portscan; 

o UDP Decoy Portscan; 

o IP Decoy Protocol Scan; 

¶ ʆʜʥʦʚʨʝʤʝʥʥʦʝ ʩʢʘʥʠʨʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʤʠ ʫʟʣʘʤʠ ʥʝʩʢʦʣʴʢʠʭ ʧʦʨʪʦʚ (ʧʨʦʪʦʢʦʣʦʚ) 
ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ: 

o TCP Distributed Portscan; 

o UDP Distributed Portscan; 

o IP Distributed Protocol Scan; 
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¶ ʉʢʘʥʠʨʦʚʘʥʠʝ ʦʜʥʠʤ ʫʟʣʦʤ ʥʝʩʢʦʣʴʢʠʭ ʧʦʨʪʦʚ (ʧʨʦʪʦʢʦʣʦʚ) ʥʝʩʢʦʣʴʢʠʭ ʮʝʣʝʚʳʭ 
ʫʩʪʨʦʡʩʪʚ: 

o TCP Portsweep; 

o UDP Portsweep; 

o IP Protocol Sweep; 

o ICMP Sweep; 

¶ ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ ʘʥʘʣʦʛʠʯʥʦ ʩʮʝʥʘʨʠʷʤ, ʫʢʘʟʘʥʥʳʤ ʚʳʰʝ, ʧʨʠ ʢʦʪʦʨʦʤ 
ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʦʪʚʝʪʳ ʦ ʩʦʩʪʦʷʥʠʠ ʧʦʨʪʦʚ ʩʦ ʟʥʘʯʝʥʠʝʤ çFilteredè: 

o TCP Filtered Portscan; 

o TCP Filtered Decoy Portscan; 

o TCP Filtered Portsweep; 

o TCP Filtered Distributed Portscan; 

o IP Filtered Protocol Scan; 

o IP Filtered Decoy Protocol Scan; 

o IP Filtered Protocol Sweep; 

o IP Filtered Distributed Protocol Scan; 

o UDP Filtered Portscan; 

o UDP Filtered Decoy Portscan; 

o UDP Filtered Portsweep; 

o UDP Filtered Distributed Portscan; 

o ICMP Filtered Sweep; 

¶ ʉʢʘʥʠʨʦʚʘʥʠʝ ʦʪʢʨʳʪʳʭ ʧʦʨʪʦʚ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ð Open Port. 

 

ɼʣʷ ʩʦʙʳʪʠʷ çOpen Portè ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʦʪʚʝʪʳ ʦ ʩʦʩʪʦʷʥʠʠ ʧʦʨʪʦʚ ʩʦ ʟʥʘʯʝʥʠʝʤ ð 
çʆʪʢʨʳʪè, ʜʣʷ ʩʦʙʳʪʠʡ çFilteredè ð çʆʪʬʠʣʴʪʨʦʚʘʥè, ʜʣʷ ʦʩʪʘʣʴʥʳʭ ʩʦʙʳʪʠʡ ð 
çɿʘʢʨʳʪè. 

ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʞʝʣʘʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʧʦʨʪʦʚ. ɺʦʟʤʦʞʝʥ ʚʳʙʦʨ 
ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʥʝ ʧʨʠʤʝʥʷʪʴ (skip); 

¶ ʦʧʦʚʝʩʪʠʪʴ (alert); 

¶ ʩʙʨʦʩʠʪʴ ʧʘʢʝʪ (drop); 

¶ ʩʙʨʦʩʠʪʴ ʧʘʢʝʪ ʙʝʟ ʦʧʦʚʝʱʝʥʠʷ (sdrop); 

¶ ʠʛʥʦʨʠʨʦʚʘʪʴ (pass). 

 

ʈʠʩʫʥʦʢ 75. ʅʝʩʠʛʥʘʪʫʨʥʳʝ ʫʛʨʦʟʳ ð ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ 

 

ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʚʳʙʨʘʥʥʳʭ ʜʝʡʩʪʚʠʡ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʧʦʨʪʦʚ 
ʥʝʦʙʭʦʜʠʤʦ ʚ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʠ ʧʝʨʝʤʝʥʥʳʭ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ ʚʳʩʪʘʚʠʪʴ 
ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʚ ʟʥʘʯʝʥʠʝ ɺʳʩʦʢʠʡ (ʩʤ. ʈʠʩʫʥʦʢ 76). ɼʣʷ ʥʘʩʪʨʦʡʢʠ 
ʋʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʡʪʠ ʚ ʨʘʟʜʝʣ ʅʘʩʪʨʦʡʢʠ ð ʆʙʱʠʝ 
ð ʅʘʩʪʨʦʡʢʠ ð ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ (ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʚ ʧʫʥʢʪʝ 5.4.5.2 ʅʘʩʪʨʦʡʢʠ 
ʧʝʨʝʤʝʥʥʳʭ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ). 
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ʈʠʩʫʥʦʢ 76. ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʅʘ ʚʢʣʘʜʢʝ ʕʚʨʠʩʪʠʢʘ (ʩʤ. ʈʠʩʫʥʦʢ 77) ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʵʚʨʠʩʪʠʢʘ DNS-ʪʫʥʥʝʣʝʡ. 

ɼʘʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʚʨʫʯʥʫʶ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ ʦʧʮʠʶ, ʥʘʞʘʚ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ ɺʢʣʶʯʠʪʴ 
ʵʚʨʠʩʪʠʢʫ DNS-ʪʦʥʥʝʣʝʡ, ʘ ʪʘʢʞʝ ʫʢʘʟʘʪʴ ʫʨʦʚʝʥʴ ʯʫʚʩʪʚʠʪʝʣʴʥʦʩʪʠ ʩʨʘʙʘʪʳʚʘʥʠʡ: ʥʠʟʢʠʡ, 
ʩʨʝʜʥʠʡ, ʚʳʩʦʢʠʡ. 

 

ʈʠʩʫʥʦʢ 77. ʅʝʩʠʛʥʘʪʫʨʥʳʝ ʫʛʨʦʟʳ. ʕʚʨʠʩʪʠʢʘ 

ʅʘ ʚʢʣʘʜʢʝ ʉʆɺ (ʩʤ. ʈʠʩʫʥʦʢ 78) ʧʨʠʚʝʜʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʉʨʝʜʩʪʚʘ ʦʙʥʘʨʫʞʝʥʠʷ 
ʚʪʦʨʞʝʥʠʡ, ʦ ʢʦʣʠʯʝʩʪʚʝ ʘʢʪʠʚʥʳʭ ʧʨʘʚʠʣ, ʦʙʱʝʤ ʢʦʣʠʯʝʩʪʚʝ ʥʘʩʪʨʦʝʥʥʳʭ ʧʨʘʚʠʣ, ʢʦʣʠʯʝʩʪʚʝ 
ʧʨʘʚʠʣ ʠʟ ɹʘʟʳ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ. ʅʠʞʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʨʘʚʠʣʘ (ɹʘʟʘ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ), ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʦʪʜʝʣʴʥʦ ʥʘʩʪʨʘʠʚʘʪ.ɹ ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʠʟʤʝʥʠʪʴ ʧʨʘʚʠʣʘ ʧʦʜ ʩʚʦʶ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʟʘʜʘʚ ʫʪʦʯʥʷʶʱʠʝ ʜʘʥʥʳʝ, ʣʠʙʦ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ ʩʦʩʪʘʚʣʷʶʱʠʝ ʧʦʣʠʪʠʢʠ ʜʣʷ 
ʧʨʘʚʠʣ. 

ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʧʨʘʚʠʣ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʣʝʜʫʝʪ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ 
ʧʨʘʚʠʣʘ, ʚʳʙʨʘʪʴ ʥʫʞʥʳʝ ʧʨʘʚʠʣʘ ʠ ʥʘʞʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʢʥʦʧʢʫ. 
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ʈʠʩʫʥʦʢ 78. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ð ʉʆɺ 

ʉʆɺ ʫʧʨʘʚʣʷʝʪ ʩʝʪʝʚʳʤ ʪʨʘʬʠʢʦʤ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʚ LAN ʠ DMZ ʟʦʥʘʭ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʥʘʙʦʨʘʭ 
ʧʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ, ʢʘʢ ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʧʘʢʝʪʳ ʜʘʥʥʳʭ. ɺ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʘʨʘʤʝʪʨʦʚ ʧʨʘʚʠʣʘ ʉʆɺ, ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʡ ʩ ʪʨʘʬʠʢʦʤ: 

¶ ʆʪʚʝʨʛʥʫʪʴ (reject). ʊʨʘʬʠʢ ʙʣʦʢʠʨʫʝʪʩʷ, ʥʦ ʦʪʧʨʘʚʠʪʝʣʶ ʩʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʝʛʦ ʧʘʢʝʪ ʥʝ ʙʳʣ 
ʜʦʩʪʘʚʣʝʥ. 

¶ ɿʘʙʣʦʢʠʨʦʚʘʪʴ (block). ʊʨʘʬʠʢ ʙʣʦʢʠʨʫʝʪʩʷ ʙʝʟ ʫʚʝʜʦʤʣʝʥʠʷ ʦʪʧʨʘʚʠʪʝʣʷ.  

¶ ʇʨʦʧʫʩʪʠʪʴ (pass). ʊʨʘʬʠʢ ʨʘʟʨʝʰʘʝʪʩʷ ʠ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ. 

¶ ʊʨʝʚʦʛʘ (alert). ʊʨʘʬʠʢ ʨʘʟʨʝʰʘʝʪʩʷ, ʥʦ ʧʨʠ ʵʪʦʤ ʬʠʢʩʠʨʫʝʪʩʷ ʚ ʞʫʨʥʘʣʝ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ 
ʘʥʘʣʠʟʘ. 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ UTM ʧʨʘʚʠʣʘ ʦʙʲʝʜʠʥʝʥʳ ʚ ʦʪʜʝʣʴʥʳʝ ʢʘʪʝʛʦʨʠʠ (ʧʨʝʩʝʪʳ). 
ʇʨʝʩʝʪʳ ʩʦʜʝʨʞʘʪ ʚ ʩʝʙʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ. ɼʣ ̫ʠʟʤʝʥʝʥʠʷ ʧʨʘʚʠʣʘ ʧʦʜ ʩʚʦʶ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʨʘʚʠʣʦ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 79), ʚ ʩʧʠʩʢʝ 
ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʩʝʪʠ. ɼʣ ̫ʩʦʭʨʘʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ. 
ɼʣ ̫ ʜʦʙʘʚʣʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʚʥʝʩʪʠ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʟʤʝʥʝʥʠʷ ʚ ʧʘʨʘʤʝʪʨʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 79). ɼʣ ̫
ʫʜʘʣʝʥʠʷ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣʘ, ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

 

ʈʠʩʫʥʦʢ 79. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʉʆɺ 

ʉʪʨʘʥʠʮʘ ʠʟʤʝʥʝʥʠʷ ʠ ʧʨʦʩʤʦʪʨʘ ʧʨʘʚʠʣʘ ʉʆɺ ʩʦʜʝʨʞʠʪ ʧʦʣʷ ʘʥʘʣʦʛʠʯʥʳʝ ʩʪʨʘʥʠʮʝ ʠʟʤʝʥʝʥʠʷ ʠ 
ʧʨʦʩʤʦʪʨʘ ʧʨʘʚʠʣʘ WAF (ʩʤ. 5.1.4 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ). 

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʝʩʝʪʳ ʉʆɺ ʥʘʮʝʣʝʥʳ ʥʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʘʪʘʢ 
(ʩʤ. ʊʘʙʣʠʮʘ 6). 
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ʊʘʙʣʠʮʘ 6. ʇʨʝʩʝʪʳ ʉʆɺ 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʧʨʝʩʝʪʘ ʅʘʟʥʘʯʝʥʠʝ 

! DoS/DDoS ʟʘʱʠʪʘ DoS/DDoS ʘʪʘʢ 

! ʀʥʲʝʢʮʠʠ ʟʘʱʠʪʘ ʦʪ SQL-ʠʥʲʝʢʮʠʡ 

APP-DETECT 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, 
ʨʘʙʦʪʘʶʱʠʤʠ ʚ ʩʝʪʠ 

BROWSER-CHROME 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʙʨʘʫʟʝʨʘ Chrome 

BROWSER-FIREFOX 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʙʨʘʫʟʝʨʘ Mozilla Firefox 

BROWSER-IE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʙʨʘʫʟʝʨʘ Internet Explorer 

BROWSER-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʙʨʘʫʟʝʨʦʚ (ʚ ʦʩʥʦʚʥʦʤ Opera) 

BROWSER-PLUGINS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʧʣʘʛʠʥʦʚ ʚʝʙ-ʙʨʘʫʟʝʨʦʚ 

BROWSER-WEBKIT 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʨʘʙʦʪʳ ʙʨʘʫʟʝʨʦʚ ʧʦʩʪʨʦʝʥʥʳʭ ʥʘ 
ʦʩʥʦʚʝ Webkit 

EXPLOIT-KIT 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʠʛʥʘʪʫʨ ʠʟʚʝʩʪʥʳʭ 
ʵʢʩʧʣʦʠʪʦʚ 

FILE-EXECUTABLE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚ ʠʩʧʦʣʥʷʝʤʳʭ 
ʬʘʡʣʘʭ 

FILE-FLASH ʦʙʥʘʨʫʞʝʥʠʝ ʧʦʜʦʟʨʠʪʝʣʴʥʦʛʦ ʪʨʘʬʠʢʘ ʢ Adobe Flash Player 

FILE-IDENTIFY ʦʙʥʘʨʫʞʝʥʠʝ ʬʘʡʣʦʚ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʚ ʪʨʘʬʠʢʝ 

FILE-IMAGE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 
ʬʘʡʣʘʭ ʠʟʦʙʨʘʞʝʥʠʡ 

FILE-JAVA 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 
Java-ʬʘʡʣʘʭ 

FILE-MULTIMEDIA 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 
ʤʫʣʴʪʠʤʝʜʠʡʥʳʭ ʬʘʡʣʘʭ 

FILE-OFFICE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 
ʬʘʡʣʘʭ ʦʬʠʩʥʳʭ ʧʨʦʛʨʘʤʤ 

FILE-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 
ʨʘʟʣʠʯʥʳʭ ʬʘʡʣʘʭ 

FILE-PDF 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʥʘʮʝʣʝʥʥʦʛʦ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 
PDF-ʬʘʡʣʘʭ 

INDICATOR-
COMPROMISE 

ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʦʧʘʩʥʳʝ ʟʘʧʨʦʩʳ ʢ ʫʜʘʣʝʥʥʳʤ 
ʨʝʩʫʨʩʘʤ 

INDICATOR-
OBFUSCATION 

ʦʙʥʘʨʫʞʝʥʠʝ ʦʙʬʫʩʮʠʨʦʚʘʥʥʦʛʦ JS ʢʦʜʘ ʚ ʪʨʘʬʠʢʝ 

INDICATOR-SCAN ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʧʳʪʢʠ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩʝʪʠ 

INDICATOR-
SHELLCODE 

ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʚ ʧʘʢʝʪʘʭ ʬʨʘʛʤʝʥʪ ʤʘʰʠʥʥʦʛʦ 
ʢʦʜʘ 

MALWARE-BACKDOOR 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʟʘʧʨʦʩ ʩʦʝʜʠʥʝʥʠʷ ʩ ʫʜʘʣʝʥʥʳʤ 
ʢʦʤʧʴʶʪʝʨʦʤ, ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʥʳʡ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ 

MALWARE-CNC 

ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʦʪ ʮʝʥʪʨʘ ʫʧʨʘʚʣʝʥʠʷ ʤʥʦʞʝʩʪʚʦʤ 
ʢʦʤʧʴʶʪʝʨʦʚ 

MALWARE-CNC User-
Agent 

MALWARE-CNC Win 

MALWARE-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʨʘʙʦʪʦʡ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʥʝ 
ʧʦʜʧʘʜʘʶʱʝʛʦ ʧʦʜ ʦʧʠʩʘʥʠʝ ʧʨʝʜʳʜʫʱʠʭ ʯʝʪʳʨʝʭ ʧʫʥʢʪʦʚ 

MALWARE-TOOLS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʨʘʙʦʪʦʡ ʭʘʢʝʨʩʢʦʛʦ 
ʠʥʩʪʨʫʤʝʥʪʘʨʠʷ 

OS-LINUX 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ ʩʝʤʝʡʩʪʚʘ Linux 

OS-MOBILE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʤʦʙʠʣʴʥʳʭ 
ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 
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ʅʘʠʤʝʥʦʚʘʥʠʝ ʧʨʝʩʝʪʘ ʅʘʟʥʘʯʝʥʠʝ 

OS-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ 

OS-SOLARIS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʦʧʝʨʘʮʠʦʥʥʦʡ 
ʩʠʩʪʝʤʳ Solaris 

OS-WINDOWS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ ʩʝʤʝʡʩʪʚʘ Windows ʠ ʠʭ ʢʦʤʧʦʥʝʥʪʦʚ 

POLICY-MULTIMEDIA ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʢ ʤʫʣʴʪʠʤʝʜʠʡʥʳʤ ʨʝʩʫʨʩʘʤ 

POLICY-OTHER ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʢ ʦʧʨʝʜʝʣʝʥʥʳʤ ʨʝʩʫʨʩʘʤ 

POLICY-SOCIAL ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ ʢ ʩʦʮʠʘʣʴʥʳʤ ʩʝʪʷʤ 

POLICY-SPAM ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʩʧʘʤ ʩʦʦʙʱʝʥʠʷ 

PROTOCOL-SCADA ʦʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʦʢ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʪʘʢ ʥʘ SCADA-ʩʠʩʪʝʤʳ 

PUA-ADWARE 
ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, 
ʩʚʷʟʘʥʥʳʭ ʩ ʨʘʟʤʝʱʝʥʠʝʤ ʨʝʢʣʘʤʳ 

PUA-OTHER ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

PUA-P2P 
ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ 
ʠʩʧʦʣʴʟʫʶʪ ʧʠʨʠʥʛʦʚʳʝ ʩʝʪʠ (P2P) ʜʣʷ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ (ʥʘʧʨʠʤʝʨ, 
ʪʦʨʨʝʥʪ-ʪʨʝʢʝʨʦʚ) 

PUA-TOOLBARS 
ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ 
ʥʝʞʝʣʘʪʝʣʴʥʳʝ ʧʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʚ ʚʝʙ-ʙʨʘʫʟʝʨʘʭ 

SERVER-APACHE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-ʩʝʨʚʝʨʦʚ 
Apache 

SERVER-IIS 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-ʩʝʨʚʝʨʦʚ 
IIS 

SERVER-MAIL 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʧʦʯʪʦʚʳʭ 
ʩʝʨʚʝʨʦʚ ʦʨʛʘʥʠʟʘʮʠʠ 

SERVER-MSSQL 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʩʝʨʚʝʨʘ ʙʘʟ 
ʜʘʥʥʳʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ MSSQL 

SERVER-ORACLE 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʩʝʨʚʝʨʘ ʙʘʟ 
ʜʘʥʥʳʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Oracle 

SERVER-OTHER 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʝʛʦ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-
ʧʨʠʣʦʞʝʥʠʡ 

SERVER-WEBAPP 
ʟʘʱʠʪʘ ʧʦʧʫʣʷʨʥʳʭ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʦʪ ʘʪʘʢ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʫʷʟʚʠʤʦʩʪʝʡ 

SERVER-WEBAPP 
WECON 

ʟʘʱʠʪʘ ʢʦʥʪʨʦʣʣʝʨʦʚ Wecon ʦʪ ʘʪʘʢ, ʩʚʷʟʘʥʥʳʭ ʩ ʵʢʩʧʣʫʘʪʘʮʠʝʡ 
ʫʷʟʚʠʤʦʩʪʝʡ 

SERVER-WEBAPP 
WordPress 

ʟʘʱʠʪʘ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʩʦʜʝʨʞʠʤʳʤ WordPress ʦʪ ʘʪʘʢ, 
ʩʚʷʟʘʥʥʳʭ ʩ ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʫʷʟʚʠʤʦʩʪʝʡ 

SQL ʟʘʱʠʪʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ ʦʪ SQL-ʠʥʲʝʢʮʠʡ 

ʅʘ ʚʢʣʘʜʢʝ ʄʕ (ʩʤ. ʈʠʩʫʥʦʢ 80) ʧʨʠʚʝʜʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʄʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ, ʦ 
ʢʦʣʠʯʝʩʪʚʝ ʘʢʪʠʚʥʳʭ ʧʨʘʚʠʣ, ʦʙʱʝʤ ʢʦʣʠʯʝʩʪʚʝ ʥʘʩʪʨʦʝʥʥʳʭ ʧʨʘʚʠʣ, ʢʦʣʠʯʝʩʪʚʝ ʧʨʘʚʠʣ ʠʟ ɹʘʟʳ 
ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ. ʅʠʞʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʨʘʚʠʣʘ ʄʕ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʥʘʩʪʨʘʠʚʘʪʴ ʦʪʜʝʣʴʥʦ. ɺ 
ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʠʟʤʝʥʠʪʴ ʧʨʘʚʠʣʘ ʧʦʜ ʩʚʦʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʟʘʜʘʚ 
ʫʪʦʯʥʷʶʱʠʝ ʜʘʥʥʳʝ, ʣʠʙʦ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ ʩʦʩʪʘʚʣʷʶʱʠʝ ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʨʘʚʠʣ ʄʕ. 

ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʧʨʘʚʠʣ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʣʝʜʫʝʪ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ 
ʧʨʘʚʠʣʘ, ʚʳʙʨʘʪʴ ʥʫʞʥʳʝ ʧʨʘʚʠʣʘ ʠ ʥʘʞʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʢʥʦʧʢʫ. 
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ʈʠʩʫʥʦʢ 80. ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ 

ɼʣʷ ʠʟʤʝʥʝʥʠʷ ʧʨʘʚʠʣʘ ʧʦʜ ʩʚʦʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʨʘʚʠʣʦ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 
ʀʟʤʝʥʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 81), ʚ ʩʧʠʩʢʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʩʝʪʠ. ɼʣʷ ʩʦʭʨʘʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ 
ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ. 
ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʚʥʝʩʪʠ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʟʤʝʥʝʥʠʷ ʚ ʧʘʨʘʤʝʪʨʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 79). ɼʣʷ 
ʫʜʘʣʝʥʠʷ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣʘ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

ʉʪʨʘʥʠʮʘ ʠʟʤʝʥʝʥʠʷ ʠ ʧʨʦʩʤʦʪʨʘ ʧʨʘʚʠʣʘ ʄʕ ʩʦʜʝʨʞʠʪ ʧʦʣʷ ʘʥʘʣʦʛʠʯʥʳʝ ʩʪʨʘʥʠʮʝ ʠʟʤʝʥʝʥʠʷ ʠ 
ʧʨʦʩʤʦʪʨʘ ʧʨʘʚʠʣʘ WAF (ʩʤ. 5.1.4 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ). 

 

ʈʠʩʫʥʦʢ 81. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʄʕ 
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ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʝʩʝʪʳ ʄʕ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʟʘʱʠʪʳ ʩʝʪʠ ʦʪ ʨʘʟʣʠʯʥʳʭ ʫʛʨʦʟ 
(ʩʤ. ʊʘʙʣʠʮʘ 7). 

ʊʘʙʣʠʮʘ 7. ʇʨʝʩʝʪʳ ʄʕ 

ʅʘʠʤʝʥʦʚʘʥʠʝ ʧʨʝʩʝʪʘ ʅʘʟʥʘʯʝʥʠʝ 

ɹʘʟʦʚʳʡ ɺʝʙ ʄʕ 
ʟʘʱʠʪʘ ʦʪ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ICMP-ʟʘʧʨʦʩʳ ʠ ʠʥʪʝʨʘʢʪʠʚʥʳʡ 
ʢʦʥʪʝʥʪ 

Forbidden Data 
ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʪʝʢʩʪʦʚʳʡ ʢʦʥʪʝʥʪ 
ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʜʠʨʦʚʦʢ ʠ ʥʝʪʝʢʩʪʦʚʳʡ ʢʦʥʪʝʥʪ 

Forbidden Methods ʦʙʥʘʨʫʞʝʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʤʝʪʦʜʳ HTTP 

ɺʢʣʘʜʢʘ ʇʨʝʩʝʪʳ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʛʨʫʧʧʠʨʦʚʢʠ ʧʨʝʩʝʪʦʚ ʧʨʘʚʠʣ ʧʦ ʚʠʜʘʤ ʘʪʘʢ. ɺʦʟʤʦʞʥʦ 
ʛʨʫʧʧʠʨʦʚʘʪʴ ʥʝ ʪʦʣʴʢʦ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʧʨʝʩʝʪʳ, ʥʦ ʠ ʪʝ, ʯʪʦ ʙʳʣʠ ʩʦʟʜʘʥʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ 
(ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʝʩʝʪʳ) (ʩʤ. ʈʠʩʫʥʦʢ 82). 

 

ʇʨʘʚʠʣʘ ʧʨʝʩʝʪʘ Forbidden Data ʠ Forbidden Methods ʷʚʣʷʶʪʩʷ ʩʝʨʚʠʩʥʳʤʠ ʧʨʝʩʝʪʘʤʠ. 
ʀʭ ʚʢʣʶʯʝʥʠʝ ʧʨʠʚʦʜʠʪ ʢ ʢʦʜʫ ʦʪʚʝʪʘ 403 ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʣʶʙʳʤ HTTP/HTTPS 
ʩʝʨʚʝʨʘʤ ʩʦ ʩʪʦʨʦʥʳ ʟʦʥ LAN ʠ WAN, ʚ ʪʦʤ ʯʠʩʣʝ ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʟʘʱʠʱʘʝʤʦʤʫ 
ʨʝʩʫʨʩʫ. 

 

ʈʠʩʫʥʦʢ 82. ʇʨʝʩʝʪʳ 

 

ɺʢʣʶʯʝʥʠʝ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʨʝʩʝʪʦʚ ʤʦʞʝʪ ʩʫʱʝʩʪʚʝʥʥʦ ʫʚʝʣʠʯʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ 
ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ, ʯʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʟʘʤʝʜʣʝʥʠʶ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ ʚʝʙ-ʩʝʨʚʝʨʘ. 
ʕʪʦ ʩʚʷʟʘʥʦ ʩ ʪʝʤ, ʯʪʦ ʢʘʞʜʳʡ ʧʨʝʩʝʪ ʜʦʙʘʚʣʷʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʣʦʛʠʢʫ ʠ ʧʨʦʚʝʨʢʠ, 
ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ. ʇʦʵʪʦʤʫ ʚʘʞʥʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ʪʦʣʴʢʦ ʪʝ ʧʨʝʩʝʪʳ, 
ʢʦʪʦʨʳʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʜʘʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʠʩʧʦʣʴʟʫʝʤʳʭ 
ʪʝʭʥʦʣʦʛʠʡ. 

ʂʨʦʤʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʝʩʝʪʦʚ ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ ʠ ʩʦʙʩʪʚʝʥʥʳʝ. ɼʣʷ ʵʪʦʛʦ ʜʦʩʪʫʧʥʳ 
ʩʣʝʜʫʶʱʠʝ ʩʧʦʩʦʙʳ ʩʦʟʜʘʥʠʷ ʧʨʝʩʝʪʦʚ: 

1. ʉʦʟʜʘʪʴ ʧʨʝʩʝʪ ʥʘ ʚʢʣʘʜʢʝ ʇʨʝʩʝʪʳ: 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʙʣʦʢʝ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʝʩʝʪʳ. 

o ɺʚʝʩʪʠ ʠʤʷ ʧʨʝʩʝʪʘ ʠ ʫʩʪʘʥʦʚʠʪʴ ʯʝʢʙʦʢʩ ɺʢʣʶʯʠʪʴ ʙʘʟʦʚʳʝ ʧʨʘʚʠʣʘ ʜʣʷ ʚʩʝʭ. 

o ʇʝʨʝʡʪʠ ʥʘ ʚʢʣʘʜʢʫ ʄʕ ʠʣʠ ʉʆɺ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ ʧʨʘʚʠʣʘ. 

o ɺʳʙʨʘʪʴ ʥʫʞʥʳʝ ʧʨʘʚʠʣʘ. 
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o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʨʝʩʝʪ. 

o ɺʳʙʨʘʪʴ ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʧʨʝʩʝʪ. 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʚ ʧʨʝʩʝʪ. 

2. ʉʦʟʜʘʪʴ ʧʨʝʩʝʪ ʥʘ ʚʢʣʘʜʢʝ ʄʕ ʠʣʠ ʉʆɺ: 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɺ ʙrʨʘʪʴ ʧʨʘʚʠʣʘ. 

o ɺʳʙʨʘʪʴ ʥʫʞʥʳʝ ʧʨʘʚʠʣʘ. 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʨʝʩʝʪ. 

o ɼʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʨʝʩʝʪʘ ʚ ʧʦʣʝ ʇʨʝʩʝʪʳ ʚʳʙʨʘʪʴ ʅʦʚʳʡ ʧʨʝʩʝʪ ʠ ʚʚʝʩʪʠ ʝʛʦ ʠʤʷ 
(ʩʤ. ʈʠʩʫʥʦʢ 83). 

o ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʯʪʦʙʳ ʧʨʘʚʠʣʘ ʙʳʣʠ ʜʦʙʘʚʣʝʥʳ ʚ ʥʦʚʳʡ ʧʨʝʩʝʪ, ʢʦʪʦʨʳʡ 
ʦʪʦʙʨʘʟʠʪʩʷ ʥʘ ʚʢʣʘʜʢʝ ʇʨʝʩʝʪʳ. 

 

ʈʠʩʫʥʦʢ 83. ɼʦʙʘʚʣʝʥʠʝ ʧʨʝʩʝʪʘ 

ɺʢʣʘʜʢʘ ʆʙʥʦʚʠʪʴ ʩʣʫʞʠʪ ʜʣʷ ʟʘʜʘʥʠʷ ʥʘʩʪʨʦʝʢ ʧʦ ʦʙʥʦʚʣʝʥʠʶ ʧʨʘʚʠʣ. ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʣʫʯʘʪʴ ʧʨʘʚʠʣʘ ʩ ʫʜʘʣʝʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ, ʣʠʙʦ ʟʘʛʨʫʞʘʪʴ ʟʘʨʘʥʝʝ 
ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʬʘʡʣ ʩ ʦʙʥʦʚʣʝʥʥʦʡ ʙʘʟʦʡ ʧʨʘʚʠʣ (ʩʤ. ʈʠʩʫʥʦʢ 84). 

 

ʇʨʠ ʧʦʣʫʯʝʥʠʠ ʦʙʥʦʚʣʝʥʠʷ, ʩʦʜʝʨʞʘʱʝʛʦ ʙʦʣʴʰʦʡ ʦʙʲʝʤ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ, 
ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ ʠ ʟʘʤʝʜʣʷʝʪ ʨʘʙʦʪʫ WAF Dallas Lock. ʆ 
ʭʦʜʝ ʧʨʦʮʝʩʩʘ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʠʢʦʥʢʘ ʩʚʠʪʢʘ ʚ ʧʨʘʚʦʤ ʚʝʨʭʥʝʤ ʫʛʣʫ. ʇʨʠ ʥʘʚʝʜʝʥʠʠ 
ʥʘ ʠʢʦʥʢʫ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʪʘʪʫʩ ʦʙʥʦʚʣʝʥʠʷ. 
ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚ ʭʦʜʝ ʧʨʦʮʝʩʩʘ ʦʙʥʦʚʣʝʥʠʷ ʣʶʙʦʡ ʠʟ ʙʘʟ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ 
ʦʩʫʱʝʩʪʚʣʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚʠʣ ʠ ʠʭ ʧʨʠʤʝʥʝʥʠʷ 
ʢ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ ʠ ʦʪʜʝʣʴʥʳʤ ʫʟʣʘʤ ʩʝʪʠ. 

 

ʈʠʩʫʥʦʢ 84. ʆʙʥʦʚʠʪʴ 
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ɺʢʣʘʜʢʘ ʅʘʩʪʨʦʡʢʘ config-ʬʘʡʣʘ ʙʫʜʝʪ ʧʦʣʝʟʥʘ ʚ ʩʣʫʯʘʝ ʨʫʯʥʦʛʦ ʦʧʠʩʘʥʠʷ ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʧʨʘʚʠʣ ʜʣʷ UTM (ʩʤ. ʈʠʩʫʥʦʢ 85). 

 

ʈʠʩʫʥʦʢ 85. ʅʘʩʪʨʦʡʢʘ config ʬʘʡʣʘ 

5.3 ʅʘʩʪʨʦʡʢʠ ʤʦʜʫʣʷ ɽʎʋ 

5.3.1 ɽʜʠʥʳʡ ʮʝʥʪʨ ʫʧʨʘʚʣʝʥʠʷ Dallas Lock 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ɽʜʠʥʳʡ ʮʝʥʪʨ ʫʧʨʘʚʣʝʥʠʷ Dallas Lock (ɽʎʋ Dallas Lock), ʫʧʨʘʚʣʝʥʠʝ ʢʦʪʦʨʳʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 
ʦʪʜʝʣʴʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ ʂʦʥʩʦʣʴ ɽʎʋ. 

ɽʎʋ Dallas Lock ʧʦʟʚʦʣʷʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʪʘʢʠʤʠ ʤʦʜʫʣʷʤʠ 
ʢʣʠʝʥʪʦʚ, ʢʘʢ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock, ʉɿʀ Dallas Lock 8.0 ʨʝʜʘʢʮʠʡ çʂè ʠ çʉè, ʉɿʀ 
Dallas Lock Linux, ʉɿʀ ɺʀ Dallas Lock, ʉɼɿ Dallas Lock ʠ ʉɼɿ ʋɹ Dallas Lock. 

ʇʨʠ ʨʘʙʦʪʝ ʩʦ ʰʣʶʟʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ: 

¶ ʟʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʠ ʧʝʨʝʟʘʛʨʫʟʢʘ ʤʦʜʫʣʷ; 

¶ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ ʤʦʜʫʣʷ (ʩʦʩʪʦʷʥʠʝ ʧʦʜʢʣʶʯʝʥʠʷ, ʨʝʞʠʤ ʨʘʙʦʪʳ, ʠʤʷ 
ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, IP-ʘʜʨʝʩ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ ʰʣʶʟʘ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, MAC-ʘʜʨʝʩ ʧʦʜʢʣʶʯʝʥʠʷ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʜʘʥʥʳʝ ʦʙ ʘʧʧʘʨʘʪʥʦʤ 
ʦʙʝʩʧʝʯʝʥʠʠ, ʚʝʨʩʠʷ ʇʆ, ʚʝʨʩʠʷ ʙʘʟʳ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ, ʦʙʲʝʤ ʩʚʦʙʦʜʥʦʛʦ ʤʝʩʪʘ ʥʘ ʜʠʩʢʝ, 
ʥʦʤʝʨ ʣʠʮʝʥʟʠʠ, ʢʦʜ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ); 

¶ ʧʝʨʝʚʦʜ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʢʣʘʩʪʝʨʘ ʚ ʩʦʩʪʦʷʥʠʝ Master; 

¶ ʩʙʨʦʩ ʚʨʝʤʝʥʥʳʭ ʙʣʦʢʠʨʦʚʦʢ; 

¶ ʦʜʥʦʢʦʤʘʥʜʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʘʢʪʠʚʘʮʠʝʡ ʠ ʜʝʘʢʪʠʚʘʮʠʝʡ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ; 

¶ ʦʪʢʨʳʪʠʝ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ; 

¶ ʫʧʨʘʚʣʝʥʠʝ ʟʘʜʘʥʠʷʤʠ ʥʘ: 

o ʦʙʥʦʚʣʝʥʠʝ ʙʘʟʳ ʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ; 

o ʩʦʟʜʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ; 

o ʩʙʨʦʩ ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ; 

o ʧʨʠʤʝʥʝʥʠʝ ʬʘʡʣʘ ʣʠʮʝʥʟʠʠ; 

¶ ʩʙʦʨ ʞʫʨʥʘʣʦʚ ʤʦʜʫʣʷ; 

¶ ʩʠʛʥʘʣʠʟʘʮʠʷ ʠ ʤʦʥʠʪʦʨʠʥʛ ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʛʨʘʬʠʯʝʩʢʠʤ ʦʪʦʙʨʘʞʝʥʠʝʤ. 

ʅʝʢʦʪʦʨʳʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʫʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ ʩʨʘʟʫ ʜʣʷ ʚʩʝʛʦ ɼɹ, ʥʝʢʦʪʦʨʳʝ ð ʜʣʷ 
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ʦʪʜʝʣʴʥʳʭ ʢʣʠʝʥʪʦʚ. 

ʉ ʧʦʜʨʦʙʥʳʤ ʦʧʠʩʘʥʠʝʤ ɽʎʋ Dallas Lock ʤʦʞʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʚ ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ɽʎʋ 
Dallas Lock (ʇʌʅɸ.26.20.40.143.001 ʀ3). 

5.3.2 ʈʝʛʠʩʪʨʘʮʠʷ WAF Dallas Lock ʚ ʜʦʤʝʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ɽʎʋ 

ɼʣ ̫ʨʝʛʠʩʪʨʘʮʠʠ ʚ ʜʦʤʝʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ɽʎʋ ʚ ʦʩʥʦʚʥʦʤ ʤʝʥʶ ʚ ʨʘʟʜʝʣʝ ʅʘʩʪʨʦʡʢʠ ʩʣʝʜʫʝʪ 
ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʅʘʩʪʨʦʡʢʠ ʤʦʜʫʣʷ ɽʎʋ (ʩʤ. ʈʠʩʫʥʦʢ 86). 

 

ʈʠʩʫʥʦʢ 86. ʈʘʟʜʝʣ ʥʘʩʪʨʦʝʢ, ʧʫʥʢʪ ʅʘʩʪʨʦʡʢʠ ʤʦʜʫʣʷ ɽʎʋ 

ʅʘ ʩʪʨʘʥʠʮʝ ʅʘʩʪʨʦʡʢʠ ʤʦʜʫʣʷ ɽʎʋ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ ʚ 
ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʠ: 

¶ ʀʤ  ̫ʤʦʜʫʣʷ ð ʩʝʪʝʚʦʝ ʠʤ ̫ʫʩʪʨʦʡʩʪʚʘ WAF Dallas Lock. ʀʤ ̫ʤʦʜʫʣʷ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʩɹ ̫
ʚ ʛʨʘʬʠʯʝʩʢʦʤ ʠʥʪʝʨʬʝʡʩʝ ʢʦʥʩʦʣʠ ɽʎʋ. 

¶ ʉʝʨʚʝʨ ɽʎʋ ð ʩʝʪʝʚʦʡ ʘʜʨʝʩ ʩʝʨʚʝʨʘ ɽʎʋ ʚ ʬʦʨʤʘʪʝ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ ʠʣʠ IP-ʘʜʨʝʩʘ (IPv4 
ʠ IPv6). ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʪʨʝʙʫʝʪʩʷ ʩʦʝʜʠʥʠʪʴʩʷ ʩ ɽʎʋ ʧʦ ʦʧʨʝʜʝʣʝʥʥʦʤʫ ʧʦʨʪʫ, ʤʦʞʥʦ ʫʢʘʟʘʪʴ 
ʧʦʨʪ ʚ ʬʦʨʤʘʪʝ: IP-ʘʜʨʝʩ:ʧʦʨʪ. 

¶ ʂʣʶʯ ʜʦʩʪʫʧʘ ʢ ɼɹ. ʅʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʣʶʯ ʜʦʩʪʫʧʘ, ʟʘʜʘʚʘʝʤʳʡ ʚ ʢʦʥʩʦʣʠ ɽʎʋ. 

ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɿʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ ʚ ʜʦʤʝʥʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ɽʎʋ (ʩʤ. ʈʠʩʫʥʦʢ 87). ɼʣʷ ʩʦʭʨʘʥʝʥʠʷ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʡʢʠ ʚ ʬʦʨʤʝ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ 
ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ. 
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ʈʠʩʫʥʦʢ 87. ʀʥʪʝʨʬʝʡʩ ʚʚʦʜʘ WAF Dallas Lock ʚ ɼɹ ɽʎʋ 

ɽʩʣʠ ʧʨʦʮʝʩʩ ʚʚʦʜʘ WAF Dallas Lock ʚ ɼɹ ʧʨʦʰʝʣ ʫʩʧʝʰʥʦ, ʧʦʣʷ ʩ ʥʘʩʪʨʦʡʢʘʤʠ ʩʪʘʥʫʪ 
ʥʝʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 88), ʘ ʚ ʙʣʦʢʝ ʉʪʘʪʫʩ ʧʦʷʚʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ 
ʩʝʨʚʝʨʝ ɽʎʋ Dallas Lock (ʩʤ. ʈʠʩʫʥʦʢ 89). 

 

ʈʠʩʫʥʦʢ 88. ʈʝʛʠʩʪʨʘʮʠʷ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ɼɹ ʧʨʦʰʣʘ ʫʩʧʝʰʥʦ 

 

ʈʠʩʫʥʦʢ 89. ɹʣʦʢ ʉʪʘʪʫʩ ʧʨʠ ʫʩʧʝʰʥʦʤ ʚʚʦʜʝ WAF ʚ ɼɹ 

ʂʥʦʧʢʘ ʆʙʥʦʚʠʪʴ ʧʦʟʚʦʣʷʝʪ ʘʢʪʫʘʣʠʟʠʨʦʚʘʪʴ ʧʦʣʷ ʀʤ ̫ ʜʦʤʝʥʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʀʤ ̫ ʩʝʨʚʝʨʘ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. 

 

ɽʩʣʠ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ ʚʚʝʜʝʥ ʚ ʜʦʤʝʥ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʥʦʧʢʘ ʆʙʥʦʚʠʪʴ ʚ ʙʣʦʢʝ 
ʥʘʩʪʨʦʝʢ ʉʦʩʪʦʷʥʠʝ ʙʫʜʝʪ ʥʝ ʘʢʪʠʚʥʘ. 

ʏʪʦʙʳ ʚʳʚʝʩʪʠ ʫʩʪʨʦʡʩʪʚʦ ʠʟ ɼɹ, ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɺʳʚʝʩʪʠ ʠʟ ɼɹ (ʩʤ. ʈʠʩʫʥʦʢ 88) ʠ 
ʧʦʜʪʚʝʨʜʠʪʴ ʜʝʡʩʪʚʠʝ ʚʦ ʚʩʧʣʳʚʘʶʱʝʤ ʦʢʥʝ, ʥʘʞʘʚ ʢʥʦʧʢʫ ʆʂ. ʇʦʩʣʝ ʵʪʦʛʦ ʫʩʪʨʦʡʩʪʚʦ ʙʫʜʝʪ 
ʚʳʚʝʜʝʥʦ ʠʟ ʜʦʤʝʥʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʫʜʝʪ ʦʧʦʚʝʱʝʥ ʦʙ ʫʩʧʝʰʥʦʤ ʟʘʚʝʨʰʝʥʠʠ 
ʦʧʝʨʘʮʠʠ. 

ɺʩʝ ʜʝʡʩʪʚʠʷ (ʫʩʧʝʰʥʳʝ ʠ ʥʝʫʩʧʝʰʥʳʝ), ʩʚʷʟʘʥʥʳʝ ʩ ʨʝʛʠʩʪʨʘʮʠʝʡ ʠ ʚʳʚʦʜʦʤ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʠʟ ɼɹ ʬʠʢʩʠʨʫʶʪʩʷ ʚ ʩʠʩʪʝʤʥʦʤ ʞʫʨʥʘʣʝ. ʌʘʢʪ ʧʦʪʝʨʠ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ ɽʎʋ ʪʘʢʞʝ ʙʫʜʝʪ 
ʟʘʬʠʢʩʠʨʦʚʘʥ ʚ ʩʠʩʪʝʤʥʦʡ ʞʫʨʥʘʣʝ. 

5.4 ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ 

5.4.1 ʉʠʩʪʝʤʘ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʤʦʞʥʦ ʟʘʜʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚʘ, ʪʘʢʠʝ ʢʘʢ ʜʘʪʘ ʠ ʚʨʝʤʷ, ʠʤ ̫ʭʦʩʪʘ, 
ʯʘʩʦʚʦʡ ʧʦʷʩ, ʢʦʜ ʣʠʮʝʥʟʠʠ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. (ʩʤ. ʈʠʩʫʥʦʢ 90) 

ɺʢʣʘʜʢʘ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ: 

ɼʘʪʘ ʠ ʚʨʝʤʷ. ʊʝʢʫʱʘʷ ʜʘʪʘ ʠ ʚʨʝʤʷ. 

ʀʤ ̫ʍʦʩʪʘ. ʇʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʠʤ ̫ʭʦʩʪʘ. 

ʏʘʩʦʚʦʡ ʧʦʷʩ. ʇʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʯʘʩʦʚʦʡ ʧʦʷʩ. 
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ʈʠʩʫʥʦʢ 90. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ. 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 91) ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʘʜʨʝʩ NTP-ʩʝʨʚʝʨʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʝʨʝʜʘʚʘʪʴ 
ʚʨʝʤʝʥʥʳʝ ʤʝʪʢʠ ʜʣʷ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ. ɼʣ ̫ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʩʪʨʦʢʝ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ ʚʳʙʨʘʪʴ NTP. 

2. ʇʦʩʪʘʚʠʪʴ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ ɺʢʣʶʯʠʪʴ NTP-ʩʝʨʚʝʨ. 

3. ɺ ʩʪʨʦʢʝ ʉʧʠʩʦʢ NTP-ʩʝʨʚʝʨʦʚ ʟʘʜʘʪ ɹIP-ʘʜʨʝʩ ʠʣʠ ʠʤ ̫ʩʝʨʚʝʨʘ ʚʨʝʤʝʥʠ. 

 

ʈʠʩʫʥʦʢ 91. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ WAF Dallas Lock ʚʚʝʜʝʥ ʚ ʜʦʤʝʥ ɽʎʋ Dallas Lock, ʚ ʩʧʠʩʢʝ ʧʦʷʚʠʪʩʷ 
ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʙʨʘʪʴ ɽʎʋ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. 

ɺʢʣʘʜʢʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ (ʩʤ. ʈʠʩʫʥʦʢ 92) ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʧʨʠʤʝʥʝʥʥʦʡ ʣʠʮʝʥʟʠʠ ʧʨʦʜʫʢʪʘ, ʧʦʜʢʣʶʯʝʥʥʳʭ ʤʦʜʫʣʷʭ ʟʘʱʠʪʳ, ʜʘʪʝ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʣʠʮʝʥʟʠʠ. 
ɺ ʩʪʨʦʢʝ ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʣʠʮʝʥʟʠʠ ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʣʠʮʝʥʟʠʠ, ʥʘʞʘʚ ʢʥʦʧʢʫ çéè, ʠ ʫʜʘʣʠʪʴ, 
ʥʘʞʘʚ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ ʣʠʮʝʥʟʠʶ. 
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ʈʠʩʫʥʦʢ 92. ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ 

5.4.2 ʅʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʧʨʦʠʟʚʦʜʷʪʩʷ ʥʘʩʪʨʦʡʢʠ ʫʧʨʘʚʣʝʥʠʷ ʯʝʨʝʟ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʠʣʠ ʧʦʜʢʣʶʯʝʥʠʝ ʢ 
WAF Dallas Lock ʧʦ ʧʨʦʪʦʢʦʣʫ SSH. 

5.4.2.1 ɹʘʟʦʚʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ ɹʘʟʦʚʳʝ ʤʦʞʥʦ: 

¶ ʟʘʜʘʪʴ ʠʣʠ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʧʘʨʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ WAF Dallas Lock (ʩʤ. ʈʠʩʫʥʦʢ 93); 

¶ ʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʣʠʮʝʥʟʠʠ, ʚʳʧʦʣʥʠʚ ʧʝʨʝʭʦʜ ʥʘ ʚʢʣʘʜʢʫ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʨʘʟʜʝʣʘ ʤʝʥʶ 
ʆʩʥʦʚʥʳʝ, ʧʦʜʨʦʙʥʝʝ ʚ ʨʘʟʜʝʣʝ 5.4.1 ʉʠʩʪʝʤʘ (ʩʤ. ʈʠʩʫʥʦʢ 93); 

¶ ʚʢʣʶʯʠʪʴ/ʚʳʢʣʶʯʠʪʴ ʜʦʩʪʫʧ ʧʦ ʧʨʦʢʦʣʫ SSH (ʩʤ. ʈʠʩʫʥʦʢ 94). ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʧʦ 
ʧʨʦʪʦʢʦʣʫ SSH ʚʳʢʣʶʯʝʥ; 

¶ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢ ʩʝʨʚʠʩʫ SSH (ʩʤ. ʈʠʩʫʥʦʢ 94), ʫʢʘʟʘʚ ʚ ʥʘʩʪʨʦʡʢʘʭ: 

o ʀʥʪʝʨʬʝʡʩ. ʄʦʞʥʦ ʫʢʘʟʘʪʴ, ʯʝʨʝʟ ʢʘʢʦʡ ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ ʙʫʜʝʪ ʚʦʟʤʦʞʥʦ 
ʧʦʜʢʣʶʯʝʥʠʝ ʢ WAF Dallas Lock ʧʦ ʧʨʦʢʦʣʫ SSH. ʇʦ ʫʤʦʣʯʘʥʠʶ çlanè. 

o ʇʦʨʪ. ʋʢʘʟʳʚʘʝʪʩʷ ʧʦʨʪ ʩʝʨʚʠʩʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ç22è. 
o ʉ ʧʦʤʦʱʴʶ ʧʘʨʦʣʷ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ ʨʘʟʨʝʰʘʝʪʩʷ SSH-

ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʣʦʛʠʥʫ ʠ ʧʘʨʦʣʶ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ (root) ʠ ʚʥʫʪʨʝʥʥʝʛʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷ (subadmin) WAF Dallas Lock. 

o ʊʘʡʤʘʫʪ ʥʝʘʢʪʠʚʥʦʡ ʩʝʩʩʠʠ. ʄʦʞʥʦ ʫʢʘʟʘʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʥʝʘʢʪʠʚʥʦʡ ʩʝʩʩʠʠ ʚ 
ʤʠʥʫʪʘʭ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʦʛʦ ʩʝʩʩʠʷ ʙʫʜʝʪ çʨʘʟʦʨʚʘʥʘè. 

ɺ ʧʦʣʝ SSH-ʢʣʶʯʠ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʨʘʥʝʝ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʝ SSH-ʢʣʶʯʠ (ʦʜʠʥ ʢʣʶʯ ʥʘ ʩʪʨʦʢʫ) ʜʣʷ 
SSH-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

 

ɽʩʣʠ ʬʫʥʢʮʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ ʧʘʨʦʣʶ ʦʪʢʣʶʯʝʥʘ, ʜʦʩʪʫʧ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH 
ʚʦʟʤʦʞʝʥ ʪʦʣʴʢʦ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʟʘʨʘʥʝʝ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʭ ʧʫʙʣʠʯʥʳʭ SSH-ʢʣʶʯʝʡ, 
ʜʦʙʘʚʣʝʥʥʳʭ ʚ ʧʦʣʝ SSH-ʢʣʶʯʠ. 

ɼʣ ̫ ʢʘʞʜʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʟʘʜʘʶʪʩʷ ʦʪʜʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ɼʣ ̫ʪʦʛʦ ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʠʥʪʝʨʬʝʡʩ 
ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʩʝʢʮʠʶ, ʚʳʙʨʘʪʴ ʠʥʪʝʨʬʝʡʩ ʠ ʫʢʘʟʘʪʴ ʥʘʩʪʨʦʡʢʠ. 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
86 

 

ʈʠʩʫʥʦʢ 93. ʇʘʨʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʣʠʮʝʥʟʠʠ. 

 

ʈʠʩʫʥʦʢ 94. ʂʦʥʬʠʛʫʨʘʮʠʷ ʩʝʨʚʠʩʘ SSH 

 

ʇʨʠ ʨʝʟʝʨʚʥʦʤ ʢʦʧʠʨʦʚʘʥʠʠ ʢʦʥʬʠʛʫʨʘʮʠʠ WAF Dallas Lock ʩʦʭʨʘʥʝʥʥʳʝ ʢʣʶʯʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ SSH ʥʝ ʩʦʭʨʘʥʷʶʪʩʷ ʠ ʪʨʝʙʫʶʪ ʧʦʚʪʦʨʥʦʛʦ ʠʤʧʦʨʪʘ ʥʘ 
WAF Dallas Lock. 

ʇʨʠ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas Lock ʚ ʘʚʘʨʠʡʥʦʤ ʨʝʞʠʤʝ ʯʝʨʝʟ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ, ʠʣʠ 
ʧʦ ʞʝʣʘʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʤʦʞʝʪ ʙʳʪʴ ʚʳʧʦʣʥʝʥʦ ʧʦʜʢʣʶʯʝʥʠʝ ʢ WAF Dallas Lock ʧʦ ʧʨʦʪʦʢʦʣʫ 
SSH. ɼʦʩʪʫʧ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ (root) ʠ ʚʥʫʪʨʝʥʥʝʤʫ 
ʧʦʣʴʟʦʚʘʪʝʣʶ (subadmin). 

ɼʦʩʪʫʧʥʘ ʦʜʥʦʚʨʝʤʝʥʥʘʷ ʘʚʪʦʨʠʟʘʮʠʷ ʯʝʨʝʟ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH ʠ ʯʝʨʝʟ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ. ʊʘʢ ʞʝ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʤʫʣʷʪʦʨ ʪʝʨʤʠʥʘʣʘ Linux ISH Shell (ʢʦʥʩʦʣʴʥʘʷ 
ʦʙʦʣʦʯʢʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ) ʥʘ ʩʘʤʦʤ ʩʝʨʚʝʨʝ WAF Dallas Lock.  

ʉʮʝʥʘʨʠʠ: 

¶ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʧʨʦʠʟʚʦʜʠʪ ʘʚʪʦʨʠʟʘʮʠʶ ʩ ʢʣʠʝʥʪʩʢʦʛʦ ʇʂ ʥʘ WAF Dallas Lock ʯʝʨʝʟ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ ʠʣʠ ʯʝʨʝʟ SSH (ʧʦʜʢʣʶʯʝʥʠʝ ʯʝʨʝʟ SSH ʜʦʣʞʥʦ ʙʳʪʴ ʨʘʟʨʝʰʝʥʦ); 

¶ ʊʘʢʞʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʪʢʨʳʪʴ ʩʝʩʩʠʶ ʥʘ ʩʘʤʦʤ ʩʝʨʚʝʨʝ 
WAF Dallas Lock ʠ ʧʨʦʠʟʚʦʜʠʪʴ ʥʘʩʪʨʦʡʢʠ ʚ ʢʦʥʩʦʣʴʥʦʡ ʦʙʦʣʦʯʢʝ. 
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ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʶ ʯʝʨʝʟ ʢʦʥʩʦʣʴʥʫʶ 
ʦʙʦʣʦʯʢʫ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH, ʘ ʪʘʢʞʝ ʥʘʧʨʷʤʫʶ ʥʘ ʩʝʨʚʝʨʝ ʦʛʨʘʥʠʯʝʥ ʢʦʤʘʥʜʘʤʠ ISH 
Shell (ʢʦʥʩʦʣʴʥʦʡ ʦʙʦʣʦʯʢʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ WAF Dallas Lock). ʂʦʤʘʥʜʳ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʜʦʩʪʫʧʥʳ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ (root), ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 
ʚʥʫʪʨʝʥʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʴ (subadmin) ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʪʦʣʴʢʦ ʢʦʤʘʥʜʳ ʜʣʷ ʧʨʦʩʤʦʪʨʘ 
ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʠʩʪʝʤʝ. 

 

 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜ create-subadmin ʠ remove-subadmin ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ 
ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʠʪʴ ʬʫʥʢʮʠʶ ʩʦʟʜʘʥʠʷ ʠ ʫʜʘʣʝʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʩʝʨʚʝʨʘ N ʨʘʟ, ʥʦ ʩʦʟʜʘʝʪʩʷ ʠ ʫʜʘʣʷʝʪʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʫʯʝʪʥʘʷ 
ʟʘʧʠʩʴ. 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʯʝʨʝʟ ʢʦʥʩʦʣʴʥʫʶ ʦʙʦʣʦʯʢʫ ISH Shell, ʧʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ 
ʢʦʤʘʥʜʳ (ʩʤ. ʊʘʙʣʠʮʘ 8). ʉʧʠʩʦʢ ʩʣʫʞʙ ʠ ʠʭ ʦʧʠʩʘʥʠʝ ʧʨʝʜʩʪʘʚʣʝʥ rʚ ʨʘʟʜʝʣʝ 5.4.6 ʋʧʨʘʚʣʝʥʠʝ 
ʩʣʫʞʙʘʤʠ (ʩʤ. ʊʘʙʣʠʮʘ 9). 

ʊʘʙʣʠʮʘ 8. ʉʧʠʩʦʢ ʢʦʤʘʥʜ 

ʂʦʤʘʥʜʘ ʆʧʠʩʘʥʠʝ ʇʘʨʘʤʝʪʨʳ/ʢʦʤʘʥʜʳ 

help 

ɺʳʚʦʜʠʪ ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʢʦʤʘʥʜ, 
ʜʦʩʪʫʧʥʳʭ ʥʘ ʪʝʢʫʱʝʤ ʫʨʦʚʥʝ 
(ʥʘʧʨʦʪʠʚ ʢʘʞʜʦʡ ʢʦʤʘʥʜʳ ʩʣʝʜʫʝʪ 
ʧʦʷʩʥʝʥʠʝ) 

ʦʪʩʫʪʩʪʚʫʶʪ 

exit 
ɺʳʭʦʜ ʩ ʣʶʙʦʛʦ ʫʨʦʚʥʷ ʦʙʦʣʦʯʢʠ ʩ 
ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʘʚʪʦʨʠʟʘʮʠʠ ʧʦʩʣʝ 
ʚʳʭʦʜʘ 

ʦʪʩʫʪʩʪʚʫʶʪ 

list 
ʉʧʠʩʦʢ ʢʦʤʘʥʜ ʜʦʩʪʫʧʥʳʭ ʥʘ 
ʪʝʢʫʱʝʤ ʫʨʦʚʥʝ 

ʦʪʩʫʪʩʪʚʫʶʪ 

return 

ʇʝʨʝʭʦʜ ʥʘ ʚʝʨʭʥʠʡ ʫʨʦʚʝʥʴ ʚ 
ʠʝʨʘʨʭʠʠ ʦʙʦʣʦʯʢʠ (ʥʘ ʩʘʤʦʤ 
ʚʝʨʭʥʝʤ ʫʨʦʚʥʝ ʥʝ ʧʨʦʠʩʭʦʜʠʪ 
ʥʠʢʘʢʦʛʦ ʜʝʡʩʪʚʠʷ) 

ʦʪʩʫʪʩʪʚʫʶʪ 

waf-settings 
ʇʝʨʝʭʦʜ ʥʘ ʫʨʦʚʝʥʴ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ WAF Dallas Lock 

ʦʪʩʫʪʩʪʚʫʶʪ 

ʂʦʤʘʥʜʳ ʫʨʦʚʥʷ waf-settings (ʚʳʧʦʣʥʝʥʠʝ ʨʘʟʨʝʰʝʥʦ ʪʦʣʴʢʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ) 

backup-config 
ʂʦʤʘʥʜʘ ʩʦʭʨʘʥʝʥʠʷ ʨʝʟʝʨʚʥʦʛʦ 
ʘʨʭʠʚʘ ʪʝʢʫʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

path ð ʩʪʨʦʢʦʚʘʷ ʚʝʣʠʯʠʥʘ: 
ʫʢʘʟʳʚʘʝʪʩʷ ʧʫʪʴ ʠ ʠʤ ̫ʬʘʡʣʘ 
ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʚ ʥʝʛʦ ʘʨʭʠʚʘ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʨʠʤʝʨ: 

backup-config <enter> 

path "/ʧʫʪʴ/ʠʤ ̫ʬʘʡʣʘ" <enter> 

backup-logs 
ʂʦʤʘʥʜʘ ʩʦʭʨʘʥʝʥʠʷ ʨʝʟʝʨʚʥʦʛʦ 
ʘʨʭʠʚʘ ʞʫʨʥʘʣʦʚ ʥʘ ʣʦʢʘʣʴʥʦʤ 
ʞʝʩʪʢʦʤ ʜʠʩʢʝ 

ʦʪʩʫʪʩʪʚʫʶʪ 

emerge-off 
ʂʦʤʘʥʜʘ ʚʳʢʣʶʯʝʥʠʷ ʘʚʘʨʠʡʥʦʛʦ 
ʨʝʞʠʤʘ 

ʦʪʩʫʪʩʪʚʫʶʪ 

emerge-on 
ʂʦʤʘʥʜʘ ʚʢʣʶʯʝʥʠʷ ʘʚʘʨʠʡʥʦʛʦ 
ʨʝʞʠʤʘ 

ʦʪʩʫʪʩʪʚʫʶʪ 

factory-reset 
ʂʦʤʘʥʜʘ ʩʙʨʦʩʘ ʩʠʩʪʝʤʳ ʢ 
ʟʘʚʦʜʩʢʠʤ ʫʩʪʘʥʦʚʢʘʤ 

ʦʪʩʫʪʩʪʚʫʶʪ 

load-rj ɿʘʛʨʫʟʢʘ ʧʨʘʚʠʣ 
all ð ʙʫʣʝʚʘ ʚʝʣʠʯʠʥʘ ʚ 
ʬʦʨʤʘʪʝ yes/no: ʟʘʛʨʫʟʢʘ ʚʩʝʭ 
ʧʨʘʚʠʣ; 
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ʂʦʤʘʥʜʘ ʆʧʠʩʘʥʠʝ ʇʘʨʘʤʝʪʨʳ/ʢʦʤʘʥʜʳ 

force ð ʙʫʣʝʚʘ ʚʝʣʠʯʠʥʘ ʚ 
ʬʦʨʤʘʪʝ yes/no: 
ʦʙʷʟʘʪʝʣʴʥʦʩʪʴ ʟʘʛʨʫʟʢʠ 
ʧʨʘʚʠʣ; 
utm ð ʙʫʣʝʚʘ ʚʝʣʠʯʠʥʘ ʚ 
ʬʦʨʤʘʪʝ yes/no: ʧʨʘʚʠʣʘ UTM; 
utm_rev2 ð ʙʫʣʝʚʘ ʚʝʣʠʯʠʥʘ ʚ 
ʬʦʨʤʘʪʝ yes/no: ʧʨʘʚʠʣʘ UTM 
rev.2 (ʧʨʠ ʩʙʨʦʩʝ ʥʘ ʟʘʚʦʜʩʢʠʝ 
ʥʘʩʪʨʦʡʢʠ); 
waf ð ʙʫʣʝʚʘ ʚʝʣʠʯʠʥʘ ʚ 
ʬʦʨʤʘʪʝ yes/no: ʧʨʘʚʠʣʘ WAF; 
waf_rev2 ð ʙʫʣʝʚʘ ʚʝʣʠʯʠʥʘ ʚ 
ʬʦʨʤʘʪʝ yes/no: ʧʨʘʚʠʣʘ WAF 
rev.22 (ʧʨʠ ʩʙʨʦʩʝ ʥʘ 
ʟʘʚʦʜʩʢʠʝ ʥʘʩʪʨʦʡʢʠ). 

ʇʨʠʤʝʨ: 

load-rj <enter> 
all yes <enter> 

maintenance ɿʘʨʝʟʝʨʚʠʨʦʚʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʶʪ 

mgmt-ip 
ɼʦʙʘʚʣʝʥʠʝ IP-ʘʜʨʝʩʘ ʚ ʩʧʠʩʦʢ 
ʘʜʨʝʩʦʚ, ʩ ʢʦʪʦʨʳʭ ʚʦʟʤʦʞʥʦ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤʳ 

Ip ð ʩʪʨʦʢʦʚʘʷ ʚʝʣʠʯʠʥʘ: 
ʫʢʘʟʳʚʘʝʪ IP-ʘʜʨʝʩ 

ʇʨʠʤʝʨ: 

mgmt-ip <enter> 

ip ñIP-ʘʜʨʝʩò <enter> 

reboot ʇʝʨʝʟʘʛʨʫʟʢʘ ʩʠʩʪʝʤʳ ʦʪʩʫʪʩʪʚʫʶʪ 

reset-logs ʋʜʘʣʝʥʠʝ ʞʫʨʥʘʣʦʚ ʦʪʩʫʪʩʪʚʫʶʪ 

resize-var 
ʆʧʪʠʤʠʟʘʮʠʷ ʨʘʟʤʝʨʘ /var 
(ʨʘʩʰʠʨʝʥʠʝ ʨʘʟʜʝʣʘ ʜʣʷ ʭʨʘʥʝʥʠ ̫
ʞʫʨʥʘʣʦʚ ʥʘ ʚʝʩʴ ʞʝʩʪʢʠʡ ʜʠʩʢ) 

ʦʪʩʫʪʩʪʚʫʶʪ 

restart-service ʇʝʨʝʟʘʧʫʩʢ ʩʝʨʚʠʩʘ 

service ð ʩʪʨʦʢʦʚʘʷ ʚʝʣʠʯʠʥʘ: 
ʫʢʘʟʳʚʘʝʪ ʥʘʠʤʝʥʦʚʘʥʠʝ 
ʩʝʨʚʠʩʘ ʜʣʷ ʧʝʨʝʟʘʛʨʫʟʢʠ 

ʇʨʠʤʝʨ: 

restart-service <enter> 

service ñʥʘʟʚʘʥʠʝ_ʩʝʨʚʠʩʘò 
<enter> 

shutdown ɺʳʢʣʶʯʝʥʠʝ ʩʠʩʪʝʤʳ ʦʪʩʫʪʩʪʚʫʶʪ 

syslog-archive 
ɸʨʭʠʚʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤʥʳʭ ʞʫʨʥʘʣʦʚ 
ʚ ʬʘʡʣ ʩ ʜʘʪʦʡ ʚ ʠʤʝʥʠ ʚ 
ʜʠʨʝʢʪʦʨʠʶ /var/archive/syslog 

ʦʪʩʫʪʩʪʚʫʶʪ 

create-subadmin 

ʉʦʟʜʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ subadmin ʠ ʛʨʫʧʧʳ 
subadmin ʜʣʷ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 
ʩʝʨʚʝʨʘ 

ʦʪʩʫʪʩʪʚʫʶʪ 

remove-subadmin 

ʋʜʘʣʝʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ subadmin ʠ ʛʨʫʧʧʳ 
subadmin ʜʣʷ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 
ʩʝʨʚʝʨʘ 

ʦʪʩʫʪʩʪʚʫʶʪ 

web-ui 
ʂʦʤʘʥʜʘ ʧʝʨʝʭʦʜʘ ʥʘ ʫʨʦʚʝʥʴ 
ʫʧʨʘʚʣʝʥʠʷ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʦʤ 

client-auth-disable ð ʢʦʤʘʥʜʘ 
ʦʪʢʣʶʯʝʥʠʷ ʨʝʞʠʤʘ 
ʘʚʪʦʨʠʟʘʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩ 
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ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ SSL-
ʩʝʨʪʠʬʠʢʘʪʘ; 

cert-reset ð ʢʦʤʘʥʜʘ 
ʧʝʨʝʟʘʛʨʫʟʢʠ ʩʣʫʞʙʳ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩʘ ʚ ʙʝʟʦʧʘʩʥʦʤ 
ʨʝʞʠʤʝ 

ʂʦʤʘʥʜʳ ʫʨʦʚʥʷ waf-settings (ʚʳʧʦʣʥʝʥʠʝ ʨʘʟʨʝʰʝʥʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ (root) 
ʠ ʚʥʫʪʨʝʥʥʝʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ (subadmin)) 

get-cpuload 
ɺʳʚʦʜ ʥʘ ʵʢʨʘʥ ʩʫʤʤʘʨʥʦʡ ʟʘʛʨʫʟʢʠ 
ʧʨʦʮʝʩʩʦʨʘ ʥʘ ʤʦʤʝʥʪ ʚʳʟʦʚʘ 
ʢʦʤʘʥʜʳ 

ʦʪʩʫʪʩʪʚʫʶʪ 

get-freediskspace 
ɺʳʚʦʜ ʥʘ ʵʢʨʘʥ ʢʦʣʠʯʝʩʪʚʘ ʙʘʡʪ 
ʩʚʦʙʦʜʥʦʛʦ ʤʝʩʪʘ ʥʘ ʜʠʩʢʝ 

ʦʪʩʫʪʩʪʚʫʶʪ 

get-freemem 
ɺʳʚʦʜ ʥʘ ʵʢʨʘʥ ʢʦʣʠʯʝʩʪʚʘ ʙʘʡʪ 
ʩʚʦʙʦʜʥʦʡ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʥʘ 
ʤʦʤʝʥʪ ʚʳʟʦʚʘ ʢʦʤʘʥʜʳ 

ʦʪʩʫʪʩʪʚʫʶʪ 

ʂʦʤʘʥʜʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ 

execute ɺʳʟʦʚ ʢʦʤʘʥʜʳ  

preview 
ʇʨʦʩʤʦʪʨ ʧʘʨʘʤʝʪʨʦʚ 
ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʡ ʢʦʤʘʥʜʳ 

 

ʂʦʤʘʥʜʳ ʩʠʥʦʥʠʤʳ (alias) 

r ð return 
ʇʝʨʝʭʦʜ ʥʘ ʚʝʨʭʥʠʡ ʫʨʦʚʝʥʴ ʚ 
ʠʝʨʘʨʭʠʠ ʦʙʦʣʦʯʢʠ 

ʦʪʩʫʪʩʪʚʫʶʪ 

x ð exit 
ʂʦʤʘʥʜʘ ʚʳʧʦʣʥʷʝʪ ʚʳʭʦʜ ʩ ʣʶʙʦʛʦ 
ʫʨʦʚʥʷ ʦʙʦʣʦʯʢʠ, ʩ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ 
ʘʚʪʦʨʠʟʘʮʠʠ ʧʦʩʣʝ ʚʳʭʦʜʘ 

ʦʪʩʫʪʩʪʚʫʶʪ 

5.4.2.2 Web-ʠʥʪʝʨʬʝʡʩ 

ʅʘ ʚʢʣʘʜʢʝ Web-ʠʥʪʝʨʬʝʡʩ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʜʦʩʪʫʧ ʢ ʠʥʪʝʨʬʝʡʩʫ ʧʦ ʧʨʦʪʦʢʦʣʘʤ HTTP ʠ HTTPS ʠ 
ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʛʨʫʞʘʪʴ ʠ ʛʝʥʝʨʠʨʦʚʘʪʴ ʟʘʧʨʦʩ ʥʘ SSL-ʩʝʨʪʠʬʠʢʘʪ. 
ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 95): 

¶ ɺʭʦʜʷʱʠʝ HTTP ʠ ɺʭʦʜʷʱʠʝ HTTPS. ɿʘʜʘʶʪʩʷ ʘʜʨʝʩʘ ʚ ʬʦʨʤʘʪʝ (ʘʜʨʝʩ:ʧʦʨʪ) ʜʣʷ ʜʦʩʪʫʧʘ 
ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ ʧʦ ʧʨʦʪʦʢʦʣʘʤ HTTP ʠ HTTPS. 

¶ ʀʛʥʦʨʠʨʦʚʘʪʴ ʧʨʠʚʘʪʥʳʝ IP-ʘʜʨʝʩʘ ʥʘ ʧʫʙʣʠʯʥʦʤ ʠʥʪʝʨʬʝʡʩʝ. ʕʪʘ ʬʫʥʢʮʠʷ ʥʝ 
ʧʦʟʚʦʣʷʝʪ ʧʦʜʜʝʣʘʪʴ IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʩ ʮʝʣʴʶ ʦʙʤʘʥʘ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʨʠ 
ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ ʠʛʥʦʨʠʨʫʶʪʩʷ ʟʘʧʨʦʩʳ ʩ ʣʦʢʘʣʴʥʦʛʦ IP-ʘʜʨʝʩʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ 
ʚ WAN ʟʦʥʝ (ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʢʣʶʯʝʥʘ). 

 

ʈʠʩʫʥʦʢ 95. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 
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ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ɿʘʜʘʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʩʩʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʨʠ 
ʘʚʪʦʨʠʟʘʮʠʠ ʢ ʠʥʪʝʨʬʝʡʩʫ WAF Dallas Lock ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS (ʩʤ. ʈʠʩʫʥʦʢ 96). 

 

ʈʠʩʫʥʦʢ 96. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

¶ ɺʨʝʤʷ ʜʝʡʩʪʚʠʷ ʘʚʪʦʨʠʟʘʮʠʠ. ɺʨʝʤʷ ʩʝʩʩʠʠ ʧʨʠ ʟʘʢʨʳʪʦʡ ʚʢʣʘʜʢʝ ʙʨʘʫʟʝʨʘ. 

¶ ʄʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʟʘʛʨʫʟʢʠ. ɺʨʝʤʷ, ʟʘ ʢʦʪʦʨʦʝ ʟʘʧʨʦʩ ʚʝʙ-ʩʪʨʘʥʠʮʳ ʙʫʜʝʪ 
ʦʙʨʘʙʦʪʘʥ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ, ʝʩʣʠ ʟʘʧʨʦʩ ʙʫʜʝʪ ʥʝ ʦʙʨʘʙʦʪʘʥ, ʩʪʨʘʥʠʮʘ 
ʚʳʜʘʩʪ ʦʰʠʙʢʫ. 

¶ ʄʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ. ʉʦʝʜʠʥʝʥʠʝ ʨʘʟʨʳʚʘʝʪʩʷ, ʝʩʣʠ ʚ 
ʪʝʯʝʥʠʝ ʫʢʘʟʘʥʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʩʝʢʫʥʜ ʥʝ ʧʨʦʠʩʭʦʜʠʣʦ ʥʠʢʘʢʦʡ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

¶ ʆʪʢʨʳʪʴ ʜʦʩʪʫʧ ʢ UI. ʋʢʘʟʘʥʠʝ ʪʦʛʦ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʚʨʝʤʝʥʠ ʦʧʨʝʜʝʣʝʥʥʳʡ IP-ʘʜʨʝʩ 
ʙʫʜʝʪ ʥʘʭʦʜʠʪʩɹ ̫ʚ çʙʝʣʦʤè ʩʧʠʩʢʝ. 

¶ ʇʦʚʪʦʨʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʷ. ʇʦʚʪʦʨʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʷ ʧʦ 
ʧʨʦʪʦʢʦʣʫ HTTP. 

¶ TCP Keepalive. ʇʦʚʪʦʨʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ TCP. ʋʩʪʘʥʦʚʣʝʥʥʦʝ 
ʟʥʘʯʝʥʠʝ 0 ʦʪʢʣʶʯʘʝʪ ʜʘʥʥʫʶ ʬʫʥʢʮʠʶ. 

¶ ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʦʝʜʠʥʝʥʠʡ. ɽʩʣʠ ʯʠʩʣʦ ʧʨʝʚʳʰʝʥʦ, ʜʘʣʴʥʝʡʰʠʝ ʧʦʧʳʪʢʠ 
TCP-ʩʦʝʜʠʥʝʥʠʷ ʩʪʘʚʷʪʩʷ ʚ ʦʯʝʨʝʜʴ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʠʚʥʳʭ ʩʦʝʜʠʥʝʥʠʡ 
ʩʥʦʚʘ ʥʝ ʫʧʘʜʝʪ ʥʠʞʝ ʵʪʦʛʦ ʧʨʝʜʝʣʘ. 

¶ ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʩʢʨʠʧʪʘ. ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ 
ʟʘʧʨʦʩʦʚ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ. ɽʩʣʠ ʵʪʦ ʯʠʩʣʦ ʧʨʝʚʳʰʝʥʦ, ʜʘʣʴʥʝʡʰʠʝ ʧʦʧʳʪʢʠ TCP-
ʟʘʧʨʦʩʦʚ ʩʪʘʚʷʪʩʷ ʚ ʦʯʝʨʝʜʴ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʩʥʦʚʘ ʥʝ ʫʧʘʜʝʪ ʥʠʞʝ 
ʵʪʦʛʦ ʧʨʝʜʝʣʘ. 

ʉʝʨʪʠʬʠʢʘʪ HTTPS. ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 97) ʘʜʤʠʥʠʩʪʨʘʪʦʨ WAF Dallas Lock ʤʦʞʝʪ 
ʩʛʝʥʝʨʠʨʦʚʘʪʴ CSR-ʟʘʧʨʦʩ ʢʣʠʝʥʪʩʢʦʛʦ SSL-ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 
ʙʝʟʦʧʘʩʥʦʛʦ HTTPS-ʧʦʜʢʣʶʯʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ WAF Dallas Lock. 

ʇʦʣʫʯʠʪʴ ʧʦʜʧʠʩʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʠ ʟʘʧʨʦʩ ʥʘ ʧʦʜʧʠʩʴ ʤʦʞʥʦ ʥʝʩʢʦʣʴʢʠʤʠ ʩʧʦʩʦʙʘʤʠ: 
ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʫʩʣʫʛʦʡ ʩʪʦʨʦʥʥʠʭ ʋʎ, ʦʪʧʨʘʚʠʚ ʠʤ ʟʘʧʨʦʩ (CSR-ʬʘʡʣ) ʠ ʧʦʣʫʯʠʚ ʚ ʦʪʚʝʪ ʛʦʪʦʚʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʣʠʙʦ ʩʦʟʜʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʚʥʫʪʨʝʥʥʠʤ ʋʎ ʢʦʤʧʘʥʠʠ (ʩʘʤʦʧʦʜʧʠʩʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ). 
ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʩʝʨʪʠʬʠʢʘʪʳ, ʧʦʜʧʠʩʘʥʥʳʝ ʘʢʢʨʝʜʠʪʦʚʘʥʥʳʤ ʋʎ, ʠʟʚʝʩʪʥʳ ʚʝʙ-ʙʨʘʫʟʝʨʘʤ. 
ʉʘʤʦʧʦʜʧʠʩʘʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʚ ʭʨʘʥʠʣʠʱʝ ʜʦʚʝʨʝʥʥʳʭ 
ʩʝʨʪʠʬʠʢʘʪʦʚ ʚʝʙ-ʙʨʘʫʟʝʨʘ ʚʨʫʯʥʫʶ. ʇʦʩʢʦʣʴʢʫ ʩʦʝʜʠʥʝʥʠʷ ʩ ʜʦʤʝʥʘʤʠ, ʦʙʩʣʫʞʠʚʘʝʤʳʤʠ ʪʘʢʠʤʠ 
ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʣʦʢʠʨʫʶʪʩʷ. 

 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʭʨʘʥʷʪʴ ʩʝʨʪʠʬʠʢʘʪ ʠ ʢʣʶʯ ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ ʚʦʟʤʦʞʥʦʩʪʠ ʝʛʦ 
ʧʦʩʣʝʜʫʶʱʝʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 97. ʉʝʨʪʠʬʠʢʘʪ HTTPS 

 

ɺ ʩʪʨʦʢʝ ʠʤʷ ʭʦʩʪʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ç.è ʚ ʠʤʝʥʠ ʩʝʨʚʝʨʘ ʧʨʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ 
ʩʝʨʪʠʬʠʢʘʪʫ CA Root ʧʨʠʚʦʜʠʪ ʢ ʧʨʝʜʫʧʨʝʞʜʝʥʠʶ, ʯʪʦ ʩʝʨʪʠʬʠʢʘʪ ʥʝʜʝʡʩʪʚʠʪʝʣʝʥ 
(ʩʤ. ʈʠʩʫʥʦʢ 98). ʇʨʠ ʵʪʦʤ ʧʦʣʥʦʝ ʠʤʷ ʩʝʨʚʝʨʘ host.local, ʛʜʝ local ʠʤʷ ʜʦʤʝʥʘ, ʥʝ 
ʧʨʠʚʦʜʠʪ ʢ ʧʦʜʦʙʥʦʡ ʦʰʠʙʢʝ.  

 

ʈʠʩʫʥʦʢ 98. ʆʰʠʙʢʘ SSL ʩʝʨʪʠʬʠʢʘʪʘ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ. ɼʦʧʦʣʥʠʪʝʣʴʥʦʡ ʤʝʨʦʡ ʫʩʠʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-

ʠʥʪʝʨʬʝʡʩʫ ʫʧʨʘʚʣʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʚʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʘʚʪʦʨʠʟʘʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ SSL-ʩʝʨʪʠʬʠʢʘʪʘ. ɺ ʩʪʨʦʢʝ ʉʝʨʪʠʬʠʢʘʪ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʨʘʥʝʝ 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʥʘ ʚʢʣʘʜʢʝ ʉʝʨʪʠʬʠʢʘʪ HTTPS, ʢʣʠʝʥʪʩʢʠʡ SSL-ʩʝʨʪʠʬʠʢʘʪ (ʩʤ. ʈʠʩʫʥʦʢ 99). 

 

ʈʠʩʫʥʦʢ 99. ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ 
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ɼʣ ̫ ʩʦʟʜʘʥʠʷ ʢʣʠʝʥʪʩʢʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ (ʥʘ ʧʨʠʤʝʨʝ 
ʫʪʠʣʠʪʳ OpenSSL): 

¶ ɺʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʚʥʫʪʨʝʥʥʝʛʦ ʋʎ: openssl genrsa -out 
CA.key 4096. 

¶ ɺʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʋʎ: openssl req -x509 -
new -key CA.key -days 1825 -out CA.crt. 

¶ ɺʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʢʣʠʝʥʪʩʢʦʛʦ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʜʣʷ ʠʥʩʧʝʢʪʠʨʫʝʤʦʛʦ 
ʩʝʪʝʚʦʛʦ ʫʟʣʘ: openssl genrsa -out client.key 4096. 

¶ ɺʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʧʦʜʧʠʩʴ CSR-ʬʘʡʣ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ 

ʪʦʣʴʢʦ ʯʪʦ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʦʪʢʨʳʪʳʡ ʢʣʶʯ ʜʣʷ ʠʥʩʧʝʢʪʠʨʫʝʤʦʛʦ ʩʝʪʝʚʦʛʦ ʫʟʣʘ: openssl 

req -new -key client.key -out client.csr. 

¶ ɺr ʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ ʠʥʩʧʝʢʪʠʨʫʝʤʦʛʦ 
ʩʝʪʝʚʦʛʦ ʫʟʣʘ: openssl x509 -req -in client.csr -CA CA.crt -CAkey CA.key -CAcreateserial -
out client.crt -days 365 (ʧʘʨʘʤʝʪʨ x509 ʟʘʜʘʝʪ ʬʦʨʤʘʪ ʛʝʥʝʨʠʨʫʝʤʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ; 
ʧʘʨʘʤʝʪʨ -days ʫʢʘʟʳʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʜʥʝʡ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʳʭ ʚʳʧʫʩʢʘʝʤʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʙʫʜʝʪ ʜʝʡʩʪʚʠʪʝʣʝʥ). 

¶ ɺʦʟʤʦʞʥʦ ʩʪʦʨʦʥʥʠʡ ʋʎ ʧʨʝʜʦʩʪʘʚʠʪ ʜʘʥʥʳʝ ʚ ʙʠʥʘʨʥʦʤ ʬʦʨʤʘʪʝ PKCS # 12 (ʬʘʡʣʳ *.pfx 
ʠʣʠ *.p12). ɽʩʣʠ ʤ  rʫʞʝ ʠʤʝʝʤ ʪʘʢʦʡ ʬʦʨʤʘʪ ʢʣʶʯʝʡ ʜʣʷ ʢʘʞʜʦʛʦ ʩʝʪʝʚʦʛʦ ʫʟʣʘ, ʩ ʢʦʪʦʨʦʛʦ 
ʤ  rʧʣʘʥʠʨʫʝʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʪʴ WAF DL ʯʝʨʝʟ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ, ʪʦ ʤʦʞʥʦ ʧʝʨʝʭʦʜʠʪʴ ʢ 
ʩʣʝʜʫʶʱʝʤʫ ʰʘʛʫ. ɽʩʣʠ ʥʝʪ, ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ 
ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ (ʬʘʡʣ *.key) ʠ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ (ʬʘʡʣ *.crt/*.cer) ʚ ʬʦʨʤʘʪ *.p12/*.pfx: 
openssl pkcs12 -export -out client.p12 -inkey client.key -in client.crt. 

¶ ɺʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʜʣʷ ʩʙʦʨʢʠ ʢʣʠʝʥʪʩʢʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʢʣʶʯ ʠ 
ʩʘʤ ʩʝʨʪʠʬʠʢʘʪ: openssl pkcs12 -export -out client1.p12 -inkey client.key -in client.crt. 

¶ ʅʘ ʚʢʣʘʜʢʝ ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ (ʩʤ. ʈʠʩʫʥʦʢ 99) ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʪʘʚʠʪʴ 
ʯʝʢʙʦʢʩ ɺʢʣʶʯʠʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ, ʚ ʩʪʨʦʢʝ ʉʝʨʪʠʬʠʢʘʪ ʚʳʙʨʘʪʴ 
ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ CA ʩʝʨʪʠʬʠʢʘʪ. 

¶ ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʢʣʠʝʥʪʩʢʠʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʭʨʘʥʠʣʠʱʝ ʆʉ çɼʦʚʝʨʝʥʥʳʝ 
ʢʦʨʥʝʚʳʝ ʮʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠè ʩ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʘʚʪʦʨʠʟʘʮʠʷ ʚ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ WAF Dallas Lock. 

 

ɺ ʧʨʦʮʝʩʩʝ ʠʤʧʦʨʪʘ ʩʝʨʪʠʬʠʢʘʪʘ ʝʩʪʴ ʦʧʮʠʷ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ. ʅʝ 
ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʘʢʪʠʚʠʨʦʚʘʪʴ ʵʪʫ ʦʧʮʠʶ, ʝʩʣʠ ʥʘ ʜʘʥʥʦʤ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʤ ʨʘʙʦʯʝʤ 
ʤʝʩʪʝ ʫʩʪʘʥʦʚʣʝʥʘ ʉɿʀ ʅʉɼ Dallas Lock 8.0. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ 
ʧʨʦʙʣʝʤʳ ʚ ʧʨʦʮʝʩʩʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ WAF Dallas Lock, ʠ ʧʦʪʨʝʙʫʝʪʩʷ ʚʥʦʩʠʪʴ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʚ ʨʝʝʩʪʨ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

5.4.2.3 ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ ʤʝʞʩʝʪʝʚʦʤʫ ʵʢʨʘʥʫ 

ʅʘ ʚʢʣʘʜʢʝ ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ ʄʕ (ʩʤ. ʈʠʩʫʥʦʢ 100) ʤʦʞʥʦ ʨʘʟʨʝʰʠʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-

ʠʥʪʝʨʬʝʡʩʫ ʪʦʣʴʢʦ ʠʟ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ (ʨʝʞʠʤ LAN ʘʢʪʠʚʝʥ ʧʦ ʫʤʦʣʯʘʥʠʶ). ʇʨʠ ʚʳʙʦʨʝ ʨʝʞʠʤʘ 

ɺʳʢʣʶʯʝʥʦ ʜʦʩʪʫʧ ʢ ʄʕ ʙʫʜʝʪ ʥʝʦʛʨʘʥʠʯʝʥ. 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʜʦʩʪʫʧ. ɺ ʩʧʠʩʢʝ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʝʪʠ/ʫʟʣʳ, 
ʢʦʪʦʨʳʤ ʦʪʢʨʳʪ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʄʕ WAF Dallas Lock. 

¶ ʅʦʚʦʝ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ. ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ IP-ʘʜʨʝʩ ʢʣʠʝʥʪʘ ʜʣʷ 
ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ. ɼʣ ̫ɻ ʪʦʛʦ ʥʫʞʥʦ ʚʚʝʩʪʠ ʚʥʝʰʥʠʡ IP-ʘʜʨʝʩ/ʉʝʪʴ 
ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 100). 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʩʦʭʨʘʥʝʥʠʝ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʬʦʨʤʝ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩʘ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʇʨʠʤʝʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʟʘʧʠʩʴ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ config-ʬʘʡʣʳ. 

 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ WAF Dallas Lock ʠʟ ʟʦʥ WAN ʠ DMZ 
ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʦʙʘʚʣʷʪʴ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʳʝ IP-ʘʜʨʝʩʘ ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʩʧʠʩʦʢ 
ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʜʦʩʪʫʧ ʧʨʠ ʟʥʘʯʝʥʠʠ ʧʘʨʘʤʝʪʨʘ ʆʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʩ 
ʠʥʪʝʨʬʝʡʩʘ çLANè. 
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ʈʠʩʫʥʦʢ 100. ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʥʝʰʥʠʡ IP-ʘʜʨʝʩ ʜʦʙʘʚʣʝʥ, ʦʪʢʨʦʝʪʩʷ ʩʪʨʘʥʠʮʘ ʥʘʩʪʨʦʡʢʠ ʩʦʟʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ 
ʜʦʩʪʫʧʘ (ʩʤ. ʈʠʩʫʥʦʢ 101), ʛʜʝ ʤʦʞʥʦ ʟʘʜʘʪʴ ʧʨʦʠʟʚʦʜʥʦʝ ʠʤ ̫ʩʝʪʠ, ʘ ʪʘʢʞʝ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ 
ʧʨʘʚʠʣʦ. 

 

ʈʠʩʫʥʦʢ 101. ʇʘʨʘʤʝʪʨʳ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ 

 

ʇʨʠ ʩʦʭʨʘʥʝʥʠʠ ʥʘʩʪʨʦʝʢ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʤʦʞʝʪ ʙʳʪʴ ʫʪʝʨʷʥ. 

5.4.3 ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ 

ʉʪʨʘʥʠʮʘ ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ ʜʦʩʪʫʧʥʘ ʠʟ ʦʩʥʦʚʥʦʛʦ ʤʝʥʶ (ʩʤ. ʈʠʩʫʥʦʢ 102). ʉʦʜʝʨʞʠʪ 
ʥʘʩʪʨʦʡʢʠ ʘʫʜʠʪʘ ʠ ʦʙʨʘʙʦʪʢʠ ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʘ ʩʪʨʘʥʠʮʝ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ 
ʚʢʣʘʜʢʠ: 

¶ ʅʘʩʪʨʦʡʢʠ ʞʫʨʥʘʣʘ; 

¶ ɸʨʭʠʚʠʨʦʚʘʥʠʝ ʞʫʨʥʘʣʦʚ; 

¶ ʆʙʨʘʙʦʪʢʘ ʠʥʮʠʜʝʥʪʦʚ. 
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ʈʠʩʫʥʦʢ 102. ʇʘʨʘʤʝʪʨʳ ʘʫʜʠʪʦʨʘ 

ɺʢʣʘʜʢʘ ʅʘʩʪʨʦʡʢʘ ʞʫʨʥʘʣʘ (ʩʤ. ʈʠʩʫʥʦʢ 103) ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʢʘʢʠʝ ʪʠʧr ʩʦʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʙʫʜʫʪ ʟʘʥʦʩʠʪʩɹ ̫ʚ ʞʫʨʥʘʣʳ, ʘ ʪʘʢʞʝ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ ʥʘ ʫʜʘʣʝʥʥʳʡ ʩʝʨʚʝʨ: 

ɿʘʧʠʩʳʚʘʪʴ ʚ ʞʫʨʥʘʣ. ʊʠʧʳ ʩʦʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʚʳʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ ʫʧʦʨʷʜʦʯʝʥʳ ʧʦ 
ʟʥʘʯʠʤʦʩʪʠ ʦʪ ʥʘʠʤʝʥʝʝ ʟʥʘʯʠʤʳʭ ʚ ʥʠʞʥʠʭ ʩʪʨʦʢʘʭ ʩʧʠʩʢʘ ʜʦ çʏʨʝʟʚʳʯʘʡʥʦʡ ʩʠʪʫʘʮʠʠè ʚ ʚʝʨʭʥʝʡ 
ʩʪʨʦʢʝ ʩʧʠʩʢʘ. ʇʨʠ ʚʳʙʦʨʝ ʪʠʧʘ ʩʦʙʳʪʠʷ ʚ ʞʫʨʥʘʣʳ ʙʫʜʫʪ ʧʦʧʘʜʘʪʴ ʩʦʙʳʪʠʷ ʢʘʢ ʩ ʚʳʙʨʘʥʥʳʤ ʪʠʧʦʤ 
ʟʥʘʯʠʤʦʩʪʠ, ʪʘʢ ʠ ʩ ʙʦʣʝʝ ʚʳʩʦʢʠʤʠ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʚʳʙʦʨʝ çerror (ʆʰʠʙʢʘ)è ʚ ʞʫʨʥʘʣʳ ʙʫʜʫʪ 
ʟʘʥʦʩʠʪʴʩʷ ʪʠʧʳ ʩʦʙʳʪʠʡ: error (ʆʰʠʙʢʘ), crit (ʂʨʠʪʠʯʝʩʢʘʷ ʩʠʪʫʘʮʠʷ), alert (ʊʨʝʚʦʛʘ), emerg 
(ʏʨʝʟʚʳʯʘʡʥʘʷ ʩʠʪʫʘʮʠʷ). 

¶ ʇʨʦʪʦʢʦʣ ʚʥʝʰʥʝʛʦ ʣʦʛ-ʩʝʨʚʝʨʘ. ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʜʣʷ ʚʳʙʦʨʘ ʧʨʦʪʦʢʦʣʘ 
ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʷ (UDP/TCP/UDP (IEFT-syslog)/TCP (IEFT-syslog)) ʜʣʷ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ 
ʥʘ ʫʜʘʣʝʥʥʳʡ ʩʝʨʚʝʨ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʳʙʨʘʥʦ ʟʥʘʯʝʥʠʝ ʆʪʢʣʶʯʠʪʴ. ʇʨʠ ʚʳʙʦʨʝ ʧʨʦʪʦʢʦʣʘ 
ʩʪʘʥʦʚʷʪʩʷ ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

o ɸʜʨʝʩ ʚʥʝʰʥʝʛʦ ʣʦʛ-ʩʝʨʚʝʨʘ. ɼʦʩʪʫʧʝʥ ʚʚʦʜ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ ʩʝʨʚʝʨʘ ʠʣʠ IP-ʘʜʨʝʩ 
ʩʝʨʚʝʨʘ (IPv4 ʠ IPv6). 

o ʇʦʨʪ ʚʥʝʰʥʝʛʦ ʣʦʛ-ʩʝʨʚʝʨʘ. 

o ʋʨʦʚʝʥʴ ʣʦʛʠʨʦʚʘʥʠʷ ʥʘ ʚʥʝʰʥʠʡ ʩʝʨʚʝʨ. ɸʥʘʣʦʛʠʯʥʦ ʚʳʧʘʜʘʶʱʝʤʫ ʩʧʠʩʢʫ ʋʨʦʚʥʶ 
ʣʦʛʠʨʦʚʘʥʠʷ. ɿʥʘʯʝʥʠʝ ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ ʥʘ ʫʜʘʣʝʥʥʳʡ 
ʩʝʨʚʝʨ. 

¶ ɺʢʣʶʯʠʪʴ ʚʥʝʰʥʠʡ ʩʝʨʚʝʨ LEEF. ʏʝʢʙʦʢʩ ʘʢʪʠʚʠʨʫʝʪ ʣʦʛʠʨʦʚʘʥʠʝ ʥʘ ʫʜʘʣʝʥʥʳʡ LEEF-
ʩʝʨʚʝʨ. ʇʨʠ ʘʢʪʠʚʘʮʠʠ ʩʪʘʥʦʚʷʪʩʷ ʜʦʩʪʫʧʥʳ ʧʦʣʷ: 

o ɸʜʨʝʩ ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ LEEF. ɼʦʩʪʫʧʝʥ ʚʚʦʜ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ ʩʝʨʚʝʨʘ ʠʣʠ IP-
ʘʜʨʝʩ ʩʝʨʚʝʨʘ (IPv4 ʠ IPv6). 

o ʇʦʨʪ ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ LEEF. 

¶ ʅʝʧʨʝʨʳʚʥʘʷ ʦʪʧʨʘʚʢʘ ʞʫʨʥʘʣʦʚ ʚ ɽʎʋ. ʏʝʢʙʦʢʩ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʤʦʜʫʣʴ WAF Dallas Lock 
ʥʘʭʦʜʠʪʩʷ ʚ ʜʦʤʝʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ɽʎʋ. ɽʩʣʠ ʯʝʢʙʦʢʩ ʚʢʣʶʯʝʥ, ʪʦ WAF Dallas Lock 
ʧʦʩʪʦʷʥʥʦ ʦʪʧʨʘʚʣʷʝʪ ʞʫʨʥʘʣʦʚ ʥʘ ɽʎʋ. ɽʩʣʠ ʦʪʢʣʶʯʝʥ, ʦʪʧʨʘʚʢʘ ʞʫʨʥʘʣʦʚ 
ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩʝʨʚʝʨʘ. 

¶ ʋʨʦʚʝʥʴ ʣʦʛʠʨʦʚʘʥʠʷ ɽʎʋ. ɸʥʘʣʦʛʠʯʥʦ ʚʳʧʘʜʘʶʱʝʤʫ ʩʧʠʩʢʫ ʋʨʦʚʥʶ ʣʦʛʠʨʦʚʘʥʠʷ. 
ɿʥʘʯʝʥʠʝ ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ ʥʘ ɽʎʋ. 
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ʈʠʩʫʥʦʢ 103. ʅʘʩʪʨʦʡʢʘ ʞʫʨʥʘʣʘ 

ɺʢʣʘʜʢʘ ɸʨʭʠʚʠʨʦʚʘʥʠʝ ʞʫʨʥʘʣʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 104) ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ, ʩʢʘʯʘʪʴ, ʟʘʛʨʫʟʠʪʴ ʠ ʫʜʘʣʠʪʴ 
ʘʨʭʠʚʠʨʦʚʘʥʥʳʝ ʞʫʨʥʘʣʳ. 

 

ʈʠʩʫʥʦʢ 104. ɸʨʭʠʚʠʨʦʚʘʥʠʝ ʞʫʨʥʘʣʦʚ 

 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʢʥʦʧʢʠ ʉʦʟʜʘʪʴ ʘʨʭʠʚ, ʉʢʘʯʘʪʴ, ʋʜʘʣʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 105) 
ʠʤʝʶʪ çʧʨʷʤʦʡè ʭʘʨʘʢʪʝʨ ʨʘʙʦʪʳ, ʪʦ ʝʩʪʴ ʧʨʠ ʥʘʞʘʪʠʠ, ʜʝʡʩʪʚʠʝ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ 
ʥʝʤʝʜʣʝʥʥʦ, ʚ ʦʪʣʠʯʠʝ ʦʪ çʪʨʘʥʟʘʢʮʠʦʥʥʦʛʦè ʭʘʨʘʢʪʝʨʘ ʨʘʙʦʪʳ ʥʘ ʜʨʫʛʠʭ ʩʪʨʘʥʠʮʘʭ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ɺʢʣʘʜʢʘ ɸʨʭʠʚʠʨʦʚʘʥʠʝ ʞʫʨʥʘʣʦʚ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 105): 

¶ ʈʘʟʤʝʨ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ. ʇʦʣʝ ʟʘʜʘʝʪ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ; 

¶ ʉʦʟʜʘʪʴ ʘʨʭʠʚ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ ʩʦʟʜʘʝʪʩʷ ʘʨʭʠʚ ʞʫʨʥʘʣʦʚ; 

¶ ɸʨʭʠʚʠʨʦʚʘʥʠʝ ʪʝʢʫʱʠʭ ʞʫʨʥʘʣʦʚ. ɽʩʣʠ ʵʪʦʪ ʯʝʢʙʦʢʩ ʚʢʣʶʯʝʥ, ʪʦ ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʢʠ 
ʉʦʟʜʘʪʴ ʘʨʭʠʚ ʙʫʜʝʪ ʩʦʟʜʘʥ ʘʨʭʠʚ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ; 

¶ ʉʢʘʯʘʪʴ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ ʧʨʦʠʩʭʦʜʠʪ ʩʢʘʯʠʚʘʥʠʝ ʘʨʭʠʚʘ ʩ ʞʫʨʥʘʣʘʤʠ (ʨʘʩʰʠʨʝʥʠʝ 
ʘʨʭʠʚʘ: tar.gz ð tar ʧʣʶʩ gzip); 

¶ ʋʜʘʣʠʪʴ. ʋʜʘʣʷʝʪ ʘʨʭʠʚʠʨʦʚʘʥʥʳʡ ʞʫʨʥʘʣ. 
ɸʨʭʠʚʠʨʦʚʘʥʥʳʝ ʞʫʨʥʘʣʳ ʚʳʜʝʣʷʶʪʩʷ ʮʚʝʪʦʤ ʠ ʠʤʝʶʪ ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ (ʩʤ. ʈʠʩʫʥʦʢ 105): 

¶ ʂʨʘʩʥʳʡ ʮʚʝʪ. ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʘʨʭʠʚʠʨʦʚʘʥʥʳʡ ʞʫʨʥʘʣ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨ ʥʠ 
ʦʜʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ; 
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¶ ɿʝʣʝʥʳʡ ʮʚʝʪ. ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʘʨʭʠʚʠʨʦʚʘʥʥʳʡ ʞʫʨʥʘʣ ʙʳʣ ʟʘʛʨʫʞʝʥ ʭʦʪʷ ʙ  rʦʜʠʥ ʨʘʟ ʥʘ 
ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

¶ ɼʘʪʘ ʠ ʚʨʝʤʷ. ʋʢʘʟʳʚʘʝʪʩʷ ʜʘʪʘ ʩʦʟʜʘʥʠʷ ʘʨʭʠʚʠʨʦʚʘʥʥʦʛʦ ʞʫʨʥʘʣʘ; 

¶ ʈʘʟʤʝʨ ʬʘʡʣʘ. ʋʢʘʟʳʚʘʝʪʩʷ ʨʘʟʤʝʨ ʘʨʭʠʚʠʨʦʚʘʥʥʦʛʦ ʞʫʨʥʘʣʘ. 

 

ʈʠʩʫʥʦʢ 105. ɸʨʭʠʚʠʨʦʚʘʥʥʳʝ ʞʫʨʥʘʣʳ 

ɼʣ ̫ʟʘʛʨʫʟʢʠ ʘʨʭʠʚʘ ʞʫʨʥʘʣʦʚ ʥʝʦʙʭʦʜʠʤʦ (ʩʤ. ʈʠʩʫʥʦʢ 106): 
1. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɿʘʛʨʫʟʢʘ; 
2. ɺʳʙʨʘʪʴ ʘʨʭʠʚʠʨʦʚʘʥʥʳʡ ʞʫʨʥʘʣ ʠʟ ʘʨʭʠʚʦʚ ʞʫʨʥʘʣʦʚ ʥʘ ʇʂ; 
3. ʇʦʚʪʦʨʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɿʘʛʨʫʟʢʘ; 
4. ɺ ʪʘʙʣʠʮʝ ʉʧʠʩʦʢ ʞʫʨʥʘʣʦʚ ʚ ʘʨʭʠʚʝ ʜʣ ̫ʟʘʛʨʫʟʢʠ ʧʦʷʚʷʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

¶ ʏʝʢʙʦʢʩ. ɼʣ ̫ ʚʳʙʦʨʘ ʞʫʨʥʘʣʘ ʠ ʚʳʧʦʣʥʝʥʠ ̫ ʥʘʜ ʥʠʤ ʜʝʡʩʪʚʠʡ ʩʣʝʜʫʝʪ ʝʛʦ 
ʘʢʪʠʚʠʨʦʚʘʪʴ; 

¶ ɾʫʨʥʘʣ. ʆʪʦʙʨʘʞʘʝʪ ʪʠʧ ʞʫʨʥʘʣʦʚ, ʟʘʛʨʫʞʝʥʥʳʭ ʠʟ ʘʨʭʠʚʠʨʦʚʘʥʥʦʛʦ ʞʫʨʥʘʣʘ. 
ʇʨʝʜʫʩʤʦʪʨʝʥʘ ʬʠʣʴʪʨʘʮʠʷ ʧʦ ʪʠʧʫ ʞʫʨʥʘʣʦʚ; 

¶ ɼʘʪʘ ʘʨʭʠʚʘʮʠʠ. ʆʪʦʙʨʘʞʘʝʪ ʜʘʪʫ ʠ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʟʘʛʨʫʞʝʥʥʦʛʦ ʞʫʨʥʘʣʘ; 

¶ ʈʘʟʤʝʨ. ʇʦʢʘʟʳʚʘʝʪ ʨʘʟʤʝʨ ʞʫʨʥʘʣʘ. 
5. ʋʜʘʣʠʪʴ. ʂʥʦʧʢʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʫʜʘʣʝʥʠʷ ʘʨʭʠʚʘ ʠʟ ʧʦʣʷ ɿʘʛʨʫʟʠʪʴ ʘʨʭʠʚ ʞʫʨʥʘʣʦʚ. 

 

ʈʠʩʫʥʦʢ 106. ɿʘʛʨʫʟʢʘ ʘʨʭʠʚʥʳʭ ʞʫʨʥʘʣʦʚ 

ʂʥʦʧʢʘ ʉʙʨʦʩʠʪʴ ʫʜʘʣʷʝʪ ʜʘʥʥʳʝ ʠʟ ʧʦʣʷ ɿʘʛʨʫʟʠʪʴ ʘʨʭʠʚ ʞʫʨʥʘʣʦʚ ʠ ʉʧʠʩʦʢ ʞʫʨʥʘʣʦʚ ʚ ʘʨʭʠʚʝ 
ʜʣʷ ʟʘʛʨʫʟʢʠ. 
ʂʥʦʧʢʘ ʉʦʭʨʘʥʠʪʴ ʩʦʭʨʘʥʷʝʪ ʚʚʝʜʝʥʥʳʝ ʥʘʩʪʨʦʝʢ ʚ ʬʦʨʤʝ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ. 
ɼʣ ̫ʧʨʠʤʝʥʝʥʠʷ ʚʥʝʩʝʥʥʳʭ ʠʟʤʝʥʝʥʠʡ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

ɺʢʣʘʜʢʘ ʆʙʨʘʙʦʪʢʘ ʠʥʮʠʜʝʥʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 107) ʧʦʟʚʦʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ (root) ʟʘʜʘʪʴ 
ʧʦʨʦʛʦʚʳʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʨʝʘʢʮʠʠ WAF Dallas Lock ʥʘ ʠʥʮʠʜʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɹʣʦʢ ʆʛʨʘʥʠʯʝʥʠʝ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʧʦʧʳʪʢʠ ʚʭʦʜʘ. ʉʦʜʝʨʞʠʪ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ 
ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʠ ʧʨʝʚʳʰʝʥʠʠ ʫʢʘʟʘʥʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʦʧʳʪʦʢ ʚʭʦʜʘ ʯʝʨʝʟ 
ʠʥʪʝʨʬʝʡʩ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

¶ ʇʨʝʚʳʰʝʥʠʝ ʧʦʧʳʪʦʢ ʚʭʦʜʘ. ʇʦʣʝ ʟʘʜʘʝʪ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʧʦʧʳʪʦʢ ʘʚʪʦʨʠʟʘʮʠʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʵʪʦʛʦ ʟʥʘʯʝʥʠʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʘ ʚ ʩʧʠʩʦʢ 
ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ. 

¶ ʊʘʡʤʘʫʪ. ɺ ʧʦʣʝ ʫʢʘʟʳʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ ʚʨʝʤʝʥʠ ʚ ʤʠʥʫʪʘʭ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʫʢʘʟʘʥʥʦʛʦ 
ʚʨʝʤʝʥʠ, ʟʘʙʣʦʢʠʨʦʚʘʥʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʝʥʘ ʠʟ ʩʧʠʩʢʘ 
ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ. 

ɹʣʦʢ ʆʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʧʦ IP ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʠ ʧʦʜʦʟʨʝʥʠʠ ʥʘ DOS-ʘʪʘʢʫ. ɿʘʜʘʝʪ 
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ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʦʧʳʪʦʢ ʚʭʦʜʘ ʩ ʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 
ʧʨʦʪʦʢʦʣ SSH. 

¶ ʇʨʝʚʳʰʝʥʠʝ ʧʦʧʳʪʦʢ ʚʭʦʜʘ. ʇʦʣʝ ʟʘʜʘʝʪ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʧʦʧʳʪʦʢ 
ʘʚʪʦʨʠʟʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ. ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʟʥʘʯʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ 
ʜʘʥʥʳʤ IP-ʘʜʨʝʩʦʤ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ʩʧʠʩʦʢ ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ. 

¶ ʊʘʡʤʘʫʪ. ɺ ʧʦʣʝ ʫʢʘʟʳʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ ʚʨʝʤʝʥʠ ʚ ʤʠʥʫʪʘʭ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʫʢʘʟʘʥʥʦʛʦ 
ʚʨʝʤʝʥʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʝʥ ʠʟ ʩʧʠʩʢʘ 
ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ. 

ɹʣʦʢ ʆʛʨʘʥʠʯʝʥʠʷ ʧʦ ʚʠʜʘʤ ʫʛʨʦʟ ʚ ʪʨʘʬʠʢʝ. ʇʦʨʦʛʦʚʳʝ ʟʥʘʯʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʫʛʨʦʟ ʚʳʩʦʢʦʛʦ, 
ʩʨʝʜʥʝʛʦ ʠ ʥʠʟʢʦʛʦ ʫʨʦʚʥʝʡ. ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʟʥʘʯʝʥʠʡ, ʫʢʘʟʘʥʥʳʭ ʚ ʧʦʣʷʭ ʜʘʥʥʦʛʦ ʙʣʦʢʘ, 
ʧʨʦʠʩʭʦʜʠʪ ʙʣʦʢʠʨʦʚʢʘ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʫʛʨʦʟʳ. 

ɹʣʦʢ ʆʛʨʘʥʠʯʝʥʠʷ ʧʦ ʦʰʠʙʢʘʤ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ. ʉʦʜʝʨʞʠʪ ʧʦʣʝ ʇʨʝʚʳʰʝʥʠʝ ʩʦʙʳʪʠʡ, 
ʦʧʨʝʜʝʣʷʶʱʝʝ ʧʦʨʦʛʦʚʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʰʠʙʦʢ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ, ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ ʢʦʪʦʨʦʛʦ 
ʧʨʦʠʟʦʡʜʝʪ ʙʣʦʢʠʨʦʚʢʘ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ. 

ɹʣʦʢ ɼʨʫʛʠʝ ʚʠʜʳ ʩʦʙʳʪʠʡ. 

¶ ʏʠʩʣʦ ʩʦʙʳʪʠʡ. ʇʦʣʝ ʟʘʜʘʝʪ ʧʦʨʦʛʦʚʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʦʙʳʪʠʡ ʦʜʥʦʛʦ ʪʠʧʘ, ʧʦ ʜʦʩʪʠʞʝʥʠʠ 
ʢʦʪʦʨʦʛʦ WAF Dallas Lock ʙʣʦʢʠʨʫʝʪ IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʩʦʙʳʪʠʡ. 

¶ ɺʨʝʤʷ ʦʞʠʜʘʥʠʷ ʧʦʚʪʦʨʦʚ. ʇʝʨʠʦʜ ʚʨʝʤʝʥʠ ʚ ʤʠʥʫʪʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʦʪʩʣʝʞʠʚʘʶʪʩʷ 
ʩʦʙʳʪʠʷ ʦʜʥʦʛʦ ʪʠʧʘ. 

 

ʈʠʩʫʥʦʢ 107. ʆʙʨʘʙʦʪʢʘ ʠʥʮʠʜʝʥʪʦʚ 

5.4.5 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ 

ʉʪʨʘʥʠʮʘ ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ (ʩʤ. ʈʠʩʫʥʦʢ 108) ʧʦʟʚʦʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʪʴ ʥʘʩʪʨʦʡʢʠ ʫʧʨʘʚʣʝʥʠʷ ʧʘʨʘʤʝʪʨʘʤʠ ʩʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 
ʚʪʦʨʞʝʥʠʡ: ʥʘʩʪʨʦʠʪʴ ʘʥʘʣʠʟ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʥʘ ʧʨʝʜʤʝʪ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 
ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ. 
ʉʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʙʣʦʢʠ ʥʘʩʪʨʦʝʢ: 

¶ ʅʘʩʪʨʦʡʢʘ ʢʦʣʠʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʶʱʠʭ ʧʨʦʮʝʩʩʦʚ. ʋʧʨʘʚʣʝʥʠʝ ʨʝʞʠʤʘʤʠ ʦʙʨʘʙʦʪʢʠ 
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ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʠ ʥʘʩʪʨʦʡʢʘ ʢʦʣʠʯʝʩʪʚʘ ʧʨʦʮʝʩʩʦʚ ʧʨʠ ʠʥʩʧʝʢʮʠʠ WAF ʠ ʠʥʩʧʝʢʮʠʠ UTM 
SSL (ʩʤ. 5.4.5.1 ʅʘʩʪʨʦʡʢʘ ʢʦʣʠʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʶʱʠʭ ʧʨʦʮʝʩʩʦʚ); 

¶ ʅʘʩʪʨʦʡʢʠ ʧʝʨʝʤʝʥʥʳʭ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ. ʉʦʜʝʨʞʠʪ ʧʦʣʷ, ʦʧʨʝʜʝʣʷʶʱʠʝ IP-
ʘʜʨʝʩʘ ʩʝʨʚʝʨʦʚ ʨʘʟʣʠʯʥʳʭ ʩʝʨʚʠʩʦʚ, ʧʦ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʠʜʪʠ ʪʨʘʬʠʢ (ʚʝʙ-ʩʝʨʚʝʨ, ʧʦʯʪʦʚʳʡ 
ʩʝʚʝʨ, sql-ʩʝʨʚʝʨ). ɿʘʜʘʝʪʩʷ ʫʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ (ʩʤ. 5.4.5.2 ʅʘʩʪʨʦʡʢʠ 
ʧʝʨʝʤʝʥʥʳʭ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ). 

 
ʈʠʩʫʥʦʢ 108. ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ 

5.4.5.1 ʅʘʩʪʨʦʡʢʘ ʢʦʣʠʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʶʱʠʭ ʧʨʦʮʝʩʩʦʚ 

ɼʘʥʥʳʡ ʙʣʦʢ ʥʘʩʪʨʦʝʢ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ (ʩʤ. ʈʠʩʫʥʦʢ 108): 

¶ ɸʢʪʠʚʥʳʡ (inline) ʨʝʞʠʤ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʧʘʨʘʤʝʪʨʘ, ʩʠʩʪʝʤʘ ʦʙʥʘʨʫʞʝʥʠʷ ʠ 
ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʘʢʪʠʚʥʦ ʚʤʝʰʠʚʘʝʪʩʷ ʚ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ, ʙʣʦʢʠʨʫʷ ʠʣʠ 
ʤʦʜʠʬʠʮʠʨʫʷ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʘʢʪʠʚʥʦʛʦ ʨʝʞʠʤʘ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʷʚʣʷʪʴ ʦʩʪʦʨʦʞʥʦʩʪʴ, ʪʘʢ ʢʘʢ 
ʚʦʟʤʦʞʥʳ ʣʦʞʥʳʝ ʩʨʘʙʘʪʳʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʙʣʦʢʠʨʦʚʢʝ ʣʝʛʠʪʠʤʥʦʛʦ 
ʪʨʘʬʠʢʘ. 

¶ ʕʢʟʝʤʧʣʷʨʳ. ʇʦʣʝ ʜʦʩʪʫʧʥʦ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ɸʢʪʠʚʥʦʛʦ (inline) ʨʝʞʠʤʘ. ʇʦʟʚʦʣʷʝʪ 
ʥʘʩʪʨʘʠʚʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʮʝʩʩʦʚ/ʵʢʟʝʤʧʣʷʨʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʬʠʣʴʪʨʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 
ʟʘʧʫʱʝʥʳ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ ʠ ʙʫʜʫʪ ʨʘʙʦʪʘʪʴ ʚ ʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ; 

¶ ʇʘʩʩʠʚʥʳʡ ʨʝʞʠʤ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʧʘʨʘʤʝʪʨʘ ʩʠʩʪʝʤʘ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 
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ʚʪʦʨʞʝʥʠʡ ʥʝ ʙʣʦʢʠʨʫʝʪ ʪʨʘʬʠʢ, ʘ ʪʦʣʴʢʦ ʠʥʬʦʨʤʠʨʫʝʪ ʦ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟʘʭ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ʈʝʞʠʤ ʧʦʜʭʦʜʠʪ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ; 

¶ ʀʥʪʝʨʬʝʡʩʳ. ʇʦʣʝ ʜʦʩʪʫʧʥʦ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʇʘʩʩʠʚʥʦʛʦ ʨʝʞʠʤʘ. ʇʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ 
ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩ,r ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʧʨʦʭʦʜʠʪʴ ʪʨʘʬʠʢ ʚ ʧʘʩʩʠʚʥʦʤ ʨʝʞʠʤʝ. ʅʘ 
ʢʘʞʜʳʡ ʠʥʪʝʨʬʝʡʩ ʟʘʧʫʩʢʘʝʪʩʷ ʦʪʜʝʣʴʥʳʡ ʧʨʦʮʝʩʩ ʢʦʥʪʝʢʩʪʥʦʛʦ ʬʠʣʴʪʨʘ; 

 

ʂʦʤʙʠʥʘʮʠʷ ʘʢʪʠʚʥʦʛʦ ʠ ʧʘʩʩʠʚʥʦʛʦ ʨʝʞʠʤʦʚ. ʅʘʧʨʠʤʝʨ, ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠ ̫
ʘʢʪʠʚʥʦʛʦ (inline) ʨʝʞʠʤʘ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʠʟʚʝʩʪʥʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʪʨʘʬʠʢʘ, ʚ ʪʦ ʚʨʝʤʷ 
ʢʘʢ ʧʘʨʘʣʣʝʣʴʥʳʡ ʵʢʟʝʤʧʣʷʨ ʚ ʧʘʩʩʠʚʥʦʤ ʨʝʞʠʤʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʙʦʣʝʝ ʜʝʪʘʣʴʥʦʛʦ 
ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ ʠ ʦʙʥʘʨʫʞʝʥʠʷ ʙʦʣʝʝ ʩʣʦʞʥʳʭ ʘʪʘʢ. 

 

 

ʇʘʩʩʠʚʥʳʡ ʠ ʘʢʪʠʚʥʳʡ ʨʝʞʠʤʳ ʢʦʥʪʝʢʩʪʥʦʛʦ ʬʠʣʴʪʨʘ ʥʝ ʠʤʝʶʪ ʚʩʪʨʦʝʥʥʦʡ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʚʦʟʤʦʞʥʦʩʪʠ ʨʘʩʰʠʬʨʦʚʢʠ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ. 

¶ ʀʥʩʧʝʢʮʠʷ WAF. ʇʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʩʚʷʟʢʝ ʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʤ ʧʨʠ ʠʥʩʧʝʢʮʠʠ WAF (ʧʘʨʘʤʝʪʨ ʜʦʩʪʫʧʝʥ ʧʨʠ 
ʚʢʣʶʯʝʥʥʦʡ ʠʥʩʧʝʢʮʠʠ WAF); 

¶ ʀʥʩʧʝʢʮʠʷ UTM SSL. ʇʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʩʚʷʟʢʝ ʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʤ ʧʨʠ ʠʥʩʧʝʢʮʠʠ UTM (ʧʘʨʘʤʝʪʨ ʜʦʩʪʫʧʝʥ ʧʨʠ 
ʚʢʣʶʯʝʥʥʦʡ ʠʥʩʧʝʢʮʠʠ UTM SSL). 

 

ʇʨʦʢʩʠ-ʩʝʨʚʝʨ ʠʩʧʦʣʴʟʫʝʪ ʢʣʶʯʠ ʜʣʷ ʨʘʩʰʠʬʨʦʚʢʠ ʟʘʰʠʬʨʦʚʘʥʥʳʭ ʧʘʢʝʪʦʚ ʜʘʥʥʳʭ, 
ʧʦʟʚʦʣʷʷ ʢʦʥʪʝʢʩʪʥʦʤʫ ʬʠʣʴʪʨʫ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʩʦʜʝʨʞʠʤʦʝ ʵʪʠʭ ʧʘʢʝʪʦʚ ʜʣʷ 
ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

5.4.5.2 ʅʘʩʪʨʦʡʢʠ ʧʝʨʝʤʝʥʥʳʭ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ 

ɼʘʥʥʳʡ ʙʣʦʢ ʥʘʩʪʨʦʝʢ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ (ʩʤ. ʈʠʩʫʥʦʢ 108): 

¶ ɺʥʫʪʨʝʥʥʠʝ ʩʝʪʠ. ʇʦʣʝ ʩʦʜʝʨʞʠʪ IP-ʘʜʨʝʩʘ ʟʘʱʠʱʘʝʤʳʭ ʚʥʫʪʨʝʥʥʠʭ ʩʝʪʝʡ ʠ ʟʘʜʘʝʪ 
ʧʝʨʝʤʝʥʥʫʶ $HOME_NET; 

¶ DNS-ʩʝʨʚʝʨʳ. ʇʦʣʝ ʩʦʜʝʨʞʠʪ IP-ʘʜʨʝʩʘ DNS-ʩʝʨʚʝʨʦʚ ʚ ʩʝʪʠ ʠ ʟʘʜʘʝʪ ʧʝʨʝʤʝʥʥʫʶ 
$DNS_SERVERS. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ $HOME_NET; 

¶ ɺʝʙ-ʩʝʨʚʝʨʳ. ʇʦʣʝ ʩʦʜʝʨʞʠʪ IP-ʘʜʨʝʩʘ ʚʝʙ-ʩʝʨʚʝʨʦʚ ʚ ʩʝʪʠ ʠ ʟʘʜʘʝʪ ʧʝʨʝʤʝʥʥʫʶ 
$HTTP_SERVERS. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ IP-ʘʜʨʝʩʘ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ; 

¶ SMTP-ʩʝʨʚʝʨʳ. ʇʦʣʝ ʩʦʜʝʨʞʠʪ IP-ʘʜʨʝʩʘ ʧʦʯʪʦʚʳʭ ʩʝʨʚʝʨʦʚ ʚ ʩʝʪʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ 
ʧʨʦʪʦʢʦʣ SMTP ʜʣʷ ʦʪʧʨʘʚʢʠ ʠ ʧʦʣʫʯʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʟʘʜʘʝʪ ʧʝʨʝʤʝʥʥʫʶ 
$SMTP_SERVERS. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ $HOME_NET; 

¶ ɺʥʝʰʥʠʝ ʩʝʪʠ. ʇʦʣʝ ʩʦʜʝʨʞʠʪ IP-ʘʜʨʝʩʘ ʚʥʝʰʥʠʭ ʩʝʪʝʡ ʠ ʟʘʜʘʝʪ ʧʝʨʝʤʝʥʥʫʶ 
$EXTERNAL_NET, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʘʚʠʣ UTM. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ 
ʟʥʘʯʝʥʠʝ !$HOME_NET (ʚʩʝ ʟʥʘʯʝʥʠʷ, ʢʨʦʤʝ $HOME_NET); 

¶ SQL-ʩʝʨʚʝʨʳ. ʇʦʣʝ ʩʦʜʝʨʞʠʪ IP-ʘʜʨʝʩʘ ʩʝʨʚʝʨʦʚ ʙʘʟ ʜʘʥʥʳʭ SQL ʠ ʟʘʜʘʝʪ ʧʝʨʝʤʝʥʥʫʶ 
$SQL_SERVERS. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ $HOME_NET; 

¶ ɺʥʝʰʥʠʝ ʩʝʪʠ WAF. ʇʦʣʝ ʩʦʜʝʨʞʠʪ IP-ʘʜʨʝʩʘ ʚʥʝʰʥʠʭ ʩʝʪʝʡ ʠ ʟʘʜʘʝʪ ʧʝʨʝʤʝʥʥʫʶ 
$WAF_NET, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʘʚʠʣ WAF. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ 
ʟʥʘʯʝʥʠʝ !$HTTP_SERVERS (ʚʩʝ ʟʥʘʯʝʥʠʷ, ʢʨʦʤʝ $HTTP_SERVERS); 

¶ ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ: ʇʘʨʘʤʝʪʨ ʦʧʨʝʜʝʣʷʝʪ, ʥʘʩʢʦʣʴʢʦ ʛʣʫʙʦʢʦ ʫʩʪʨʦʡʩʪʚʦ 
ʙʫʜʝʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʪʨʘʬʠʢ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ. ʄʦʞʝʪ ʙʳʪʴ ʚʳʙʨʘʥʦ ʦʜʥʦ ʠʟ ʪʨʝʭ 
ʟʥʘʯʝʥʠʡ (ʧʦ ʫʤʦʣʯʘʥʠʶ ð ʥʠʟʢʠʡ): 

o ʅʠʟʢʠʡ ð ʥʠʟʢʦʝ ʢʦʣʠʯʝʩʪʚʦ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ, ʥʠʟʢʦʝ ʢʦʣʠʯʝʩʪʚʦ 
ʦʙʥʘʨʫʞʝʥʥʳʭ ʩʢʘʥʠʨʦʚʘʥʠʡ, ʦʙʥʘʨʫʞʝʥʠʝ ʦʪʚʝʪʦʚ ʩ ʩʦʩʪʦʷʥʠʝʤ çFilteredè 
ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ; 

o ʉʨʝʜʥʠʡ ð ʩʙʘʣʘʥʩʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʤʝʞʜʫ ʥʠʟʢʠʤ ʠ ʚʳʩʦʢʠʤ ʫʨʦʚʥʷʤʠ; 
o ɺʳʩʦʢʠʡ ð ʚʳʩʦʢʦʝ ʢʦʣʠʯʝʩʪʚʦ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ, ʚʳʩʦʢʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʩʢʘʥʠʨʦʚʘʥʠʡ. 

¶ SSL-ʧʦʨʪʳ. ʇʦʨʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʢʦʥʪʝʢʩʪʥʳʡ ʬʠʣʴʪʨ ʙʫʜʝʪ ʦʞʠʜʘʪʴ SSL-ʪʨʘʬʠʢ. ʇʦ 
ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 443; 
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¶ HTTP-ʧʦʨʪʳ. ʇʦʨʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʢʦʥʪʝʢʩʪʥʳʡ ʬʠʣʴʪʨ ʙʫʜʝʪ ʦʞʠʜʘʪʴ HTTP-ʪʨʘʬʠʢ. ʇʦ 
ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 80, 81, 8000:8900; 

¶ SSH-ʧʦʨʪʳ. ʇʦʨʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʢʦʥʪʝʢʩʪʥʳʡ ʬʠʣʴʪʨ ʙʫʜʝʪ ʦʞʠʜʘʪʴ SSH-ʪʨʘʬʠʢʘ. ʇʦ 
ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 22; 

¶ ʇʦʨʪʳ ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ. ʇʦʨʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʢʦʥʪʝʢʩʪʥʳʡ ʬʠʣʴʪʨ ʙʫʜʝʪ ʦʞʠʜʘʪʴ ʪʨʘʬʠʢ 
ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 20; 

¶ FTP-ʧʦʨʪʳ. ʇʦʨʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʢʦʥʪʝʢʩʪʥʳʡ ʬʠʣʴʪʨ ʙʫʜʝʪ ʦʞʠʜʘʪʴ FTP-ʪʨʘʬʠʢ. ʇʦ 
ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 21; 

¶ SMTP-ʧʦʨʪʳ. ʇʦʨʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʢʦʥʪʝʢʩʪʥʳʡ ʬʠʣʴʪʨ ʙʫʜʝʪ ʦʞʠʜʘʪʴ SMTP-ʪʨʘʬʠʢ. ʇʦ 
ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 25; 

¶ Oracle-ʧʦʨʪʳ. ʇʦʨʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʢʦʥʪʝʢʩʪʥʳʡ ʬʠʣʴʪʨ ʙʫʜʝʪ ʦʞʠʜʘʪʴ ʪʨʘʬʠʢ ʦʪ ʩʝʨʚʝʨʦʚ 
ʙʘʟ ʜʘʥʥʳʭ Oracle. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 66. 

ʂʥʦʧʢʘ ʉʙʨʦʩʠʪʴ ʩʣʫʞʠʪ ʜʣʷ ʦʯʠʩʪʢʠ ʧʦʣʝʡ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʇʨʠʤʝʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʟʘʧʠʩʴ 
ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ config-ʬʘʡʣʳ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ 
ʩʦʭʨʘʥʝʥʠʝ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʬʦʨʤʝ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ. 

5.4.6 ʋʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʘʤʠ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 109) ʜʦʩʪʫʧʝʥ ʧʨʦʩʤʦʪʨ ʠ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʘʤʠ WAF Dallas Lock. 
ʉʪʨʘʥʠʮʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʇʨʠʦʨʠʪʝʪ. ɺ ʩʪʦʣʙʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʝʢʫʱʠʡ ʧʨʠʦʨʠʪʝʪ ʩʣʫʞʙʳ; 

¶ ʉʢʨʠʧʪ ʠʥʠʮʠʘʣʠʟʘʮʠʠ. ɺ ʩʪʦʣʙʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʥʘʠʤʝʥʦʚʘʥʠʝ ʩʣʫʞʙʳ; 

¶ ʉʪʘʪʫʩ. ɺ ʩʪʦʣʙʮʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʝʢʫʱʠʡ ʩʪʘʪʫʩ ʩʣʫʞʙʳ (ɿʘʧʫʱʝʥ ʠʣʠ ʆʩʪʘʥʦʚʣʝʥ); 

¶ ʉʪʦʣʙʝʮ, ʛʜʝ ʨʘʩʧʦʣʦʞʝʥ rʢʥʦʧʢʠ ɺʢʣʶʯʝʥʦ ʠ ʆʪʢʣʶʯʝʥʦ, ʧʦʟʚʦʣʷʶʱʠʝ ʚʢʣʶʯʠʪʴ ʠʣʠ 
ʦʪʢʣʶʯʠʪʴ ʘʚʪʦʟʘʧʫʩʢ ʩʣʫʞʙʳ ʧʨʠ ʟʘʛʨʫʟʢʝ WAF Dallas Lock; 

¶ ɼʝʡʩʪʚʠʷ. ɺ ʩʪʦʣʙʮʝ ʨʘʩʧʦʣʦʞʝʥʳ ʢʥʦʧʢʠ ʉʪʘʨʪ, ʇʝʨʝʟʘʧʫʩʪʠʪʴ, ʆʩʪʘʥʦʚʠʪʴ, 
ʧʦʟʚʦʣʷʶʱʠʝ ʧʨʦʠʟʚʝʩʪʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʩʦ ʩʣʫʞʙʘʤʠ. 

ɼʝʡʩʪʚʠʷ ʩʦ ʩʣʫʞʙʘʤʠ, ʥʝ ʚʣʠʷʶʱʠʤʠ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
(odhcpd, keepalived, smartd, watchcat) ʥʝ ʨʝʛʠʩʪʨʠʨʫʶʪʩʷ ʚ ʞʫʨʥʘʣʘʭ, ʜʝʡʩʪʚʠʷ ʩ ʦʩʪʘʣʴʥʳʤʠ 
ʩʣʫʞʙʘʤʠ ʨʝʛʠʩʪʨʠʨʫʶʪʩʷ ʚ ʞʫʨʥʘʣʝ ʉʠʩʪʝʤʥʳʡ. ɺʢʣʶʯʝʥʠʝ ʠ ʦʪʢʣʶʯʝʥʠʝ ʘʚʪʦʟʘʛʨʫʟʢʠ ʩʣʫʞʙ 
ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ ʚ ʞʫʨʥʘʣʝ ʇʦʣʠʪʠʢʠ. 

 

ɽʩʣʠ ʚʳʢʣʶʯʠʪʴ ʦʜʠʥ ʠʟ ʦʩʥʦʚʥʳʭ ʩʢʨʠʧʪʦʚ ʠʥʠʮʠʘʣʠʟʘʮʠʠ (ʥʘʧʨʠʤʝʨ, çnetworkè), 
ʫʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ ʥʝʜʦʩʪʫʧʥʳʤ.  

 

ʈʠʩʫʥʦʢ 109. ʉʢʨʠʧʪʳ ʠʥʠʮʠʘʣʠʟʘʮʠʠ 
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ʆʧʠʩʘʥʠʝ ʩʣʫʞʙ WAF Dallas Lock ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʠʞʝ (ʩʤ. ʊʘʙʣʠʮʘ 9). 

ʊʘʙʣʠʮʘ 9. ʉʧʠʩʦʢ ʩʣʫʞʙ 

ʉʣʫʞʙʘ ʆʧʠʩʘʥʠʝ 

syslog-ng ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʩʠʩʪʝʤʫ ʞʫʨʥʘʣʠʨʦʚʘʥʠʷ 

dnsmasq ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʨʘʟʨʝʰʝʥʠʝ ʜʦʤʝʥʥʳʭ ʠʤʝʥ 

dropbear 
ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʜʦʩʪʫʧ ʧʦ SSH (ʝʩʣʠ ʚʢʣʶʯʝʥ ʚ 
ʥʘʩʪʨʦʡʢʘʭ) 

firewall 
ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʨʝʠʥʠʮʠʘʣʠʟʘʮʠʶ ʧʨʘʚʠʣ 
ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ ʫʨʦʚʥʷ ʣʦʛʠʯʝʩʢʠʭ ʛʨʘʥʠʮ ʩʝʪʠ 

mosquitto 
ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʦʙʤʝʥ ʩʦʦʙʱʝʥʠʷʤʠ ʤʝʞʜʫ 
ʫʩʪʨʦʡʩʪʚʘʤʠ, ʠʩʧʦʣʴʟʫʷ ʩʣʫʞʙʫ MQTT 

octopus ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʩʝʨʚʠʩ ʢʣʘʩʪʝʨʘ 

wafuccd ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ɽʎʋ 

odhcpd ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʨʘʙʦʪʫ DHCP ʠ IPv6 

cron ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʟʘʧʫʩʢ ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʭ ʟʘʜʘʯ 

uhttpd ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ 

keepalived 
ʉʣʫʞʙʘ, ʨʝʘʣʠʟʫʶʱʘʷ ʧʨʦʪʦʢʦʣ VRRP, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ 
ʩʦʟʜʘʥʠʷ ʤʝʭʘʥʠʟʤʘ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ 

collectd 
ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʩʝʨʚʠʩ ʩʙʦʨʘ ʩʪʘʪʠʩʪʠʢʠ ʜʣʷ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʧʘʥʝʣʠ 

ctf ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʘʛʝʥʪʘ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ 

smartd 
ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʦʪʩʣʝʞʠʚʘʥʠʝ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ 
ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ 

watchcat ʉʣʫʞʙʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʨʘʙʦʪʫ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ 

5.4.7 ɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ 

ɼʘʥʥʘʷ ʩʪʨʘʥʠʮʘ (ʩʤ. ʈʠʩʫʥʦʢ 110) ʧʦʟʚʦʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩʠʩʪʝʤʳ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ 
ʦʙʥʦʚʣʝʥʠʡ ɹʈʇ, ʨʝʧʫʪʘʮʠʦʥʥʳʭ ʩʧʠʩʢʦʚ ʠ ʜʘʥʥʳʭ GEO IP ʬʠʣʴʪʨʘ. 

ɿʘʜʘʥʠʝ /sbin/repdownload ʧʦʟʚʦʣʷʝʪ ʟʘʧʫʩʢʘʪʴ ʧʨʦʮʝʜʫʨʫ ʦʙʥʦʚʣʝʥʠʡ ʨʝʧʫʪʘʮʠʦʥʥʳʭ ʩʧʠʩʢʦʚ 
ʠ ʜʘʥʥʳʭ GEO IP ʬʠʣʴʪʨʘ. ɿʘʜʘʥʠʝ /sbin/rjdownload ʧʦʟʚʦʣʷʝʪ ʟʘʧʫʩʢʘʪʴ ʧʨʦʮʝʜʫʨʫ ʦʙʥʦʚʣʝʥʠʡ 
ɹʈʇ ʉʆɺ ʠ WAF.  

ʂʥʦʧʢʘ ʉʙʨʦʩʠʪʴ ʩʣʫʞʠʪ ʜʣʷ ʦʯʠʩʪʢʠ ʧʦʣʝʡ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ 
ʩʦʭʨʘʥʝʥʠʝ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʬʦʨʤʝ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʠ ʟʘʧʠʩʴ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ config-ʬʘʡʣʳ. 

 

ʈʠʩʫʥʦʢ 110. ɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ 

5.4.8 ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʧʝʨʝʧʨʦʰʠʚʢʘ 

ɼʘʥʥʘʷ ʩʪʨʘʥʠʮʘ (ʩʤ. ʈʠʩʫʥʦʢ 111) ʧʦʟʚʦʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩʦʟʜʘʪʴ ʘʨʭʠʚ ʪʝʢʫʱʠʭ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ WAF Dallas Lock, ʚʦʩʩʪʘʥʦʚʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠʟ ʨʘʥʝʝ 
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ʩʦʭʨʘʥʝʥʥʦʛʦ ʘʨʭʠʚʘ. 

 

ʂʥʦʧʢʠ ʉʦʟʜʘʪʴ ʘʨʭʠʚ, ɺʦʩʩʪʘʥʦʚʠʪʴ, ʋʩʪʘʥʦʚʠʪʴ ʠ ʉʙʨʦʩʠʪʴ ʠʤʝʶʪ çʧʨʷʤʦʡè 
ʭʘʨʘʢʪʝʨ ʨʘʙʦʪʳ, ʪʦ ʝʩʪʴ ʧʨʠ ʥʘʞʘʪʠʠ ʜʝʡʩʪʚʠʝ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʥʝʤʝʜʣʝʥʥʦ, ʚ 
ʦʪʣʠʯʠʝ ʦʪ çʪʨʘʥʟʘʢʮʠʦʥʥʦʛʦè ʭʘʨʘʢʪʝʨʘ ʨʘʙʦʪʳ ʥʘ ʜʨʫʛʠʭ ʩʪʨʘʥʠʮʘʭ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

ʈʠʩʫʥʦʢ 111. ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ/ʇʝʨʝʧʨʦʰʠʚʢʘ 

ɺʢʣʘʜʢʘ ɼʝʡʩʪʚʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 112). ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʉʦʟʜʘʪʴ ʘʨʭʠʚ ʚ ʙʣʦʢʝ ʈʝʟʝʨʚʥʦʝ 
ʢʦʧʠʨʦʚʘʥʠʝ ʩʦʟʜʘʝʪʩʷ ʘʨʭʠʚ ʩ ʪʝʢʫʱʠʤʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ ʩʠʩʪʝʤʳ. 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ. ʇʦʟʚʦʣʷʝʪ ʚʦʩʩʪʘʥʦʚʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʠʩʪʝʤʳ. 
ɼʣ ̫ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɺʦʩʩʪʘʥʦʚʠʪʴ ʠ ʚʳʙʨʘʪʴ ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʘʨʭʠʚ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ ʩʠʩʪʝʤʳ. 

 

ʈʠʩʫʥʦʢ 112. ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ 

ɺʢʣʘʜʢʘ ʇʨʦʰʠʚʢʘ/ʉʙʨʦʩ (ʩʤ. ʈʠʩʫʥʦʢ 113), ʙʣʦʢ ʋʩʪʘʥʦʚʠʪʴ ʥʦʚʳʡ ʦʙʨʘʟ ʧʨʦʰʠʚʢʠ, ʧʦʟʚʦʣʷʝʪ 
ʟʘʤʝʥʠʪʴ ʪʝʢʫʱʫʶ ʧʨʦʰʠʚʢʫ ʥʘ ʜʨʫʛʫʶ (ʪʨʝʙʫʝʪʩʷ ʩʦʚʤʝʩʪʠʤʳʡ ʦʙʨʘʟ ʧʨʦʰʠʚʢʠ) ʣʠʙʦ 
ʧʝʨʝʫʩʪʘʥʦʚʠʪʴ ʜʝʡʩʪʚʫʶʱʫʶ ʧʨʦʰʠʚʢʫ. ɼʣ ̫ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ ʠ 
ʚʳʙʨʘʪʴ ʟʘʨʘʥʝʝ ʩʦʭʨʘʥʝʥʥʳʡ ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʦʙʨʘʟ ʧʨʦʰʠʚʢʠ. ʏʝʢʙʦʢʩ ʉʦʭʨʘʥʠʪʴ ʥʘʩʪʨʦʡʢʠ 
ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʦʭʨʘʥʠʪʴ ʪʝʢʫʱʠʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʠʩʪʝʤʳ. 

 

ʈʠʩʫʥʦʢ 113. ʆʙʨʘʟ ʧʨʦʰʠʚʢʠ 
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ʇʦ ʚʦʧʨʦʩʘʤ ʩʦʚʤʝʩʪʠʤʳʭ ʚʝʨʩʠʡ ʧʨʦʰʠʚʢʠ ʩʣʝʜʫʝʪ ʦʙʨʘʱʘʪʴʩʷ ʚ ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ 
ʧʦʜʜʝʨʞʢʠ ʧʦ ʵʣʝʢʪʨʦʥʥʦʤʫ ʘʜʨʝʩʫ: helpdesk@confident.ru. 

ɹʣʦʢ ʉʙʨʦʩ ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ (ʩʤ. ʈʠʩʫʥʦʢ 114). ʇʦʟʚʦʣʷʝʪ ʩʙʨʦʩʠʪʴ WAF Dallas Lock ʢ 
ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ. ɼʣ ̫ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʙʨʦʩʠʪʴ. 

 

ʅʘʞʘʪʠʝ ʢʥʦʧʢʠ ʉʙʨʦʩʠʪʴ ʧʨʠʚʝʜʝʪ ʢ ʧʦʣʥʦʤʫ ʫʜʘʣʝʥʠʶ ʪʝʢʫʱʠʭ ʥʘʩʪʨʦʝʢ WAF Dallas 
Lock. ʇʨʠ ʩʙʨʦʩʝ ʥʘ ʟʘʚʦʜʩʢʠʝ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ WAF Dallas Lock 
ʚʦʟʤʦʞʝʥ ʪʦʣʴʢʦ ʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʣʦʢʘʣʴʥʦʡ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʩʝʪʠ. 
URL ʧʦ ʫʤʦʣʯʘʥʠʶ: https://192.168.1.1:7443/ 

 

ʈʠʩʫʥʦʢ 114. ʉʙʨʦʩ ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ 

5.5 ʅʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ɼʘʥʥʘʷ ʩʪʨʘʥʠʮʘ (ʩʤ. ʈʠʩʫʥʦʢ 115) ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ, ʫʜʘʣʷʪʴ, ʠʟʤʝʥʷʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʩʧʦʣʴʟʫʶʱʠʝʩʷ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ WAF Dallas Lock. 

 

ʈʠʩʫʥʦʢ 115. ʉʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʄʝʥʶ ʇʦʣʴʟʦʚʘʪʝʣʠ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ 
ʩʠʩʪʝʤʳ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʥʘʟʥʘʯʘʪʴ ʠʤ ʦʪʜʝʣʴʥʳʝ ʧʨʘʚʘ ʥʘ ʘʫʜʠʪ 
ʠ ʧʨʦʩʤʦʪʨ ʧʘʨʘʤʝʪʨʦʚ ʩʠʩʪʝʤʳ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʦʙʣʘʜʘʝʪ ʥʝʦʛʨʘʥʠʯʝʥʥʳʤʠ ʧʨʘʚʘʤʠ ʠ ʠʤʝʝʪ 
ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ. 

ɼʣ ̫ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʠʩʪʝʤʳ ʥʝʦʙʭʦʜʠʤʦ ʚʳʟʚʘʪʴ ʬʦʨʤʫ ʜʦʙʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 
(ʩʤ. ʈʠʩʫʥʦʢ 116) ʢʥʦʧʢʦʡ ɼʦʙʘʚʠʪ.ɹ ɺ ʜʘʥʥʦʡ ʬʦʨʤʝ ʤʦʞʥʦ ʟʘʜʘʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʠʤ ̫ʧʦʣʴʟʦʚʘʪʝʣʷ (ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʪʦʣʴʢʦ ʩʪʨʦʯʥʳʝ ʩʠʤʚʦʣʳ ʠ ʮʠʬʨʳ); 

¶ ʧʘʨʦʣʴ; 

¶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʫ (ʧʦ ʧʘʨʦʣʶ, ʙʝʟ ʧʘʨʦʣʷ, ʟʘʙʣʦʢʠʨʦʚʘʥ); 

¶ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʤʝʥʷʪʴ ʧʘʨʦʣʴ, ʠʣʠ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʧʦʤʝʥʷʪʴ 
ʧʘʨʦʣʴ ʧʨʠ ʧʝʨʚʦʤ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ; 

¶ ʜʦʙʘʚʠʪʴ ʚ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

¶ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʢʚʠʪʠʨʦʚʘʥʠʝ (ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʩʦʙʳʪʠʡ ʠʥʮʠʜʝʥʪʦʚ); 

¶ ʟʘʜʘʪʴ ʧʨʘʚʘ ʥʘ ʧʨʦʩʤʦʪʨ ʚʩʝʭ ʠʣʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʞʫʨʥʘʣʦʚ; 

¶ ʟʘʜʘʪʴ ʧʨʘʚʘ ʥʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʚʩʝʭ ʠʣʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʩʠʩʪʝʤʳ. 
ɼʣ ̫ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ. ɼʣ ̫ ʫʜʘʣʝʥʠʷ 
ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

 

ʆʰʠʙʢʘ çʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʨʘʟʨʝʰʝʥʦ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶè ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ ʧʦʧʳʪʢʝ 
ʩʦʟʜʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʠʤʷ ʢʦʪʦʨʦʡ ʫʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʠʩʪʝʤʝ WAF Dallas Lock. 
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ʈʠʩʫʥʦʢ 116. ʌʦʨʤʘ ʜʦʙʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ 

ɼʣ ̫ʧʨʦʩʤʦʪʨʘ ʩʧʠʩʢʘ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ WAF Dallas Lock ʧʝʨʝʡʪʠ 
ʥʘ ʩʪʨʘʥʠʮʫ ʅʘʩʪʨʦʡʢʠ ð ʇʦʣʴʟʦʚʘʪʝʣʠ ð ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ (ʩʤ. ʈʠʩʫʥʦʢ 117). 

 

ʈʠʩʫʥʦʢ 117. ʉʪʨʘʥʠʮʘ ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ 

ɿʜʝʩʴ ʦʪʦʙʨʘʞʘʶʪʩʷ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʦʡ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʩʣʝʜʩʪʚʠʝ 
ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʚʚʦʜʘ ʧʘʨʦʣʷ ʥʝʩʢʦʣʴʢʦ ʨʘʟ. 

ʈʘʟʙʣʦʢʠʨʦʚʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦ ʠʩʪʝʯʝʥʠʠ 
ʫʢʘʟʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʙʣʦʢʠʨʦʚʢʠ ʠʣʠ ʧʦʩʣʝ ʷʚʥʦʡ ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʚ ʨʘʟʜʝʣʝ 
ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ (ʩʤ. ʈʠʩʫʥʦʢ 118). ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʷʚʣʷʝʪʩʷ 
ʚʦʟʤʦʞʥʦʩʪʴ ʦʩʫʱʝʩʪʚʠʪʴ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʩʥʦʚʘ. 

 

ʈʠʩʫʥʦʢ 118. ʉʧʠʩʦʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ɼʣ ̫ ʨʘʟʙʣʦʢʠʨʦʚʘʥʠʷ ʢʦʥʢʨʝʪʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʝʝ ʠʟ ʩʧʠʩʢʘ 
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ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

5.6 ʅʘʩʪʨʦʡʢʘ ʩʝʨʚʠʩʦʚ 

5.6.1 ʅʘʩʪʨʦʡʢʘ ʧʦʯʪʦʚʳʭ ʫʚʝʜʦʤʣʝʥʠʡ 

WAF Dallas Lock ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʘʪʘʢʘʭ ʧʦ 
ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ (ʩʤ. ʈʠʩʫʥʦʢ 119). 

¶ ʇʨʦʪʦʢʦʣ. ʄʦʞʥʦ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʧʨʦʪʦʢʦʣʦʚ ʧʝʨʝʜʘʯʠ ʧʦʯʪʳ (SMTP, TLS/SSL, 
STARTTLS). 

¶ ʀʤ ̫ʩʝʨʚʝʨʘ. ʅʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʤ ̫ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

¶ ʇʦʨʪ. ʋʢʘʟʘʪʴ ʧʦʨʪ ʜʣʷ ʧʝʨʝʜʘʯʠ ʧʦʯʪʳ. 

¶ ɸʚʪʦʨʠʟʘʮʠʷ. ɽʩʣʠ ʚ ʥʘʩʪʨʦʡʢʘʭ ʧʦʯʪʳ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʜʘʥʥʳʝ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʯʪʳ, ʦʪʢʫʜʘ ʙʫʜʝʪ ʠʜʪʠ ʦʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʡ, ʥʫʞʥʦ ʧʦʩʪʘʚʠʪʴ ʯʝʢʙʦʢʩ 
ɸʚʪʦʨʠʟʘʮʠʷ ʠ ʚʚʝʩʪʠ ʘʚʪʦʨʠʟʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ ʚ ʩʪʨʦʢʘʭ ʀʤ ̫ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʇʘʨʦʣʴ. 

¶ ɺ ʩʪʨʦʢʘʭ ʀʤ ̫ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʀʤ ̫ʧʦʣʫʯʘʪʝʣʷ ʫʢʘʟʳʚʘʝʪʩʷ ʘʜʨʝʩ ʧʦʯʪʳ, ʩ ʢʦʪʦʨʦʡ ʙʫʜʝʪ 
ʦʪʧʨʘʚʣʷʪʴʩʷ ʫʚʝʜʦʤʣʝʥʠʷ ʠ ʢʫʜʘ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

ɼʣ ̫ʧʨʦʚʝʨʢʠ ʚʚʝʜʝʥʥʳʭ ʜʘʥʥʳʭ ʥʫʞʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ ʠ ʧʨʦʚʝʨʠʪʴ, ʧʦʩʣʝ ʵʪʦʛʦ ʙʫʜʝʪ 
ʦʪʧʨʘʚʣʝʥʦ ʪʝʩʪʦʚʦʝ ʧʠʩʴʤʦ. 

 

ʈʠʩʫʥʦʢ 119. ʅʘʩʪʨʦʡʢʘ ʧʦʯʪʦʚʳʭ ʫʚʝʜʦʤʣʝʥʠʡ 

5.6.2 ʅʘʩʪʨʦʡʢʘ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ 

ʉʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʧʝʨʠʦʜʠʯʥʫ ʁ ʧʝʨʝʟʘʛʨʫʟʢʫ WAF Dallas Lock ʠʣʠ 
ʧʝʨʝʟʘʛʨʫʟʢʫ ʧʨʠ ʧʦʪʝʨʝ ʠʥʪʝʨʥʝʪ-ʩʦʝʜʠʥʝʥʠʷ ʥʘ ʦʧʨʝʜʝʣʝʥʥʦʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʚʨʝʤʷ (ʩʤ. 
ʈʠʩʫʥʦʢ 120). 

¶ ʈʝʞʠʤ ʨʘʙʦʪʳ. ʄʦʞʥʦ ʚʳʙʨʘʪʴ ʧʝʨʝʟʘʛʨʫʟʢʫ ʧʨʠ ʧʦʪʝʨʝ ʠʥʪʝʨʥʝʪ-ʩʦʝʜʠʥʝʥʠʷ ʠʣʠ 
ʥʘʩʪʨʦʠʪʴ ʧʝʨʠʦʜʠʯʥʫʶ. 

¶ ɿʘʜʝʨʞʢʘ ʧʨʠʥʫʜʠʪʝʣʴʥʦʡ ʧʝʨʝʟʘʛʨʫʟʢʠ. ʇʨʠ ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ ʩʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨ 
ʚʳʟʦʚʝʪ ʧʨʦʛʨʘʤʤʥʫʶ ʧʝʨʝʟʘʛʨʫʟʢʫ. ɺʚʦʜ ʥʝʥʫʣʝʚʦʛʦ ʟʥʘʯʝʥʠʷ, ʚʳʟʦʚʝʪ ʦʪʣʦʞʝʥʥʫʶ 
ʘʧʧʘʨʘʪʥʫʶ ʧʝʨʝʟʘʛʨʫʟʢʫ, ʝʩʣʠ ʧʨʦʛʨʘʤʤʥʘʷ ʧʝʨʝʟʘʛʨʫʟʢʘ ʥʝ ʫʜʘʩʪʩʷ. ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ 
ʧʨʦʛʨʘʤʤʥʫʶ ʧʝʨʝʟʘʛʨʫʟʢʫ ʚ ʩʪʨʦʢʝ ʥʫʞʥʦ ʚʚʝʩʪʠ ʢʦʣʠʯʝʩʪʚʦ ʩʝʢʫʥʜ. ɽʩʣʠ ʩʪʦʠʪ ʟʥʘʯʝʥʠʝ 
ç0è, ʟʥʘʯʠʪ ʟʘʜʝʨʞʢʘ ʧʨʠʥʫʜʠʪʝʣʴʥʦʡ ʧʝʨʝʟʘʛʨʫʟʢʠ ʙʫʜʝʪ ʦʪʢʣʶʯʝʥʘ. 

¶ ʇʝʨʠʦʜ. ɺ ʧʝʨʠʦʜʠʯʝʩʢʦʤ ʨʝʞʠʤʝ ʵʪʦ ʟʥʘʯʝʥʠʝ ʟʘʜʘʝʪ ʧʝʨʠʦʜ ʧʝʨʝʟʘʛʨʫʟʢʠ. ɺ ʨʝʞʠʤʝ 
ʧʝʨʝʟʘʛʨʫʟʢʠ ʧʨʠ ʧʦʪʝʨʝ ʀʥʪʝʨʥʝʪ-ʩʦʝʜʠʥʝʥʠʷ ʜʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʤʘʢʩʠʤʘʣʴʥʳʡ 
ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʙʝʟ ʜʦʩʪʫʧʘ ʚ ʀʥʪʝʨʥʝʪ, ʧʦʩʣʝ ʢʦʪʦʨʦʛʦ ʫʩʪʨʦʡʩʪʚʦ ʧʝʨʝʟʘʛʨʫʞʘʝʪʩʷ. ʇʦ 
ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʚ ʩʝʢʫʥʜʘʭ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʫʬʬʠʢʩ çmè ʜʣʷ ʫʢʘʟʘʥʠʷ ʤʠʥʫʪ, çhè 
ð ʯʘʩʦʚ, çdè ð ʜʥʝʡ. 

¶ ʍʦʩʪ ʧʠʥʛ-ʟʘʧʨʦʩʘ. ɺ ʜʘʥʥʦʡ ʩʪʨʦʢʝ ʫʢʘʟʳʚʘʝʪʩʷ ʘʜʨʝʩ ʭʦʩʪʘ ʜʣʷ ʧʠʥʛ-ʟʘʧʨʦʩʘ. 
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¶ ʇʝʨʠʦʜ ʧʠʥʛ-ʟʘʧʨʦʩʘ. ɺ ʜʘʥʥʦʡ ʩʪʨʦʢʝ ʫʢʘʟʳʚʘʝʪʩʷ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʧʨʦʚʝʨʢʠ 
ʀʥʪʝʨʥʝʪ-ʩʦʝʜʠʥʝʥʠʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʚ ʩʝʢʫʥʜʘʭ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʩʫʬʬʠʢʩ çmè ʜʣʷ 
ʫʢʘʟʘʥʠʷ ʤʠʥʫʪ, çhè ð ʯʘʩʦʚ, çdè ð ʜʥʝʡ. 

 

ʇʝʨʠʦʜ ʩʝʪʝʚʦʡ ʥʝʜʦʩʪʫʧʥʦʩʪʠ ʜʦʣʞʝʥ ʙʳʪʴ ʙʦʣʴʰʝ, ʯʝʤ ʧʝʨʠʦʜ ʧʨʦʚʝʨʢʠ 
ʜʦʩʪʫʧʥʦʩʪʠ ʩʝʪʠ. ʇʝʨʠʦʜ ʧʨʦʚʝʨʢʠ ʜʦʩʪʫʧʥʦʩʪʠ ʩʝʪʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʤʝʥʴʰʝ ʤʠʥʫʪʳ. 
ʇʝʨʠʦʜ ʩʝʪʝʚʦʡ ʥʝʜʦʩʪʫʧʥʦʩʪʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʤʝʥʴʰʝ ʜʚʫʭ ʤʠʥʫʪ. 

 

ʈʠʩʫʥʦʢ 120. ʅʘʩʪʨʦʡʢʘ ʩʪʦʨʦʞʝʚʦʛʦ ʪʘʡʤʝʨʘ 

5.7 ʋʧʨʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘʤʠ 

WAF Dallas Lock ʠʩʧʦʣʴʟʫʝʪ ʟʘʱʠʱʝʥʥʳʡ ʧʨʦʪʦʢʦʣ HTTPS ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚʦʤ, ʤʦʞʝʪ 
ʧʝʨʝʭʚʘʪʳʚʘʪʴ ʠ ʜʝʰʠʬʨʦʚʳʚʘʪʴ ʪʨʘʥʟʠʪʥʳʡ ʪʨʘʬʠʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʝʨʝʜʘʚʘʝʤʳʡ ʧʦ ʧʨʦʪʦʢʦʣʫ 
SSL (HTTPS), ʘ ʪʘʢ ʞʝ ʤʦʞʝʪ ʧʨʦʠʟʚʦʜʠʪʴ ʘʚʪʦʨʠʟʘʮʠʶ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʚ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ 
ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʦʩʥʦʚʝ ʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ. 

5.7.1 ʉʝʨʚʝʨʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 121) ʠʤʝʝʪʩʷ ʩʧʠʩʦʢ ʩʝʨʚʝʨʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʩʠʩʪʝʤʝ ʜʣʷ 
ʟʘʱʠʱʘʝʤʳʭ ʫʟʣʦʚ. ɺ ʩʪʨʦʢʝ ʉʛʝʥʝʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʩʘʤʦʧʦʜʧʠʩʘʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ/ʭʦʩʪʘ ʠʣʠ ʜʦʙʘʚʠʪʴ ʫʞʝ ʛʦʪʦʚʳʡ ʩʝʨʪʠʬʠʢʘʪ ʨʘʥʝʝ 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʩʪʦʨʦʥʥʠʤ ʋʎ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʤʷ ʟʘʱʠʱʘʝʤʦʛʦ ʫʟʣʘ, 
ʢʦʣʠʯʝʩʪʚʦ ʜʥʝʡ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ, ʚʳʙʨʘʪʴ ʨʘʟʤʝʨ ʢʣʶʯʘ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʛʝʥʝʨʠʨʦʚʘʪʴ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ ʩʦ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ, ʥʫʞʥʦ ʥʘʞʘʪʴ ʥʘ 
ʠʤʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʩʧʠʩʢʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʣʠ ʥʘʞʘʪʴ ʥʘ ʩʩʳʣʢʫ ʇʝʨʝʡʪʠ ʢ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ. 
ɺ ʩʪʨʦʢʝ ɼʦʙʘʚʠʪʴ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ ʚʳʙʨʘʪʴ ʠʟ ʩʧʠʩʢʘ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʠ ʥʘʞʘʪʴ 
ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

 

ʈʠʩʫʥʦʢ 121. ʉʧʠʩʦʢ ʩʝʨʪʠʬʠʢʘʪʦʚ 
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ʇʨʠ ʦʢʦʥʯʘʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʜʘʪʘ ʚ ʩʪʦʣʙʮʝ ʀʩʪʝʢʘʝʪ ʙʫʜʝʪ 
ʧʦʜʩʚʝʯʝʥʘ ʢʨʘʩʥʳʤ.  

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ ʩʪʦʨʦʥʥʝʛʦ ʋʎ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ ʩʩʳʣʢʫ ʇʝʨʝʡʪʠ ʢ 
ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ (ʩʤ. ʈʠʩʫʥʦʢ 122). ɺ ʩʪʨʦʢʝ ɿʘʛʨʫʟʠʪʴ ʥʦʚʳʡ ʩʝʨʪʠʬʠʢʘʪ ʥʝʦʙʭʦʜʠʤʦ 
ʚʳʙʨʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʩʪʦʨʦʥʥʝʛʦ ʋʎ c ʨʘʩʰʠʨʝʥʠʷʤʠ (*.pem, *.crt, *.cert), ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ 
ʧʨʠʚʘʪʥʳʡ ʢʣʶʯ ʠ ʩʝʨʪʠʬʠʢʘʪ. 

ʂʥʦʧʢʘ ʇʦʩʤʦʪʨʝʪʴ ʩʣʫʞʠʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʫʙʲʝʢʪʝ ʠ ʦʙʲʝʢʪʝ ʩʝʨʪʠʬʠʢʘʪʘ. 

ʂʥʦʧʢʘ ʀʟʤʝʥʠʪʴ ʩʣʫʞʠʪ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʜʣʠʥʳ ʢʣʶʯʘ. 

 

ʈʠʩʫʥʦʢ 122. ɼʦʙʘʚʣʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʫʟʣʘ ʠ ʩʝʨʪʠʬʠʢʘʪʘ 

5.7.2 ʉʝʨʪʠʬʠʢʘʪʳ ʋʎ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 123) ʠʤʝʝʪʩʷ ʩʧʠʩʦʢ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʭ ʩʘʤʦʧʦʜʧʠʩʘʥʥʳʭ ʣʦʢʘʣʴʥʳʭ 
ʩʝʨʪʠʬʠʢʘʪʦʚ ʋʎ (CA cert). 

ʅʘʩʪʨʦʡʢʠ ʟʘʛʦʣʦʚʢʦʚ ʩʝʨʪʠʬʠʢʘʪʦʚ. ɼʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʟʘʛʦʣʦʚʢʦʚ ʧʨʠ 
ʛʝʥʝʨʘʮʠʠ ʣʶʙʦʛʦ ʠʟ ʩʘʤʦʧʦʜʧʠʩʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚʥʫʪʨʝʥʥʠʤ ʋʎ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʦʟʜʘʥʳ ʩʣʝʜʫʶʱʠʝ ʩʝʨʪʠʬʠʢʘʪʳ: 

¶ CA Root WAF DL ʦʩʥʦʚʥʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʎ ʚ ʩʠʩʪʝʤʝ. ʀʤ ʧʦʜʧʠʩʘʥ ʩʝʨʚʝʨʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ ʚ ʠʥʪʝʨʬʝʡʩʝ WAF Dallas Lock ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS (ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʚ 
ʨʘʟʜʝʣʝ 5.4.2.2 Web-ʠʥʪʝʨʬʝʡʩ); 

¶ CA VHost WAF DL ʧʨʦʤʝʞʫʪʦʯʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʋʎ (intermediate CA) ʜʣʷ ʩʦʟʜʘʥʠʷ 
ʩʘʤʦʧʦʜʧʠʩʘʥʥʳʭ ʩʝʨʚʝʨʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ; 

¶ CA UTM WAF DL ʧʨʦʤʝʞʫʪʦʯʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʋʎ (intermediate CA) ʜʣʷ ʧʝʨʝʭʚʘʪʘ HTTPS-
ʪʨʘʬʠʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʚʥʝʰʥʠʤ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ. ʉʣʫʞʠʪ ʜʣʷ ʢʦʥʪʨʦʣʷ 
ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ; 

¶ CA Client WAF DL ʧʨʦʤʝʞʫʪʦʯʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʋʎ (intermediate CA) ʜʣʷ ʩʦʟʜʘʥʠʷ 
ʩʘʤʦʧʦʜʧʠʩʘʥʥʳʭ ʢʣʠʝʥʪʩʢʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ. 

ʉʝʨʪʠʬʠʢʘʪʳ ʤʦʞʥʦ ʟʘʤʝʥʠʪʴ ʥʘ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʝ ʚʥʝʰʥʠʤ ʜʦʚʝʨʝʥʥʳʤ ʋʎ ʜʦʙʘʚʠʚ ʝʛʦ ʚ ʩʪʨʦʢʝ 
ɼʦʙʘʚʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ, ʧʦʩʣʝ ʵʪʦʛʦ ʦʥ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʩʧʠʩʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 
ʩʝʨʪʠʬʠʢʘʪʳ. 

ʂʥʦʧʢʘ ʇʦʩʤʦʪʨʝʪʴ ʩʣʫʞʠʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʫʙʲʝʢʪʝ ʠ ʠʟʜʘʪʝʣʝ ʩʝʨʪʠʬʠʢʘʪʘ. 

ʂʥʦʧʢʘ ʉʢʘʯʘʪʴ ʩʣʫʞʠʪ ʜʣʷ ʵʢʩʧʦʨʪʘ ʩʝʨʪʠʬʠʢʘʪʘ ʥʘ ʢʦʤʧʴʶʪʝʨ. 

ʂʥʦʧʢʘ ʀʟʤʝʥʠʪʴ ʩʣʫʞʠʪ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʜʣʠʥʳ ʢʣʶʯʘ. 

 

ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʩʝʨʪʠʬʠʢʘʪʳ, ʧʦʜʧʠʩʘʥʥʳʝ ʩʪʦʨʦʥʥʠʤʠ ʋʎ, ʠʟʚʝʩʪʥʳ ʚʝʙ-
ʙʨʘʫʟʝʨʘʤ. ʉʘʤʦʧʦʜʧʠʩʘʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʚ ʭʨʘʥʠʣʠʱʝ 
ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚʝʙ-ʙʨʘʫʟʝʨʘ ʚʨʫʯʥʫʶ. ʇʦʩʢʦʣʴʢʫ ʩʦʝʜʠʥʝʥʠʷ ʩ ʜʦʤʝʥʘʤʠ, 
ʦʙʩʣʫʞʠʚʘʝʤʳʤʠ ʪʘʢʠʤʠ ʩʝʨʪʠʬʠʢʘʪʘʤʠ, ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʣʦʢʠʨʫʶʪʩʷ. 
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ʈʠʩʫʥʦʢ 123. ʃʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ 

5.7.3 ʂʣʠʝʥʪʩʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 124) ʠʤʝʝʪʩʷ ʩʧʠʩʦʢ ʢʣʠʝʥʪʩʢʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʩʠʩʪʝʤʝ ʜʣʷ 
ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ. ɺ ʩʪʨʦʢʝ ʉʛʝʥʝʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʤʦʞʥʦ 
ʩʦʟʜʘʪʴ ʩʘʤʦʧʦʜʧʠʩʘʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʢʣʠʝʥʪʦʚ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʩʘʤʦʧʦʜʧʠʩʘʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʤʷ ʨʝʩʫʨʩʘ, ʢʣʶʯ ʙʝʟʦʧʘʩʥʦʩʪʠ, 
ʢʦʣʠʯʝʩʪʚʦ ʜʥʝʡ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ, ʚʳʙʨʘʪʴ ʨʘʟʤʝʨ ʢʣʶʯʘ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʉʛʝʥʝʨʠʨʦʚʘʪʴ, 
ʧʦʩʣʝ ʯʝʛʦ ʩʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʢʘʯʘʥ ʚ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ ʆʉ. 

ʂʥʦʧʢʘ ʇʦʩʤʦʪʨʝʪʴ ʩʣʫʞʠʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʨʪʠʬʠʢʘʪʝ. 

ʂʥʦʧʢʘ ʇʝʨʝʚʳʧʫʩʪʠʪʴ ʩʣʫʞʠʪ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ, ʢʣʶʯʘ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʜʣʠʥʳ ʢʣʶʯʘ. 

ʂʥʦʧʢʘ ʆʪʦʟʚʘʪʴ ʩʣʫʞʠʪ ʜʣʷ ʦʪʟʳʚʘ ʢʣʠʝʥʪʩʢʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʜʝʡʩʪʚʠʷ 
ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ. 
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5.8 ɿʘʱʠʪʘ ʦʪ DoS/DDoS ʘʪʘʢ 

WAF Dallas Lock ʨʝʘʣʠʟʫʝʪ ʟʘʱʠʪʫ ʦʪ DoS/DDoS ʘʪʘʢ ʥʘ ʜʚʫʭ ʫʨʦʚʥʷʭ ʩʝʪʝʚʦʡ ʤʦʜʝʣʠ OSI: 

¶ ʥʘ ʧʨʠʢʣʘʜʥʦʤ ʫʨʦʚʥʝ (ʫʨʦʚʥʝ ʧʨʠʣʦʞʝʥʠʷ) DoS/DDoS ʘʪʘʢʠ ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʥʘʨʫʰʝʥʠʝ 
ʜʦʩʪʫʧʥʦʩʪʠ ʠ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ; 

¶ ʥʘ ʪʨʘʥʩʧʦʨʪʥʦʤ ʫʨʦʚʥʝ (ʫʨʦʚʥʝ ʧʨʦʪʦʢʦʣʘ) DoS/DDoS ʘʪʘʢʠ ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʧʝʨʝʛʨʫʟʢʫ 
ʢʘʥʘʣʦʚ ʩʚʷʟʠ ʠ ʥʘʨʫʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʦʚ TCP/UDP. 

5.8.1 ʇʨʠʢʣʘʜʥʦʡ ʫʨʦʚʝʥʴ (WAF) 

ɺʢʣʘʜʢʘ ʇʨʠʢʣʘʜʥʦʡ ʫʨʦʚʝʥʴ (WAF) (ʩʤ. ʈʠʩʫʥʦʢ 125) ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʜʚʘ ʙʣʦʢʘ ʥʘʩʪʨʦʝʢ, 
ʧʦʟʚʦʣʷʶʱʠʭ ʫʩʪʘʥʦʚʠʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʩʥʠʞʝʥʠʷ ʚʣʠʷʥʠʷ DoS/DDoS ʘʪʘʢ ʥʘ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʝ. 
ɹʣʦʢ ʥʘʩʪʨʦʝʢ ɿʘʱʠʪʘ ʦʪ ʩʝʩʩʠʦʥʥʳʭ ʘʪʘʢ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ ʥʘʩʪʨʦʝʢ: 

¶ ʂʦʣʠʯʝʩʪʚʦ ʦʪʢʨʳʪʳʭ ʩʦʝʜʠʥʝʥʠʡ. ɿʘʜʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʪʢʨʳʪʳʭ 
ʩʦʝʜʠʥʝʥʠʡ ʥʘ 1 ʧʦʨʪ; 

¶ ʇʝʨʝʭʦʜ ʚ ʫʩʠʣʝʥʥʫʶ ʟʘʱʠʪʫ ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ. ɺ ʜʘʥʥʦʤ ʨʝʞʠʤʝ WAF Dallas Lock ʥʝ 
ʧʨʠʥʠʤʘʝʪ ʥʦʚʳʭ ʧʦʜʢʣʶʯʝʥʠʡ, ʪʘʢʞʝ ʚʚʦʜʠʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʬʠʣʴʪʨʘʮʠʶ 
ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʧʘʢʝʪʦʚ; 

¶ ʊʘʡʤ-ʘʫʪ HTTP ʟʘʧʨʦʩʦʚ. ɿʘʜʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʟʘʚʝʨʰʝʥʠʷ 
HTTP ʟʘʧʨʦʩʦʚ ; 

¶ ʊʘʡʤ-ʘʫʪ ʜʣʷ ʢʣʠʝʥʪʘ. ɿʘʜʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʙʝʟʜʝʡʩʪʚʠʷ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ ; 

¶ ʊʘʡʤ-ʘʫʪ ʜʣʷ HTTP ʪʫʥʥʝʣʝʡ. ɿʘʜʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʙʝʟʜʝʡʩʪʚʠʷ ʜʣʷ HTTP-
ʪʫʥʥʝʣʝʡ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ ʠ ʩʝʨʚʝʨʘ. 

ɹʣʦʢ ʥʘʩʪʨʦʝʢ ɿʘʱʠʪʘ ʦʪ Flood-ʘʪʘʢ ʧʨʝʜʩʪʘʚʣʝʥʘ ʩʣʝʜʫʶʱʠʤʠ ʥʘʩʪʨʦʡʢʘʤʠ: 

¶ ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʢʣʠʝʥʪʦʚ ʙʝʟ client id. ʇʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʙʦʪʦʚ. ɿʘʜʘʝʪ 
ʦʛʨʘʥʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʢʣʠʝʥʪʦʚ ʙʝʟ client id, ʦʪʧʨʘʚʣʷʶʱʠʭ ʟʘʧʨʦʩʳ ʩ ʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ. 
ʇʦʣʝ çʟʘè ʟʘʜʘʝʪ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ; 

¶ ɺʢʣʶʯʠʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʯʠʩʣʘ ʟʘʧʨʦʩʦʚ. ʇʨʠ ʘʢʪʠʚʘʮʠʠ ʯʝʢʙʦʢʩʘ ʩʪʘʥʫʪ ʜʦʩʪʫʧʥʳ 
ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ HTTP ʟʘʧʨʦʩʦʚ: 

o ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʟʘʧʨʦʩʦʚ ʦʪ ʦʜʥʦʛʦ ʢʣʠʝʥʪʘ. ɿʘʜʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ ʯʠʩʣʘ 
ʟʘʧʨʦʩʦʚ ʟʘʱʠʱʘʝʤʦʛʦ ʨʝʩʫʨʩʘ ʦʪ ʦʜʥʦʛʦ ʢʣʠʝʥʪʘ. ʇʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʘʪʘʢ 
scanning, HTTP-flood . ʇʦʣʝ çʟʘè ʟʘʜʘʝʪ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ; 

o ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʟʘʧʨʦʩʦʚ ʩ ʦʰʠʙʢʘʤʠ. ɿʘʜʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ ʯʠʩʣʘ ʟʘʧʨʦʩʦʚ ʩ 
ʦʰʠʙʢʘʤʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʨʝʩʫʨʩʝ . ʇʦʣʝ çʟʘè ʟʘʜʘʝʪ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ. 
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ʈʠʩʫʥʦʢ 125. ɿʘʱʠʪʘ ʦʪ Dos/DDos. ʇʨʠʢʣʘʜʥʦʡ ʫʨʦʚʝʥʴ (WAF) 

 

ʇʨʠ ʟʘʧʦʣʥʝʥʠʠ ʧʦʣʝʡ: ʊʘʡʤ-ʘʫʪ HTTP ʟʘʧʨʦʩʦʚ, ʊʘʡʤ-ʘʫʪ ʜʣʷ ʢʣʠʝʥʪʘ, ʊʘʡʤ-ʘʫʪ 
ʜʣʷ HTTP ʪʫʥʥʝʣʝʡ, ʟʘ (ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʟʘʧʨʦʩʦʚ ʦʪ ʦʜʥʦʛʦ ʢʣʠʝʥʪʘ), ʟʘ 
(ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʟʘʧʨʦʩʦʚ ʩ ʦʰʠʙʢʘʤʠ) ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʫʬʬʠʢʩʳ çsè ð ʜʣʷ 
ʫʢʘʟʘʥʠʷ ʩʝʢʫʥʜ, çmè ð ʤʠʥʫʪ, çhè ð ʯʘʩʦʚ, çdè ð ʜʥʝʡ. 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʩʦʭʨʘʥʝʥʠʝ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʬʦʨʤʝ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩʘ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʇʨʠʤʝʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʟʘʧʠʩʴ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ config-ʬʘʡʣʳ. ʅʘʞʘʪʠʝ ʢʥʦʧʢʠ ʉʙʨʦʩ ʧʨʠʚʦʜʠʪ ʢ ʫʜʘʣʝʥʠʶ ʚʚʝʜʝʥʥʳʭ ʜʘʥʥʳʭ, 
ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʩʦʭʨʘʥʝʥʳ (ʟʘʧʠʩʘʥʳ ʚ config-ʬʘʡʣʳ) ʨʘʥʝʝ. 

5.8.2 ʊʨʘʥʩʧʦʨʪʥʳʡ ʫʨʦʚʝʥʴ 

ɺʢʣʘʜʢʘ ʊʨʘʥʩʧʦʨʪʥʳʡ ʫʨʦʚʝʥʴ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʩʥʠʞʝʥʠʷ ʚʣʠʷʥʠʷ DoS/DDoS 
ʘʪʘʢ ʥʘ ʢʘʥʘʣʳ ʩʚʷʟʠ ʠ ʩʝʪʝʚʳʝ ʧʨʦʪʦʢʦʣʳ (ʩʤ. ʈʠʩʫʥʦʢ 126). 

ɹʣʦʢ ʦʙʱʠʭ ʥʘʩʪʨʦʝʢ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʧʘʨʘʤʝʪʨʳ ʟʘʱʠʪr ʦʪ SYN-flood ʘʪʘʢ, ʠʩʧʦʣʴʟʫʶʱʠʭ 
ʫʷʟʚʠʤʦʩʪʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʩʦʝʜʠʥʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ TCP. ɼʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ ʙʣʦʢʠʨʦʚʢʠ SYN-flood 
ʘʪʘʢ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʥʘʞʘʚ ʯʝʢʙʦʢʩ ɺʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʦʪ SYN flood ʘʪʘʢ ʠ ʫʢʘʟʘʪʴ 
ʧʘʨʘʤʝʪʨʳ: 

¶ ʆʛʨʘʥʠʯʝʥʠʝ ʧʘʢʝʪʦʚ. ɿʘʜʘʝʪ ʧʨʝʜʝʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʧʫʩʢʘʝʤʳʭ ʧʘʢʝʪʦʚ ʩ ʬʣʘʛʦʤ 
SYN ʟʘ ʦʜʥʫ ʩʝʢʫʥʜʫ. 

¶ ʇʠʢʦʚʳʡ ʧʨʝʜʝʣ. ɿʘʜʘʝʪ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʜʣʷ ʧʨʦʧʫʩʢʘ ʧʘʢʝʪʦʚ ʩ ʬʣʘʛʦʤ 
SYN. 

ʇʘʨʘʤʝʪʨ ʆʛʨʘʥʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʦʝʜʠʥʝʥʠʡ ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʣʠʥʫ ʦʯʝʨʝʜʠ 
ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʦʝʜʠʥʝʥʠʡ (half-open connection). ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ 
ʧʦʩʣʝʜʫʶʱʠʝ ʟʘʧʨʦʩʳ ʥʘ ʦʪʢʨʳʪʠʝ TCP-ʩʦʝʜʠʥʝʥʠʡ ʙʫʜʫʪ ʟʘʙʣʦʢʠʨʦʚʘʥʳ. 
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ʈʠʩʫʥʦʢ 126. ɿʘʱʠʪʘ ʦʪ Dos/DDos. ʊʨʘʥʩʧʦʨʪʥʳʡ ʫʨʦʚʝʥʴ 

ɹʣʦʢ ʥʘʩʪʨʦʝʢ ʈʝʞʠʤ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ ʦʪ DoS/DDoS (L4) ʧʨʝʜʩʪʘʚʣʝʥ ʩʣʝʜʫʶʱʠʤʠ 
ʥʘʩʪʨʦʡʢʘʤʠ: 

¶ ʇʝʨʝʭʦʜ ʚ ʫʩʠʣʝʥʥʫʶ ʟʘʱʠʪʫ ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ. ʇʘʨʘʤʝʪʨ ʟʘʜʘʝʪ ʟʥʘʯʝʥʠʝ ʚ ʧʨʦʮʝʥʪʘʭ 
ʦʙʲʝʤ ʪʨʘʬʠʢʘ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʢʘʥʘʣʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ WAN. 

¶ ʋʩʠʣʝʥʥʘʷ ʟʘʱʠʪʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ TCP. ʏʝʢʙʦʢʩ ʘʢʪʠʚʠʨʫʝʪ/ʜʝʘʢʪʠʚʠʨʫʝʪ ʦʛʨʘʥʠʯʝʥʠʷ 
ʪʨʘʬʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʫ TCP ʚ ʨʝʞʠʤʝ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ ʠ ʜʝʣʘʝʪ ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ 
ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

o ʆʛʨʘʥʠʯʝʥʠʝ ʪʨʘʬʠʢʘ (TCP). ʇʘʨʘʤʝʪʨ ʟʘʜʘʝʪ ʧʨʝʜʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʪʨʘʬʠʢʘ ʚ 
ʩʝʢʫʥʜʫ ʧʦ ʧʨʦʪʦʢʦʣʫ TCP ʚ ʨʝʞʠʤʝ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ; 

o ʂʦʵʬʬʠʮʠʝʥʪ ʧʠʢʦʚʦʛʦ ʧʨʝʜʝʣʘ ʪʨʘʬʠʢʘ (TCP). ʇʘʨʘʤʝʪʨ ʟʘʜʘʝʪ ʧʨʝʜʝʣʴʥʦʝ 
ʟʥʘʯʝʥʠʝ ʪʨʘʬʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʫ TCP ʚ ʨʝʞʠʤʝ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ. 

¶ ʋʩʠʣʝʥʥʘʷ ʟʘʱʠʪʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ UDP. ʏʝʢʙʦʢʩ ʘʢʪʠʚʠʨʫʝʪ/ʜʝʘʢʪʠʚʠʨʫʝʪ ʦʛʨʘʥʠʯʝʥʠʷ 
ʪʨʘʬʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʫ UDP ʚ ʨʝʞʠʤʝ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ ʠ ʜʝʣʘʝʪ ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ 
ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

o ʆʛʨʘʥʠʯʝʥʠʝ ʪʨʘʬʠʢʘ (UPD). ʇʘʨʘʤʝʪʨ ʟʘʜʘʝʪ ʧʨʝʜʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʪʨʘʬʠʢʘ ʚ 
ʩʝʢʫʥʜʫ ʧʦ ʧʨʦʪʦʢʦʣʫ UDP ʚ ʨʝʞʠʤʝ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ; 

o ʂʦʵʬʬʠʮʠʝʥʪ ʧʠʢʦʚʦʛʦ ʧʨʝʜʝʣʘ ʪʨʘʬʠʢʘ (UDP). ʇʘʨʘʤʝʪʨ ʟʘʜʘʝʪ ʧʨʝʜʝʣʴʥʦʝ 
ʟʥʘʯʝʥʠʝ ʪʨʘʬʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʫ UDP ʚ ʨʝʞʠʤʝ ʫʩʠʣʝʥʥʦʡ ʟʘʱʠʪʳ. 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
112 

 

ʇʝʨʝʜ ʧʝʨʝʭʦʜʦʤ ʢ ʥʘʩʪʨʦʡʢʝ ʟʘʱʠʪʳ ʦʪ DoS/DDoS ʩʠʛʥʘʪʫʨʥʳʤ ʤʝʪʦʜʦʤ 
ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʭʨʘʥʠʪʴ ʠ ʧʨʠʤʝʥʠʪʴ ʠʟʤʝʥʝʥʠʷ. 

ɹʣʦʢ ʥʘʩʪʨʦʝʢ ɿʘʱʠʪʘ ʦʪ DoS/DDoS ʩʠʛʥʘʪʫʨʥʳʤ ʤʝʪʦʜʦʤ ʧʦʟʚʦʣʷʝʪ ʘʢʪʠʚʠʨʦʚʘʪʴ 
ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʱʠʪʳ ʦʪ DoS/DDoS ʩʠʛʥʘʪʫʨʥʳʤ ʤʝʪʦʜʦʤ. ɼʣʷ ʘʢʪʠʚʘʮʠʠ 
ʧʘʨʘʤʝʪʨʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʧʝʨʝʡʪʠ, ʧʦʩʣʝ ʯʝʛʦ ʧʨʦʠʟʦʡʜʝʪ ʧʝʨʝʭʦʜ ʥʘ 
ʚʢʣʘʜʢʫ ʇʨʝʩʝʪʳ ʬʠʣʴʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ UTM. ʅʘ ʚʢʣʘʜʢʝ ʇʨʝʩʝʪʳ ʥʝʦʙʭʦʜʠʤʦ ʘʢʪʠʚʠʨʦʚʘʪʴ 
ʧʨʝʩʝʪ çDoS/DDoSè ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʤ ʥʘʞʘʪʠʝʤ ʢʥʦʧʦʢ ʉʦʭʨʘʥʠʪʴ ʠ ʇʨʠʤʝʥʠʪʴ (ʙʦʣʝʝ 
ʧʦʜʨʦʙʥʦ ʚ ʨʘʟʜʝʣʝ 5.2.2 ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʤʦʛʦ). 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʩʦʭʨʘʥʝʥʠʝ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʬʦʨʤʝ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩʘ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʇʨʠʤʝʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʟʘʧʠʩʴ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ config-ʬʘʡʣʳ. ʅʘʞʘʪʠʝ ʢʥʦʧʢʠ ʉʙʨʦʩ ʧʨʠʚʦʜʠʪ ʢ ʫʜʘʣʝʥʠʶ ʚʚʝʜʝʥʥʳʭ ʜʘʥʥʳʭ, 
ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʩʦʭʨʘʥʝʥʳ (ʟʘʧʠʩʘʥʳ ʚ config-ʬʘʡʣʳ) ʨʘʥʝʝ. 

5.9 ʅʘʩʪʨʦʡʢʘ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ 

ʇʨʠ ʧʝʨʝʚʦʜʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ ʨʘʙʦʪʳ ʧʨʦʠʩʭʦʜʠʪ ʙʣʦʢʠʨʦʚʢʘ ʚʩʝʛʦ ʧʨʦʭʦʜʷʱʝʛʦ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʧʦʪʦʢʘ (ʪʨʘʬʠʢʘ), ʢʨʦʤʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʧʦʪʦʢʘ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ WAF Dallas 
Lock ʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʥʘ ɽʎʋ. ɼʣ ̫ʵʪʦʛʦ ʧʨʦʠʩʭʦʜʠʪ ʦʩʪʘʥʦʚʢʘ ʚʩʝʭ ʩʝʨʚʠʩʦʚ, ʢʨʦʤʝ ʩʝʨʚʠʩʦʚ ʠʟ 
ʟʘʨʘʥʝʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ çʙʝʣʦʛʦè ʩʧʠʩʢʘ. 

ʋʧʨʘʚʣʝʥʠʝ WAF Dallas Lock ʤʦʞʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʯʝʨʝʟ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʠʣʠ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH, 
ʜʦʩʪʫʧ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦ ʚʩʝʭ ʘʜʨʝʩʦʚ. ɼʣ ̫ʦʙʝʩʧʝʯʝʥʠʷ ʜʦʩʪʫʧʘ ʩ ʦʧʨʝʜʝʣʝʥʥʳʭ 
ʘʜʨʝʩʦʚ ʥʝʦʙʭʦʜʠʤʦ ʷʚʥʦ ʫʢʘʟʘʪʴ ʠʭ ʚ ʧʫʥʢʪʝ ʤʝʥʶ ʉʝʪʴ ð ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ð ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ 
(ʧʦʜʨʦʙʥʦ ʚ ʨʘʟʜʝʣʝ 6.5.5 ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʄʕ). ɺ ʵʪʦʤ ʞʝ ʧʫʥʢʪʝ ʤʝʥʶ ʤʦʞʥʦ ʟʘʜʘʪʴ ʜʦʩʪʫʧ ʢ 
ʫʩʪʨʦʡʩʪʚʫ ʪʦʣʴʢʦ ʩ ʘʜʨʝʩʦʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʚ ʢʦʪʦʨʦʡ ʥʘʭʦʜʠʪʩʷ WAF Dallas Lock. 

ʂʘʞʜʳʡ ʧʝʨʝʭʦʜ ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ ʩʦʧʨʦʚʦʞʜʘʝʪʩʷ ʟʘʧʠʩʴʶ ʚ ʞʫʨʥʘʣʝ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ ʠ 
ʞʫʨʥʘʣʝ ʀʥʮʠʜʝʥʪʳ. ʅʘ ʩʪʨʘʥʠʮʝ ɾʫʨʥʘʣʘ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʟʘʧʠʩʴ ʦ 
ʧʦʩʣʝʜʥʝʤ ʧʝʨʝʭʦʜʝ ʩʠʩʪʝʤʳ ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ. 

5.9.1 ʉʧʠʩʦʢ ʩʙʦʝʚ 

ɺ ʩʧʠʩʦʢ ʩʙʦʝʚ/ʧʨʝʨʳʚʘʥʠʡ ʚʭʦʜʷʪ: 

¶ ʇʨʝʚʳʰʝʥʠʝ ʟʘʥʷʪʦʛʦ ʤʝʩʪʘ ʥʘ ʣʦʢʘʣʴʥʦʤ ʥʦʩʠʪʝʣʝ (ʜʠʩʢʝ) ʩʚʳʰʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ 
ʧʦʨʦʛʦʚʦʛʦ ʟʥʘʯʝʥʠʷ. ɿʥʘʯʝʥʠʝ ʟʘʜʘʝʪʩʷ ʚ ʧʫʥʢʪʝ ʤʝʥʶ ɸʚʘʨʠʡʥʳʡ ʨʝʞʠʤ (ʩʤ. ʈʠʩʫʥʦʢ 
127). ʇʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʶʪʩʷ: 80% ʟʘʥʷʪʦʛʦ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ 
ʠʟʚʝʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦ ʟʘʢʘʥʯʠʚʘʶʱʝʤʩʷ ʜʠʩʢʦʚʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ, 90% ʜʣʷ ʧʝʨʝʭʦʜʘ 
ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ. 

¶ ʅʘʨʫʰʝʥʠʝ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ (ʂʎ) ʚʩʝʭ ʟʘʧʨʝʱʝʥʥʳʭ ʢ ʤʦʜʠʬʠʢʘʮʠʠ ʦʙʲʝʢʪʦʚ 
ʧʨʦʛʨʘʤʤʥʦʡ ʯʘʩʪʠ WAF Dallas Lock. 

¶ ʅʝʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘ ʩʝʨʚʠʩʘ ʠʟ ʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ ʩʧʠʩʢʘ. 

¶ ʇʝʨʝʚʦʜ ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʫʩʪʨʦʡʩʪʚʘ. 
ʂʥʦʧʢʘ ʆʯʠʩʪʠʪʴ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʦʯʠʩʪʢʠ ʚʩʝʭ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ 
ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʦʯʠʩʪʢʠ ʞʫʨʥʘʣʦʚ. 

 

ʇʨʠ ʦʯʠʩʪʢʝ ʞʫʨʥʘʣʦʚ ʘʫʜʠʪʘ WAF Dallas Lock ʧʝʨʝʟʘʛʨʫʟʠʪʩʷ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ 
ʠʟʤʝʥʝʥʠʡ. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʟʘʧʨʝʱʝʥʥʳʭ ʢ ʤʦʜʠʬʠʢʘʮʠʠ ʦʙʲʝʢʪʦʚ ʧʨʦʛʨʘʤʤʥʦʡ ʯʘʩʪʠ WAF Dallas Lock 
ʧʨʦʚʦʜʠʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʫʩʪʨʦʡʩʪʚʘ ʚʨʫʯʥʫʶ ʚ ʧʫʥʢʪʝ ʤʝʥʶ ɸʚʘʨʠʡʥʳʡ ʨʝʞʠʤ ʧʨʠ ʩʪʘʨʪʝ 
ʩʠʩʪʝʤʳ, ʘ ʪʘʢʞʝ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ ʩʣʫʞʙʦʡ cron ʩ ʧʝʨʠʦʜʠʯʥʦʩʪʴʶ ʚ ʦʜʠʥ ʯʘʩ. 
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ʈʠʩʫʥʦʢ 127. ɸʚʘʨʠʡʥʳʡ ʨʝʞʠʤ 

5.9.2 ɺʦʟʚʨʘʱʝʥʠʝ ʢ ʥʦʨʤʘʣʴʥʦʤʫ ʨʝʞʠʤʫ ʨʘʙʦʪʳ 

ɼʣ ̫ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ (ʚʦʟʚʨʘʪʘ) ʢ h ʪʘʪʥʦʤʫ ʩʦʩʪʦʷʥʠʶ WAF Dallas Lock ʧʦ ʩʧʠʩʢʫ ʩʙʦʝʚ ʥʝʦʙʭʦʜʠʤʦ 
ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʧʦʨʦʛʦʚʦʛʦ ʟʥʘʯʝʥʠʷ ʟʘʥʷʪʦʛʦ ʤʝʩʪʘ ʥʘ ʜʠʩʢʝ ʧʨʦʠʟʚʝʩʪʠ ʦʧʝʨʘʮʠʶ 
ʦʯʠʩʪʢʠ ʞʫʨʥʘʣʦʚ ʠʣʠ ʘʨʭʠʚʠʨʦʚʘʥʠ ̫ ʞʫʨʥʘʣʦʚ, ʧʨʠ ʢʦʪʦʨʦʡ ʩʦʟʜʘʝʪʩʷ ʘʨʭʠʚ ʚʩʝʭ 
ʞʫʨʥʘʣʦʚ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʭʨʘʥʠʪʴ ʞʫʨʥʘʣʳ ʥʘ ʣʦʢʘʣʴʥʳʡ 
ʥʦʩʠʪʝʣʴ, ʧʨʠ ʵʪʦʤ ʚʩʝ ʞʫʨʥʘʣʳ ʦʯʠʱʘʶʪʩʷ. ɺʳʭʦʜ ʠʟ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ ʙʫʜʝʪ 
ʧʨʦʠʟʚʝʜʝʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

¶ ʇʨʠ ʥʘʨʫʰʝʥʠʠ ʂʎ ʧʨʦʠʟʚʝʩʪʠ ʩʙʨʦʩ WAF Dallas Lock ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ ʠʣʠ 
ʟʘʛʨʫʟʠʪʴ ʥʦʚʳʡ ʦʙʨʘʟ ʧʨʦʰʠʚʢʠ. ʇʨʠ ʵʪʦʤ ʫʩʪʨʦʡʩʪʚʦ ʧʝʨʝʟʘʛʨʫʟʠʪʩʷ ʠ ʚʦʡʜʝʪ ʚ 
ʥʦʨʤʘʣʴʥʳʡ ʨʝʞʠʤ ʨʘʙʦʪʳ. 

¶ ʇʨʠ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʟʘʧʫʩʢʘ ʩʝʨʚʠʩʘ ʠʟ ʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ ʩʧʠʩʢʘ ʧʨʦʠʟʚʝʩʪʠ ʟʘʛʨʫʟʢʫ ʨʘʥʝʝ 
ʩʦʭʨʘʥʝʥʥʦʛʦ ʬʘʡʣʘ ʥʘʩʪʨʦʝʢ (ʧʨʠ ʵʪʦʤ ʚʳʭʦʜ ʠʟ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ ʧʨʦʠʟʚʝʩʪʠ ʚʨʫʯʥʫʶ, 
ʯʝʨʝʟ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʫʥʢʪ ʤʝʥʶ), ʩʙʨʦʩʠʪʴ WAF Dallas Lock ʢ ʟʘʚʦʜʩʢʠʤ ʥʘʩʪʨʦʡʢʘʤ 
ʠʣʠ ʟʘʛʨʫʟʠʪʴ ʥʦʚʳʡ ʦʙʨʘʟ ʧʨʦʰʠʚʢʠ (ʩʤ. ʨʘʟʜʝʣ 5.4.8 ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ 
ʧʝʨʝʧʨʦʰʠʚʢʘ). 

¶ ɽʩʣʠ ʧʝʨʝʚʦʜ ʚ ʘʚʘʨʠʡʥʳʡ ʨʝʞʠʤ ʙʳʣ ʚʳʧʦʣʥʝʥ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʫʩʪʨʦʡʩʪʚʘ, ʪʦ ʚʳʭʦʜ 
ʠʟ ʘʚʘʨʠʡʥʦʛʦ ʨʝʞʠʤʘ ʧʨʦʠʟʚʝʩʪʠ ʚʨʫʯʥʫʶ. 

ʇʨʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʰʪʘʪʥʦʡ ʨʘʙʦʪʳ WAF Dallas Lock ʚʩʝ ʩʝʨʚʠʩʳ ʠ ʧʨʘʚʠʣʘ ʚʦʩʩʪʘʥʘʚʣʠʚʘʶʪʩʷ 
ʜʦ ʥʦʨʤʘʣʴʥʦʛʦ (ʙʝʟʦʧʘʩʥʦʛʦ) ʩʦʩʪʦʷʥʠʷ. 

5.10 GEO IP ʬʠʣʴʪʨ 

WAF Dallas Lock ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʨʝʩʫʨʩʫ ʠʟ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʪʨʘʥ ʧʦ 
ʛʝʦʣʦʢʘʮʠʠ ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ (ʩʤ. ʈʠʩʫʥʦʢ 128): 

¶ ʌʠʣʴʪʨ. ʇʦʣʝ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʩʪʨʘʥʝ ʠʣʠ ʢʦʥʪʠʥʝʥʪʫ ʚ ʩʧʠʩʢʘʭ ʩʪʨʘʥ. 

¶ ʉʙʨʦʩʠʪʴ. ʂʥʦʧʢʘ ʦʯʠʩʪʢʠ ʧʦʣʷ ʌʠʣʴʪʨ. 

¶ ʇʨʦʚʝʨʠʪʴ ʦʙʥʦʚʣʝʥʠʷ. ʂʥʦʧʢʘ ʦʙʥʦʚʣʷʝʪ ʟʥʘʯʝʥʠʷ ʚ ʩʧʠʩʢʘʭ ʩʪʨʘʥ. 

¶ ɸʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʨʠ ʘʢʪʠʚʘʮʠʠ ʯʝʢʙʦʢʩʘ ʦʙʥʦʚʣʝʥʠʝ ʩʪʨʘʥ ʚ ʩʧʠʩʢʘʭ ʩʪʨʘʥ ʙʫʜʝʪ 
ʧʨʦʠʩʭʦʜʠʪʴ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ. 

¶ ɿʘʧʨʝʪʠʪʴ ʪʨʘʬʠʢ ʠʟ ʩʪʨʘʥ. ʉʧʠʩʦʢ ʩʪʨʘʥ, ʠʟ ʢʦʪʦʨʳʭ ʟʘʧʨʝʱʝʥ ʪʨʘʬʠʢ. 

¶ ʈʘʟʨʝʰʠʪʴ. ʂʥʦʧʢʘ ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʪʨʘʬʠʢʘ ʠʟ ʩʪʨʘʥʳ, ʥʘʟʚʘʥʠʝ ʢʦʪʦʨʦʡ ʥʘʭʦʜʠʪʩʷ ʚ 
ʧʝʨʚʦʤ ʩʪʦʣʙʮʝ ʚ ʩʪʨʦʢʝ ʩ ʜʘʥʥʦʡ ʢʥʦʧʢʦʡ. 

¶ ʈʘʟʨʝʰʠʪʴ ʪʨʘʬʠʢ ʠʟ ʩʪʨʘʥ. ʉʧʠʩʦʢ ʩʪʨʘʥ, ʠʟ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʪʨʘʬʠʢ. 

¶ ɿʘʧʨʝʪʠʪʴ. ʂʥʦʧʢʘ ʜʣ ̫ʟʘʧʨʝʪʘ ʪʨʘʬʠʢʘ ʠʟ ʩʪʨʘʥʳ, ʥʘʟʚʘʥʠʝ ʢʦʪʦʨʦʡ ʥʘʭʦʜʠʪʩʷ ʚ ʧʝʨʚʦʤ 
ʩʪʦʣʙʮʝ ʚ ʩʪʨʦʢʝ ʩ ʜʘʥʥʦʡ ʢʥʦʧʢʦʡ. 

¶ ʈʘʟʨʝʰʠʪʴ ʚʩʝ. ʂʥʦʧʢʘ ʧʝʨʝʤʝʱʘʝʪ ʚʩʝ ʩʪʨʘʥʳ ʚ ʩʧʠʩʦʢ ʈʘʟʨʝʰʠʪʴ ʪʨʘʬʠʢ ʠʟ ʩʪʨʘʥ. 

¶ ɿʘʧʨʝʪʠʪʴ ʚʩʝ. ʂʥʦʧʢʘ ʧʝʨʝʤʝʱʘʝʪ ʚʩʝ ʩʪʨʘʥʳ ʚ ʩʧʠʩʦʢ ɿʘʧʨʝʪʠʪʴ ʪʨʘʬʠʢ ʠʟ ʩʪʨʘʥ. 

ɼʣ ̫ʧʨʠʤʝʥʝʥʠʷ ʥʦʚʳʭ ʥʘʩʪʨʦʝʢ ʩʣʝʜʫʝʪ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 
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ʈʠʩʫʥʦʢ 128. GEO IP ʬʠʣʴʪʨ 
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6 ʉɽʊʔ 

ɼʣ ̫ʜʝʪʘʣʴʥʦʛʦ ʦʧʠʩʘʥʠʷ ʩʝʪʠ, ʚ ʢʦʪʦʨʫʶ ʙʳʣ ʠʥʪʝʛʨʠʨʦʚʘʥ WAF Dallas Lock, ʘ ʪʘʢʞʝ ʜʣʷ ʩʦʟʜʘʥʠʷ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʘʚʠʣ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʫʱʝʩʪʚʫʝʪ ʨʘʟʜʝʣ ʉʝʪʴ. ʊʘʢʞʝ ʨʘʟʜʝʣ ʦʪʦʙʨʘʞʘʝʪ ʜʘʥʥʳʝ 
ʦ ʩʦʩʪʦʷʥʠʠ ʩʝʪʠ ʠ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ LAN, IPv4 WAN, IPv6 WAN ʠ DMZ. 

ɼʣ ̫ʧʝʨʝʭʦʜʘ ʢ ʨʘʟʜʝʣʫ ʥʝʦʙʭʦʜʠʤʦ ʚ ʦʩʥʦʚʥʦʤ ʤʝʥʶ ʢʦʥʩʦʣʠ ʚʳʙʨʘʪʴ ʚʢʣʘʜʢʫ ʉʝʪʴ. ʇʫʥʢʪ ʤʝʥʶ 
ʉʝʪɹ ʥʝ ʠʤʝʝʪ ʩʚʦʝʡ ʩʪʨʘʥʠʮʳ ʠ ʧʨʠ ʥʘʞʘʪʠʠ ʥʘ ʜʘʥʥʳʡ ʧʫʥʢʪ ʧʨʦʠʩʭʦʜʠʪ ʦʪʢʨʳʪʠʝ ʩʧʠʩʢʘ ʤʝʥʶ 
ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (ʩʤ. ʈʠʩʫʥʦʢ 129). 

ɼʘʥʥʳʡ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʩʪʨʘʥʠʮʳ: 

¶ ʠʥʪʝʨʬʝʡʩʳ; 

¶ DHCP ʠ DNS; 

¶ ʠʤʝʥʘ ʭʦʩʪʦʚ; 

¶ ʩʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ; 

¶ ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ, ʩʦʜʝʨʞʠʪ ʚʢʣʘʜʢʠ; 

o ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ; 
o ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ; 
o ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ; 
o ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ; 
o ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʄʕ; 
o ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ; 

¶ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ. ʩʦʜʝʨʞʠʪ ʚʢʣʘʜʢʠ: 

o ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ; 
o ʨʝʢʚʠʟʠʪʳ ʜʣʷ ʚʭʦʜʘ; 

¶ ʢʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ (QoS); 

¶ ʜʠʘʛʥʦʩʪʠʢʘ. 

 

ʈʠʩʫʥʦʢ 129. ʉʝʪʴ 

6.1 ʀʥʪʝʨʬʝʡʩʳ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ LAN, IPv4 WAN, IPv6 WAN, DMZ 
(ʩʤ. ʈʠʩʫʥʦʢ 130). 
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ʈʠʩʫʥʦʢ 130. ʀʥʪʝʨʬʝʡʩʳ 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʠʥʪʝʨʬʝʡʩ ʠ ʥʘ 
ʦʪʢʨʳʚʰʝʡʩʷ ʩʪʨʘʥʠʮʝ ʚʥʝʩʪʠ ʧʘʨʘʤʝʪʨʳ: ʫʢʘʟʘʪʴ ʠʤʷ, ʚʳʙʨʘʪʴ ʧʨʦʪʦʢʦʣ, ʚʳʙʨʘʪʴ ʬʠʟʠʯʝʩʢʠʡ 
ʠʥʪʝʨʬʝʡʩ ʠʣʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʩʦʟʜʘʪʴ ʤʦʩʪ ʤʝʞʜʫ ʥʝʩʢʦʣʴʢʠʤʠ ʬʠʟʠʯʝʩʢʠʤʠ ʠʣʠ 
ʚʠʨʪʫʘʣʴʥʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ (ʩʤ. ʈʠʩʫʥʦʢ 131). 

 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʥʦ ʟʘʜʘʪʴ ʚʠʨʪʫʘʣʴʥʳʝ VLAN-ʠʥʪʝʨʬʝʡʩʳ. ɼʣʷ ʵʪʦʛʦ ʚ ʧʦʣʝ 
ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʚ ʬʦʨʤʘʪʝ 
çʠʥʪʝʨʬʝʡʩ.ʥʦʤʝʨ_VLANè, ʥʘʧʨʠʤʝʨ eth0.1. ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʟʥʘʯʠʪʴ ʥʝʩʢʦʣʴʢʦ VLAN 
ʦʜʥʦʤʫ ʠʥʪʝʨʬʝʡʩʫ, ʤʦʞʥʦ ʧʝʨʝʯʠʩʣʠʪʴ ʠʭ ʯʝʨʝʟ ʧʨʦʙʝʣ, ʥʘʧʨʠʤʝʨ: eth0.1 eth0.2. 

 

ʈʠʩʫʥʦʢ 131. ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

 

ʇʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʠ ʥʘʩʪʨʦʡʢʠ ʥʦʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʪʨʝʙʫʝʪʩʷ ʧʝʨʝʟʘʛʨʫʟʢʘ 
WAF Dallas Lock. ɹʝʟ ʧʝʨʝʟʘʛʨʫʟʢʠ ʥʦʚʳʡ ʠʥʪʝʨʬʝʡʩ ʥʝ ʙʫʜʝʪ ʟʘʧʫʱʝʥ. 
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ɼʣ ̫ ʢʘʞʜʦʛʦ ʚʠʜʘ ʠʥʪʝʨʬʝʡʩʘ ʜʦʩʪʫʧʥʘ ʩʚʦʷ ʚʢʣʘʜʢʘ ʩ ʦʜʥʦʠʤʝʥʥʳʤ ʥʘʟʚʘʥʠʝʤ. ʋ ʢʘʞʜʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ ʩʫʱʝʩʪʚʫʶʪ ʯʝʪʳʨʝ ʢʘʪʝʛʦʨʠʠ ʥʘʩʪʨʦʝʢ: ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ, ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 
ʥʘʩʪʨʦʡʢʠ, ʅʘʩʪʨʦʡʢʘ ʢʘʥʘʣʘ, ʅʘʩʪʨʦʡʢʘ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. 

ʅʘ ʚʢʣʘʜʢʝ ʠʥʪʝʨʬʝʡʩʘ LAN, ʚ ʢʘʪʝʛʦʨʠʠ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 132), ʤʦʞʥʦ ʫʚʠʜʝʪʴ 
ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ, ʘ ʪʘʢʞʝ ʫʢʘʟʘʪʴ ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ. 

ɺ ʩʪʨʦʢʝ ʇʨʦʪʦʢʦʣ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʩʧʦʩʦʙ ʧʦʣʫʯʝʥʠʷ ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩʘ, ʚʳʙʨʘʚ ʠʟ ʦʩʥʦʚʥʳʭ: 

¶ ʉʪʘʪʠʯʝʩʢʠʡ ʘʜʨʝʩ (ʫʢʘʟʘʥʠʝ ʚʨʫʯʥʫʶ). 

¶ DHCP-ʢʣʠʝʥʪ (ʧʦʣʫʯʝʥʠʝ ʘʜʨʝʩʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩ DHCP-ʩʝʨʚʝʨʘ ʚ ʩʝʪʠ IPv4). 

¶ ʅʝʫʧʨʘʚʣʷʝʤʳʡ (ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʫʧʨʘʚʣʷʝʤʦʝ ʢʦʤʤʫʪʘʮʠʦʥʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʠ 
ʫʢʘʟʳʚʘʝʪʩʷ ʣʠʰʴ MAC-ʘʜʨʝʩ). 

¶ IPv6 ʚ IPv4 (RFC4213) (ʥʘʩʪʨʦʝʥʥʦʝ ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ IPv6 ʯʝʨʝʟ IPv4: ʤʝʪʦʜ ʜʣʷ ʩʦʟʜʘʥʠ ̫
ʪʫʥʥʝʣʝʡ ʪʦʯʢʘ-ʪʦʯʢʘ ʧʫʪʝʤ ʠʥʢʘʧʩʫʣʷʮʠʠ ʧʘʢʝʪʦʚ IPv6 ʚʥʫʪʨʠ ʟʘʛʦʣʦʚʢʦʚ IPv4, ʯʪʦʙʳ 
ʧʝʨʝʜʘʚʘʪʴ ʠʭ ʧʦ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IPv4 ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʧʦ ʩʪʘʥʜʘʨʪʫ RFC4213). 

¶ IPv6 ʯʝʨʝʟ IPv4 (6to4) (ʤʝʭʘʥʠʟʤ ʧʝʨʝʭʦʜʘ IPv6 6to4). 

¶ IPv6 ʯʝʨʝʟ IPv4 (6rd) (ʤʝʭʘʥʠʟʤ ʧʝʨʝʭʦʜʘ IPv6 6RD). 

¶ DHCPv6-ʢʣʠʝʥʪ (ʧʦʣʫʯʝʥʠʝ ʘʜʨʝʩʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩ DHCP-ʩʝʨʚʝʨʘ ʚ ʩʝʪʠ IPv6). 

ɼʣ ̫ʪʦʛʦ ʯʪʦʙʳ ʩʤʝʥʠʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ ʠʥʪʝʨʬʝʡʩʘ, ʥʘʧʨʠʤʝʨ, ʩʦ ʉʪʘʪʠʯʝʩʢʠʡ ʘʜʨʝʩ ʥʘ DHCP-
ʢʣʠʝʥʪ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ DHCP-ʢʣʠʝʥʪ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʧʨʦʪʦʢʦʣ. ʇʦʩʣʝ ʫʢʘʟʘʥʠʷ 
ʧʨʦʪʦʢʦʣʘ ʦʪʦʙʨʘʟʷʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʚʳʙʨʘʥʥʦʤʫ ʩʧʦʩʦʙʫ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ. 
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ʈʠʩʫʥʦʢ 132. LAN ð ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɺʦ ʚʢʣʘʜʢʝ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ LAN, ʚ ʢʘʪʝʛʦʨʠʠ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 133), ʤʦʞʥʦ 
ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ: 

 

ʈʠʩʫʥʦʢ 133. LAN ð ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

¶ ɿʘʧʫʩʪʠʪʴ ʧʨʠ ʟʘʛʨʫʟʢʝ (ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʚʢʣʶʯʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠ ʟʘʧʫʩʢʝ WAF Dallas 
Lock ð ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʢʣʶʯʝʥ). ɽʩʣʠ ʦʪʢʣʶʯʠʪʴ ʵʪʫ ʦʧʮʠʶ, ʪʦ ʧʨʠ ʩʦʭʨʘʥʝʥʠʠ ʠ 
ʧʨʠʤʝʥʝʥʠʠ ʥʘʩʪʨʦʝʢ ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʙʫʜʝʪ ʚʳʢʣʶʯʝʥ. ɸʥʘʣʦʛʠʯʥʘ ̫ ʦʧʮʠ̫ ʝʩʪʴ ʚ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʥʘʩʪʨʦʡʢʘʭ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

¶ ɼʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ (ʩʦʟʜʘʥʠʝ ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʨʝʧʣʠʢʘʮʠʡ ʚ ʢʣʘʩʪʝʨʝ 
ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʜʣʷ ʜʦʚʝʨʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ). ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʢʣʶʯʝʥ ʪʦʣʴʢʦ ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʘ LAN. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʚʩʪʨʦʝʥʥʳʡ IPv6-ʤʝʥʝʜʞʤʝʥʪ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʠʩʘ IP-management ð 
IPAM). ɼʣ ̫ ʫʢʘʟʘʥʥʳʭ ʥʘʩʪʨʦʝʢ ʘʢʪʠʚʘʮʠʷ ʧʨʦʠʟʦʡʜʝʪ ʧʦʩʣʝ ʧʨʦʩʪʘʚʣʝʥʠʷ ʦʪʤʝʪʢʠ 
ʥʘʧʨʦʪʠʚ ʥʘʟʚʘʥʠʷ. 

¶ ʅʘʟʥʘʯʠʪʴ MAC-ʘʜʨʝʩ (ʧʦʟʚʦʣʷʝʪ ʧʦʜʤʝʥʠʪʴ ʄɸʉ-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ), ʧʦ ʫʤʦʣʯʘʥʠʶ 
ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ MAC-ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩʘ. 

¶ ʅʘʟʥʘʯʠʪʴ MTU (ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʧʦʣʝʟʥʦʛʦ ʙʣʦʢʘ ʜʘʥʥʳʭ ʦʜʥʦʛʦ ʧʘʢʝʪʘ). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʰʣʶʟ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʰʣʶʟʘ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʛʦ DHCP-
ʩʝʨʚʝʨʦʤ). 

¶ ʐʣʶʟ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʰʣʶʟʘ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʛʦ DHCP-ʩʝʨʚʝʨʦʤ). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʬʣʘʛ (ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʙʠʪ ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ 
DHCP ʩʝʨʚʝʨʫ), ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʳʢʣʶʯʝʥʦ. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʤʝʪʨʠʢʫ ʰʣʶʟʘ (ʤʝʪʨʠʢʘ ʠʥʪʝʨʬʝʡʩʘ ʦʧʨʝʜʝʣʷʝʪ ʟʘʪʨʘʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʪʦʛʦ ʤʘʨʰʨʫʪʘ). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ TTL ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʪʫʥʥʝʣʷ (ʧʨʝʜʝʣʴʥʳʡ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ, ʯʠʩʣʦ 
ʠʪʝʨʘʮʠʡ ʠʣʠ ʧʝʨʝʭʦʜʦʚ, ʟʘ ʢʦʪʦʨʳʡ ʥʘʙʦʨ ʜʘʥʥʳʭ (ʧʘʢʝʪ) ʤʦʞʝʪ ʩʫʱʝʩʪʚʦʚʘʪʴ ʜʦ ʩʚʦʝʛʦ 
ʠʩʯʝʟʥʦʚʝʥʠʷ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʪʫʥʥʝʣʷ). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ MTU ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʪʫʥʥʝʣʷ (ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʧʘʢʝʪʘ ʜʘʥʥʳʭ ʜʣʷ 
ʝʛʦ ʧʝʨʝʜʘʯʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʪʫʥʥʝʣʷ). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʦʙʲʷʚʣʷʝʤʳʝ ʫʟʣʦʤ DNS-ʩʝʨʚʝʨʳ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ DNS-ʩʝʨʚʝʨʦʚ, 
ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ DHCP-ʩʝʨʚʝʨʦʤ). 
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¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʦʙʩʪʚʝʥʥʳʝ DNS-ʩʝʨʚʝʨʳ (ʧʦʣʷ ʧʦʟʚʦʣʷʪʁ ʟʘʜʘʪʴ IP-ʘʜʨʝʩʘ DNS-
ʩʝʨʚʝʨʦʚ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ), ʧʘʨʘʤʝʪʨ ʜʦʩʪʫʧʝʥ ʝʩʣʠ ʦʪʢʣʶʯʝʥ ʯʝʢʙʦʢʩ ʀʩʧʦʣʴʟʦʚʘʪʴ 
ʦʙʲʷʚʣʷʝʤʳʝ ʫʟʣʦʤ DNS ʩʝʨʚʝʨʳ. 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʡ IPv6-prefix (ʯʘʩʪʴ ʘʜʨʝʩʘ ʚ ʧʨʦʪʦʢʦʣʝ IPv6, ʢʦʪʦʨʘʷ ʦʧʨʝʜʝʣʷʝʪ 
ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʘʜʨʝʩʘ ʢ ʦʧʨʝʜʝʣʝʥʥʦʡ ʧʦʜʩʝʪʠ). 

¶ ID ʢʣʠʝʥʪʘ ʧʨʠ DHCP-ʟʘʧʨʦʩʝ (ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʝʪʠ ʧʨʠ 
ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʝʨʚʝʨʫ DHCP). 

¶ ʂʣʘʩʩ ʧʨʦʠʟʚʦʜʠʪʝʣʷ (Vendor class), ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʣʷʪʴ ʧʨʠ DHCP-ʟʘʧʨʦʩʘʭ 
(ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʘʩʩʘ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ ʧʦʟʚʦʣʷʝʪ DHCP-ʩʝʨʚʝʨʫ 
ʦʧʨʝʜʝʣʠʪʴ ʪʠʧ ʫʩʪʨʦʡʩʪʚʘ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ IP-ʘʜʨʝʩ ʠ ʧʘʨʘʤʝʪʨʳ 
ʢʦʥʬʠʛʫʨʘʮʠʠ). 

 

ʇʘʨʘʤʝʪʨʳ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʨʝʞʠʤʦʚ ʨʘʙʦʪʳ ʠʥʪʝʨʬʝʡʩʦʚ (ʩʧʦʩʦʙʘ 
ʧʦʣʫʯʝʥʠʷ ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩʘ). 

ʅʘ ʚʢʣʘʜʢʝ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ LAN, ʚ ʢʘʪʝʛʦʨʠʠ ʅʘʩʪʨʦʡʢʠ ʢʘʥʘʣʘ (ʩʤ. ʈʠʩʫʥʦʢ 134), ʤʦʞʥʦ ʚʳʙʨʘʪʴ 
ʥʘʩʪʨʦʡʢʠ ʦʙʲʝʜʠʥʝʥʠʷ ʚ ʤʦʩʪ ʜʣʷ ʫʢʘʟʘʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ʠ ʥʘʟʥʘʯʠʪʴ ʠʤ ʚʠʨʪʫʘʣʴʥʳʝ 
ʠʥʪʝʨʬʝʡʩʳ VLAN. ʉʫʱʝʩʪʚʫʝʪ ʪʘʢʞʝ ʚʦʟʤʦʞʥʦʩʪʴ ʚʢʣʶʯʠʪʴ ʧʨʦʪʦʢʦʣ STP (ʩʝʪʝʚʦʡ ʧʨʦʪʦʢʦʣ (ʠʣʠ 
ʩʝʤʝʡʩʪʚʦ ʩʝʪʝʚʳʭ ʧʨʦʪʦʢʦʣʦʚ), ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʫʜʘʣʝʥʠʷ ʮʠʢʣʦʚ (ʧʝʪʝʣʴ 
ʢʦʤʤʫʪʘʮʠʠ) ʠʟ ʪʦʧʦʣʦʛʠʠ ʩʝʪʠ ʥʘ ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ ʚ Ethernet-ʩʝʪʷʭ). 

 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʥʦ ʟʘʜʘʪʴ ʚʠʨʪʫʘʣʴʥʳʝ VLAN-ʠʥʪʝʨʬʝʡʩʳ. ɼʣʷ ʵʪʦʛʦ ʚ 
ʧʦʣʝ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʚ ʬʦʨʤʘʪʝ 
çʠʥʪʝʨʬʝʡʩ.ʥʦʤʝʨ_VLANè, ʥʘʧʨʠʤʝʨ eth0.1. ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʟʥʘʯʠʪʴ ʥʝʩʢʦʣʴʢʦ VLAN 
ʦʜʥʦʤʫ ʠʥʪʝʨʬʝʡʩʫ, ʤʦʞʥʦ ʧʝʨʝʯʠʩʣʠʪʴ ʠʭ ʯʝʨʝʟ ʧʨʦʙʝʣ, ʥʘʧʨʠʤʝʨ: eth0.1 eth0.2. 

 

ʈʠʩʫʥʦʢ 134. LAN ð ʅʘʩʪʨʦʡʢʠ ʢʘʥʘʣʘ 

ʅʘ ʚʢʣʘʜʢʝ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ LAN, ʚ ʢʘʪʝʛʦʨʠʠ ʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ (ʩʤ. ʈʠʩʫʥʦʢ 135), 
ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʟʦʥʫ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ, ʚ ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʥʘʩʪʨʘʠʚʘʝʤʳʡ 
ʠʥʪʝʨʬʝʡʩ. ɼʣ ̫ʠʩʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʠʟ ʟʦʥ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʅʝ 
ʦʧʨʝʜʝʣʝʥʦ, ʣʠʙʦ ʟʘʧʦʣʥʠʪʴ ʧʦʣʝ ʉʦʟʜʘʪʴ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʡ ʟʦʥʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠ 
ʜʦʙʘʚʣʝʥʠʷ ʥʘʩʪʨʘʠʚʘʝʤʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʚ ʥʦʚʫʶ ʟʦʥʫ. 
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ʈʠʩʫʥʦʢ 135. LAN ð ʅʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ 

ɸʥʘʣʦʛʠʯʥʳʝ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʥʳ ʜʣʷ ʦʩʪʘʣʴʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ 
ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʥʘʩʪʨʦʝʢ. 

ʅʘ ʚʢʣʘʜʢʝ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ WAN (IPv4 WAN), ʚ ʢʘʪʝʛʦʨʠʠ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 136), 
ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ, ʘ ʪʘʢʞʝ ʫʢʘʟʘʪʴ ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʘ. 

ɼʣ ̫ʪʦʛʦ ʯʪʦʙʳ ʩʤʝʥʠʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ ʠʥʪʝʨʬʝʡʩʘ, ʥʘʧʨʠʤʝʨ, ʩʦ ʉʪʘʪʠʯʝʩʢʠʡ ʘʜʨʝʩ ʥʘ DHCP-
ʢʣʠʝʥʪ, ʥʝʦʙʭʦʜʠʤʦ ʚ ʩʪʨʦʢʝ ʇʨʦʪʦʢʦʣ ʚʤʝʩʪʦ ʉʪʘʪʠʯʝʩʢʠʡ ʘʜʨʝʩ, ʚʳʙʨʘʪʴ DHCP-ʢʣʠʝʥʪ ʠ ʥʘʞʘʪʴ 
ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʧʨʦʪʦʢʦʣ. ʇʦʩʣʝ ʫʢʘʟʘʥʠʷ ʇʨʦʪʦʢʦʣʘ ʦʪʦʙʨʘʟʷʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʚʳʙʨʘʥʥʦʤʫ 
ʩʧʦʩʦʙʫ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ. 

 

ʈʠʩʫʥʦʢ 136. WAN ð ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ WAN6 (IPv6 WAN), ʚ ʢʘʪʝʛʦʨʠʠ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 137), 
ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ, ʘ ʪʘʢʞʝ ʫʢʘʟʘʪʴ ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʘ. 
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ʈʠʩʫʥʦʢ 137. WAN6 ð ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ DMZ (Demilitarized Zone), ʚ ʢʘʪʝʛʦʨʠʠ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 
138), ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ, ʘ ʪʘʢʞʝ ʫʢʘʟʘʪʴ ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʘ. 

 

ʈʠʩʫʥʦʢ 138. DMZ ð ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɼʣ ̫ʢʘʞʜʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʩʫʱʝʩʪʚʫʝʪ ʥʘʩʪʨʦʡʢʘ DHCP-ʩʝʨʚʝʨʘ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʦʪʢʣʶʯʠʪʴ 
DHCP-ʩʝʨʚʝʨ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. ɼʣ ̫ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ 
ʀʛʥʦʨʠʨʦʚʘʪʴ ʠʥʪʝʨʬʝʡʩ, ʠʥʘʯʝ ʙʫʜʫʪ ʚʠʜʥʳ ʥʘʩʪʨʦʡʢʠ ʜʣʷ DHCP-ʩʝʨʚʝʨʘ ʥʘ ʧʣʘʪʬʦʨʤʝ WAF 
Dallas Lock. ʅʘ ʚʢʣʘʜʢʝ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʚʦʟʤʦʞʥʦ ʫʢʘʟʘʪʴ ʯʠʩʣʦʚʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʜʣʷ 
DHCP-ʩʝʨʚʝʨʘ: 

¶ ʉʪʘʨʪ ð ʧʘʨʘʤʝʪʨ ʦʧʨʝʜʝʣʷʝʪ ʥʘʯʘʣʴʥʳʡ IP-ʘʜʨʝʩ ʜʣʷ ʨʘʟʜʘʯʠ DHCP-ʢʣʠʝʥʪʘʤ (ʧʦ 
ʫʤʦʣʯʘʥʠʶ 100, ʪ.ʝ. ʨʘʟʜʘʯʘ ʥʘʯʥʝʪʩʷ ʩ ʘʜʨʝʩʘ 192.168.1.100). 

¶ ʇʨʝʜʝʣ ð ʧʘʨʘʤʝʪʨ ʦʧʨʝʜʝʣʷʝʪ, ʩʢʦʣʴʢʦ ʚʩʝʛʦ IP-ʘʜʨʝʩʦʚ ʤʦʞʥʦ ʨʘʟʜʘʪʴ. (ʧʦ ʫʤʦʣʯʘʥʠʶ 
150). 

¶ ɺʨʝʤʷ ʘʨʝʥʜʳ ð ʚʨʝʤʷ, ʯʝʨʝʟ ʢʦʪʦʨʦʝ ʠʩʪʝʢʘʝʪ ʧʨʠʚʷʟʢʘ IP ʢ MAC-ʘʜʨʝʩʫ ʢʣʠʝʥʪʘ 
(ʤʠʥʠʤʫʤ ð 2 ʤʠʥʫʪʳ, ʧʦ ʫʤʦʣʯʘʥʠʶ ð 12 ʯʘʩʦʚ). ʄʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʫʬʬʠʢʩ çmè ʜʣʷ 
ʫʢʘʟʘʥʠʷ ʤʠʥʫʪ, çhè ð ʯʘʩʦʚ, çdè ð ʜʥʝʡ. 
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ʈʠʩʫʥʦʢ 139. DHCP-ʩʝʨʚʝʨ ð ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 140) ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʧʨʦʪʦʢʦʣ ʜʠʥʘʤʠʯʝʩʢʦʡ 
ʥʘʩʪʨʦʡʢʠ ʫʟʣʘ, ʧʦʟʚʦʣʷʶʱʠʡ ʫʩʪʨʦʡʩʪʚʘʤ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʣʫʯʘʪʴ IP-ʘʜʨʝʩʘ. 

 

ʈʠʩʫʥʦʢ 140. DHCP-ʩʝʨʚʝʨ ð ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ IPv6 ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 141) ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ DHCP-ʩʝʨʚʝʨʘ ʜʣʷ 
ʩʝʪʝʡ IPv6: ʨʝʞʠʤ ʩʝʨʚʝʨʘ, ʨʝʞʠʤ ʧʝʨʝʜʘʯʠ, ʛʠʙʨʠʜʥʳʡ ʨʝʞʠʤ, ʣʠʙʦ ʦʪʢʣʶʯʠʪʴ ʚʦʚʩʝ. ʅʘʩʪʨʦʠʪʴ 
ʦʢʘʟʳʚʘʝʤʳʡ DHCP-ʩʝʨʚʝʨʦʤ DHCPv6-ʩʝʨʚʠʩ: ʨʝʞʠʤ ʩʝʨʚʝʨʘ, ʨʝʞʠʤ ʧʝʨʝʜʘʯʠ, ʛʠʙʨʠʜʥʳʡ ʨʝʞʠʤ, 
ʣʠʙʦ ʦʪʢʣʶʯʠʪʴ ʚʦʚʩʝ. ʅʘʩʪʨʦʠʪʴ ʩʝʨʚʠʩ NDP-ʧʨʦʢʩʠ: ʨʝʞʠʤ ʧʝʨʝʜʘʯʠ, ʛʠʙʨʠʜʥʳʡ ʨʝʞʠʤ, ʣʠʙʦ 
ʦʪʢʣʶʯʠʪʴ ʚʦʚʩʝ. ɸ ʪʘʢʞʝ ʚʦʟʤʦʞʥʦ ʚʨʫʯʥʫʶ ʫʢʘʟʘʪʴ ʘʜʨʝʩʘ DNS-ʩʝʨʚʝʨʘ, ʣʠʙʦ DNS-ʜʦʤʝʥʘ, ʯʝʨʝʟ 
ʟʘʧʷʪʫʶ. 

 

ʈʠʩʫʥʦʢ 141. DHCP-ʩʝʨʚʝʨ ð IPv6 ʅʘʩʪʨʦʡʢʠ 

6.2 DHCP ʠ DNS 

ɼʘʥʥʘʷ ʩʪʨʘʥʠʮʘ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʥʘʩʪʨʦʡʢʠ ʜʣʷ DHCP-ʩʝʨʚʝʨʘ ʠ DNS-ʧʨʦʢʩʠ ʜʣʷ ʩʝʪʝʚʳʭ 
ʵʢʨʘʥʦʚ NAT. ʅʘ ʚʢʣʘʜʢʝ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 142) ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 
DHCP-ʩʝʨʚʝʨʘ ʠ DNS-ʧʨʦʢʩʠ, ʩʦʜʝʨʞʘʱʠʝ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ ʥʘʩʪʨʦʝʢ: 

¶ ʊʨʝʙʫʝʪʩʷ ʜʦʤʝʥ. ʇʨʠ ʚʢʣʶʯʝʥʥʦʤ ʯʝʢʙʦʢʩʝ DNS-ʟʘʧʨʦʩʳ ʥʝ ʙʫʜʫʪ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴʩʷ ʙʝʟ 
DNS-ʠʤʝʥʠ; 

¶ ɸʚʪʦʨʠʟʠʨʦʚʘʥʥʳʡ. ʇʨʠ ʘʢʪʠʚʥʦʤ ʯʝʢʙʦʢʩʝ ʫʩʢʦʨʷʝʪ ʧʨʦʮʝʩʩ ʘʨʝʥʜʳ DHCP-ʩʝʨʚʝʨ. 
ʀʩʧʦʣʴʟʫʝʪʩʷ, ʝʩʣʠ ʵʪʦ ʝʜʠʥʩʪʚʝʥʥʳʡ ʩʝʨʚʝʨ ʚ ʩʝʪʠ; 

¶ ʃʦʢʘʣʴʥʳʡ ʩʝʨʚʝʨ. ɺʳʜʘʯʘ IP-ʘʜʨʝʩʦʚ ʧʨʦʠʩʭʦʜʠʪ ʠʟ ʬʘʡʣʘ DHCP (/etc/config/dhcp) ʠʣʠ 
ʬʘʡʣʘ ʭʦʩʪʦʚ (/etc/hosts); 
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¶ ʃʦʢʘʣʴʥʳʡ ʜʦʤʝʥ. ɺ ʧʦʣʝ ʫʢʘʟʳʚʘʝʪʩʷ ʩʫʬʬʠʢʩ ʣʦʢʘʣʴʥʦʛʦ ʜʦʤʝʥʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʜʦʙʘʚʣʝʥ ʢ DHCP-ʠʤʝʥʘʤ ʠ ʟʘʧʠʩʠ ʬʘʡʣʦʚ ʠ ʭʦʩʪʦʚ (/etc/hosts); 

¶ ɿʘʧʠʩʴ ʟʘʧʨʦʩʦʚ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʯʝʢʙʦʢʩʘ ʧʦʟʚʦʣʷʝʪ ʟʘʧʠʩʳʚʘʪʴ ʧʦʣʫʯʝʥʥʳʝ DNS-ʟʘʧʨʦʩʳ 
ʚ ʩʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ; 

¶ ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʟʘʧʨʦʩʦʚ DNS. ʇʦʣʷ ʩʦʜʝʨʞʘʪ ʘʜʨʝʩʘ DNS-ʩʝʨʚʝʨʦʚ ʜʣʷ 
ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʟʘʧʨʦʩʦʚ; 

 

ʇʦʣʝ ʜʣʷ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ DNS-ʟʘʧʨʦʩʦʚ ʜʦʣʞʥʦ ʙʳʪʴ ʟʘʧʦʣʥʝʥʦ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ 
ʨʘʙʦʪʳ WAF Dallas Lock. 

¶ ɿʘʱʠʪʘ ʦʪ DNS Rebinding. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʯʝʢʙʦʢʩʘ ʩʠʩʪʝʤʘ ʦʪʙʨʘʩʳʚʘʝʪ ʦʪʚʝʪʳ ʚʥʝʰʥʝʡ 
ʩʝʪʠ RFC1918, ʪʘʢʞʝ ʜʦʩʪʫʧʥʳ ʥʘʩʪʨʦʡʢʠ: 

o ʈʘʟʨʝʰʠʪʴ ʣʦʢʘʣʴʥʳʡ ʭʦʩʪ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʯʝʢʙʦʢʩʘ ʨʘʟʨʝʰʘʝʪ ʠʩʭʦʜʷʱʠʝ ʦʪʚʝʪʳ 
127.0.0.0/8, ʪʨʝʙʫʝʤʳʝ ʜʣʷ ʩʣʫʞʙ ʯʝʨʥʦʛʦ ʩʧʠʩʢʘ ʥʘ ʦʩʥʦʚʝ DNS; 

o ɹʝʣʳʡ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ. ʇʦʣʷ ʩʦʜʝʨʞʘʪ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥʳ 
ʦʪʚʝʪʳ RFC1918. 

¶ ʊʦʣʴʢʦ ʣʦʢʘʣʴʥʳʡ DNS. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʯʝʢʙʦʢʩʘ ʩʠʩʪʝʤʘ ʨʘʟʛʨʘʥʠʯʠʚʘʝʪ ʚʭʦʜʷʱʠʡ ʪʨʘʬʠʢ 
ʦʪ ʚʥʝʰʥʝʡ ʩʝʪʠ ʚ ʜʠʘʧʘʟʦʥʝ 127.0.0.0/8; 

¶ ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ wildcard. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʯʝʢʙʦʢʩʘ ʩʠʩʪʝʤʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʝ 
ʪʦʣʴʢʦ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ, ʥʝ ʠʩʧʦʣʴʟʫʶʱʠʝ ʧʦʜʩʪʘʥʦʚʦʯʥʳʝ ʘʜʨʝʩʘ, ʪʘʢʞʝ 
ʜʦʩʪʫʧʥʳ ʥʘʩʪʨʦʡʢʠ: 

o ʀʥʪʝʨʬʝʡʩ ʜʣʷ ʚʭʦʜʷʱʠʭ ʩʦʝʜʠʥʝʥʠʡ. ʆʛʨʘʥʠʯʠʚʘʝʪ ʧʨʦʩʣʫʰʠʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ ʠ 
ʟʘʤʳʢʘʝʪ ʠʭ ʥʘ ʩʝʙʷ (ʧʨʠʤʝʨ ʚʚʦʜʘ eth0, eth1); 

o ʀʩʢʣʶʯʠʪʝ ʠʥʪʝʨʬʝʡʩʳ. ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʟʘʧʨʝʪ ʥʘ ʧʨʦʩʣʫʰʠʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ 
(ʧʨʠʤʝʨ ʚʚʦʜʘ eth0, eth1). 

 

ʈʠʩʫʥʦʢ 142. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɸʢʪʠʚʥʳʝ DHCP ʘʨʝʥʜʳ, ɸʢʪʠʚʥʳʝ DHCPv6 ʘʨʝʥʜʳ (ʩʤ. ʈʠʩʫʥʦʢ 143) ʧʦʟʚʦʣʷʶʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ 
ʩʦʩʪʦʷʥʠʝ ʘʢʪʠʚʥʳʭ ʘʨʝʥʜʦʚʘʥʥʳʭ ʘʜʨʝʩʦʚ. 
ʊʘʙʣʠʮʘ ʇʦʩʪʦʷʥʥʳʝ ʘʨʝʥʜʳ (ʩʤ. ʈʠʩʫʥʦʢ 143) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ DHCP-ʢʣʠʝʥʪʘʤ 
ʬʠʢʩʠʨʦʚʘʥʥʳʭ IP-ʘʜʨʝʩʦʚ ʠ ʠʤʝʥ. ʕʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʩʪʘʪʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʚ ʢʦʪʦʨʳʭ 
ʦʙʩʣʫʞʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʢʣʠʝʥʪʳ ʩ ʧʨʠʩʚʦʝʥʥʳʤʠ IP-ʘʜʨʝʩʘʤʠ. 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ WAF Dallas Lock 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

 
 

 
124 

 

ʈʠʩʫʥʦʢ 143. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɼʣ ̫ʜʦʙʘʚʣʝʥʠʷ ʭʦʩʪʘ ʚ ʪʘʙʣʠʮʫ çʇʦʩʪʦʷʥʥʳʝ ʘʨʝʥʜʳè ʩʣʝʜʫʝʪ: 
1. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ; 
2. ɺʚʝʩʪʠ: 

¶ çʀʤʷ ʭʦʩʪʘè ð ʥʘʟʚʘʥʠʝ ʭʦʩʪʘ (ʥʘ ʘʥʛʣʠʡʩʢʦʤ ʷʟʳʢʝ); 

¶ çMAC-ɸʜʨʝʩè ð MAC-ʘʜʨʝʩ ʭʦʩʪʘ; 

¶ çIPv4-ɸʜʨʝʩè ð IP-ʘʜʨʝʩ ʭʦʩʪʘ; 

¶ çɺʨʝʤʷ ʘʨʝʥʜʳ ʘʜʨʝʩʘè ʚʨʝʤʷ ʧʦʜʢʣʶʯʝʥʠʷ (ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʫʬʬʠʢʩʳ çsè ð ʜʣʷ ʫʢʘʟʘʥʠʷ 
ʩʝʢʫʥʜ, çmè ð ʤʠʥʫʪ, çhè ð ʯʘʩʦʚ, çdè ð ʜʥʝʡ); 

¶ çIPv6-ʉʫʬʬʠʢʩ (hex)è (ʩʤ. ʈʠʩʫʥʦʢ 144). 

 

ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʥʘʩʪʨʦʝʢ (ʩʤ. ʈʠʩʫʥʦʢ 144) ʢʥʦʧʢʠ ʋʜʘʣʠʪʴ, ɼʦʙʘʚʠʪʴ, ʠʤʝʶʪ 
çʧʨʷʤʦʡè ʭʘʨʘʢʪʝʨ ʨʘʙʦʪʳ, ʪʦ ʝʩʪʴ ʧʨʠ ʥʘʞʘʪʠʠ, ʜʝʡʩʪʚʠʝ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ 
ʥʝʤʝʜʣʝʥʥʦ, ʚ ʦʪʣʠʯʠʝ ʦʪ çʪʨʘʥʟʘʢʮʠʦʥʥʦʛʦè ʭʘʨʘʢʪʝʨʘ ʨʘʙʦʪʳ ʜʨʫʛʠʭ ʥʘʩʪʨʦʝʢ ʚ 
ʩʠʩʪʝʤʝ. 

 

ʈʠʩʫʥʦʢ 144. ɼʦʙʘʚʣʝʥʠʝ ʧʦʩʪʦʷʥʥʦʡ ʘʨʝʥʜʳ 

ʅʘ ʚʢʣʘʜʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 145) ʩʦʜʝʨʞʘʪʩʷ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ: 

¶ ʇʦʜʘʚʠʪʴ ʣʦʛʠʨʦʚʘʥʠʝ. ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʜʘʚʣʝʥʠʝ ʣʦʛʠʨʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʦʡ ʨʘʙʦʪʳ 
ʧʨʦʪʦʢʦʣʦʚ; 

¶ IP ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ. ʇʦʟʚʦʣʷʝʪ ʚʳʜʝʣʷʪʴ IP-ʘʜʨʝʩʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʥʘʯʠʥʘʷ ʩ 
ʥʘʠʤʝʥʴʰʝʛʦ; 

¶ ʌʠʣʴʪʨʦʚʘʪʴ ʯʘʩʪʥʳʝ. ʇʦʟʚʦʣʷʝʪ ʩʠʩʪʝʤʝ ʥʝ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʦʙʨʘʪʥʳʝ DNS-ʟʘʧʨʦʩʳ ʜʣʷ 
ʣʦʢʘʣʴʥʳʭ ʩʝʪʝʡ; 

¶ ʌʠʣʴʪʨʦʚʘʪʴ ʙʝʩʧʦʣʝʟʥʳʝ. ʅʝ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ ʟʘʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʥʝ ʤʦʛʫʪ ʙʳʪʴ 
ʦʙʨʘʙʦʪʘʥʳ ʧʫʙʣʠʯʥʳʤʠ DNS-ʩʝʨʚʝʨʘʤʠ; 

¶ ʃʦʢʘʣʠʟʦʚʳʚʘʪʴ ʟʘʧʨʦʩʳ. ʃʦʢʘʣʠʟʠʨʦʚʘʪʴ ʠʤ ̫ ʭʦʩʪʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʘʧʨʘʰʠʚʘʝʤʦʡ 
ʧʦʜʩʝʪʠ, ʝʩʣʠ ʜʦʩʪʫʧʥʦ ʥʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ; 

¶ ʈʘʩʰʠʨʷʪʴ ʠʤʝʥʘ ʫʟʣʦʚ. ɼʦʙʘʚʠʪʴ ʣʦʢʘʣʴʥʳʡ ʩʫʬʬʠʢʩ ʜʦʤʝʥʘ ʜʣʷ ʠʤʝʥʠ; 

¶ ʆʪʢʣʶʯʠʪʴ ʢʵ h ʦʪʨʠʮʘʪʝʣʴʥʳʭ ʦʪʚʝʪʦʚ. ʇʦʟʚʦʣʷʝʪ ʥʝ ʢʝʰʠʨʦʚʘʪʴ ʦʪʨʠʮʘʪʝʣʴʥʳʝ 
ʦʪʚʝʪʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʜʣʷ ʥʝʩʫʱʝʩʪʚʫʶʱʠʭ ʜʦʤʝʥʦʚ; 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʘʡʣʳ ʩʝʨʚʝʨʦʚ. ʇʦʣʝ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʩʪʨʦʢʠ ʠʣʠ 
ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʚʥʝʰʥʝʡ ʩʝʪʠ DNS-ʩʝʨʚʝʨʘ; 

¶ ʉʪʨʦʛʠʡ ʧʦʨʷʜʦʢ. ʆʧʨʦʩ DNS-ʩʝʨʚʝʨʦʚ ʙʫʜʝʪ ʧʨʦʭʦʜʠʪʴ ʚ ʩʪʨʦʛʦʤ ʧʦʨʷʜʢʝ; 
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¶ ʇʝʨʝʦʧʨʝʜʝʣʝʥʠʝ ʧʦʜʜʝʣʴʥʦʛʦ NX-ʜʦʤʝʥʘ. ʉʧʠʩʦʢ ʭʦʩʪʦʚ, ʧʦʩʪʘʚʣʷʶʱʠʝ ʧʦʜʜʝʣʴʥʳʝ 
ʨʝʟʫʣʴʪʘʪʳ ʜʦʤʝʥʘ NX; 

¶ DNS ʧʦʨʪ ʩʝʨʚʝʨʘ. ʇʦʨʪ ʜʣʷ ʚʭʦʜʷʱʠʭ DNS-ʟʘʧʨʦʩʦʚ; 

¶ DNS ʧʦʨʪ ʟʘʧʨʦʩʘ. ʌʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʨʪ ʜʣʷ ʠʩʭʦʜʷʱʠʭ DNS-ʟʘʧʨʦʩʦʚ; 

¶ ʄʘʢʩ. ʢʦʣ-ʚʦ ʘʨʝʥʜ DHCP ʘʨʝʥʜʳ. ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʠʚʥʳʭ ʘʨʝʥʜʦʚʘʥʥʳʭ 
DHCP-ʘʜʨʝʩʦʚ; 

¶ ʄʘʢʩ. EDNS0 ʨʘʟʤʝʨ ʧʘʢʝʪʘ. ʄʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ UDP ʧʘʢʝʪʦʚ-EDNS.0; 

¶ ʄʘʢʩ. ʢʦʣ-ʚʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʟʘʧʨʦʩʦʚ. ʄʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʦʝ ʢʦʣʠʯʝʩʪʚʦ 
ʦʜʥʦʚʨʝʤʝʥʥʳʭ DNS-ʟʘʧʨʦʩʦʚ. 

 

ʈʠʩʫʥʦʢ 145. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

 

ʇʦʣʷ ʥʘʩʪʨʦʝʢ ʇʦʜʘʚʠʪʴ ʣʦʛʠʨʦʚʘʥʠʝ, IP ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʌʠʣʴʪʨʦʚʘʪʴ ʯʘʩʪʥʳʝ, 
ʌʠʣʴʪʨʦʚʘʪʴ ʙʝʩʧʦʣʝʟʥʳʝ, ʃʦʢʘʣʠʟʦʚʳʚʘʪʴ ʟʘʧʨʦʩʳ, ʈʘʩʰʠʨʷʪʴ ʠʤʝʥʘ ʫʟʣʦʚ, 
ʆʪʢʣʶʯʠʪʴ ʢʵʰ ʦʪʨʠʮʘʪʝʣʴʥʳʭ ʦʪʚʝʪʦʚ, ʉʪʨʦʛʠʡ ʧʦʨʷʜʦʢ ʪʨʝʙʫʶʪ ʘʢʪʠʚʥʦʛʦ 
ʯʝʢʙʦʢʩʘ ʜʣʷ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ.  

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʇʨʠʤʝʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʟʘʧʠʩʴ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ config-
ʬʘʡʣʳ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ ʉʦʭʨʘʥʠʪʴ ʧʨʦʠʩʭʦʜʠʪ ʩʦʭʨʘʥʝʥʠʝ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚ ʬʦʨʤʝ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩʘ. ʅʘʞʘʪʠʝ ʢʥʦʧʢʠ ʉʙʨʦʩʠʪʴ ʧʨʠʚʦʜʠʪ ʢ ʫʜʘʣʝʥʠʶ ʚʚʝʜʝʥʥʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ 
ʩʦʭʨʘʥʝʥʳ (ʟʘʧʠʩʘʥʳ ʚ config-ʬʘʡʣʳ) ʨʘʥʝʝ. 

6.3 ʀʤʝʥʘ ʭʦʩʪʦʚ 

ɼʘʥʥʘʷ ʩʪʨʘʥʠʮʘ (ʩʤ. ʈʠʩʫʥʦʢ 146) ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʭʦʩʪʳ ʚ ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʫʶ 
ʟʦʥʫ (DMZ). ɼʣ ̫ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʀʤ ̫ʭʦʩʪʘ ʠ ʝʛʦ IP-ʘʜʨʝʩ, ʘ ʪʘʢʞʝ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ 
ʩʪʦʣʙʮʝ DMZ ʥʘʧʨʦʪʠʚ ʜʦʙʘʚʣʷʝʤʦʛʦ ʭʦʩʪʘ. 
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ʈʠʩʫʥʦʢ 146. ʀʤʝʥʘ ʭʦʩʪʦʚ 

6.4 ʉʪʘʪʠʩʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ (ʩʤ. ʈʠʩʫʥʦʢ 147) ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ, ʯʝʨʝʟ 
ʢʘʢʦʡ ʠʥʪʝʨʬʝʡʩ ʠ ʰʣʶʟ ʤʦʞʥʦ ʜʦʩʪʠʯʴ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʭʦʩʪʘ ʠʣʠ ʩʝʪʠ. 

ʇʫʥʢʪʳ ʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ IPv4 ʠ ʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ IPv6 ʦʪʨʘʞʘʶʪ ʠʤʝʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ, ʥʘʟʥʘʯʝʥʠʝ (IP-ʘʜʨʝʩ ʠʣʠ ʩʝʪʴ), ʤʘʩʢʫ ʩʝʪʠ (ʚ ʩʣʫʯʘʝ IPv4), ʰʣʶʟ, ʤʝʪʨʠʢʫ, MTU, ʪʠʧ 
ʤʘʨʰʨʫʪʘ. 

ʂʥʦʧʢʘ ɼʦʙʘʚʠʪʴ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʥʦʚʳʡ ʤʘʨʰʨʫʪ ʪʨʘʬʠʢʘ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʫʥʢʪʝ. 

ʂʥʦʧʢʘ ʋʜʘʣʠʪʴ ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʠʪʴ ʚʳʙʨʘʥʥʳʡ ʩʪʘʪʠʯʝʩʢʠʡ ʤʘʨʰʨʫʪ. 

ʂʥʦʧʢʘ ʉʦʭʨʘʥʠʪʴ ʧʦʟʚʦʣʷʝʪ ʧʨʠʤʝʥʠʪʴ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʠ ʩʦʭʨʘʥʠʪʴ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ 
ʰʣʶʟʘ. 

ʂʥʦʧʢʘ ʇʨʠʤʝʥʠʪʴ ʧʦʟʚʦʣʷʝʪ ʧʨʠʤʝʥʠʪʴ ʚʥʝʩʝʥʥʳʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠʟʤʝʥʝʥʠʷ. 

ʂʥʦʧʢʘ ʉʙʨʦʩʠʪʴ ʧʦʟʚʦʣʷʝʪ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʚʥʝʩʝʥʥʳʭ ʠʟʤʝʥʝʥʠʡ ʩʦ ʚʨʝʤʝʥʠ ʧʦʩʣʝʜʥʝʛʦ 
ʩʦʭʨʘʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

ʈʠʩʫʥʦʢ 147. ʉʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ 

6.5 ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ 

ʅʘ ʩʪʨʘʥʠʮʝ ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʠ ʥʘʩʪʨʦʠʪʴ ʟʦʥʳ ʩʝʪʠ ʜʣʷ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ. 
ʉʪʨʘʥʠʮʘ (ʩʤ. ʈʠʩʫʥʦʢ 148) ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʚʢʣʘʜʢʠ: 

¶ ʦʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ; 

¶ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ; 

¶ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ; 

¶ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ; 

¶ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʄʕ; 

¶ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ. 

ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʩʦʟʜʘʝʪ ʟʦʥʳ ʚ ʩʝʪʠ ʜʣʷ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ. 

ʂʥʦʧʢʘ ʉʦʭʨʘʥʠʪʴ ʧʦʟʚʦʣʷʝʪ ʧʨʠʤʝʥʠʪʴ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʠ ʩʦʭʨʘʥʠʪʴ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ 
ʰʣʶʟʘ. 

ʂʥʦʧʢʘ ʇʨʠʤʝʥʠʪʴ ʧʦʟʚʦʣʷʝʪ ʧʨʠʤʝʥʠʪʴ ʚʥʝʩʝʥʥʳʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠʟʤʝʥʝʥʠʷ. 

ʂʥʦʧʢʘ ʉʙʨʦʩʠʪʴ ʧʦʟʚʦʣʷʝʪ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʚʥʝʩʝʥʥʳʭ ʠʟʤʝʥʝʥʠʡ ʩʦ ʚʨʝʤʝʥʠ ʧʦʩʣʝʜʥʝʛʦ 
ʩʦʭʨʘʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

6.5.1 ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʘʜʢʘ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 148) ʦʪʦʙʨʘʞʘʝʪ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ ʤʝʞʩʝʪʝʚʦʛʦ 
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ʵʢʨʘʥʘ ʩ ʚʳʙʦʨʦʤ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʜʝʡʩʪʚʠʷ: 

¶ ɺʭʦʜʷʱʠʡ ʪʨʘʬʠʢ (ʧʨʠʥʠʤʘʪʴ/ʥʝ ʦʙʨʘʙʘʪʳʚʘʪʴ/ʦʪʚʝʨʛʘʪʴ). 

¶ ʀʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ (ʧʨʠʥʠʤʘʪʴ/ʥʝ ʦʙʨʘʙʘʪʳʚʘʪʴ/ʦʪʚʝʨʛʘʪʴ). 

¶ ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ (ʧʨʠʥʠʤʘʪʴ/ʥʝ ʦʙʨʘʙʘʪʳʚʘʪʴ/ʦʪʚʝʨʛʘʪʴ). 

ʇʨʝʜʫʩʤʦʪʨʝʥʘ ʦʧʮʠʷ ʅʝ ʧʨʦʧʫʩʢʘʪʴ ʥʝʢʦʨʨʝʢʪʥʳʝ ʧʘʢʝʪʳ. 

ʇʘʨʘʤʝʪʨ ʆʛʨʘʥʠʯʠʪʴ ʞʫʨʥʘʣ ʩʦʦʙʱʝʥʠʡ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʞʫʨʥʘʣʠʨʫʝʤʳʭ ʄʕ 
ʩʦʙʳʪʠʡ ʟʘ ʦʧʨʝʜʝʣʝʥʥʳʡ ʧʝʨʠʦʜ. 

 

ʇʨʠ ʟʘʧʦʣʥʝʥʠʠ ʧʦʣʷ ʆʛʨʘʥʠʯʠʪʴ ʞʫʨʥʘʣ ʩʦʦʙʱʝʥʠʡ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʧʘʨʘʤʝʪʨ 
ʩʣʝʜʫʶʱʝʛʦ ʚʠʜʘ çʯʠʩʣʦ ʟʘʧʨʦʩʦʚ/ʧʝʨʠʦʜ ʚʨʝʤʝʥʠè. ɼʣʷ ʫʢʘʟʘʥʠʷ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ 
ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʩʦʢʨʘʱʝʥʠʷ: çs (second)è ð ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʝʢʫʥʜ, çm 
(minute)è ð ʤʠʥʫʪ, çh (hour)è ð ʯʘʩʦʚ, çd (day)è ð ʜʥʝʡ.  

ɺ ʧʫʥʢʪʝ ɿʦʥʳ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʦʟʜʘʥʥʳʝ ʧʨʘʚʠʣʘ ʄʕ. ɼʘʥʥʘʷ ʪʘʙʣʠʮʘ ʧʦʟʚʦʣʷʝʪ ʚʠʟʫʘʣʴʥʦ 
ʥʘʙʣʶʜʘʪʴ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ ɿʦʥʘ ð ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ, ʚʳʙʨʘʥʥʳʝ ʦʧʮʠʠ ʜʣʷ 
ʚʭʦʜʷʱʝʛʦ/ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ, ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ, ʘ ʪʘʢʞʝ ʚʢʣʶʯʝʥʠʝ/ʦʪʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʡ 
ʤʘʩʢʘʨʘʜʠʥʛʘ ʠ ʦʛʨʘʥʠʯʝʥʠʷ MSS. ɼʣ ̫ ʢʘʞʜʦʛʦ ʧʨʘʚʠʣʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʦʪʜʝʣʴʥʳʝ ʢʥʦʧʢʠ 
ʀʟʤʝʥʠʪʴ/ʋʜʘʣʠʪʴ. 

ʂʥʦʧʢʘ ɼʦʙʘʚʠʪʴ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʥʦʚʦʝ ʧʨʘʚʠʣʦ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ ʜʣʷ ʄʕ. 

 

ʈʠʩʫʥʦʢ 148. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

6.5.2 ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ 

ʅʘ ʚʢʣʘʜʢʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ (ʧʨʦʙʨʦʩ) ʧʦʨʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 149). ʇʦʟʚʦʣʷʝʪ 
ʫʜʘʣʝʥʥʳʤ ʢʦʤʧʴʶʪʝʨʘʤ ʠʟ ʀʥʪʝʨʥʝʪʘ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʢʦʤʧʴʶʪʝʨʦʤ ʠʣʠ ʩʣʫʞʙʦʡ ʚʥʫʪʨʠ ʯʘʩʪʥʦʡ 
ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. ɼʦʩʪʫʧ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʪʨʘʬʠʢʘ ʦʧʨʝʜʝʣʝʥʥʳʭ 
ʧʦʨʪʦʚ ʩ ʚʥʝʰʥʝʛʦ ʘʜʨʝʩʘ ʥʘ ʘʜʨʝʩ ʚʳʙʨʘʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

ɺ ʩʧʠʩʢʝ ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʢʣʶʯʘʪʴ/ʦʪʢʣʶʯʘʪʴ ʠ ʩʦʨʪʠʨʦʚʘʪʴ ʧʨʘʚʠʣʘ. 
ɼʣʷ ʢʘʞʜʦʛʦ ʧʨʘʚʠʣʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʦʪʜʝʣʴʥʳʝ ʢʥʦʧʢʠ ʀʟʤʝʥʠʪʴ ʠ ʋʜʘʣʠʪʴ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ 
ʀʟʤʝʥʠʪʴ ʦʪʢʨʦʝʪʩʷ ʩʪʨʘʥʠʮʘ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ. 

ɼʣ ̫ʪʦʛʦ ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʨʦʙʨʦʩ ʧʦʨʪʦʚ ʥʫʞʥʦ ʚ ʧʫʥʢʪʝ ʅʦʚʦʝ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʘ ʚʚʝʩʪʠ 
ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ: 

¶ ʚ ʛʨʘʬʝ ʀʤ ̫ʟʘʜʘʪʴ ʠʤʷ; 

¶ ʚ ʛʨʘʬʝ ʇʨʦʪʦʢʦʣ ʚʳʙʨʘʪʴ ʧʨʦʪʦʢʦʣ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ. 
ɺʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʦʝ ʟʥʘʯʝʥʠʝ ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ; 

¶ ʚ ʛʨʘʬʝ ɺʥʝʰʥʷʷ ʟʦʥʘ ʚʳʙʨʘʪʴ ʟʦʥʫ ʚʥʝʰʥʝʡ ʩʝʪʠ. ɺʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʦʝ ʟʥʘʯʝʥʠʝ ʠʟ 
ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ; 

¶ ʚ ʛʨʘʬʝ ɺʥʝʰʥʠʡ ʧʦʨʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʪʨʘʬʠʢ ʩ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʥʘ IP-
ʘʜʨʝʩ, ʦʧʨʝʜʝʣʷʝʤʳʡ ʚ ʧʦʣʝ ɺʥʫʪʨʝʥʥʠʡ IP-ʘʜʨʝʩ; 

¶ ʚ ʛʨʘʬʝ ɺʥʫʪʨʝʥʥʷʷ ʟʦʥʘ ʚʳʙʨʘʪʴ ʟʦʥʫ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. ɺ ʙrʨʘʪʴ ʥʝʦʙʭʦʜʠʤʦʝ ʟʥʘʯʝʥʠʝ 
ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ; 
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¶ ʚ ʛʨʘʬʝ ɺʥʫʪʨʝʥʥʠʡ IP-ʘʜʨʝʩ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʣʦʢʘʣʴʥʦʡ 
ʩʝʪʠ. ʅʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʫʩʪʨʦʡʩʪʚʦ, ʧʦʜʢʣʶʯʝʥʥʦʝ ʢ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ. 
ɼʣ ̫ʵʪʦʛʦ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ IP-ʘʜʨʝʩ (ʧʨʠ ʵʪʦʤ ʧʦʣʝ 
ʟʘʧʦʣʥʠʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ), ʣʠʙʦ ʟʘʜʘʪʴ ʝʛʦ ʚʨʫʯʥʫʶ, ʚʳʙʨʘʚ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ 
ç-- ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ --è; 

¶ ʚ ʛʨʘʬʝ ɺʥʫʪʨʝʥʥʠʡ ʧʦʨʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʪʨʘʬʠʢ ʩ 
ʧʦʨʪʘ, ʟʘʜʘʚʘʝʤʦʛʦ ʚ ʧʦʣʝ ɺʥʝʰʥʠʡ ʧʦʨʪ. 

ʇʦʩʣʝ ʟʘʜʘʥʠʷ ʥʝʦʙʭʦʜʠʤʳʭ ʟʥʘʯʝʥʠʡ ʥʫʞʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ, ʦʪʦʙʨʘʟʠʪʩʷ ʩʪʨʘʥʠʮʘ 
ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ, ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʥʝʦʙʭʦʜʠʤʦ 
ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

 

ʈʠʩʫʥʦʢ 149. ʇʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʚ 

ʅʘ ʩʪʨʘʥʠʮʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʘʚʠʣ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 150), 
ʜʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʇʨʘʚʠʣʦ ʚʢʣʶʯʝʥʦ/ʧʨʘʚʠʣʦ ʚʳʢʣʶʯʝʥʦ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ 
ʚʢʣʶʯʝʥʠʝʤ/ʦʪʢʣʶʯʝʥʠʝʤ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ; 

¶ ʀʤ ̫ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʠʤʷ ʧʨʘʚʠʣʘ; 

¶ ʇʨʦʪʦʢʦʣ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ ʧʨʦʪʦʢʦʣ, ʢʦʪʦʨʳʡ 
ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ; 

¶ ɿʦʥʘ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʠʟ ʩʧʠʩʢʘ ʟʦʥʫ ʚʥʝʰʥʝʡ ʩʝʪʠ; 

¶ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ, ʜʣʷ 
ʢʦʪʦʨʦʛʦ ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʘʚʠʣʦ; 

¶ IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ 
ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʘʚʠʣʦ ʠʣʠ ʫʢʘʟʘʪʴ ʯʪʦ ʧʨʘʚʠʣʦ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʣʶʙʦʛʦ ʘʜʨʝʩʘ; 

¶ ʇʦʨʪ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʪʨʘʬʠʢ ʩ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ 
ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʥʘ IP-ʘʜʨʝʩ, ʦʧʨʝʜʝʣʷʝʤʳʡ ʚ ʧʦʣʝ ɺʥʫʪʨʝʥʥʠʡ IP-ʘʜʨʝʩ; 

¶ ɺʥʝʰʥʠʡ IP-ʘʜʨʝʩ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʚʥʝʰʥʠʡ IP-ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʧʨʠʥʠʤʘʪʴ ʪʨʘʬʠʢ, ʦʧʨʝʜʝʣʷʝʤʳʡ ʚ ʧʦʣʝ ɺʥʫʪʨʝʥʥʠʡ IP-ʘʜʨʝʩ; 

¶ ɺʥʝʰʥʠʡ ʧʦʨʪ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ 
ʪʨʘʬʠʢ ʩ ʧʦʨʪʘ, ʟʘʜʘʚʘʝʤʦʛʦ ʚ ʧʦʣʝ ɺʥʫʪʨʝʥʥʠʡ ʧʦʨʪ; 

¶ ɺʥʫʪʨʝʥʥʷʷ ʟʦʥʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʟʦʥʫ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. ɺʳʙʨʘʪʴ 
ʥʝʦʙʭʦʜʠʤʦʝ ʟʥʘʯʝʥʠʝ ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ; 

¶ ɺʥʫʪʨʝʥʥʠʡ IP-ʘʜʨʝʩ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ 
ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. ʅʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʫʩʪʨʦʡʩʪʚʦ, ʧʦʜʢʣʶʯʝʥʥʦʝ ʢ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʚ 
ʜʘʥʥʳʡ ʤʦʤʝʥʪ. ɼʣʷ ʵʪʦʛʦ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ IP-ʘʜʨʝʩ 
(ʧʨʠ ʵʪʦʤ ʧʦʣʝ ʟʘʧʦʣʥʠʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ) ʣʠʙʦ ʟʘʜʘʪʴ ʝʛʦ ʚʨʫʯʥʫʶ, ʚʳʙʨʘʚ ʚ 
ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ç-- ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ --è; 

¶ ɺʥʫʪʨʝʥʥʠʡ ʧʦʨʪ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʪʨʘʬʠʢ ʩ ʧʦʨʪʘ, ʟʘʜʘʚʘʝʤʦʛʦ ʚ ʧʦʣʝ ɺʥʝʰʥʠʡ ʧʦʨʪ; 

¶ ɺʢʣʶʯʠʪʴ NAT Loopback ð ʯʝʢʙʦʢʩ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʧʦʣʠʪʠʢʦʡ ʧʨʠʤʝʥʝʥʠʷ 
ʪʝʭʥʦʣʦʛʠʝʡ NAT Loopback ʜʣʷ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʪʨʘʬʠʢʘ; 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ 
iptables ʜʣʷ ʧʨʘʚʠʣʘ. 
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ʈʠʩʫʥʦʢ 150. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʚ. 

6.5.3 ʇʨʘʚʠʣʘ ʜʣ ̫ʪʨʘʬʠʢʘ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ (ʩʤ. ʈʠʩʫʥʦʢ 151), ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ 
ʧʦʣʠʪʠʢʫ ʧʨʦʭʦʞʜʝʥʠʷ ʧʘʢʝʪʦʚ ʤʝʞʜʫ ʨʘʟʥʳʤʠ ʟʦʥʘʤʠ, ʥʘʧʨʠʤʝʨ, ʟʘʧʨʝʪ ʪʨʘʬʠʢʘ ʤʝʞʜʫ 
ʥʝʢʦʪʦʨʳʤʠ ʭʦʩʪʘʤʠ ʠʣʠ ʦʪʢʨʳʪʠʝ WAN-ʧʦʨʪʦʚ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ. 

ʇʫʥʢʪ ʇʨʘʚʠʣʘ ʜʣ ̫ ʪʨʘʬʠʢʘ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʩʦʟʜʘʥʥʳʭ ʧʨʘʚʠʣ. ɼʘʥʥʘʷ ʪʘʙʣʠʮʘ ʧʦʟʚʦʣʷʝʪ 
ʚʠʟʫʘʣʴʥʦ ʥʘʙʣʶʜʘʪʴ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ, ʘ ʪʘʢʞʝ ʩʦʨʪʠʨʦʚʘʪʴ ʠ ʚʢʣʶʯʘʪʴ/ʦʪʢʣʶʯʘʪʴ ʠʭ. ɼʣ ̫ʢʘʞʜʦʛʦ 
ʧʨʘʚʠʣʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʦʪʜʝʣʴʥʳʝ ʢʥʦʧʢʠ ʀʟʤʝʥʠʪʴ/ʋʜʘʣʠʪʴ. 

ʇʫʥʢʪ ʆʪʢʨʳʪʴ ʧʦʨʪʳ ʥʘ ʄʕ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʥʘ ʄʕ. ɼʣ ̫
ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʠʤ ̫ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʜʣʷ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ, ʫʢʘʟʘʪʴ ʧʨʦʪʦʢʦʣ ʠ 
ʚʥʝʰʥʠʡ ʧʦʨʪ, ʜʘʣʝʝ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʇʫʥʢʪ ʅʦʚʦʝ ʧʨʘʚʠʣʦ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʥʦʚʳʝ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ 
ʪʨʘʬʠʢʘ, ʘ ʪʘʢʞʝ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ 
ʫʢʘʟʳʚʘʝʪʩʷ ʝʛʦ ʠʤʷ, ʟʦʥʳ ʠʩʪʦʯʥʠʢʘ ʠ ʥʘʟʥʘʯʝʥʠʷ. ʂʥʦʧʢʘ ɼʦʙʘʚʠʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴé 
ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʥʦʚʦʝ ʧʨʘʚʠʣʦ ʠ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʝʛʦ. 

ʇʫʥʢʪ ʇʨʘʚʠʣʘ ʜʣʷ SNAT ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ʩʦʟʜʘʥʥʳʭ NAT-ʠʩʪʦʯʥʠʢʦʚ. ʊʘʙʣʠʮʘ ʧʦʟʚʦʣʷʝʪ 
ʚʠʟʫʘʣʴʥʦ ʥʘʙʣʶʜʘʪʴ ʩʧʠʩʦʢ ʠʩʪʦʯʥʠʢʦʚ, ʘ ʪʘʢʞʝ ʩʦʨʪʠʨʦʚʘʪʴ ʠ ʚʢʣʶʯʘʪʴ/ʦʪʢʣʶʯʘʪʴ ʠʭ. ɼʣʷ 
ʢʘʞʜʦʛʦ ʧʨʘʚʠʣʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʦʪʜʝʣʴʥʳʝ ʢʥʦʧʢʠ ʀʟʤʝʥʠʪʴ/ʋʜʘʣʠʪʴ. 

ʇʫʥʢʪ ʅʦʚʦʝ ʧʨʘʚʠʣʦ ʜʣʷ SNAT ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʥʦʚʳʡ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ SNAT. SNAT ð ʦʩʦʙʘʷ 
ʬʦʨʤʘ ʤʘʩʢʘʨʘʜʠʥʛʘ (masquerading), ʧʦʟʚʦʣʷʶʱʘʷ ʦʩʫʱʝʩʪʚʣʷʪʴ ʜʝʪʘʣʴʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ IP-
ʘʜʨʝʩʦʤ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ, ʥʘʧʨʠʤʝʨ, ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ WAN-ʘʜʨʝʩʦʚ 
ʚʦ ʚʥʫʪʨʝʥʥʶʶ ʧʦʜʩʝʪʴ. 
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ʈʠʩʫʥʦʢ 151. ʇʨʘʚʠʣʘ ʜʣ ̫ʪʨʘʬʠʢʘ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ (ʩʤ. ʈʠʩʫʥʦʢ 152) ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ 
ʧʘʨʘʤʝʪʨʳ: 

¶ ʇʨʘʚʠʣʦ ʚʢʣʶʯʝʥʦ/ʧʨʘʚʠʣʦ ʚʳʢʣʶʯʝʥʦ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ 
ʚʢʣʶʯʝʥʠʝʤ/ʦʪʢʣʶʯʝʥʠʝʤ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ; 

¶ ʀʤʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʠʤʷ ʧʨʘʚʠʣʘ; 

¶ ʆʛʨʘʥʠʯʠʪʴ ʚʝʨʩʠʶ IP ð ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʢʘʢʘʷ ʚʝʨʩʠʷ ʧʨʦʪʦʢʦʣʘ IP ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ 
ʧʨʘʚʠʣʘ; 

¶ ʇʨʦʪʦʢʦʣ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ ʧʨʦʪʦʢʦʣ, ʢʦʪʦʨʳʡ 
ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ; 

¶ ɿʦʥʘ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʟʦʥʫ ʠʩʪʦʯʥʠʢʘ ʠʟ ʩʧʠʩʢʘ; 

¶ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ, ʜʣʷ 
ʢʦʪʦʨʦʛʦ ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʘʚʠʣʦ; 

¶ ɸʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ 
ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʘʚʠʣʦ ʠʣʠ ʫʢʘʟʘʪʴ ʯʪʦ ʧʨʘʚʠʣʦ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʣʶʙʦʛʦ ʘʜʨʝʩʘ; 

¶ ʇʦʨʪ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʪʨʘʬʠʢ ʩ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ 
ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʥʘ IP-ʘʜʨʝʩ, ʦʧʨʝʜʝʣʷʝʤʳʡ ʚ ʧʦʣʝ ɸʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ; 

¶ ɿʦʥʘ ʥʘʟʥʘʯʝʥʠʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʟʦʥʫ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʠʟ ʩʧʠʩʢʘ; 

¶ ɸʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ 
ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. ʅʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʫʩʪʨʦʡʩʪʚʦ, ʧʦʜʢʣʶʯʝʥʥʦʝ ʢ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʚ 
ʜʘʥʥʳʡ ʤʦʤʝʥʪ. ɼʣʷ ʵʪʦʛʦ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ IP-ʘʜʨʝʩ 
(ʧʨʠ ʵʪʦʤ ʧʦʣʝ ʟʘʧʦʣʥʠʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ) ʣʠʙʦ ʟʘʜʘʪʴ ʝʛʦ ʚʨʫʯʥʫʶ, ʚʳʙʨʘʚ ʚ 
ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ç-- ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ --è; 

¶ ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʪʨʘʬʠʢ ʩ ʧʦʨʪʘ, ʟʘʜʘʚʘʝʤʦʛʦ ʚ ʧʦʣʝ ʇʦʨʪ ʠʩʪʦʯʥʠʢʘ; 

¶ ɼʝʡʩʪʚʠʝ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʜʝʡʩʪʚʠʝ ʜʣʷ ʪʨʘʬʠʢʘ; 
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¶ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʨʛʫʤʝʥʪʳ 
iptables ʜʣʷ ʧʨʘʚʠʣʘ; 

¶ ɼʥʠ ʥʝʜʝʣʠ, ɼʥʠ ʤʝʩʷʮʘ, ɺʨʝʤʷ ʥʘʯʘʣʘ, ɺʨʝʤʷ ʦʩʪʘʥʦʚʢʠ, ɼʘʪʘ ʥʘʯʘʣʘ, ɼʘʪʘ ʦʩʪʘʥʦʚʢʠ 
ð ʧʘʨʘʤʝʪʨʳ ʧʦʟʚʦʣʷʶʪ ʫʧʨʘʚʣʷʪʴ ʨʘʩʧʠʩʘʥʠʝʤ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ; 

¶ ɺʨʝʤʷ UTC ð ʯʝʢʙʦʢʩ ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʨʝʤʷ UTC, ʝʩʣʠ ʧʘʨʘʤʝʪʨ ʘʢʪʠʚʠʨʦʚʘʥ 
ʠʣʠ ʣʦʢʘʣʴʥʦʝ, ʝʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʘʢʪʠʚʝʥ. 

 

ʈʠʩʫʥʦʢ 152. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ 

6.5.4 ʇʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ (ʩʤ. ʈʠʩʫʥʦʢ 153), ʢʦʪʦʨʳʝ 
ʦʧʨʝʜʝʣʷʶʪ ʧʦʣʠʪʠʢʫ ʣʦʛʠʨʦʚʘʥʠʷ ʧʨʦʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ ʤʝʞʜʫ ʨʘʟʥʳʤʠ ʟʦʥʘʤʠ, ʥʘʧʨʠʤʝʨ, ʪʨʘʬʠʢ 
ʩ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʭʦʩʪʘ, ʧʝʨʝʥʘʧʨʘʚʣʷʝʤʳʡ ʢ ʜʨʫʛʦʤʫ ʭʦʩʪʫ. 

ɺ ʧʫʥʢʪʝ ʇʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʦʟʜʘʥʥʳʝ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ. ɼʘʥʥʘʷ ʪʘʙʣʠʮʘ 
ʧʦʟʚʦʣʷʝʪ ʚʠʟʫʘʣʴʥʦ ʥʘʙʣʶʜʘʪʴ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ, ʘ ʪʘʢʞʝ ʩʦʨʪʠʨʦʚʘʪʴ ʠ ʚʢʣʶʯʘʪʴ/ʦʪʢʣʶʯʘʪʴ ʠʭ. 
ɼʣ ̫ʢʘʞʜʦʛʦ ʧʨʘʚʠʣʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʦʪʜʝʣʴʥʳʝ ʢʥʦʧʢʠ ʀʟʤʝʥʠʪʴ/ʋʜʘʣʠʪʴ. 

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʘʚʠʣʘ ʧʦʟʚʦʣʷʶʪ ʥʘʩʪʨʦʠʪʴ ʘʫʜʠʪ ʪʨʘʬʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʘʤ SNTP, SMTPS, 
STARTTLS, IMAP, IMAPS, POP3, POP3S, RFB/VNC, AMQPS, XMPP ʩ ʠʩʪʦʯʥʠʢʦʤ ʚ ʟʦʥʝ WAN, ʘ ʪʘʢʞʝ 
ʜʣʷ ʧʦʨʪʦʚ HTTP, HTTPS ʠ ʧʦʨʪʘ ʫʧʨʘʚʣʝʥʠʷ ʤʝʞʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ ʠʟ ʣʶʙʦʡ ʟʦʥʳ. 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ ʚ ʧʫʥʢʪʝ ʅʦʚʦʝ ʧʨʘʚʠʣʦ ʘʫʜʠʪʘ ʫʢʘʟʳʚʘʝʪʩʷ ʝʛʦ ʠʤʷ, ʟʦʥʳ 
ʠʩʪʦʯʥʠʢʘ ʠ ʥʘʟʥʘʯʝʥʠʷ, ʘ ʪʘʢʞʝ ʧʨʝʬʠʢʩ. ʂʥʦʧʢʘ ɼʦʙʘʚʠʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴé ʧʦʟʚʦʣʷʝʪ 
ʜʦʙʘʚʠʪʴ ʥʦʚʦʝ ʧʨʘʚʠʣʦ ʠ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʝʛʦ ʧʘʨʘʤʝʪʨʳ. 
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ʈʠʩʫʥʦʢ 153. ʇʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ 

ʉʪʨʘʥʠʮʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʨʘʚʠʣʘ ʜʣʷ ʪʨʘʬʠʢʘ (ʩʤ. ʈʠʩʫʥʦʢ 154) ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ 
ʧʘʨʘʤʝʪʨʳ: 

 

ʈʠʩʫʥʦʢ 154. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ 

¶ ʇʨʘʚʠʣʦ ʚʢʣʶʯʝʥʦ/ʧʨʘʚʠʣʦ ʚʳʢʣʶʯʝʥʦ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ 
ʚʢʣʶʯʝʥʠʝʤ/ʦʪʢʣʶʯʝʥʠʝʤ ʧʨʘʚʠʣʘ ʘʫʜʠʪʘ ʪʨʘʬʠʢʘ; 

¶ ʀʤʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʠʤʷ ʧʨʘʚʠʣʘ; 

¶ ʇʨʝʬʠʢʩ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʧʨʝʬʠʢʩ; 

¶ ʋʨʦʚʝʥʴ ʣʦʛʠʨʦʚʘʥʠʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʪ ʟʘʜʘʪʴ ʫʨʦʚʝʥʴ ʣʦʛʠʨʦʚʘʥʠʷ ʜʣʷ ʧʨʘʚʠʣʘ; 
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¶ ʆʛʨʘʥʠʯʠʪʴ ʚʝʨʩʠʶ IP ð ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʢʘʢʘʷ ʚʝʨʩʠʷ ʧʨʦʪʦʢʦʣʘ IP ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ 
ʧʨʘʚʠʣʘ; 

¶ ʇʨʦʪʦʢʦʣ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ ʧʨʦʪʦʢʦʣ, ʢʦʪʦʨʳʡ 
ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ; 

¶ ɿʦʥʘ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʟʦʥʫ ʠʩʪʦʯʥʠʢʘ ʠʟ ʩʧʠʩʢʘ; 

¶ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʜʣʷ 
ʢʦʪʦʨʦʛʦ ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʘʚʠʣʦ; 

¶ ɸʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʢʦʪʦʨʦʛʦ 
ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʘʚʠʣʦ ʠʣʠ ʫʢʘʟʘʪʴ, ʯʪʦ ʧʨʘʚʠʣʦ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʣʶʙʦʛʦ ʘʜʨʝʩʘ; 

¶ ʇʦʨʪ ʠʩʪʦʯʥʠʢʘ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʪʨʘʬʠʢ ʩ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ 
ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʥʘ IP-ʘʜʨʝʩ, ʦʧʨʝʜʝʣʷʝʤʳʡ ʚ ʧʦʣʝ ɸʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ; 

¶ ɿʦʥʘ ʥʘʟʥʘʯʝʥʠʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʟʦʥʫ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʠʟ ʩʧʠʩʢʘ; 

¶ ɸʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ 
ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ; 

¶ ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ð ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʧʝʨʝʘʜʨʝʩʦʚʳʚʘʪʴʩʷ ʪʨʘʬʠʢ ʩ ʧʦʨʪʘ, ʟʘʜʘʚʘʝʤʦʛʦ ʚ ʧʦʣʝ ʇʦʨʪ ʠʩʪʦʯʥʠʢ. 

6.5.5 ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʄʕ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʩʝʪʝʡ ʠ ʭʦʩʪʦʚ, ʷʚʣʷʶʱʠʭʩʷ 
ʠʩʪʦʯʥʠʢʘʤʠ ʫʛʨʦʟ ʟʘʱʠʱʘʝʤʳʤ ʨʝʩʫʨʩʘʤ, ʘ ʪʘʢʞʝ ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʝʪʝʡ ʠ ʭʦʩʪʦʚ, ʥʝ ʧʦʜʣʝʞʘʱʠʭ 
ʙʣʦʢʠʨʦʚʢʝ. WAF Dallas Lock ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʣʷʪʴ ʠ ʙʣʦʢʠʨʦʚʘʪʴ ʘʜʨʝʩʘ IPv4 ʠ IPv6. 

 

ʈʠʩʫʥʦʢ 155. ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʄʕ 
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ɺ ʪʘʙʣʠʮʘʭ (ʩʤ. ʈʠʩʫʥʦʢ 155) ʈʘʟʨʝʰʝʥʥʳʝ ʫʟʣʳ, ʈʘʟʨʝʰʝʥʥʳʝ ʩʝʪʠ, ʈʘʟʨʝʰʝʥʥʳʝ IPv6 ʫʟʣʳ, 
ʈʘʟʨʝʰʝʥʥʳʝ IPv6 ʩʝʪʠ, ɿʘʧʨʝʱʝʥʥʳʝ ʫʟʣʳ, ɿʘʧʨʝʱʝʥʥʳʝ ʩʝʪʠ, ɿʘʧʨʝʱʝʥʥʳʝ IPv6 ʫʟʣʳ, 
ɿʘʧʨʝʱʝʥʥʳʝ IPv6 ʩʝʪʠ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʜʦʙʘʚʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʩʦʝʜʠʥʝʥʠʷʭ. 
ɺ ʩʪʦʣʙʮʘʭ ʍʦʩʪ ʦʪʦʙʨʘʞʘʶʪʩʷ ʧʦʜʢʣʶʯʝʥʥʳʝ IP-ʘʜʨʝʩʘ. ɺ ʩʪʦʣʙʮʘʭ ʊʘʡʤʘʫʪ ð ʦʩʪʘʚʰʝʝʩʷ 
ʚʨʝʤʷ ʧʦʜʢʣʶʯʝʥʠʷ ʠʣʠ ʙʣʦʢʠʨʦʚʢʠ IP-ʘʜʨʝʩʦʚ ʚ ʩʠʩʪʝʤʝ WAF Dallas Lock. 

 

ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʥʘʩʪʨʦʝʢ (ʩʤ. ʈʠʩʫʥʦʢ 155) ʢʥʦʧʢʠ ʋʜʘʣʠʪʴ, ʇʦʩʪʦʷʥʥʘʷ ʘʨʝʥʜʘ, 
ʠʤʝʶʪ çʧʨʷʤʦʡè ʭʘʨʘʢʪʝʨ ʨʘʙʦʪʳ, ʪʦ ʝʩʪʴ ʧʨʠ ʥʘʞʘʪʠʠ, ʜʝʡʩʪʚʠʝ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ 
ʥʝʤʝʜʣʝʥʥʦ, ʚ ʦʪʣʠʯʠʝ ʦʪ çʪʨʘʥʟʘʢʮʠʦʥʥʦʛʦè ʭʘʨʘʢʪʝʨʘ ʨʘʙʦʪʳ ʜʨʫʛʠʭ ʥʘʩʪʨʦʝʢ ʚ 
ʩʠʩʪʝʤʝ. 

ɹʣʦʢ ʫʧʨʘʚʣʷʶʱʠʭ ʢʥʦʧʦʢ (ʩʤ. ʈʠʩʫʥʦʢ 156): 

¶ ʌʠʣʴʪʨ. ʉʦʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʷ ʚ ʪʘʙʣʠʮʘʭ ʠʩʭʦʜʷ ʠʟ ʚʚʝʜʝʥʥʳʭ ʜʘʥʥʳʭ ʚ ʧʦʣʝ ʌʠʣʴʪʨ; 

¶ ɼʦʙʘʚʠʪʴ. ʇʦ ʢʥʦʧʢʝ ʧʦʷʚʣʷʝʪʩʷ ʚʩʧʣʳʚʘʶʱʠʝ ʦʢʥʦ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ; 

¶ ʉʢʘʯʘʪʴ. ʉʦʭʨʘʥʷʝʪ ʚʩʝ ʥʘʩʪʨʦʡʢʠ ʚ ʬʘʡʣ ʚ ʬʦʨʤʘʪʝ rules. 
ɺ ʩʪʨʦʢʝ ʪʘʡʤʘʫʪ ʟʘʜʘʝʪʩʷ ʚʨʝʤʷ ʚ ʩʝʢʫʥʜʘʭ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠ 
ʜʦʙʘʚʣʝʥʠʠ ʚ ʩʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ/ʟʘʧʨʝʱʝʥʥʳʭ ʩʝʪʝʡ/ʭʦʩʪʦʚ (ʟʥʘʯʝʥʠʝ 0 ð ʧʦʩʪʦʷʥʥʘʷ ʘʨʝʥʜʘ 
(ʧʦʜʢʣʶʯʝʥʠʝ) (ʩʤ. ʈʠʩʫʥʦʢ 156). 

 

ʅʦʚʦʝ ʟʥʘʯʝʥʠʝ ʪʘʡʤʘʫʪʘ ʚʩʪʫʧʠʪ ʚ ʩʠʣʫ ʪʦʣʴʢʦ ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ WAF Dallas Lock. 

 

ʈʠʩʫʥʦʢ 156. ʋʧʨʘʚʣʷʶʱʠʝ ʢʥʦʧʢʠ 

ɼʣ ̫ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʚ ʪʘʙʣʠʮʳ ʪʨʝʙʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 
1. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ; 
2. ɺʦ ʚʩʧʣʳʚʘʶʱʝʤ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ IP (ʩʤ. ʈʠʩʫʥʦʢ 157) ʫʩʪʘʥʦʚʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ 

ʥʘ ʟʥʘʯʝʥʠʝ ʉʧʠʩʦʢ ʟʘʧʨʝʱʝʥʥʳʭ ʠʣʠ ʉʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ; 
3. ɺʚʝʩʪʠ ʚ ʧʦʣʝ IP IP-ʘʜʨʝʩ ʩʝʪʠ/ʭʦʩʪʘ ʠ ʚ ʧʦʣʝ ʊʘʡʤʘʫʪ ʚʨʝʤʷ ʧʦʜʢʣʶʯʝʥʠʷ; 
4. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ IP (ʢʥʦʧʢʘ ɿʘʢʨʳʪʴ ʦʪʤʝʥʷʝʪ 

ʜʝʡʩʪʚʠʝ, ʠʟʤʝʥʝʥʠʷ ʥʝ ʩʦʭʨʘʥʷʶʪʩʷ). 

 

ʈʠʩʫʥʦʢ 157. ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ IP 

ɺ ʉʧʠʩʢʘʭ ʜʦʩʪʫʧʘ ʄʕ ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʛʨʫʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʩʧʠʩʢʠ ʠ 
ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʥʠʤʠ (ʩʤ. ʈʠʩʫʥʦʢ 159). ɿʘʛʨʫʞʘʪʴ ʩʧʠʩʢʠ ʚʦʟʤʦʞʥʦ ʚ ʉʧʠʩʦʢ ʟʘʧʨʝʱʝʥʥʳʭ 
ʫʟʣʦʚ ʠ ʚ ʉʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ ʫʟʣʦʚ. 
ɼʣ ̫ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩʦ ʩʧʠʩʢʦʤ/ʩʧʠʩʢʘʤʠ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʯʝʢʙʦʢʩ ʥʘʧʨʦʪʠʚ ʩʧʠʩʢʘ/ʩʧʠʩʢʦʚ ʠ 
ʥʘʞʘʪʴ ʫʧʨʘʚʣʷʶʱʫʶ ʢʥʦʧʢʫ: 

¶ ɺʢʣʶʯʠʪʴ/ɺʳʢʣʶʯʠʪʴ. ʂʥʦʧʢʠ ʘʢʪʠʚʠʨʫʶʪ/ʜʝʘʢʪʠʚʠʨʫʶʪ ʨʘʙʦʪʫ ʩʧʠʩʢʘ/ʩʧʠʩʢʦʚ; 
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¶ ɿʘʛʨʫʟʠʪʴ. ʇʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʟʘʛʨʫʟʠʪʴ ʩʚʦʡ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʚ ʩʠʩʪʝʤʫ ʜʣʷ 
ʜʘʣʴʥʝʡʰʝʡ ʨʘʙʦʪʳ ʩ ʥʠʤʠ. ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ ʨʘʩʰʠʨʝʥʠʷ ʬʘʡʣʦʚ: csv, txt (ʩʤ. ʈʠʩʫʥʦʢ 158); 

 
ʈʠʩʫʥʦʢ 158. ʇʨʠʤʝʨ ʬʘʡʣʘ ʩ IP-ʘʜʨʝʩʘʤʠ 

¶ ʆʙʥʦʚʠʪʴ. ʂʥʦʧʢʘ ʦʪʚʝʯʘʝʪ ʟʘ ʦʙʥʦʚʣʝʥʠʝ ʩʧʠʩʢʦʚ ʚ ʩʠʩʪʝʤʝ, ʠʟʙʘʚʣʷʷ ʦʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 
ʚʨʫʯʥʫʶ ʫʜʘʣʷʪʴ ʫʞʝ ʠʤʝʶʱʠʡʩʷ ʩʧʠʩʦʢ ʠ ʟʘʛʨʫʞʘʪʴ ʝʛʦ ʥʦʚʫʶ ʚʝʨʩʠʶ; 

¶ ʆʙʥʦʚʣʝʥʠʝ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ʏʝʢʙʦʢʩ ʧʦʟʚʦʣʷʝʪ ʦʙʥʦʚʣʷʪʴ ʚʥʝʩʝʥʥʳʝ ʩʧʠʩʢʠ ʯʝʨʝʟ 
ʟʘʜʘʥʥʳʡ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ (ʧʦʜʨʦʙʥʝʝ ʚ ʨʘʟʜʝʣʝ 5.4.7 ɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ); 

¶ ʋʜʘʣʠʪʴ. ʂʥʦʧʢʘ ʫʜʘʣʷʝʪ ʚʳʙʨʘʥʥʳʡ ʩʧʠʩʦʢ/ʩʧʠʩʢʠ. 
WAF-IP-Blacklist.lst ð ʉʧʠʩʦʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ IP-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʡ ʦʙʥʦʚʣʷʝʪʩʷ ʥʘ ʩʘʡʪʝ 
ʢʦʤʧʘʥʠʠ-ʨʘʟʨʘʙʦʪʯʠʢʘ (ʉʧʠʩʦʢ ʧʦ ʫʤʦʣʯʘʥʠʶ). 
ʇʫʥʢʪʳ ʉʧʠʩʦʢ ʟʘʧʨʝʱʝʥʥʳʭ ʫʟʣʦʚ ʠ ʉʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ ʫʟʣʦʚ ʦʪʦʙʨʘʞʘʶʪ ʥʘʠʤʝʥʦʚʘʥʠʷ 
ʟʘʛʨʫʞʝʥʥʳʭ ʩʧʠʩʢʦʚ, ʩʦʩʪʦʷʥʠʝ ʨʘʙʦʪʳ ʩʧʠʩʢʦʚ ʠ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʧʦʣʠʪʠʢʦʡ ʨʝʛʠʩʪʨʘʮʠʠ 
ʩʦʙʳʪʠʡ ʧʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ IP-ʘʜʨʝʩʘʤʠ ʠʣʠ ʩʝʪʷʤʠ ʠʟ ʩʧʠʩʢʦʚ. 

 

ʈʠʩʫʥʦʢ 159. ɿʘʛʨʫʟʢʘ ʩʧʠʩʢʦʚ 

ɼʣ ̫ʩʦʭʨʘʥʝʥʠʷ ʠ ʧʨʠʤʝʥʝʥʠʷ ʚʥʝʩʝʥʥʳʭ ʠʟʤʝʥʝʥʠʡ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 
ʂʥʦʧʢʘ ʉʙʨʦʩʠʪʴ ʦʪʚʝʯʘʝʪ ʟʘ ʩʙʨʦʩ ʜʘʥʥʳʭ ʬʠʣʴʪʨʘ, ʚʳʩʪʘʚʣʝʥʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʊʘʡʤʘʫʪ, ʘʢʪʠʚʥʳʭ 
ʯʝʢʙʦʢʩʦʚ ʠ ʫʜʘʣʝʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦ ʪʦʛʦ, ʢʘʢ ʥʘʞʘʣʠ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

6.5.6 ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ 

ʅʘ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ (ʩʤ. ʈʠʩʫʥʦʢ 160). ʕʪʠ ʧʨʘʚʠʣʘ 
ʧʦʟʚʦʣʷʶʪ ʚʳʧʦʣʥʷʪʴ ʧʨʦʠʟʚʦʣʴʥʳʝ ʢʦʤʘʥʜʳ iptables, ʢʦʪʦʨʳʝ ʥʝ ʦʭʚʘʯʝʥʳ ʨʘʤʢʘʤʠ ʤʝʞʩʝʪʝʚʦʛʦ 
ʵʢʨʘʥʘ. ʂʦʤʘʥʜʳ ʚʳʧʦʣʥʷʶʪʩʷ ʧʦʩʣʝ ʢʘʞʜʦʡ ʧʝʨʝʟʘʛʨʫʟʢʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ, ʩʨʘʟʫ ʧʦʩʣʝ 
ʟʘʛʨʫʟʢʠ ʥʘʙʦʨʘ ʧʨʘʚʠʣ ʧʦ ʫʤʦʣʯʘʥʠʶ. 
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ʈʠʩʫʥʦʢ 160. ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ 

6.6 ʋʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ 

WAF Dallas Lock ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʤ ʨʘʙʦʯʠʤ 
ʤʝʩʪʘʤ ʚ ʣʦʢʘʣʴʥʦʡ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʩʝʪʠ (LAN) ʠʟ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ ʀʥʪʝʨʥʝʪ (WAN). 

6.6.1 ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ʅʘ ʚʢʣʘʜʢʝ ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʤʦʞʥʦ (ʩʤ. ʈʠʩʫʥʦʢ 161): 

¶ ʚʢʣʶʯʠʪʴ/ʦʪʢʣʶʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ WAF Dallas Lock ʜʣʷ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 
ʪʨʘʬʠʢʘ ʠʟ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʚ ʣʦʢʘʣʴʥʫʶ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʩʝʪʴ; 

¶ ʥʘʩʪʨʦʠʪʴ ʤʘʨʰʨʫʪʳ ʜʣʷ ʢʣʠʝʥʪʦʚ, ʤʦʞʥʦ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʠʣʠ IP-ʘʜʨʝʩ ʧʦʜʩʝʪʠ; 

 

ɺ ʤʘʨʰʨʫʪʘʭ ʜʣʷ ʢʣʠʝʥʪʦʚ ʫʢʘʟʳʚʘʶʪʩʷ ʧʦʜʩʝʪʠ ʠʣʠ IP-ʘʜʨʝʩʘ, ʢ ʢʦʪʦʨʳʤ ʜʦʣʞʥʳ 
ʠʤʝʪʴ ʜʦʩʪʫʧ ʫʜʘʣʝʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ. 

¶ ʜʦʙʘʚʠʪʴ ʬʘʡʣ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʬʘʡʣ ʩʧʠʩʢʘ ʦʪʟʳʚʦʚ ʩʝʨʪʠʬʠʢʘʪʘ. 

 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ WAF Dallas Lock (ʩʤ. 5.7.1 
ʉʝʨʚʝʨʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ). 

 

ʈʠʩʫʥʦʢ 161. ʆʩʥʦʚʥʳʝ ʥʘʩʪʨʦʡʢʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ 
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6.6.2 ʈʝʢʚʠʟʠʪʳ ʜʣʷ ʚʭʦʜʘ 

ʅʘ ʜʘʥʥʦʡ ʩʪʨʘʥʠʮʝ ʚʦʟʤʦʞʥʦ ʫʧʨʘʚʣʝʥʠʝ ʨʝʢʚʠʟʠʪʘʤʠ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ. ɼʣʷ ʫʜʘʣʝʥʠʷ 
ʨʝʢʚʠʟʠʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 162). ʇʨʠ ʘʢʪʠʚʘʮʠʠ 
ʯʝʢʙʦʢʩʘ ʆʪʢʣʶʯʠʪʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʩʪʫʧ ʢ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʙʫʜʝʪ ʟʘʧʨʝʱʝʥ. 

 

ʈʠʩʫʥʦʢ 162. ʈʝʢʚʠʟʠʪʳ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʩʪʠ ʠʤʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʣʶʯ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʜʦʙʘʚʠʪʴ ʦʧʠʩʘʥʠʝ (ʩʤ. ʈʠʩʫʥʦʢ 163).  

 

ʈʠʩʫʥʦʢ 163. ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ 

ɼʣʷ ʠʟʤʝʥʝʥʠʷ ʢʣʶʯʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʢʣʶʯ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʚʝʩʪʠ ʥʦʚʳʡ ʢʣʶʯ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʩʤ. ʈʠʩʫʥʦʢ 164).  

 

ʈʠʩʫʥʦʢ 164. ʀʟʤʝʥʝʥʠʝ ʢʣʶʯʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

6.6.3 ʉʦʟʜʘʥʠʝ ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ 

ʋʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʜʣʷ ʢʣʠʝʥʪʦʚ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʰʪʘʪʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ IKEv2: 

¶ Windows 10 (22H2 ʠ ʚʳʰʝ); 

¶ Windows 11 (ʣʶʙʘʷ); 

¶ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʳ ʥʘ ʙʘʟʝ Linux; 

¶ Android. 
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ʋʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʠʟ ʟʦʥʳ WAN ʚ ʟʦʥʫ LAN. 

ɼʣ ̫ʩʦʟʜʘʥʠʷ ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʥʘ ɸʈʄ, ʩ ʢʦʪʦʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʣʦʢʘʣʴʥʦʡ 
ʩʝʪʠ, ʟʘʱʠʱʝʥʥʦʡ WAF Dallas Lock, ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ CA Root WAF DL (ʩʤ. 5.7.2 
ʉʝʨʪʠʬʠʢʘʪʳ ʋʎ) ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʢʦʨʥʝʚʳʭ ʮʝʥʪʨʦʚ ʩʝʨʪʠʬʠʢʘʮʠʠ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ. 

ɼʘʣʝʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 
Windows 10. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʥʘ ʜʨʫʛʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʩʣʝʜʫʝʪ ʦʙʨʘʪʠʪʴʩʷ ʢ ʜʦʢʫʤʝʥʪʘʮʠʠ, 
ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʡ ʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ. 

ɺ Windows 10 ʥʝʦʙʭʦʜʠʤʦ: 

¶ ʩʢʦʧʠʨʦʚʘʪʴ ʟʘʛʨʫʞʝʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʥʘ ɸʈʄ; 

¶ ʦʪʢʨʳʪʴ ʩʝʨʪʠʬʠʢʘʪ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ (ʩʤ. ʈʠʩʫʥʦʢ 165); 

 

ʈʠʩʫʥʦʢ 165. ʋʩʪʘʥʦʚʢʘ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 

¶ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʄʘʩʪʝʨ ʠʤʧʦʨʪʘ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚʳʙʨʘʪʴ ʨʘʩʧʦʣʦʞʝʥʠʝ ʭʨʘʥʠʣʠʱʘ: 
ʃʦʢʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʘʣʝʝ (ʩʤ. ʈʠʩʫʥʦʢ 166); 

 

ʈʠʩʫʥʦʢ 166. ɺʳʙʦʨ ʭʨʘʥʠʣʠʱʘ ʜʣʷ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 
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¶ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʨʘʪʴ ʇʦʤʝʩʪʠʪʴ ʚʩʝ ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʩʣʝʜʫʶʱʝʝ ʭʨʘʥʠʣʠʱʝ ʠ 
ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʙʟʦʨ. ɺʳʙʨʘʪʴ ʨʘʩʧʦʣʦʞʝʥʠʝ ɼʦʚʝʨʝʥʥʳʝ ʢʦʨʥʝʚʳʝ ʮʝʥʪʨʳ 
ʩʝʨʪʠʬʠʢʘʮʠʠ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ (ʩʤ. ʈʠʩʫʥʦʢ 167); 

 

ʈʠʩʫʥʦʢ 167. ɺʳʙʦʨ ʭʨʘʥʠʣʠʱʘ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 

¶ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ (ʩʤ. ʈʠʩʫʥʦʢ 168); 

 

ʈʠʩʫʥʦʢ 168. ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ ʠʤʧʦʨʪʘ ʩʝʨʪʠʬʠʢʘʪʦʚ 

¶ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ (ʩʤ. ʈʠʩʫʥʦʢ 169). 








