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1. ObWWE CBEOEHUA W HASHAYEHUE

Pytoken 3UIM 2.0 Flash npegHa3HavyeH OnNs NOCTPOEHUA CUCTEMbI ABYX(PaKTOPHOW ayTeHTudukaumm
B MHOPMALMOHHbIX CUCTEMAX.

CneumanmsmpoBaHHble CbEMHble MallWHHbIE HocuTenu uHdopmauun PytokeH 3UM 2.0 Flash
OonpeaensTcs 4OrOBOPOM M MOCTaBMSTCSA B COOTBETCTBMU C pa3geniom 4 «KomnnekTHocTe» Popmynspa
RU.48957919.26.20.40.142.002 30.

B cocTtaB nocTtaBku BXOOUT:

npuknagHoe nporpammHoe obecneveHue ([10) — ytunuta rtAdmin, npegHasHavyeHHasa Ang
aBToMaTusauumn npoueayp dopMaTUpoBaHUs UM agMUHUCTPUPOBAHMS YCTPOWCTB PyTOKeH:
CMeHbl MeTKM naeHTudgukatopa, PIN-kogoB n nx napameTpos, ynpasneHusa pasgenamm Flash-
namsaTu;

cneumanm3mpoBaHHbIN CbeMHbIV MaLUUHHbBIA HocuTenb nHopmaumm PytokeH JUM 2.0 Flash
C NpeaycTaHOBNEHHbLIM NporpamMMHbIM obecneyeHnem, a UMEHHO C  dhannom
USB_Firmware_ ARM_43 ECP_CERT_uv3.hex, npegHasHa4yeHHbIM A5 BbINONTHEHUSA (PYHKLMIA
no s3awute MHOPMaLMW, @ UMEHHO XPaHEHWEM KM4YeBOW WMHGOPMaUMM U yrnpaBleHMEM
AOCTYMOM K HeRn.

USB-kntoun PytokeH QUM 2.0 Flash no3eonstoT HanpsiMyo NOACOEANHATb UX K paboyen cTaHuumn Yepes
uHtepdenc USB, ans nogkntoyeHuns TpebyeTca MUHUMYM oguH cBo6oaHbin nopT USB.



2. AODMUWHUCTPUPOBAHUE

YTunuta rtAdmin npegHasHayeHa ans aBTOMaTmM3auuun npoueayp dopmaTmpoBaHus
1 agMUHUCTPUPOBAHUSA YCTPONCTB PyTOKEH: CMeHbl MeTku naeHTudmkartopa, PIN-koaoB 1 ux napameTpos,
ynpaBnenuns pasgenamun Flash-namsatu. Ons paboTtbl B onepaumoHHbIX cucteMax Linux mcnonb3yeTcs
KOHconbHasa yTtunuta rtAdmin, Takke OHa MOXET WUCNONb30BaTbCs U B OMNEpaLMOHHbIX CUCTeMax
cemencTtea Windows.
Mpu paboTe ¢ yTMNMTON pekoMeHayeTCcsa He NOAKMYaTe 6onee ogHOro yCTPonCcTBa.
YTunura 3anyckaeTcs M3 KOMaHOHOW CTPOKM UM UMeeT creaylolme napameTpbl, npeactaBneHHble
B Tabnuue 1.

Ta6nuua 1. MapameTpbl rtAdmin

3HauyeHue no yMon4yaHuro

OnucaHue KoMaHAbI MapameTp KOMaHAHOW CTPOKU
N1 npumevaHue
dopmaTtmpoBaHme r .
naeHTudurkaTopa
87654321
p 3Ha4eHue no yMonyaHuio

Tekywmn PIN-ko,

Yl A -0 [PIN-koa (=< 32)] MCMNONb3YeTCsi TOMLKO Npu

agMuUHUCTpaTopa
dopmaTupoBaHum 6e3

yKasaHusi napameTpa -0

12345678
y 3HaueHne No yMOYaHuio
Tekywmin PIN-kog <
HOMb30BATENS] -C [PIN-kog (= 32)] MCNOMNb3yeTCs TOMLKO MNPy

dopmaTupoBaHum 6e3
yKasaHus napameTpa -C

87654321

3HayeHe No yMonyaHmio
-a [PIN-kop (< 32)] MCNOnNb3yeTCcA TOMLKO MNPy

chopmaTvpoBaHn Ge3

yKa3aHusi napameTpa -a

YcTtaHaBnuBaemsbii PIN-kog,
agMuHUCTpaTopa

12345678
- 3HaueHne No yMonyaHmio
YctaHaBnmBaembii PIN-kog
- - <
HONb30BATENS u [PIN-koz (= 32)] MCNonb3yeTca TOMbKO Mpy

dopmaTmpoBaHum 6e3
yKasaHusi napameTpa -u

"eHepauus PIN-koga
agMmuHucTpaTopa
(ncnonbayeTcs npu
dopmaTmpoBaHunm)

-G [gnuHa PIN-koaa (8-32)] —

NeHepauus PIN-koga
nonb3oBaTtens (ncnonb3yetca  -g [anmHa PIN-koaa (8-32)] —
npu chopmaTUpoBaHnm)

3arpyska 3HaveHun nap PIN-

koAoB 13 daiina -b [ums cpaitnal o

-p [kTO MOXeT MmeHATb PIN-koa:
MNonuTtnka cmenbl PIN-koga 1 — agMuHucTpartop, 2
nonb3oBaTens 2 — Nonb30oBaTenb,

3 — nonb3oBaTenb U aAMUHUCTPATOP]

MuHumanbHas gnuHa PIN-

- - - 6
koZa agMMHUCTpaTopa M {anura PIN-kopa (6-31)]

MuHumanbHas gnuHa PIN-

: - . 6
koaa nonb3oBaTenst m [anmHa PIN-koaa (6-31)]



OnucaHue KomMmaHAabI

MakcumarnbHoe Konm4ecTBo
nonbiTok BBoga PIN-koaa
agMuHUCTpaTopa

MakcnmanbHoe KonM4ecTBoO
nonbiTok BBoAa PIN-koaa
nonb3oBaTens

MeTka ngeHtudukaTopa B
kogmposke Windows-1251

MeTka ngeHtudgukaTopa B
kogmposke UTF-8

KonBepTauusa B UTF-8 (dnar
Ansi napaMeTpoB, CBA3aHHbIX
¢ PIN-kogamm)

OrpaHuyeHue konnyecTsa
BbINOMHAEMbIX UTepaumn oo
ofHowm

WNcnonbsyemas 6ubnmoTteka
PKCS#11

MyTb K KOHUrypaLMoHHOMY
daviny

MpoTokonupoeaHue

MapameTp KOMaHAHOW CTPOKU

-R [uncno noneitok (3-10)]

-r [umcno nonbiTok (1-10)]

-L [MeTka ngeHTupmkatopal

-D [meTKka ngeHTudmkaTopa]

-U

-q

-z [nyTb kK Bubnunoteke]

-n [nyTb K channy]

-I [nyTb K channy nora]

MapameTpbl ana ynpasnenus flash-namartbro

Pas3buenue Flash-namstu Ha
pasgensbl (hopmaTupoBaHue)

dopmaTtmpoBaHue yaanut
BCto nHcopmauuto n3 Flash-
namatn. Coenante Konuto
BaXXHOW MHdOopMaLun —
nocrie hopmaTMpoBaHus ee
OyaeT HEBO3MOXHO
BOCCTaHOBUTb

M3meHeHune npas goctyna

Mony4eHne nHdopmaunm o
pasmepe Flash-namaTtu u
aTpubyTax pasgenos

-F

[woeHnTnbmkaTop pasgena (1-8)]

[pasvep B MG]

[Bnageney: a — agMuHucTpartop, u

— nonb3oBaTernb, 13-19 —
noKanbHbI NoNb3oBaTerb]

[npasa poctyna: ro, rw, hi, cd]

-C

[moeHTudpmkatop pasgena (1-8)]
[HoBbIEe NpaBa goctyna: ro, rw, hi, cd]

[oonroBpemeHHOCTb: p —
NOCTOSIHHOE U3MEHEHNE, t —
BpeMeHHoe]

[a — aTpubyThl BCcex pa3genos]

[1-8 — aTpnbyTbI KOHKPETHOTO
pasgenal
[sz — o6bem namsATy]

[woeHTnbmkaTop pasgena (1-8)]

[pa3vep B M0O]

[Bnageneu: a — agMuHUcTpaTop, u

— nonb3oBarens, 13-19 —
nokarbHbIf norib3oBaTens]
[npaBa gocTtyna: ro, rw, hi, cd]

3HayeHue Mo ymMosnyaHuio
Unu npumMeyaHue

10

10

Mo ymonuaHuio PIN-koabl He
koHBepTupytotca B UTF-8

rtPKCS11.dll

MyTb: kaTanor, B KOTOPOM
NEeXUT yTnnuTa
Nmsa danna: rtadmin.exe.log

1
Becb obbem (1DDC cewnvac)

a
rw

He onpegeneHo
He onpeaeneHo
t



. 3Ha4yeHue Mo yMosiyaHuo
OnuncaHue KOMaHAbI MapameTp KOMaHAHOW CTPOKU
N1 npumevaHue

I'Iapameprl And ynpaerieHUsA NoKanbHbIMU NONb30oBaTenAMm

-B
YcraHaBnueaemsbii PIN-koa [woeHTnbMKaTOp NOKanbLHOro
nokansHOro nons3oBarens nons3osartens (13-19)] -
[PIN-koa]
0 Ecnn PIN-koa ons gaHHoro
. nonb3oBaTensi He
Tekywmn PIN-kog [woeHTMdmKaTOp NOKanbHOro -
onpeaeneH, Tekywmn PIN-
nonb3oBaTens nonb3oeartens (13-19)]
KOf yKa3blBaTb HE
[PIN-koa]

TpebyeTcs

Mpn HeobxoguMMoOCTM nNapamMeTpbl KOMaHOHOM CTPOKM MOryT ObITb nepedaHbl C  MOMOLLbHO
KOHGMrypaLmoHHoro canna.

B cnyuyae otcytctBuMa 3agaHHbiX PIN-kogoB npu  cdopmatmpoBaHum yctaHasnusatoTcs  PIN-kogbl
Nno yMOMYaHuio.

YTunuta aBNAeTCA UUKIUYECKOM W MNOCMe BbINOMHEHUS 3afdaHHbIX OEWCTBMMA Ha MNOAKMIOYEHHOM
naeHTnrkaTope oxXmaaeT NOAKNHOYEHMS CneayoLLero.

anIMepbl ncnonb3oBaHuUA yTUINTLIL:

e 3anyctutb yTunuty rtAdmin ¢ napameTpamu:
>rtAdmin -0 87654321 -a pin-admin
roe pin-admin HoBbI PIN-kog agmMuHucTpaTtopa.
e 3anyctutb yTunuty rtAdmin n BbINONMHUTL hopMaTUpPOBaHNE YCTPOWCTBa, ycTaHoBMB PIN-kog
nonb3oBaTensa KOMaHO4oM:
>rtAdmin -f -u pin-user
roe pin-user HoBbI PIN-kof nonb3oBaTens.



