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AHHOTALUUA

[aHHbIn gokymMeHT BbinonHeH B cootBeTcTBUM ¢ TOCT 19.502-78 n pacnpocTpaHsaeTca Ha
nsgenue «Cucrema 3awmtbl MHOpMaLUMM OT HecaHKumoHupoBaHHoro goctyna «Dallas Lock 8.0-C»
RU.48957919.26.20.40.142.002 (B3ameH RU.48957919.501410-02) (qanee no TekcTy — m3genue).

B HacToswem p[JokymeHTe cogepxatca obuwume cBedeHus O HasHayeHuu u3genus wu
nporpammHoro obecneveHuns mnsgenusa (ganee no tekcty — O wmsgenua wnn C3U HCQH), ycnosusix
NPUMEHEHNS, ONMCcCaHne 3agayn, nepeyvyeHb BXOOHbIX U BbIXOAHBLIX AaHHbIX.



1 HA3HAYEHUE

Wspenve npegHasHayeHO [Ansi NpeAoTBpalleHus NoMyvyeHus 3aluuaemon  MHdopmauum
3anHTEepecoBaHHbIMU NULaMK C HapyLleHMeM YCTaHOBMNEHHbIX NpaBun pasrpaHmdenusa goctyna (MPA) k
3awmaeMon nHpopmaLmMmn 1 OCyLLLECTBIEHNS KOHTPOMS 3a NoTokamMu MHopmaummn, nocTynawLwmyMm B
aBTOoMaTtusmpoBaHHyto cuctemy (AC) 1 BbIxoaaLmMmu 3a ee npegernsl, obecneveHns sawmTbl MHGopMaLmm
B AC nocpeactBom ee dunbTpaumn. MoxeT wucnonb3oBaTbCid B MHoOrononb3oBaTenbckux AC,
WMHMOPMALMOHHbIX CUCTEMAxX NEpPCOHanbHbIX AaHHbIX, FOCYAAPCTBEHHbIX MHAOPMALMOHHBIX CUCTEMAX,
aBTOMAaTU3MPOBAHHbBIX CUCTEMax ynpaBreHns NPOM3BOACTBEHHBIMU U TEXHOMOMMYECKUMM npoLeccamu
npu 3alimTe 3HaYMMbIX OOBEKTOB KpUTUYECKOW MHEDOPMAaLMOHHON MHAPACTPYKTYPbI.

N3pgenue npegHasHayeHo ANS MCMOMb30BaHWA Ha TexHuuyecknx cpeactBax (TC), Takmx kak
nepcoHanbHble komnbtoTepbl (MK), nopTaTnBHbIE KOMMLIOTEPBLI (HOYTOYKK, NNaHLweTbl), cepBepa n TC ¢
noaaepXXkom BupTyanbHbIX cped M TexHonormm Windows To Go. MoxeT ¢yHKUMOHMpPOBATL Kak Ha
aBTOHOMHbIX [1K, Tak 1 Ha koMnbloTEpPaXxX B COCTaBe JlokanbHom BbivncnutensHon cetu (JIBC), B Tom uncne
noA ynpaBrneHUeM KOHTpornepa AOMeHa.



2 ycnosusda nPUMEHEHUA

1. C3W HCO wmoxeT O6bITb MCNOMb30BaHO Ha TexHudeckmux cpeacTteax (TC), paboTtarowwmx nopg
yrnpaBsneHnem onepaumoHHbIX cucteM cemencraa Windows:

Windows 7 (SP1)1 (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter) (cm. Popmynap RU.48957919.26.20.40.142.002 30 n. 3.3.4);

Windows Server 2008 R2 (SP1)1 (Foundation, Standard, Web, Enterprise, Datacenter)
(cm. Popmynsap RU.48957919.26.20.40.142.002 30 n. 3.3.4);

Windows 8 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter,
Storage Server, Hyper-V Server);

Windows Server 2019 (Standard, Datacenter, Essentials);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2022 (Standard, Datacenter);

Windows Server 2025.

Moaynb «EgunHbin ueHTtp ynpasneHus Dallas Lock» (ganee no tekcty — «ELLY Dallas Locky,
«ELY»), BXOASLWMN B COCTaB n3genus, MoxeT ObITb ucnonb3oBaH Ha TC, paboTtatoLmx nog ynpasneHmem
OC cewmelrictBa Windows (x64):

n

Windows 8.1 (Core, Pro, Enterprise);

Windows 10 (Enterprise, Education, Pro, Home);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter,
Storage Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows Server 2022 (Standard, Datacenter, Datacenter: Azure Edition);

cemenctea GNU Linux (x64):

Debian 10.x;

Debian 11.x;

Debian 12.x;

Red Hat Enterprise Linux Server 7.x;

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 24.04 LTS;

Astra Linux Common Edition (Open) 2.12;

Astra Linux Special Edition (CmoneHck) 1.6, 1.7, 1.8;
AnbT Pabovasa CtaHumsa 9.x;

AnbTt Paboyasa CtaHuma 10.0, 10.1, 10.2, 10.4;
AnbT Pabovaa CtaHuma K 10.0, 10.1, 10.3, 10.4;
AnbT CepBep 9;

AnbT Cepsep 10.0, 10.1, 10.2, 10.4;

AnbT 8 CI1 penus 10 (Paboyas ctaHums, Cepsep);
PEL OC 7.3 Mypowm;

PEO OC 8§;

ROSA FRESH DESKTOP 12.

1 C ycranosnennsiMu o6HoBneHuamu KB3033929 u KB3080149 (wim makeTamMu OOHOBJIEHHIA, B COCTaB
KOTOPBIX OHU BXOJIAT).



2. C3U HC[O nogpepxuBaeT kak 32 ouTHble Bepcumn OC, apxutekTypbl Intel x86, Tak u 64-OuTHble,
apxutekTypbl AMD64 (apxutektypa IA64 (ltanium) He nogaepxuBaeTcs).

3. Onsa pasmelweHus dparinos C3U HCO tpebyeTtca He meHee 1 ['b npocTpaHCTBa Ha CUCTEMHOM pasfene
JKeCTKOro gucka.

4. MuHumanbHasg koHdurypaums TC onpenensietca TpebosaHuamu k cootsetcTaytoLent OC.
5. C3U HC[J moxeT oyHKLUMOHMpOBaTb kak Ha aBTOHOMHbIX TC, Tak u Ha TC B cocTaBe JIBC.
6. C3U HCL moxeT 6bITb MCMONb30BaHa kak B CETSIX C LOMEHHOW OpraHM3aumei, Tak U B O4HOPaHroBbIX

ceTqax.

7. Onsa ncnonb3oBaHWs annapaTtHbIX MAEHTU(MKATOPOB HEOOX0AMMO Hannyne B annapaTtHon Yactn TC
USB-nopta unu COM-nopta. C3U HCL} cootBeTCcTBYET TpeOOBaHUSAM PYKOBOASALLMX U METOANYECKNX
OOKYyMeHTOB (TpeboBaHusa 6e3onacHocTy nHgopmaummn PCTIK Poccum):

«CpeactBa  BbIUUCIIMTENBHOW TEXHWKW. 3aluta  OT HECAHKUMOHMPOBAHHOrO JocTyna K
uHdopmaumm. [okasaTenu 3alULLIEHHOCTM OT  HECAHKUMOHUPOBAHHOIMO JOocTynma K
nHpopmauum» (loctexkommucenst Poccun, 1992) — no 3 knaccy 3awmweHHOCTH.

«TpeboBaHnss no 6e3onacHOCTM WHOpMauun, yCTaHaBnMBaKLME YPOBHW [A0BEPUSA K
cpencTtBaM TEXHWYECKOW 3awuTbl MHopmaumm u cpegctBam obecneyeHns 6e3onacHocTu
VMHGOPMALIMOHHBIX TEXHOMOMMA» (OOKYMEHT yTBepxaeH npukasom PCTIK Poccun Ne 76 ot 2
utoHsa 2020 r.) — no 2 ypoBHIO JOBEPUS.

«TpeboBaHMA K CpeAcTBaM KOHTPOMNSA CbEMHbIX MAaLUMHHBIX HOCUTenen wuHdgopmauun»
(nokymeHT yTBepxaeH npukasom PCTIK Poccmm Ne 87 ot 28 uons 2014 r.) — no 2 n 4 knaccy
3awwmThl.

«[podumnb 3awWwnTbl CPeAcTB KOHTPOMSA MOAKMIOYEHUS CbeMHbIX MAaLUVMHHBIX HocuTenew
nHdopmaumm BToporo knacca sawntbl» UT.CKH.M2.M3.

«[podmnb 3aWwmTbl CPEACTB KOHTPOMSA OTYyKAeHMsA (nepeHoca) MHOopMaunn CO CbeMHbIX
MaLLMHHBIX HocUTEenen nHdopmaumm YeTesepToro knacca 3awmtbly UT.CKH.H4.MM3.

«TpeboBaHusi K cuUCTEMaM OOHaPYXKEHUSI BTOPXEHWN» (OOKYMEHT YTBEpXAEH NprKa3oMm
SCTOK Poccnm Ne 638 ot 6 gekabps 2011 r.) — no 4 knaccy 3aluThl.

«Mpodunb 3awWmTbl CUCTEM OOGHApYXEHUSI BTOPXEHWUA YPOBHS y3na 4YeTBepToro Knacca
3awmTbi» UT.COB.Y4.M3.

«TpeboBaHuMs Kk MeXceTeBbIM aKpaHam» (OOKYMeHT yTBepxaeH npukazom ®CTIK Poccun Ne 9
oT 9 dheBpansa 2016 r.) — no 4 knaccy 3almThbI.

8. «[podhmnb 3awmuThl MEXCETEBbBIX 3KPaAHOB TMNa «B» yeTBepToro knacca sawutei» NT.M3.B4.M3.Mpu
ycnoBum cobGnogeHns OorpaHudeHun, ykasaHHblx B pasgene 3 dopmynspa Ha AdaHHoe usgenuve
(RU.48957919.501410-01 30), C3U HCO MmoxeT ObITb MCMONb30BaHa:

npu CO3A4aHWM 3alMLLEHHbIX aBTOMAaTM3MPOBAaHHbLIX CUCTEM A0 Kracca 3awueHHocTn 2A
BKMOUMTENBHO2 («TpeboBaHMsi MO TEXHUYECKOM 3awmte WHGPOPMAaLMK, Ccoaepxallen
cBefeHusl, COCTaBMsoLLMeE rocyaapCTBEHHYI0 TarHy» (yTBepxaeHbl MNpukasom CTIOK Poccuu
oT 20 oktabps 2016 r. Ne 025)) (1B BkniouutensHo3 (PykoBogdAwmMn OOKYMEHT
«ABTOMaTM3NPOBaHHbIE CUCTEMbI. 3aLuUTa OT HECAHKLIMOHMPOBAHHOIO AOCTYNa K MHcbopmaLum
Knaccudmkaumsa aBToMaTM3MpoBaHHbIX cucTeM U TpeboBaHMsA No 3awute WHGOopMauumy»
(Foctexkomuceusa Poccuu, 1992)));

B MH(OPMAUUNOHHBIX CUCTEMAX MEepCoHanbHbIX OaHHbIX A0 1 YpPOBHSA 3aLUULLEHHOCTM
BkrtoumTensHo (Mpukaz ®CTIK Poccumn ot 18 despansa 2013 r. Ne 21 «O6 yTBepxaeHun
CoctaBa U coAepXaHuWsi OpraHuM3auMOHHBIX W TEXHUYECKMX Mep Mo obecrneyeHuo
©e3onacHOCTN nepcoHarnbHbIX OaHHbIX NpU ux 0bpaboTke B MHMOPMALMOHHBLIX CUCTEMAX
nepcoHarnbHbIX AaHHbIX»);

B rocy4apCTBEHHbIX VIH(bOpMaLI,I/IOHHbIX cuctemax go 1 knacca 3almLEHHOCTU BKITIOUYNTENBHO

2 Be3 WCIONB30BaHUA B COCTaBe HM3enMs Monynedl «MesxkceTeBoil skpan», «CHcTeMa OOHApYKEHHS
BTOpKeHUI» 1 «CpencTBO KOHTPOJSI OTUYKJeHUsS (TepeHoca) HHPOPMAIUU CO CheMHBIX MAIIMHHBIX HOCHUTENEH
HHPOPMALIIN.

3 Be3 WCIONB30BaHUA B COCTaBe M3felHs Monynedl «MesxkceTeBoil skpan», «CHcTeMa OOHApYKEHHS
BTOp)KeHUI» U «CpencTBO KOHTPOIS OTUYXACHUs (TepeHoca) HHPOPMAIMK CO ChEMHBIX MAITUHHBIX HOCHTEICH
HHPOpPMAIUU» (MOTYT OBITH UCIIONB30BAHEI MPH CO3AHUH 3aIIUIICHHBIX aBTOMATH3MPOBAHHBIX CHCTEM 0 Kiacca
3alMIIeHHOCTH 117 BKIFOYUTENBHO).



(Mpukasz ®CTIK Poccum ot 11 despana 2013 r. Ne 17 «O6 yTBepxaeHun TpeboBaHWiA O
3awmute MHMOpMauUnMM, He COCTaBMALWEA FOCYAAPCTBEHHYO TalHy, coaep)kallencs B
rocyaapCTBEHHbIX MHPOPMAaLUMOHHBLIX CUCTEMAXY);

npu Co3a4aHNM 3aLUMLLIEHHBIX aBTOMAaTMU3MPOBAHHbIX CUCTEM YNpaBreHUs NPoOn3BOACTBEHHbIMU
N TEXHONOMMYECKMMM NPOLIECCAMM Ha KPUTUYECKU BaXKHBIX OO bEKTax, MOTEHLMAINbHO OMacHbIX
obbekTax, a Takke oObekTax, NPeACTaBNSANLIMX MOBLILWEHHYK OMACHOCTb ANS XWU3HU U
300pOBbs NIOAEVW W AN OKpyXalollenh npupogHon cpegbl Ao 1 knacca 3almweHHOCTU
BkntountenoHo (Mpukaz ®CTOK Poccmm ot 14 mapta 2014 r. Ne 31 «O6 yTBEpXOEHUM
TpeboBaHunm k obecneyeHuno 3aWuTbl MHOPMALUM B aBTOMATU3MPOBAHHbLIX CUCTEMaX
yrnpasneHns NPon3BOACTBEHHBIMU U TEXHONOIMMYECKUMM NpoLieCCaMm Ha KPUTUYECKN BaXKHbIX
obbekTax, noTeHUManbHO oOnacHblX OOBbEKTax, a Tawkke obbekTax, MnpeAcTaBnsOLLNX
MOBLILIEHHYD OMNACHOCTb AMS >XM3HU M 300POBbSA MOAEN U ONs OKpyXatowen npupoaHOn
cpeabi»);

npu 3awmTe 3HaYMMbIX ODBHLEKTOB KpUTMYECKOW MHAOPMALMOHHOW WMHEPACTPYKTYpbl A0 1
kaTteropuu saHa4yumocTu BkrnounTensHo (Mpukas PCTIK Poccum ot 25 aekabps 2017 r. Ne 239
«O06 yTBepxaeHnn TpeboBaHuin no obecneyeHUto 6e30MacHOCTU 3HAYMMbIX OOBHEKTOB
KpUTU4ecKon MHpopmaumoHHoW HppacTpykTypbl Poccuiickon ®eaepauun»).



3 OINUCAHUE 3AOAYU

WN3penue paspabotaHo B COOTBETCTBUM C TpebOBaHMSAMM, OMUCAHHLIMKM B AOKYMEHTe «TexHuyeckue
ycnosusi» RU.48957919.26.20.40.142.002 91 (TY).

N3penne C3WU HCQO Dallas Lock 8.0-C Bknoyaetr B cebs criegylolime OCHOBHble (PYHKUMOHAarbHbIE
MOAynu:

e  cucTema 3awuTbl MHPOPMALMM OT HECAHKLMOHNPOBAHHOIO AOCTYNa;

e  CpeacTBO KOHTPOIS MOAKMOYEHNS CbEMHBIX MaLUWHHBIX Hocutenen nHdgopmauum (CKH-M);

e  CpeacTBO KOHTPOMS OTYYXAEHUsA (nepeHoca) MHAPOPMALMU CO CbEMHbIX MaLLMHHbIX
HocuTenen nHgpopmaunm (CKH-H);

e MepcoHarbHbIN MexceTeBor akpaH (MJ);

e  cucteMa obHapyxeHusi BTopxxeHun (COB);

e  pesepBHoe konuposaHue (PK).

3.1 CwucTtema 3awWmThbl MHd)OpMaLIMVI OT HeCaHKLMOHUPOBAaHHOIo AocCTyna

Mopcucrema ynpaBrneHusa ooCTynom

1. Vspenne ocyLlecTBASiIET KOHTPOSb AOCTyNa CyOBHEKTOB K 3alluLLiaeMbiM pecypcamMm B COOTBETCTBUM C
mMaTpuuen goctyna.

2. Wspenue koHTponupyeT AOCTYN HauMMEHOBaHHbIX CyObekToB (Monb3oBaTternien) K HauMeHOBaHHbIM
obbekTam (hpavinam, nporpammam, Tomam). [Anga kaxaon napbl (CyObekT — 0O6BbEKT) 3a4aHo SABHOE U
HeJBYCMbICNIEHHOE MepeyvncrneHne OonycTMMbiX TUMOB AOCTyna (Y4TeHwe, 3anucb), T. €. TeX TUMNOB
OOCTyna, KOTopble SABMSATCA CaHKUMOHMPOBAHHLIMU ANA OAHHOrO cyObekTa (MHAMBMAA MMM rpynnbl
WHOMBUOOB) K OAHHOMY pecypcy cpeacTtBa BblumcrmTenbHon TexHuku (CBT) (o6bekTy). KoHTponb
JOCTyna MpUMEHNM K KaXXOOMYy OOBEKTY U KaXOoMy CyObekTy (MHOMBUAY WNn rpynne paBHONPaBHbIX
WHONBUOOB).

3. N3penue copoepXxuT MexaHu3M, peanu3yloluin OUCKPELMOHHbIE MpaBunia pasrpaHudeHus gocTyna
(MPO). Tako MexaHU3M NPUMEHMM KaK ONA SABHbIX AEWCTBUWA NMONb3oBaTens, Tak U Ansi CKPbITbIX,
obecneynBas TeM cambiM 3awmnTy obbektoB oT HC[ (To ecTb OT JoCTyna, He JOMYCTMMOrO C TOYKU
3peHusa 3aganHoro [PM). lNoa «sBHbIMM» MNOApa3ymMeBalOTCA [AEWCTBUS, OCYLLECTBMNSEMbIE C
MCMNOMb30BaHNEM CUCTEMHbIX CPEACTB CUCTEMHbIX MAaKpPOKOMaHZ, WHCTPYKUUA SI3bIKOB BbICOKOTO
YPOBHS, @ MO «CKPbITbIMU» UHbIE OEWCTBUS, B TOM YMCIIE C UCTMOMNb30BAaHNEM COOCTBEHHbBIX NPOrpaMMm
paboTbl C yCTPONCTBAMM.

4. Nspenve codepXuT MexaHu3M, peanusylowmin MaHgaTHbIi MPUHUKMMA KOHTpomns poctyna. [ns
peanusaumMmM 3TOro MPUHLMMNA COMOCTaBMSATCSA KnaccUUKaLMOHHbIE METKU KaXXAoro cyGbekTa U
Kaxxgoro obbekTa, oTpaxarLwme nx MECTO B COOTBETCTBYHOLLEN nepapxuu. lMocpeacTBoM STUX METOK
cyGbekTamM 1 o6bekTaM HasHavarTCsl KrnaccUUKaLMOHHBIA YPOBHM (YPOBHU YS3BUMOCTU, KaTeropmm
CEKpPEeTHOCTN U T. I'I.) ABAKOLLMECH KOM6VIHaLLI/IF|MI/I nepapxmvyeckmnx n Hemepapxmyiecknx KaTeropvu7|.
,D,aHHbIe METKU chnyxaT OCHOBOM MaHAaTHOro npuHuuna pasrpaHny4eHna aoctyna.

5. B un3genuu npegycMoTpeHa BO3MOXHOCTb CaHKLMOHWpPOBaHHOTO uameHeHusi MNP, B Tom uucne
BO3MOXHOCTb CaHKLUMOHUPOBAHHOIO N3MEHEHUA CNUCKa nonb3osatenen CBT un cnucka 3aumuwaemMbiX
0b6beKTOoB.

6. Mapgenue npepoctaBnsieT npaea uameHenus MPL ons BblAeneHHbIX CyObLEKTOB (agMUHUCTpaLuu,
cnyxbe 6esonacHocTw).

7. B wnspgenun peanusoBaHo pasgeneHve NofnHoOMouunn (ponen) nons3osartenen, agMMHUCTPATOPOB U N,
obecneynBaroLLMX PYHKLMOHNPOBaHME NHOPMALIMOHHOW CUCTEMBI.

8. B u3genumn ectb BO3MOXHOCTb OrpaHM4YeHusi Yncna napannenbHbIX CeaHCOB AO0CTyna Ans Kaxaon
y4yeTHoOW 3anucu nonb3osaTens TC.

9. Mspenue obecneunmBaeT NogaepxKy U coxpaHeHme atpmbyToB 6e3onacHocTu (MeTok 6esonacHocTu),
CBsi3aHHbIX C MHpopMauuel B NpoLecce ee XpaHeHUs1 n 06paboTku.

10.B wmsgenun peanunsoBaHa BO3MOXHOCTb OIOKMPOBaHWSA ceaHca AOCTyna Mocne YCTaHOBIEHHOro
BpeMeHn 0e3geincTBus Mosfb3oBaTensl UM No ero 3anpocy Yepes3 CpeAcTBa LEeHTPanm3oBaHHOMO U
yaaneHHoro agmuHuctpupoBannss C3M HC[L. CobbiTve M3MeEHEeHMsi YCTaHOBMEHHOIO BpPEMEHU
Oe3gencTeusa QUKCUMPYETCSa B XXypHane U3MEHEeHUs NonUTUK. B 3HaYEeHUAX yCTaHOBNEHHOIO BPEMEHM
0e3nencTBus NPUCYTCTBYIOT UHTEpBarbl B 5 1 15 MUHyT.

11./3genne coOepXUT MexaHW3Mbl KOHTPOMS COCTaBa TEXHWYECKUX CPedcTB, NporpammHOro
obecrneyeHuns 1 cpecTB 3aLmTbl MHGOPMaLIUK.



12.Vi3genve npedocTaBnseT BO3MOXHOCTb  YMNpPaBMEHWS y4eTHbIMKM  3anucamMu  nornb3oBaTenen
(nobaeneHune, ypaneHue, GMoOKMpoBaHWe, pedakTMpoBaHue aTpuMbyTOB) B TOM YuMCrie FOKamnbHbIX,
AOMEHHBIX, CeTeBbIX, @ TakKe BO3MOXHOCTb 3a4aHns TUNa Y4eTHON 3anvcu nonb3oBaTens:

BHYTPEHHSS;

BHELUHAS;

cucTeMHasi;

NPUNOXeHe;

roctesas;

BPEMEHHas!.

13.N3penve ocylecTBnseT pernaMmeHTaumio n KOHTPOmb UCMNOMb30BaHWA B MHAPOPMALMOHHON cucTeMeE
TexHonormn 6ecnpoBogHOro AocTyna.

14.V13genvie ocylecTBRseT pernamMmeHTaumnio U KOHTPOnb MCMOMb30BaHNA B MHOOPMAaLMOHHON cucteme
MOBUIbHBIX TEXHUYECKNX YCTPOWCTB.

15.B usgenuun peanusoBaHa BO3MOXHOCTb HACTPOWKM U OpraHn3aumm 3aMKHYTON NpOrpaMMHON cpebi.

16.B usgenuun peannsoBaHa BO3MOXHOCTb BITOKMPOBKM JOCTYNa K hannam no paclumpeHuto.

17.B nspgenum peanusoBaHa BO3MOXHOCTb pa3rpaHuyeHns goctyna k 6ydepy obmeHa.

18.B nsgenum peanusoBaH MexaHn3m 1U3onsauumn NpoLeccoB B ONepaTUBHON NaMsATy.

19.B n3genun peannsoBaHa QyHKUUSA 3anpeTa aBTOMaTU4EeCKoro 3anycka nogkmoYeHHbIX YCTPONCTB.

20.B n3sgenun peanusoBaHa yHKLUUS aBTOMAaTUYECKOro OMOKMPOBAHMSA HEAKTUBHbLIX YYETHbIX 3anvcen
nonb3oBaTenen nocne nepvoaa BpeMeHn Hemcnonb3oBaHus 6onee 45 aHen n 6onee 90 gHen.

MNoacucrema npeobpasoBaHus nHgopmaumm

1. N3pgenve nmeeT MexaHW3Mbl WCKITHOYEHWS BO3MOXHOCTM HECAHKLMOHMPOBAHHOIMO O3HAKOMIIEHUS C
cogepxaHuem nepcoHanbHbIX AaHHbIX, XPaHALLMXCS HAa MALIMHHBIX HOCUTENAX, U (MN) UCNONb30BaHWS
CbEMHbIX MaLLUHHbIX HOCUTENen HdopMaummn B UHbIX MHPOPMAaLMOHHBIX cucTeMax.

2. W3penue npepocTtaBnsieT BO3MOXHOCTb CO34aHus npeobpasoBaHHbIX ann-guckos u  hann-
KOHTEWHEepOB A8 HAAEXKHOr0 XpaHeHUs 3alumaeMon MHopmaunm.

3. Visgenue npegocTtaBnseT BO3MOXHOCTbL nNpeobpas3oBaHMs CbEeMHbIX MalUMHHbIX — HOCUTENEen
UHopmaunn.

4. B un3genuu peanu3oBaHO npo3pavHoe npeobpas3oBaHWe >XECTKMX AMCKOB ANns npegoTBpalleHus
AOCTyna K AaHHbIM, PacronoXeHHbIM Ha XeCTKUX Anckax, B 06xo4 n3genus.

Moacucrtema rapaHTMPOBaHHOW 3a4YUCTKU MHpOpMaLUn

1. N3pgenve npegoctaBnseT BO3MOXHOCTb rapaHTUPOBAHHOIMO YHWYTOXEHUSA (CTMpaHMs) U KOHTpOns
YHUYTOXEHUS MHAOPMALIMM NPU NOMHON 3a4NCTKE NOrMYECKOro AncKa.

2. B wmsgenuun ocywectensdetca ounctka (obHyneHue, obeanuumBaHue) ocBoboxpaemblx obnacten
onepatmBHo namsatm TC wn BHewHWX HakonuTenen. OumcTKa OCYLLECTBRSETCS OZHOKPaTHOW
NPOW3BOIIbHON 3anMChbio NN ABYKPATHOM NPOM3BOSIbHOM 3anmMchio B 0CBODOXAaeMyto 06nacTb NamaTi,
paHee UCMoMb30BaHHYO AMS XpaHeHMs 3awmwaemblx AaHHbIX (arinos). O4ncTka ocyllecTBnseTcs
nyTem 3anucy MackupytoLLen nHopmaummn npu eé ocsoboxgeHnu (nepepacnpegeneHum).

NMoacuctema naeHTudmkaumm n ayteHTUduKaumm

1. B usgenun peannsoBaHa BO3MOXHOCTb 3afiaHUs ANvHbLI Naporns nofb3oBaTens Npu BXoae B CUCTEMY.

2. WNspenue ocywecTBnAeT MAeHTUMUKaLUIO U NPOBEPKY NOAIMHHOCTU CyOBEKTOB AOCTYna nNpu BXOAE B
cucTeMy no naeHTudukaTopy (koay) v Naposito YyCrioBHO-NOCTOAHHOIO AeNCTBUSA, MMHUMAarnbHasa AnvHa
KOTOPOro HasHavaeTcst afMUHNCTPaTOPOM.

3. N3penue TpebyeT OT nonb3oBaTenen naeHTUMLMpoBaTh cebs Npu 3anpocax Ha A0CTyN U NoABepraeT
npoBepke MOANIMHHOCTb MpeabsBreHHOro CyObeKkToM uaeHTudmkaTopa. B usgenun peanusoBaHo
npensaTcTBme [AocTyna K 3almaeMbiM pecypcaM HenaeHTUMUUMPOBaHHbLIX Monb3oBaTternen u
nonb3oBaTtenen, NOANMHHOCTb NAEHTUMMKaLMM KOTOPLIX NPWU ayTeHTUdUKaLUUN He NOATBEPAMUIIAach.

4. B n3genuu ocylecTBnseTcs ngeHtudukauma tepmuHanos, TC, y3nos cetu TC, BHELWHMX YCTPOWCTB
TC no normyecknm nmeHam u No Pusnm4eckum agpecam (Homepam).

5. B usgenuun ocyliecTtsnseTca naeHTudunkaumsa nporpaMmm, Katanoros, qannos, N0 MMeHam.

6. B u3genuu ocywectenaeTca naeHTuduUKauusa yCTponcTB, B TOM YMCHE CTaluMOHaPHbIX, MOBUIBHBIX 1
NnopTaTUBHbIX.

7. B n3genuu peanusoBaHa BO3MOXHOCTb YNpasneHus maeHTudukaTtopamu, B TOM 4Yucre cosjaHue,
NPUCBOEHME N YHULTOXEHNE MOEHTUDUKATOPOB.



8. B u3genun peannsoBaHo yrnpaereHne cpeactsamy ayTeHTudmrkaumm, B TOM Ynicne XpaHeHue, Bblgava,
WHMLManusaums, 6nokMpoBaHne CpefacTB ayTeHTUdmKaumm n NpuHATAE Mep B criydae ytpaTbl U (unm)
KOMMpomeTaLun CpeacTs ayTeHTUdmKaunm.

9. B usgenuu peanusoBaHa BO3MOXHOCTb OrpaHWYEeHUs1 KONMYecTBa NocrefoBaTenbHbIX HeyaadHbIX
nonbITOK BBOAA napons (Hanpumep, oT 3 o 5).

10.B usgenuun peanusoBaHa 3aLumta obpaTHOM CBA3U Npu BBOAE ayTEHTUUKALMOHHON MHAhOopMaLu.

11.B wu3genum peanum3oBaHa BO3MOXHOCTb  ayTeHTUdMKaumm nNpu  NOMOLM  annapaTHbIX
naoeHTUMKaTOpPOB.

12.B wn3genumu peanu3oBaHa BO3MOXHOCTb 3anMcy aBTOPM3AUMOHHBIX [AaHHbIX B annapaTHbIN
naeHTudukaTop.

13.B  wu3genuu peanu3oBaHa BO3MOXHOCTb  OMpedenieHWs  MPUHAANeXHOCTU  annapaTHOro
naeHTudurkaTopa KOHKpETHOMY MONb30BATENHO.

14.B w3pgenun peanusoBaHa BO3MOXHOCTb Bxoga B OC no ceptudwukaTy cMapT-kapTbl, BblAaHHOMY
ygooctoBepsowmm LeHtpom Windows.

15.B wu3genun peanusoBaHa yHKUMA 3anpeTa MOBTOPHOrO WUCNONMb30BaHUA uAaeHTUdUKaTopa
nonb3oBaTens B Te4YeHue:

e He MeHee OfHOro roaa;
® He MeHee Tpex neT;
e  BCEro nepuoga akcnnyaTtauum MHpOpMaLNOHHON CUCTEMBI.

16.B nsgenun peannsoBaHa BO3MOXHOCTb ayTeHTUMkauun yepes Safe-Tech PayControl.

17.Vispenve ocywlecTBnsieT MexaHuM3M BbIXo4a W3 CUCTEMbI MPU  WU3BMAEYEHWW annapaTHoro
ngeHTudukaropa.

Moacucrtema perucrpaumm n yyeta

1. Vsgenne obecneunBaeT MOHWUTOPWUHI (NPOCMOTP, aHanus) pesynbTaToB perncrTpaumnm CcobbITuR
6e30nMacHOCTM 1 pearnpoBaHne Ha HUX.

2. N3penue coaepXuT MexaHW3Mbl MPOCMOTpPa W aHanu3a [[aHHbIX peructpauun, nHdopmauuun o
AENCTBUAX OTAENbHBLIX NoNb3oBaTenen B UHHPOPMaLIMOHHON CUCTEME, UMEET MeXaHn3Mbl punbTpaumm
no 3agaHHOMY Habopy napameTpoB.

3. N3penue obGecneumBaeT 3awuTy AaHHbIX PerMcTpauum OT MX YHUYTOXEHUS unu mMoavdukaumm
HapyLnTenem.

4. N3penue ocywlecTBNAeT perncrpaumio Bxoga (Bbeixoga) CyGbeKTOB AOCTyna B CUCTEMY (M3 CUCTEMBI),
nmbo perucTpauuio 3arpy3km M UHUUManu3aumyM OonepaumoHHOW CUCTEMbl M ee MPOrpaMMHOro
ocTtaHoBa. Peructpaums Bbixoa U3 CUCTEMbI UM OCTAHOBA HE MPOBOAUTCA B MOMEHTbI annapaTypHoOro
oTkmoyeHusa AC. B napameTtpax permctpaumm ykasblBaloTCs:

e [ata u Bpems Bxofda (Bbixoga) cybbekta AocTyna B CMCTEMY (M3 CUCTEMbI) UNU 3arpysku
(ocTaHoBa) cucTeMs;

e  pesynbTaT NonbITKN BXOAA: YCNELUHbIA NN HEeYCNeLLHbIA — HECAHKLMOHMPOBAaHHbIN;

e upeHTUdUKaTop (Kog unv damunnsa) cydbekTa, npeabsaBneHHbIN NPy NONbITKE 4OCTYNa;

e  KOA UNu Napornb, NPeAbABEHHbIN MPU HEYCMNELLIHON NONbITKE.

5. N3penue ocyllecTBNseT pernctpauuio U3MeHeHW MOMHOMOuYMI CyOBbekToB AocTyna W craTtyca
o6bekToB gocTtyna. B xypHane peructpaumm coObiTviA, KOTOPbIA BeAeTCs B 3MEeKTPOHHOM Buie,
yKasblBalTCA crnegyloLlime napameTpbl:

e [aTta u Bpems U3MEHeHUs;

e codepxaHue M3MEHeHWs C ykasaHueM naeHTudumkatopa cybbekta gocTyna, Ybv NOHOMOYMS
NoABePriucb N3MEHEHWIO, UMW NOrMYECKOro MMEHN 3alumLaemMoro MHOPMaLMOHHOIo pecypca,
Yyel cTaTyCc U3MEHMIICS;

e ugeHTUdUKATOP aAMUHUCTpaTopa WHQOpPMaLMOHHOM 6e30macHOCTW,  OCYLUECTBMBLLErO
N3MEHEHNE;

e  YCMELUHO NN OCYLLEeCTBUNOCL COObLITUE (OBCMNY)KEH 3anpoc Ha AOCTYM UMK HET).

6. Wspenue ocyllecTBnsieT permctpaumio Belgauun nevaTHblX (rparmyeckux) JOKYMEHTOB Ha «TBEPAYHO»
konuto. B napameTpax permctpaummn ykasbiBaroTCS:

AaTa u BpeMsi Bbigaun (06palleHust K noacucteme BblBOAA);

crneundmkaumsa yCTPOMUCTBaA BblAaun [ormyeckoe MMs (HoMep) BHELLHEro yCTponcTeal;

KpaTkoe cogepxaHue (HaMMeHoBaHune, Bua, Wndp, Koa) AOKYMEHTa;

naeHTudmkaTop cybbekTa 4ocTyna, 3anpoCcHBLLErO JOKYMEHT.



Mpu Bblgaye NpUCYTCTBYET BO3MOXHOCTb aBTOMaTUYECKOW MAapKUPOBKM KaxKAOro nmcra (CTpaHuubl)
AOKYMEeHTa ero nocrnegoBaTenbHbM HOMEPOM W y4eTHbiMM pekBuantamm AC C yka3aHMeM Ha
nocnegHeM nmcTe JOKyMeHTa 06LLero KonmyecTsa NMCTOB (CTpaHuL).

7. OnonHUTENBHO PErncTpupyloTcs BCe MOMNbITKU JOCTyna, BCe AENCTBUS onepaTtopa U BblAeMNeHHbIX
nonb3oBaTtenen (a4MMHUCTPATOPOB 3aLLMTbI U T. M.).

8. B u3genuu ocyllecTBRAsieTCAa perncrpaumst co3gaHus M yHUYTOXeHus obwbekta. Peructpupyetcs
cnepywouwasa nidopmaums:

Aarta v Bpems;

CyOBEKT, OCYLLECTBSAIOLWNIA PErMcTpupyemoe AencTBuE;

TMN cobbITus;

YCMELUHO NN OCYLLLECTBUINOCH COObITHE.

9. OcylwlecTBNseTCS aBTOMATMYECKMA Y4yeT coO34aBaeMblX 3aliuiiaembix (PannoB, WMHULUUPYEMbIX
3almulaemMbix TOMOB, KaTanoros, obnacten onepatmeHon namatn TC, Bblgensembix Ans o6paboTkm
3awmiLaemMbix annos, BHeLHNX ycTporcTB TC, kaHanoB cBs3u, TC, yanos cetu TC, oparmeHToOB ceTn
C NOMOLLBIO UX AONOMHUTENBHOW MapKUPOBKU, NCMONb3YEMOW B NOACUCTEME YNpaBneHnst JOCTYMNOM.
MapkupoBka oTpaxkaeT ypOBEHb KOH(pMAEHUMANbHOCTM ObbeKTa.

10.B mnspenun ocyllecTBnsieTCs perncrpaumsi nonbITOK AOCTyNa NPOrpaMMHbIX CPeACTB K Creaylowmm
OOMOMHUTENbHBIM 3aliMiaemMbiM obbekTam goctyna: TepmuHanam, TC, y3nam ceTu, BHELUHUM
yctponcteam TC, nporpammam, TOomaMm, kaTanoram, davnam. B napametpax peructpauum
yKa3bIBaOTCA:

e [faTa M BpemdA MOMbITKM AOCTyna K 3aluuaemMomy obObekTy C ykasaHMeM ee pesynbrara:
ycnewHas, HeycnelwHass — HeCaHKUMOHNPOBaHHas;

e ugeHTUmkatop cybbvekrTa gocTyna;

e crneundmKaums sawmwaemoro obbekTa [mornyeckoe ums (Homep)].

11.B wusgenuu peanusoBaHa BO3MOXHOCTb omnpegeneHuss cobbiTuin ©Ge3onacHocTw, MNOAnexalumx
peructpaumm (KypHanbl peructpaumm cobblTUn MMeroT UKCUPOBAaHHLIA pasMep M He WMerT
OrpaHMYeHNi MO CPOKaM XpaHeHWs).

12.B uv3pgenun ocCyLllecTBNSeTCA CuUrHanusaums MonbiTOK HapyweHWs 3awuTbl Ha TepMuHanax
agMUHUCTpaTopa M HapyLunTens.

13.B n3genun ocyLLecTBNAETCA perncTpaums geunHceTannauum (He sanycka) gpansepa MO npu akTMBHOM
KOMMOHEeHTe, a Takke peanus3oBaHa (yHKUMS BbIMOMHEHWS 3alWTbl B COOTBETCTBUM C
YCTaHOBMEHHbIMW NOMUTUKAMMU.

14.[1na KNWeHTCKOW YacTu usgenus peanusoBaHa (YHKUMS aBTOMaTMYECKOW apxuBauuu XypHana
pervctpaumm cobbITUN MO MCTEYEHUU YCTAHOBNEHHOTO MHTEpBana BpeMeHW. [paHuubl BO3MOXHOMO
BPEMEHHOro nHTepBana BapbupytoTcsa ot 1 4aca oo 1 roga. EanHmuel namepeHus BelbuparoTcsa ncxoas
13 BENNYUHbBI 3HaYEeHWs NHTepBana — 4acbl, AHW, MeCsLbl, rog.

Noacucrtema agMUHUCTPUPOBaAHUA

1. B u3genun peanusoBaHbl CPeACTBa YyMNpaBreHus, OrpaHuuYMBaloliue pacnpocTpaHeHue npasB Ha
AOCTY.

2. N3penue npepocTtaBnseT BO3MOXHOCTb Ha3HaYeHUA MUHUMarbHO HEOOXOAUMBIX MpaB 1 NpUBWUMErui
nonb3oBatensaM, agMmuHucTpatopam M nuuam,  obecnedvBaloWwnM  (PyHKLUMOHUPOBaHWE
WH(OPMaLIMOHHON CUCTEMBI.

3. Vsgenue cogepxuT MexaHuU3Mbl, NO3BONAOLNE NPOBOAUTEL NEPUOANYECKOE TECTUPOBaHUE dYHKLUIA
C3U HCA Dallas Lock 8.0-C. TecTtupytoTtcs:

e peamusauma TP (nepexBaT $BHbIX W CKPbITbIX 3anpocoB Ha [OCTYyn, MpaBuiibHoe
pacrno3HaBaHWe CaHKLMOHWPOBaHHbLIX U HECaHKUMOHUPOBAHHbLIX 3amnpocoB, CPEACTBA 3alUMUThI
MexaHn3Ma pasrpaHuyeHus OCTyna, CaHKLMOHNPOBaHHbIE uameHeHus MNPO);

e  yCMeLwHoe OCYLIECTBEHNE naeHTUdMKaLUMn 1 ayTeHTudmrkaumm, a Takke nx cpeactea 3allmThl;

e  OYUCTKa NaMsATY;

e pervucTpauusi cobbiTui, CpPeAcTBa 3aluUTbl PEerncTpauMoHHOW MHOpMauuM U BO3MOXHOCTb
CaHKUMOHNPOBAHHOIO O3HAKOMITEHNS C HEW;

e paboTa MexaHM3ma, OCYLLEeCTBSAOLEro KOHTPOSIb 3a LeNOCTHOCTBIO U3aenus.

4. B usgenum peanv3oBaHa BO3MOXHOCTb LIEHTPanM30BaHHOIO ynpasfeHus 3awuliaemMbiMy pabovmmm
cTtaHumsammn. OcyLecTBNsieTCA LEeHTPan“3oBaHHOE yrnpaBrneHne y4eTHbIMU 3anMcsiMy Nofb3oBaTenen,
nonvTuKaMmu, npaBamMm nonb3oBaTenen, NpeobpasoBaHHbIMY CbEMHBIMU HOCUTENAMU MHOpMauuwn,
KOHTpOMeM uenocTHoctn obbektoB PC, cuctemHoro peectpa. NoggepxuBaeTcd MHOrOypoBHEBas



nepapxuga rpynn TC 1 HacnegoBaHWe YCTaHOBMNEHHbLIX NapamMeTpoB.

5. B u3genuu peanu3oBaHa BO3MOXHOCTb OMOBELLEHUs agMuHUCTpatopa 6e3onacHOCTM O cutyauusax
HECaHKLMOHMPOBAHHOIO AOCTYNa Ha KIMEHTCKNX paboumnx CTaHLMAX NpU CneayoLwmx cryyasnx:

HapyLLeHWe KOHTPONs LeNoCTHOCTM 00BbEKTa;

nonbiTka paboTbl nocne 60KNPOBKN NPU HAPYLUEHUW LLeNOCTHOCTY;

nonbITKka BXOA4A Ha KIMEHTCKYI pabo4yto CTaHUMIO C HENPaBWIbHBIM Naponem;

OnoknpoBKka Nonb30BaTeNs Nocre MHOrOKPaTHOroO BBOAA HEMPAaBMWITLHOIO Napons;

C3U HC[ Ha knneHTe He oTBeYaeT (BO3MOXHasA MpUYMHA — HECaHKLMOHUPOBaHHAA AeakTuBaLus

CUCTEMBI 3aLUUThI);

KNUEHT HeJOCTyNeH AoMroe Bpems (C BO3MOXHOCTbIO 3a4aHns nepuoaa BpeMeHu);

e  MONbITKM MOHTMPOBAHWS M NMOMbITKM paboThbl C 3anpeLleHHbIMA A9 NONb30BaTeNen Ha KnneHTe
yCcTponcTBamm.

6. B uspgenuu peanusoBaHa BO3MOXHOCTb CO3[4aHMsI OTYeTa MO Ha3HA4YeHHbIM MpaBaM, COCTaBy
NporpaMmHOro 1 annapaTHoOro obecneveHusl.

7. B wnsgenun peanusoBaHa BO3MOXHOCTb YAaNEeHHOW YCTaHOBKU 1 OBHOBEHNST U3aenus.

8. B usgenuu peanusoBaHa BO3MOXHOCTb Ha3HayYeHUs agMUHUCTpaTopa 6e3onacHoCT! Npu yaaneHHom
YyCTaHOBKE U3genus.

9. B uagenuu peanusoBaHa BO3MOXHOCTb BU3yanu3auum cetu 3awmiaemolx TC.

10.B n3genun peannsoBaHa BO3MOXHOCTb COXPaHEHNSI U NpuMeHeHns KoHdurypauun C3U HCO.

11.B w3genumn peanu3oBaHa QyHKUUS, MO3BOMsAOLWAS OOHOBPEMEHHO nogknovaTecs Kk CepBepy
6esonacHoctn C3U HCA Heckonbkum koHconsim Cepeepa 6e3onacHOCTH.

12.B wuspgenuu peanusoBaHa YHKUUS OrpaHU4eHMs1 KONMmMyecTBa HeycnellHbIX MOMnbITOK BXoda WU
onoknpoBaHme TC, C KOTOPOro MpeanpMHUMAOTCA MOMbITKM  OOCTyNa, C  BO3MOXHOCTbIO
pa3bnoKnpoBaHWs TONMbLKO agMUHUCTPATOPOM.

13.B n3genuu npeaycrtaHoBreHbl WabnoHbl 6e3onacHoCTU, COOTBETCTBYIOLME CTaH4apTaM Mo 3awmTe
aBTOMaTU3MPOBAHHBIX CUCTEM, UHPOPMALIMOHHBLIX CUCTEM NEPCOHANbHbLIX JAaHHbLIX U FOCY4apCTBEHHbIX
WHOPMALIMOHHBIX CUCTEM.

Moacuctema KOHTPONSA LENOCTHOCTU

1. B wmsgenun peanu3oBaHa 3awmta apxuBHbix dannoB, napameTpoB HacTtponkn C3U HCQO,
nporpaMmMHoro obecrnedeHnss M UWHbIX [OaHHbIX, HE noanexawmx W3MEHEeHMK B npouecce
dyHKLUMOHMpoBaHusa NC.

2. B mn3genuu peanm3oBaHa BO3MOXHOCTb BOCCTAHOBIEHNS 0ObekTa gocTtyna (davina, BeTku peecTtpa) B
crnyyae obHapyXXeHWs HapyLleHUsl ero LefnoCcTHOCTH.

3. B usgenuu peannsoBaH MexaHU3M CO3JaHWS TOYKW BOCCTAHOBMEHUS MpuU yCcTaHOBKe knueHta Dallas
Lock.

4. B v3genun peanv3oBaHa BO3MOXHOCTb OMOKMPOBKM JOCTyna K OObekTy (hanrnoBOW CUCTEMbI MpU
HapyLLIEeHWM LLeNoCTHOCTU KOHTpOoNMpyemblx Mmoaynen. MNpu HapyLeHnn UenocTHOCTU KOHTPONUpyeMbIX
Mopayrnen 3anyck obbekTa annoBor cuctemsl GriokMpyeTcs.

Nopcuctema BoccTtaHOBNEHUA nocne c6oeB

1. C3U HCQO npenycmaTpmBaeT npouenypbl BOCCTAHOBIEHNA nocrie cboeB u 0TKa3oB 0bopynoBaHuUs,
KoTopble obecneymBatoT NOHOE U onepaTMBHOe BoccTaHoBneHue ceoicte C3U HCO.

2. PeanusoBaHa BO3MOXHOCTb BO3BpalleHus Bcex HacTpoek C3U HCO k wmcxogHbIM (ycTaHoBKa
napameTpoB MO YMOMYaHuto), YTO paBHOCUIbLHO nepeyctaHoBke C3U HCL.

NMoacuctema pe3epBHOro KONUPOBaHUSA

1. B wuspgenuu peanu3oBaHa BO3MOXHOCTb aBTOMaTM3MPOBAHHOIO CO30aHUSA pPE3EepPBHbIX KOMUN
NMPON3BOINIbHBIX OOBLEKTOB  (palinoBOM CUCTEMbI UM LIEHTpPAnuM30BaHHOE YyMnpaBreHWe Takoun
BO3MOXHOCTbIO Ha ypoBHe CepBepa 6esonacHoctn «Dallas Lock 8.0». lpu atom B u3genuu
peanu3oBaHa BO3MOXHOCTb:

onpegeneHnsa pasMmeLLeHns coxpaHeHnst pe3epBHOM Konuu;

onpegeneHnsa nepuoguyHOCTU U pacnmcaHe Co3f4aHns pe3epBHbIX KOMUNA;

onpegeneHns KonmyecTBa CoXpaHsieMblX pe3epBHbIX KOMUA;

BOCCT@HOBIEHUS 3aLLMLLAaeMbIX OOBbEKTOB U3 pe3epBHOI KOMUN.

2. B usgenuu peanusoBaHa BO3MOXHOCTb COXpaHeHUs doarna pes3epBHOM Konum 1 doarna koHdurypauum
CepBepa 6e30nacHOCTM B CETEBYIO ANPEKTOPUIO.

3. B wusgenuun peanusoBaH MexaHM3m BoccTaHoBneHus dhannos Dallas Lock npu cbosix n noBpexaeHusx.



3.2 CpeAcTBO KOHTpONs MNOAKIMIOYEHUA CbEMHbIX MAalWUHHBIX HOcUTenemn
uHcpopmauuun. CpeacTBO KOHTPONS OTUHYXAEHUs (nepeHoca) MHopMaLUm co
CbeMHbIX MalIMHHbIX HOCUTenen Hcopmauumn

1. Wspenve npegoctaBnsieT BO3MOXHOCTb ynpaBreH1s NCNonb30BaHNEM MOLKITHYAEMbIX MPON3BOMbHbIX
CbeMHbIX MAaLUWHHbBIX HOCUTENen nHopMaL MM Ha OCHOBE aHanun3a paspeLleHUn Ha NOAKMYeHne K
KOHKpPETHbIM  MHTepdencam BBoAa (BblBO4A) CPEeACTB  BbIYUCIIMTENbHOW  TEXHWMKKW, TUMNOB
NOAKITIOYaeMbIX BHELIHUX MpOrpamMMHO-annapaTHbIX YCTPOWCTB, KOHKPETHbIX CbEMHbIX MalUMHHbIX
HocuTenen HopmMmaLuu.

2. Wspenue ocyllecTBnseT KOHTPOSb 3KCNOPTa AaHHbIX MONb30BaTENs HA CbEMHbIN MaLLWHHbIA HOCUTENb
WHopmauuu.

3. MN3penue koHTponupyeT ncnonb3oBaHue HTepdencoB BBoaa (BbiBoga) MHopmauum (B TOM YnUcne Ha
CbeMHble MaLUVHHbIE HOCUTENW NHOPMaLMK).

4. N3penue obecneumBaeT KOHTPOMb TWUMOB MOAKMAOYAEMbIX BHELIHUX MpOorpaMmMHO-annapaTHbIX
YCTPOWCTB, a TakkKe KOHKPETHbIX CbeMHbIX MaLUMHHbLIX HOCUTENEN UHOpMaLIUN.

5. B usgenum obecneyeHa BO3MOXHOCTb MAEHTUMUKALMN U ayTeHTudukaumm agMmmHuctpatopa C3U
HCL Dallas Lock 8.0-C go npegocTtaBneHust emy BO3MOXHOCTU MO ynpasfieHWo, NPOCMOTPY ayauTa
©e3onacHOCTH 1 BbINOMTHEHWUIO MHBIX AEACTBUIA NO aAMUHUCTPUPOBAHMIO.

6. B u3genuu ocyllecTBnsieTcs MOeHTUUKaLUMS YCTPOWCTB, B TOM YMCIe CTaLMOHAPHBIX, MOGUIbHBIX U
MOpPTaTMBHBIX, MOEHTUUKALMS HaKonNuTenen MHdopMaLmn.

7. B v3genuu peanusoBaHbl Hagnexalune MexaHu3Mbl PerMcTpauny 1 npeaynpexaeHus (curHanusaumnm)
0 COObITMSIX, OTHOCALUMXCS K BO3MOXHbIM HapylueHusiM GesonacHocTu. MexaHuambl perucrpauum
NpPeaocTaBnsiioT YNOMHOMOYEHHbIM Ha 3TO JMLaM BO3MOXHOCTb BbIGOPOYHOIO O3HAKOMIIEHUS C
nHpopMaLmeii 0 NPOU3OLLEALLNX COOLITUSIX.

8. Uspgenue CcCoaepXnUT MexaHn3mMbl reHepaunm BpeMEHHbIX METOK, U (VIJ'IVI) nponcxognT CUHXPOHU3aLnAa
CUCTEMHOIo BpeMeHn B I/IH(bOpMaLI,VIOHHOIZ cucrteme.

9. B m3genuu ocywectensieTcs pasrpaHnyeHne goctyna k ynpasneHuto CKH v pexxumom BbINonHeHUst
dyHKLMI Be3onacHOCTH (KOHTPOMS HAaKONMUTENEN) Ha OCHOBE POJIEN YYETHbIX 3anucel Monb3oBaTenen.

10.B wmsgenun ocyuwlectBnsdetcsa npeobpasoBaHMe CMEHHbIX HaKonuTenemn, OCHOBaHHOE Ha mnpaBax
NCMNOMb30BaHNA CbEMHbIX MAaLUMHHBIX HOCUTENnen nHdopmaumm, Npu 3agaHnm KOTOPbIX NCMOMb3YHTCS
cnegytowme Tunbl gaHHbIx CKH:

e  MAeHTUdUKaLMOHHAsA MHOPMaLMA CbEMHbBIX MaLUMHHBLIX HOCUTENEen MHopmMaunu;
e nAeHTUdUKaLMOHHas nHopMaLmMa CpeacTB BblYUCTIUTEITbHOW TEXHUKM.

11.N3penve npenoctaBndeT BO3MOXHOCTb HaCTpOl7|KVI npae wuCNonb3oBaHNA CbEMHOINO MallnHHOIo
HOocuTend I/IH(*)OpMaLI,MM C YCTaHOBJIEHHbIM cCneuuarnbHbiM MPOrpaMmMHbIM obecneyeHnem (Ha
KOHKPETHbIX CpeacTtBax BbIYMCINIUTENBHON TEXHUKY; KOHKPETHbIMW NOJ1Ib30BaTENIAMN, COYETaAHUEM
cpencTte BbIYMCNIUTENBHON TEXHWUKN U FIOJ'Ib3OBaTeﬂeIZ).

12.N3penve GnokvpyeT WHAOPMaLMOHHbIE PECYPCbl CneuManu3vpoBaHHOrO CbEMHOIO0 MaLlUHHOMO
HocuTens WHdopmaumym Ans  uYTeHus  (3anucu) wmHdoOpMauMu npyv MOMNbITKE  MOAKIHOYEHUS
crneunanm3mpoBaHHONO CbEMHOM0 MALLUMHHOIO HOCUTENS MHOPMaUUWM K CPEACTBY BblMUCIUTENBHOM
TEXHUKM, Ha KOTOPOM HE YCTaHOBIEHbI KOMMOHEHTbl CPEACTBA KOHTPONSA CbEMHbIX MAalUMHHbIX
HocuTenen nHdopmaumm (mporpaMmMHoe obecneveHne B3aMMOLENCTBISA).

13.V3penve npoBepsieT npaBa MCMNOMb30BaHUS Cneunann3npoBaHHONO CbEMHOIO MalMHHOIO HOCUTENS
WMHpopMaunmM nNpu NomnbiTKe NOOKIIOYEHUST CNELMann3MpoBaHHOIO CbEMHOrO MalUMHHOIMO HOCUTENS
WHOPMaLMK K CpeacTBY BbIYUCIIUTENBHON TEXHMKN, HA KOTOPOM YCTaHOBIEHbI KOMMOHEHTLI CPeACTBA
KOHTPONsi CbEMHbIX MalUMHHbIX  HOCMTENewW  uMHgopMauum (nporpammHoe  obecneveHue
B3aMMOENCTBUS).

14.N3penve npegoctaBnsieT OOCTyN K WUHoOpmauuM Ha cneumanu3npoBaHHOM CbEMHOM MalUVHHOM
HocuTene nHdopmaummn (ecnv NpoBepka Npae gana nonoXUTenbHbIA pe3ynbTaT) unn obecneynBaeT
HeJOCTYNMHOCTb (OnokupoBaHMe) WHoOpMaUMM Ha CheuuannaMpoBaHHOM CHLEMHOM  MallMHHOM
HocuTene wHdopMauuMm pAns  JvteHusa (3anvcn) wuHdopmaumm (ecnu  NpoBepka npae gana
oTpuuUaTeNbHbIN pe3ynbTar).

15.N3penve pervctpupyeT cobbiTvs ©6e30MacHOCTU, CBSAI3aHHbIE C BbIMNOSIHEHMEM CPEACTBOM KOHTPOSS
CbEeMHbIX MaLUUHHbIX HOCUMTEeNen NHopMaLmMn YyHKLMI 6e30nacHoCTH, U 3anucbiBaeT UHopmaunto
ayguTa 6esonacHocTu.



16.V3penne obecneunBaeT pasrpaHnyeHne AoCcTyna K pasgenam ansioBOW CUCTEMbI CbEMHbIX
MaLLMHHBIX HOCUTEenen nHdopmaumm n oobekTam anioBor CUCTEMbI, PACTIONOXEHHbBIX HA HUX.

17.V3penne obecneuynBaeT OGMNOKUMPOBKY aBTOMATU3NPOBAHHOrO pabodero Mecrta npu MNOAKMIOYEHUU
He3aperucTpMpoBaHHbIX  MalUMHHBbIX ~ HOCcUTenem  uHdopmauum OO0  CHATMS  BRNOKMPOBKU
agMuHUCTpaTopom 6e3onacHoCTu.

3.3 [lepcoHanbHbLIN MeXceTeBOM 3KpaH

1. N3penve npenocTtaBnsdeT BO3MOXHOCTb OCYLIECTBMATE UNbTpauuio ceTeBoro Tpadwmka Aans
oTnpaBuTenen uHgopmaumm, nonyyaTtenen uHdopmauMm M BCEX onepauuMn nepemeLleHus
KOHTponupyemon M3 nHdpopmaumm Kk yanam nHGpopMaLMOHHON CUCTEMbI U OT HUX.

2. WNapenue obecneunBaeT pacnpoctpaHeHue dunbTpaumm Ha BCe onepauun nepemelyeHms yepes M3
MHdOpPMaLIUK K y3ram MHGOPMALIMOHHON CUCTEMBI.

3. WN3penue ocyuwiecTBnsieT dounbTpaumio, OCHOBaHHYIO Ha criefyowmx Tunax atpubytos 6e3onacHoCTM
CyObEKTOB:

e CeTeBOW agpec yana oTnpaBuTens;
e CeTeBOW agpec yana nonydarens.
4. Visgenue ocyuwecTBnseT unbTpaLmio, OCHOBaHHYH Ha crnefyloLwmx Tmnax atpubytos 6e3onacHocTu
WHopmaunu:
e  CEeTEeBOW MPOTOKOM, KOTOPbIN NCNOMNB3YETCs A4S B3auMoOeNCTBUS;
e  TPaHCMOPTHbIA MPOTOKOJ, KOTOPLIA MCNONb3yeTcs ANsi B3aUMOAEWCTBUS,, NOPTbl UCTOYHMKA U
nony4yarens B pamkax ceaHca (ceccun);
e paspelleHHble (3anpeLLeHHble) KOMaHAbl, pa3peLleHHbIV (3anpeLleHHbIN) MOBUNbHLIV KOA;
e paspeLlleHHble (3anpeLLeHHble) NPOTOKOMbl MPUKNAAHOIO YPOBHS;
e paspelueHHoe/3anpeLleHHoe npuknagHoe MO (NpunoxeHus).

5. Visagenue npepocTtaBnseT BO3MOXHOCTb SIBHO paspellaTb MMM SIBHO 3anpewiatb MH(OPMAaLMOHHbIN
notok, 6asvpysicb Ha ycTaHaBnMBaembix agmuHucTpatopom M3 Habope npasBun dunbTpauuw,
OCHOBaHHOM Ha UAEHTUULMPOBAHHBLIX aTpMbyTax.

6. V3pgenue npepoctaBnsieT BO3MOXHOCTb OCYLLECTBMASATb MOMUTMKY (PUNbTpauMu MakeToB C y4eTOM
yNpaBnsoLLmMX KOMaHz oT B3anmoaencTeyowmx ¢ M cpeacts 3awmTtbl MHOPMaLmMmn Opyrnx BUOOB.

7. B unsgenuu peanusoBaHa BO3MOXHOCTb OCYLLECTBMATb MNPOBEPKY Kaxgoro naketa no Tabnuue
COCTOSIHWUI ANs onpeAeneHns Toro, He MPOTUBOPEYUT NI COCTOSIHUE (CTaTyc, TUN) NakeTa oXnuaaeMomy
COCTOSIHMIO.

8. B usgenuu peanvsoBaHa BO3MOXHOCTb OCYLLECTBNATL MPOBEPKY MCMOMNb30BaHMSA CETEBbIX PECYPCOB,
coaepxalmx MoBGunbHbIV KoA, ANst KOTOPOro agMuHucTpaTtopom MO ycTaHOBNEHbI paspeLlunTenbHbie
uUnu 3anpetutenbHble aTtpubyTel 6Ge3onacHocTM. Peanu3oBaHa BO3MOXHOCTb KOHTPONMPOBATb
(paspeluaTtb/3anpelyaTb) UCNOMNb30BaHWE CETEBbLIX pecypcoB, cogepxawmx PDF u cnegyouive suabl
MobunbHoro koga: ActiveX, Flash, JScript, VBScript, PostScript, Java.

9. B usgenun ana agmuHuctpatopa M3 npegoctaBneHa BO3MOXHOCTb MOAMMMLMPOBATbL, YAANSATb
paspewwuTenbHble W (Unu) 3anpeTuTenbHble aTpubyTbl 6Ge3onacHOCTM AONS  MCNOMb3yeMblX
nonb3oBaTensAMy OTAEeNbHbIX KOMaHA. BO3MOXHOCTb OCYyLLeCTBRATbL MPOBEPKY WCMOSb30BaHUS
nonb3oBaTensAMM  TakMx KOMaHd. Takke  peanusoBaHa BO3MOXHOCTb  KOHTpONMpoBaTb
(paspeluaTtb/3anpelyaTb) UCNOMNb30BaHMe cnegyowmx komaHa: arp; ipconfig; getmac; nbtstat; netsh;
netstat; net; nslookup; pathping; ping; route; telnet; tracert.

10.B u3genuu peanu3oBaHa BO3MOXHOCTb paspellarb WnvM 3anpewiatb MHEMOOPMAaLUMOHHBIA MNOTOK,
OCHOBbIBasiCb Ha pesynbTaTax NPOBEPOK B COOTBETCTBUM C N.7.

11.B usgenuun peannsoBaHa BO3MOXHOCTb OCYLLECTBNATL hUNbTPaLMIO NAKETOB C YHETOM YNpaBnsioWmx
KOMaH oT B3aMmMmogencTBytoLwmx ¢ MO cpeacTs 3awwmTbl MHGOPMaLUKN OPYrMx BUAOB, OCHOBaHHYIO Ha
aTpmbyTax, yKasbIBalLLMX Ha NPU3HaKM HapyLleHus 6e3onacHOCTU B MHGOPMaLMn CETEBOIO Tpadhumka.

12.Vi3penve paspewaetr WHGPOPMALMOHHBLIN MOTOK, €cnv 3HaveHus aTpmbyToB ©OesonacHocTw,
YCTaHOBIEHHblE B3aMMOAEWCTBYIOLLMMY cpeacTBaMu 3aluTbl MHGOpPMaLMM ANS KOHTPONMpyeMoro
CeTeBOro Tpadmka, ykasblBatoT Ha OTCYTCTBMUE HapyLLeHWU 6e30nacHOCT! MHAopMaLMi.

13.V3penve 3anpelwiaetr MHGOPMAUMOHHBIA MOTOK, €CnuM  3HavyeHus aTtpubyToB ©esonacHocTw,
YCTaHOBMEHHbIE B3aUMOAENCTBYHOLMMIN CpeacTBaMmn 3awmTbl MHpopMaumMmM Ons KOHTPONUPYEMoro
CeTeBOro Tpaduka, ykasbiBaloT Ha HanNn4Me HapyLleHu 6e30nacHOCTU HGpopMaLUN.

14.B nsgenuun peannsoBaHa BO3MOXHOCTb BblGOpa COBOKYMHOCTM COObITUIN, MOABEPratoLLNXCA ayauTy, 13
COBOKYMHOCTU COBBLITUI, B OTHOLLEHUN KOTOPbIX BO3MOXXHO OCYLLECTBIEHNE ayanTa. M3bnpatenbHOCTb



ayauTa 6asupyeTcs Ha CreayoLnMX BO3MOXHbIX aTpubyTax:

e uaeHTUduUKaTop ob6bEKTA;

naeHTudurkaTop nonb3oBarens;

ngeHTudumkaTop cyobekTa;

TN cobbITUS;

unu gpyrue atpubyTol.

PeanunsosaHa BO3MOXHO BbIbpaTh kakme Tunbl cobbiTun M3 ByayT permctpupoBaThCs:

e 0bOHapyxeHue mobunbHoro koga (ActiveX, Flash, JScript, VBScript, PostScript, Java);
e obHapyXeHue 3anpeLleHHbIX BOXEHUN (aHanu3npyeTcs NPUCYTCTBME M3BECTHbLIX NMPOTOKOIIOB,
peknambl, Megna-koHTeHTa, PDF);
e  BbINOMHEHNE KOMaHA.
15.B n3genun peannsoBaHa peructpauns u y4eT criegyoLmx cobbITui:

e  3anycK U 3aBepLUeHWe BbINOMHEeHUSA (PYHKLMI ayauTa;

e pesynbTaTtbl BbIMOSHEHUS NPOBEPOK MHAOPMaLMK ceTeBOro Tpaduka;

e  3anMCb HOBOTO 3HaYeHWst MO0 M3MeHSIEMON NONUTUKM/NapameTpa.
16.B nsgenun Bo3MmoxxHa nogaepkka onpeaerieHHbIX poren no ynpasneHuio M3.

17.B u3pgenun peanun3oBaHa BO3MOXHOCTb CO CTOPOHbl agMuHUCTpatopoB M ynpaBnsTb peXMMoMm
BbINonHeHns dyHKumMn 6esonacHocTn M.

18.[na agmuHuctpatopa M3 peanusoBaHa BO3MOXHOCTb MOAMMULMPOBATL, YAANATb pa3peLlumTeribHble
n (unn) 3anpeTuTenbHble aTpubyThl 6€30MacHOCTUN UCNOSMb30BaHNS CETEBLIX PECYPCOB, COAEpXKaLLnX
oTaenbHble TUNbl MOBUNBHOIO Koada, Ansa ocywecTeneHns M3 duneTpauuu.

19.0na agmuHucTtpatopa M3 peanu3oBaHa BO3MOXHOCTb HasHayaTb MoaudumumpoBaTtb, yaanaTb
paspelumTenbHble 1 (Mnn) 3anpeTutenbHble aTpubyThl 6e30NacHOCTU ANst NPUKNaAHOro NPOrpaMmMHOro
obecneyeHus (NPUNOXEHNA) C LeNbo NOCMNEeAYOWEro OCyLLeCTBNEHNs unbTpaLun.

20.B un3genun ecTb BO3MOXHOCTb BeAEHWUS AN KaXOoro Tuna MeCT pacrofioKeHus ysna c
ycTaHoBneHHbIM M3 oTAenbHbIX Npodunen NpoBepokK.

21.B n3genunn ectb BO3MOXHOCTb U3MEHeHNs1 06nacTu 3HadeHun MHPopMaLMmM COCTOSHUS] COeQUHEHNS CO
CTOPOHbI aMMHUCTPATOPOB MEXCETEBOrO 3KpaHa. Y aAMMHUCTpATOpa eCTb BO3MOXHOCTb 3aBepLuaThb
ceTeBble CoeaMHEHNs U3 Tabnuubl COeaNHEHUN.

22.B n3genun ectb BO3MOXHOCTb NPUCBOEHUST MPOUNAM NPOBEPOK AOMNYCTUMbIX 3HAYEHUN, TaKUX Kak
npodurib NPOBEPOK OS5 UCMONb30BaHWUS BHYTPU MHOPMAaLMOHHOM CUCTEMBI, MPOodub NPOBEPOK AS1S
MUCNonb30BaHUA 3a npegenamMmm UHPOPMALMOHHOW CUCTEMbI W OPYrnxX AONYyCTUMbIX npodunen
npoBepok. PeannsoBaHb!:

e  BO3MOXHOCTb CO3aHusi npochunen, Belbopa U Ha3HaA4YeHUA NPOdUIS HACTPOEK ONpeaeneHHbIM
(HamgeHHbIM) ceTaAM, B TOM Yncne npu obHapy>KeHUM HOBOW CeTu;
e  BO3MOXHOCTb pefaKkTUpoBaHUA Npoduen HacTpoek;
e ayauT cboeB B NCMOMb30BaHUN MEXaHN3Ma BeOeHUA OTAENbHbIX MPounen NpoBepok (npumep
cbos: npodpnnb He HaVAeH U NPUMEHEH NPOdUIb MO YMOMYaHUIO).
Mpodounu BbIGUpatTca kak MuHUMyM no |IP-agpecy Tekywiero agantepa. KonudectBo npocdoumnen,
paBHOoe 8, MOXHO cuuMTaTb AocTaTouyHbiM. [lpodunu (kpome npodung no yMonyaHwu) MoryT
nepeMMeHoOBLIBaTbLCS.

23.B u3genun ecTb BO3MOXHOCTb MPUCBOEHUS WHMOPMAaUUN COCTOSHUA COeOMHEHUS O0MYyCTUMbIX

3Ha4yeHun. B kayecTBe OCHOBHbLIX COCTOSIHUI Asi CETEBOro Tpaduka UCNoMb3YyTCA criegyouime:
e YCTaHOBIIEHWE COeUHEHUS;
e  1CNOMNb30BaHWE COeANHEHUS;
e  3aBepLUEHNE COEOUHEHNSI.
Mpu 9TOM KaxObli HOBbIN MaKeT NMPOBEPSETCH MEXCETEBbIM 3KpPaHOM Mo Tabnuue COCToAHMI Ans
onpegeneHuns Toro, He MPOTMBOPEYUT JIN COCTOSIHUE MaKeTa OXMAAEMOMY COCTOSIHUIO.
24.Peanu3oBaHa BO3MOXHOCTb peructpaumm cboeB B UCMONb30BaHUW MexaHu3Ma BedeHust Tabnuubl
COCTOSIHUM.

25.lna KaxOoro coeauHeHust obecneymMBaeTcs BedeHWe Tabnuubl COCTOAHWI, OCHOBAHHOW Ha
WMH(OPMALIMM COCTOSHUS COEAMHEHMS N UCNONBb3YEMOW MPU BbIMONTHEHWUM NPOBEPOK Arst 0OHapyxeHus
aHoMarbHbIX MaKkeToB, HE COOTBETCTBYIOLLMX TEKYLLEeMY COCTOSAHUIO COEANHEHNS.

26.Peanu3oBaHa BO3MOXHOCTb NnepexsaTa MakeToOB Ha CETEBOM YpPOBHE M MPOBEPKM WX Ha npegMmet
paspeLLeHHOCTH MO CYLLECTBYIOLLMM MpaBunamM MexXceTeBoro akpaHMpoBaHus. JonomHUTENBHO HYXHO



COXpPaHATb TPEK KaXXaoro coeanHeHnda B Tabnuue coctosiHMi. [leTanu Tabnuupbl BKNOYaIOT:

ceTeBon agpec (IP-agpec) uCTovHuKa;

ceteBon agpec (IP-agpec) nonyyatens;

HOoMepa MopToB;

WMHOPMALMIO COCTOAHUSA COEAMHEHNS.

27.B n3genun peanusoBaHa BO3MOXHOCTb obecnedeHns nepexoda B PeXnM aBapUNHOW NOOOEPXKKM,
KOTOpPbIN NpeaocTaBnseT BO3MOXHOCTb Bo3BpaTa M k wutatHOMY pexumy dyHKLMOHMPOBAHKSI.

28.B nsgenun peann3oBaHa BO3MOXHOCTb TECTMPOBaHUS (CaMOTeCTUpPOBaHNsA) yHKUMIA 6e3onacHoCTM
M3 (KOHTpOInb LLENOCTHOCTU NCMNoNHsAemoro koga MJ).

29.B n3genuu peanusoBaHa BO3MOXHOCTb MpW HapyweHun npasun M3 nokasbiBaTb npegynpexaaoLlee
coobLeHne nonb3oBaTento.

30.B usgenun peanusoBaHa @YHKLUMOHArbHas BO3MOXHOCTb MH(OPMUPOBAHUS (3amuCb B XypHan,
BCMnnbiBatowee cooblieHne n coobuieHne Ha Cepsep 6eszonacHoctn C3U HCO) o BO3MOXHOCTU
oBHOBMEHNA cUrHaTyp.

31.B nsgenuu peanu3oBaHa BO3MOXHOCTb 3adaBaTb W aHanNu3MpoBaTb KOMAHAHYK CTPOKY (4ns rmbkon
HacTpowku npasun MJ).

32.B usgenuu peanunsoBaH BbiBOA BCMIbIBAKOLLEro AeTanM3npoBaHHOIO yBegoMIieHns npyu 6noknposke
KOHTEeHTa.

33.B n3genun peanunsoBaHa (pyHKUMOHaNbHasA BO3MOXHOCTb «MakeTHOro» ynpasnexHus npasunamu M3,
KoTopas nossonseT (popMnpoBaTh 1 NPUMEHATL OTAemNbHbIe rpynnbl npasun M3.

34.B usgenumn peanunsosaH punbTp HT TP 3aronoska, KOTOPbIN NO3BOMSET BbIMNOMHATL XypHanMpoBaHue,
OnokmpoBKy coeanHeHus ¢ aHoManbHbiMn HTTP 3aronoekamu.

35.B n3genumn peanusoBaHa yHKLMOHaNbHas BO3MOXHOCTb akTuBaumumn 6onee xecTtkmx npasun M3 npu
OTCYTCTBMM Ha 3awmwaemoMm TC aHTUBMpyca, OOHOBMEHWA WNU NPU  HapyWeHWU KOHTPOns
LileNOCTHOCTH.

36.B nsgenunu peanusobaHa yHKUMOHaNbHas BO3MOXHOCTb MCMOMb3oBaHUs DNS-meHn BMecTo npasun
IP-agpeca npu HacTpovike npasun M3 ana obecneyenus paboTbl npasuna npu cmeHe IP-agpeca
pecypca.

37.B n3genun peanvsoBaH MHTEPaKTUBHbLIN pexxum 06ydeHns npu oopmmposaHum npasun M.

38.B n3genuun peanusoBaHa nonutuka «bnokuposka QUIC».

39.B u3genuu peanu3oBaH MexaHW3sM unbTpauum ceTeBOro Tpaduka C NOOAEPXKKON KOMaHA
npotokonos: HTTP, SMTP, FTP, IMAP, POP3, DNS. ®akTbl cpabaTbiBaHMsA (pUnbTPOB C NOAAEPKKON
KOMaHg NpoTOKOnoB ukcmpytoTcs B «XKypHane Tpadukay.

40.B mnsgenun peanu3oBaH npoduilb MEXCETEBOro 3KpaHa, MO3BONSALWMIA MOrMYeckn M3onmpoBaTb
aBTOMaTu3MpoBaHHoe paboyee MeCTO OT ceTu nepedaynm AaHHbIX W noggepXumeaTb coednHeHue
TOnbKO ¢ EgnHbIM ueHTpom ynpasnexus Dallas Lock.

3.4 Cwuctema oGHapyXeHUsi BTOPXXeHUM1

1. B n3genum umeroTcs cpeacTsa aBTOMaTM3MpoBaHHOro 06HoBNEHMS 6a3bl peLuaoLwmx Npasus.

2. B u3pgenun npepocTtaBnseTcd BO3MOXHOCTb OOHOBMeHUs 6asbl pelawwmnx npaBus  TOMbKO
agMuHUCTpaTopaM M nonb3oBaTensm.

3. Moaynb COB umeeT rpacumdeckun nitepdenc agMmmMHUCTPUPOBaHUS.

B nspgenun peanusosaHbl MexaHW3Mbl NTOKaNbHOIO U yaanéHHoro agMmuHucTpmposaHuss COB.

5. B u3genuu agmuHuctpatopam 6e3onacHOCTM (M TOMbKO WMM) MNpPegoCcTaBnseTcs BO3MOXHOCTb
MoaumLumMpoBaTb PEeXUM BbINOMHEHUS (DYHKUWUA, CBA3AHHBLIX C BHYTPEHHWUM NpeacTaBleHneM
BpeMeHU, co cO0poM AaHHbIX 0 cucteme VT, Ux aHann3om 1 OTBETHbIMU peakLAMM.

6. B nsgenum ynonHOMOYeHHbIM agMuHucTpaTopam 6e3onacHOCTM (U TOMbKO MM) MpegocTaBnsieTcs
BO3MOXHOCTb 3afjaHus, a TaKkke 3anpoca, UsSMeHeHus, Moaudukaumm, yaaneHns n O4NCTKU 3HaYEHUI
Nno YMOMYaHuio.

7. B uspgenun nogaepxusatoTcs cneayowmne ponu Ang ynpasneHus mogynem COB:

e agmwuHucTpaTop Ge3onacHocTy;
e nonb3osarens NC;
e aaAMWHMCTPATOp cepsepa.
8. B u3pgenun obecneyveHa BO3MOXHOCTb accoLuMpoBaTh Nofib30BaTenen C ponsmMu.
B um3genuu obecneyeHa BO3MOXHOCTb BbIMOMHATL aHanu3 cobpaHHbiX AaHHbIx COB o ceTeBoMm
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Tpaduke B pexume, GrM3KOM K peanbHOMy MacwTtaby BpemeHun. ObecnedeHa BO3MOXHOCTb MO
pesynbTatam aHanumsa uMKCMpoBaThb CNeayoLL Yy NHOPMaLMIO:
e [aTy v BpeMms, pe3ynbTaT aHanmaa, TUn AaHHblX, MAEHTUUKATOP NCTOYHMKA AaHHbIX;
e NPOTOKON (MEXaHU3M), UCMONb3yeMbI ANs NMPOBEAEHMNS BTOPXKEHUS;
e uvaeHTUdUKaTOp cybbekTa BTOPXKEHUS, MOEHTUDUKATOP 06bEKTa BTOPXKEHMS.
10.B wusgenuu peanu3oBaHa BO3MOXHOCTb BbINOMHATL criegylowmne yHKUUMM MO aHanmM3y BCEX
nony4eHHbIX AaHHbIXx COB:

e 0OHapyxuBaTb BTOPXEHMSA B pexumMe, Bnn3koMm K peanbHOMY Maclitaby BpeMeHu Ha ypoBHe
OTAeNbHbIX XOCTOB (rokanbHbix y3noe WC) nytem aHanusa ceteBoro Tpadmka 6e3 notepu
AaHHbIX ANs aHanuaa;

e obHapyxuBaTb BTOPXEHUS Ha YPOBHE OTAENbHbIX XOCTOB (NoKanbHbIX y3nos VIC) nyteMm aHanusa
XypHanos cobbiTun OC u npuknagHoro [1O.

11.B cny4ae oOOGHapyXeHUs BTOPXEHUWM W HapyweHun ©Ges3onacHoCTW wusgenve npeanpuHuMaeT
cnegyowuve AencTBuns:

e OcyllecTBUTb dmKkcaumio akta obHapyXeHUs BTOPXEHWUM WK HapylieHui 6e3onacHocTu B
XypHanax ayguta;

e yBeOOMMTb agmuHucTpaTopa 6e3onacHocTM 06 OBHAPYXEHHbIX BTOPKEHUAX U HapPYLLUEHWUSX
6e30nacHOCTM C MOMOLLbLIO BU3yarbHOrO OTODOpaXeHus COOTBETCTBYKLLEro cooblieHnsa Ha
KOHCOMM yrpaBsreHns 1 Nogaymn 3ByKOBOrO CUrHana, a Takke coobLLeHWs No aNeKTPOHHON noyTe;

e OnokmpoBaTthb |P-agpec aTtakyoLero B Te4eHUn 3a4aHHOIO BpeMeHM.

12.B n3genuu peanusoBaHa BO3MOXHOCTb OMpPeAerieHNss OrpaHMYEHUn Criegyrowmx OaHHbIX TOSbKO
agMuHucTpaTopom 6e3onacHocTy:

e pasMep XpaHUMbIX XXYPHanoB;
e Bpemsi 6rokMpoBKkM IP-agpeca aTakyoLero.
13.B n3genun npegnpvHMMaloTcs crnegyowme encTBUs Npu JOCTUXKEHMN UNWU NPEBbILLIEHUN AaHHBIMU
orpaHun4yeHun COB, ycTaHOBMNEHHbIX B TpeboBaHun 12:

e  poTauus XKypHaNoB Npu NPEBbILLEHNN pasMmepa XpaHUMbIX XXypHaroB;

e pasbnokupoBka |P-agpeca aTakylwero npuM ucTedeHMuM BpemeHu OnokumpoBku |IP-agpeca

aTakyoLLero.
14.B n3penun peanu3oBaHa BO3MOXHOCTb FeHepuMpoBaTb 3anuCb ayguTa Ans cregylowmx cobbitun,
NnoTeHLManbHO NOABEpraembIx ayguTy:
e  3anycKk W 3aBepLUeHWe BbINOMHEeHUs (PYHKLMI ayauTa;
e Bce COObITWUs, NOTEeHUManbHO NoABepraemMble ayauTy, Ha HeonpeaenéHHoOM ypoBHE ayauTa
(MUHMManbHBIN, 6a30BLIN, EeTANU3NPOBAHHLIN);
poctyn k COB;
YTeHune MHdopmauun 13 3anucen ayauTa;
HeycrnelHble NOMbITKA YnTaTh UHopMaLmo N3 3anucen ayanTa;
BCE MOAMMUKALMU peXMMa BbINOMHEHUS (PYHKUMIA, CBA3AHHBIX CO COOPOM [aHHbIX O cUcTeMe
WUT, nx aHanm3omM 1 oTBETHbIMWU peakLUaMMU;
BCe Moaudukaumm aaHHbix COB, faHHbIX ayauTa n Bcex npounx gaHHeix COB;

e MoaudmKauua rpynnel Nonb3oBaTenen — UCMONHUTENEN ponu;

e  BbIMOMHEHUE U pe3ynbTaTbl CAaMOTECTMPOBaHUS KomMnoHeHToB COB.

15.B usgenumn peannsoBaHa BO3MOXHOCTb PErMCTPMPOBATL B KAXKAO0M 3anMcu ayauTa, No MeHbLUEN Mepe,
cnegyoLyo nHopmaumio:

e [farta u Bpemsi, Tun cobbiTus, naeHTudmukaTop cyobekta u pedynbtaT cobbiTus (YCneLwwHbIi nnm
HeyCcneLHbIN);

e NS KXAOro Tuna cobbITU, NOTEHUMANbHO NOABEpPraemMblxX ayamTy, U3 YMcna onpeaenéxHbIX B
PYHKUNOHANbHbLIX KOMMOHEHTaX, PErucTpupyroTcs crneayloline napameTpbl: naeHtudukaTop
obbekTa, BUA 3anpalmBaemMoro JocTyna npu cobbiTM 3anycka U 3aBepLUeHUs BbIMOMHEHUS
dyHKUUN ayauTa, npu goctyne k COB;

e uaeHTUcmkaTop nomnb3oBaTens npu cobbITUM MoauduMKauMm rpynnbl  Nonb3oBaTenem —
ucnonHuTenen ponu.

16.B nsgenun peanusoBaHa BO3MOXHOCTb NPeAOCTaBNSATb aAMUHUCTPATOpy 6€30NacHOCTU NPaBo YnTaTb
BCe [aHHble ayanTa U3 3anucen ayguta.

17.B usgenuu peanu3oBaHa BO3MOXHOCTb 3anncu ayauta B Buae, NO3BOMSKOLEM Morb30BaTernto
BOCMPVHMMATb COAEPXaLLYCs B HUX UHpopMaLnio.



18.B wu3genum peanusoBaHa BO3MOXHOCTb acCOLMMPOBATb Kaxgoe CcobbiTve, noTeHumanbHo
noasepraemoe ayauTty, C MAEHTUUKATOPOM MONb3oBaTeNs, KOTOPbIA Obll MHULMATOPOM 3TOrO
cobbITuSA.

19.B usgenuu peanu3oBaHa BO3MOXHOCTb 3arnpeTa BCEM MOMb30BaTeENsM AOCTyna K YTEHWUO 3anucen
ayguTa, 3a UCKIMoYeHeM Norb3oBaTernen, KOTOpbIM SIBHO NpeaocTaBeH AOCTYN A YTEHUs.

20.B n3genuun npegocTaBnsieTcsl BO3MOXHOCTb BbINOMHATL NOUCK, YNOPSAOYNBaHNE, COPTUPOBKY AaHHbIX
ayguTa, OCHOBaHHYIO Ha crnegylowmx atpubyTax:

e [aTta u Bpemsi;

naeHTndurkaTop cyobekTa;

TMN cobbITus;

pe3ynbTaTt cobbITUSA (YCNELLHbIN / HeYCNELLHbIN);

aencTeme.

21.B nsgenum BbinonHsieTcs pyHKUUSE cCaMOTECTUPOBaHMSA NpY 3anycke, Mo 3anpocy YNOJIHOMOYEHHOTO
nonb3oBaTens Ansg AeMOHCTpaLuumn NpaBubHOro BbiNonHeHUs yHkumn 6esonacHocTn COB.

22.W3penne npepoctaBnsieT BO3MOXHOCTb  YMONIHOMOYEHHbIM MOMb30BaTENsAM  BepuduunpoBaTh
LeNOCTHOCTb AaHHbIX PyHKUMIN 6e3onacHocTn COB.

23.B unsgenum npepoctaBnseTcs BO3MOXHOCTb YMOSIHOMOYEHHBIM MONb30BaTENAM BEPUPULMPOBATH
LeNIOCTHOCTb NPOorpaMMHOro koaa gyHkumin 6esonacHoctn COB.

24.06ecneyeHa BO3MOXHOCTb cOGMpaTb MHOpMaLMIO O CeTeBOM TpaduKe, NPoxXoasiluemM Yyepes y3ribl
cetu:

MH(popmMaLms O ceTeBbIX agpecax;
uHdopmaums 06 ncnonb3yembix NopTax;
UHdOPMaLNS O 3HAYEHUSAX NONEeN CETEBOro nNakeTa;
WHpopmaums 06 annapaTHbIX agpecax yCTPONCTB;
nHdopmaums 06 nageHTudmrkaTopax NPoOTOKOOB;
e MHJOpMaLMsa O pa3mepax NakeToB.
25.B usgenum obecneyeHa BO3MOXHOCTb cOOUpaThb MHOPMALIMIO O CrieayroLLMX CODBITUSAX Ha y3nax ceTu:
e cobbITUS, permcTpmpyemMble B XypHanax ayamTa: OC, npuknagHoro nporpaMmHoro obecneyeHms;
e  BbI30B (OYHKLMIA;
e 0oOpaLlleHune Kk pecypcam.
26.B n3genun peanusoBaHa BO3MOXHOCTb COOUpaTh U pErMCTPMpOBaTh CreayLLYH NMHGOPMaLMIO:
e [aTty v BpeMs cobbiTus;
e  TWM coObITUS;
e ngeHTUmkatop cybbekra.
27.B usgenuu peanusoBaHa BO3MOXHOCTb BbINOMHATL aHan13 cobpaHHbIX AaHHbIX C LIENb 0OHapyKeHns
BTOPXXEHMWI C UCMOMb30BaHMEM CUTHATYPHbIX U 3BPUCTUYECKUX METOO0B.

28.B usgenuu peanusosaHa BO3MOXHOCTb BbINOMHATL aHann3 cobpaHHbIX AaHHbIX C Lienbio 0bHapyKeHns
BTOPXXEHUW C WUCNOMb30BaHWEM 3BPUCTUYECKUX METOAOB, OCHOBAaHHbIX Ha MeTOoAax BbIABNEHUS
aHomanui ceTeBoro Tpaduka, MeTogax BbIsIBNeHUs aHoOManun B AencTemsax nonb3osartens UC.

29.B n3genuu peanmsoBaHa BO3MOXHOCTb BbIMOSHATE aHanmM3 cobpaHHbIX AaHHbIX C Lienblo 06HapyXeHns
BTOPXXEHWI C UCMOSIb30BaHNEM 3BPUCTUYECKMX METOL0B Ha 3ajlaHHOM YPOBHE.

30.M3genve umeet mexaHU3mMbl OBHapY>XeHNst BTOPXKEHU Ha OCHOBE aHanmu3a cryxebHon nHgpopmaumm
npoTtokonoB ceteBoro yposHsi (ICMPv4, ICMPv6, IPv4, IPv6) n tTpaHcnoptHoro yposHs (UDP, TCP)
©a30B0W 3TaNoOHHOW MOAENN B3aUMOCBS3UN OTKPbITbIX CUCTEM.

31.B nsgenuu peanv3oBaHa BO3MOXHOCTb onpeaenenns nogmensl IP-agpeca n 6nokuposka IP-conyaa.
32.B nsgenuu peanv3oBaHa BO3MOXHOCTb OIOKMPOBKM y31oB, ckaHupyowmx MK B cetu.
33.B v3genuu peanv3oBaHa BO3MOXHOCTb BbISIBIIEHMS aTaK, HAanpaBIieHHbIX Ha OTKa3 B 0BNy>XMBaHUN.

34.B wu3pgenuu peanu3oBaHa BO3MOXHOCTb OMNpedeNneHnss Ccnucka TUMOB aTak, KoTtopble OyayT
OnokmpoBaTbcs.

35.B nsgenuu peannsoBaHa BO3MOXHOCTb CO3[1aHMs COBCTBEHHbIX curHaTyp COB.

36.B n3genun peanusoBaHa BO3MOXHOCTb ONoOKMpoBaTb HeoOBEpPeHHble MPUIIOXKEHUS, HE UMetoLlme
LMdpoBOM NOANMUCH.

37.B n3genun peanvsoBaHa BO3MOXHOCTb JOBEPUS MPUNOXKEHUAM, UMEKOLLMM LMEPOBYO NOANUCH.
38.B n3genvu peanvsoBaHa BO3MOXHOCTb HACTPOMKN CNUCKA YA3BMMbIX NOPTOB.



39.B n3genun peanusoBaHa BO3MOXHOCTb BbIOOpa KOMMOHEHTOB, pa3peLleHHbIX A4S UCNOMb30BaHNs Ha
MMK.

40.B n3genvn peanusoBaHa BO3MOXHOCTb BbisiBNeHUst nonbiTok MO 3anucbiBaTe faHHblE B CUCTEMHbI
peecTp n obpauleHus K kputndecknm odvektam OC.

41.B v3genvu peanv3oBaHa BO3MOXHOCTb HACTPOMKU «HYBCTBUTENBHOCTU» ONpeaeneHus atak.

42 .B nagenuu peannsosaHa BO3MOXHOCTb HACTPOMKN UCKNIOYEHUI AN AOBEPEHHbIX Y3M0B, C KOTOPbIX HE
OyneTt obHapyXnBaTbCs aTaka.

43.B nsgenuu peanv3oBaHoO MackmpoBaHue gatymkos COB.

44.B n3genun peanu3oBaH KOHTPOMb LEenocTHOCTM 6a3bl pelwatowmx npasun COB (curHatyp XypHarnos,
Tpaduka).

45.B usgenuu peanusoBaHa BO3MOXHOCTb COXpaHEHUs1 OTUNbTPOBAHHOW MHGOPMaLUKN U3 KypHaNoB
nocne NpUMeHeHns unbTpaumm.

46.B n3genuu peanusoBaHa (pyHKLMOHanNbLHasi BO3MOXHOCTb «be3onacHas cpepa» (BC), no3sonsiowas
3anyckaTb M NPOU3BOAUTb paboThbl C NporpaMMHbIM obecnevyeHnemM B U30NMPOBAHHOW, 3aLUULLIEHHON
cpene 6e3 BHeceHus naMeHeHun B ocHoBHyto OC, nposepATb MO Ha onacHble AENCTBUS C LiENbIO
onpefeneHns cTeneHn JoBepust K HeMy U )OpMMPOBaThb OTHET O AeATenbHOCTU nporpammel. OTyeT
COCTaBMseTCsa C NpaBamMu JOCTYnNa, UCKIYaLWLMMN BO3MOXHOCTb pejakTupoBaHus danna. B otyeTe
oTobpaxeHo crneayoulee:

e KpaTkas cBOAKa O NOTEHUManbHO-BPEAOHOCHbIX AENCTBUSAX;

e oLeHKa 6e3onacHOCTV NPUNOXEHUS, doanna Un CCbINKK;

e MONHOE HaMeHOBaHWE O CUCTEME;

e noapobHoe cocTaBneHne OTHETOB/AKYPHANOB O pe3yrnbTaTax NpoBepKu.

47.B n3genun peanunsoBaHa BO3MOXHOCTb MMMNOpTa M nocneayowero 06HOBMEHNS «4EPHOro Cruckan»
URL agpecoB 13 BHelLHero «*.ixt» canna.

48.B nsgenuu peanv3oBaHa BO3MOXHOCTb 3alUmTbl cnyxbbl COB oT HeaBTOpU3NPOBaHHOIO OCTaHOBA.

49.B mn3pgenun peanusoBaHa yHKUMOHaNbHas BO3MOXHOCTb 3afaBaTb W aHanu3npoBaTb KOMaHHYH0
CTPOKY Arsi NPOLLeCCOB AN rMOKOM HacTPONKM NpaBun XypHanos npunoxexHun COB.

50.B usgenuu peanu3oBaH BbiBOA4 U3 kawa DNS-MMeHW BHELLHEro pecrnoHOeHTa npy Hanuuum Takow
WHopMaLnn B OTNPaBAEHHbIX U NPUHATBLIX AaHHbIX.

51.B nsgenuu peanu3oBaHa PYHKUMS CAMOTECTMPOBAHUS KOHTPOMNS NPUMOXEHNI.

52.B n3genun peanu3oBaHa yHKLUSA aBTOMaTUYECKOro 3anycka npunoxexHun B bC B cnyyae, ecnv oHu
nony4yeHsl ¢ cantos cetn MIHTepHeT.

53.B usgenuu peanusoBaH OeTeKTOpP BPeJOHOCHOW akTUBHOCTW BUPYCOB-LUNPOBanbLLMKOB.

54.B nagenuu peanus3oBaH AeTeKTOp NO03pUTENbHbLIX (hannoBblX onepauunii.

55.B usgenuu peanu3oBaH TPaH3aKUMOHHbIA PEXUM AN MUHUMMU3AUUKW NOTEPU AaHHbIX OT OeNCTBUM
BUpyca-LmndpoBanbLLUmKa:

e BedeHue crnucka yaansembix hannos u mMackMpoBaHue 3TMX onepauun Takum obpasom, Kak
OyaTo aTu channel yXe yaaneHsl;

e  CO3[aHue TEHEBbIX KOMUN n3meHseMblx hansioB B CKPbITOM KaTanore 1 MackupoBaHue nux Takum
obpa3om, kak OyaTo 9TUX hannos HeT.

56.B usgenum peannsoBaHO MPUHATME peLleHud No cobbITUAM, CBA3aHHBIM C aKTUBHOCTbIO BUPYCOB-
LWndpoBanbLLUKOB.

57.B wu3genuu peanusoBaHO pearMpoBaHue Ha cobObITUSA, CBSI3aHHblE C aKTUBHOCTBK BUPYCOB-
LWndpoBanbLLUKOB.

58.B wu3pgenun peanu3oBaHa peructpaumsi COObITUIA, CBSI3aHHbIX C  aKTMBHOCTbIO  BMPYCOB-
LWndpoBanbLLUKOB.

59.B nsgenuu peanv3oBaHa BO3MOXHOCTb 6oKnpoBkn otrnpasku Ternemetpum Windows.

60.B nsgenun peanu3oBaHa BO3MOXHOCTb BbiBreHus atak tuna DHCP Flooding, DHCP Starvation un
Rogue DHCP Server.

61.B usgenun npegycmoTpeHa npeaycraHoBreHHasi 6a3a 10C-06bekToB4 € BO3MOXHOCTBI PYYHOro U

4 10C-06mekT — JSON-00BEKT, KOTOPBIH COEPKUT ONMCAHUE HHIMKATOPA KOMIIPOMETAMU. UHNKATOPHI
komnpomerauun (10C) — uudposbie apredakTbl, KOTOpble C OONBIIONH [0JIeH BEPOSTHOCTH YKa3bIBAIOT Ha
HECAaHKIIMOHUPOBAHHBIN JOCTYII K CUCTEME (TO €CTh €€ KOMIIPOMETALINIO).



aBTOMaTU3MPOBaHHOro 06HOBNEHMS.

62.B n3genum peanusoBaHa BO3MOXHOCTb A00aBneHns nonb3oBatenbckux [0C-00beKToB.

63.B usgenuu peannsoBaHa BO3MOXHOCTb MPOCMOTPA, yAaneHus, akTupaumu, AeakTuBaLumm, akcnopTa u
novcka obbekToB B 6a3e 10C-06bEKTOB.

64.B n3genuun peanusosaH mexaHuaMm obHapyxeHus 1oC Ha aBTomMaTM3npoBaHHOM pabovem mecTe Mo
pacnncaHuio 1 No 3anpocy YNOMHOMOYEHHOro nuua.

65.B wusgenum peanu3oBaHa peructpauus cnegylowmx cobbiTW, CBSA3aHHbIX C  MHAMKaATOpPamu
KOMMpomeTauum:

n3meHeHne cnucka loC-o6bekToB (qobaBneHune, yaaneHue, aktTuBaumsi, [eakTuBaLumns, aKCnopT);

o6HoBneHne 6a3bl I0C-06bEKTOB;

N3MEHEeHMEe 3HaYeHUIN NOMNUTUK, CBA3AHHbIX C MHAUKaTOpPaMun KomnpomMeTaumm,;

obHapyxeHue loC.

66.B unsgenum peanunsoBaHa BO3MOXHOCTb YNpaBfeHWs MpaBuiiaMuM aBTOMAaTMYECKOro pearmpoBaHus
COB, B TOM uucCne cosgaHve, yoaneHvue, NPOCMOTP, pPedakTMpoBaHWE, akTMBauus, AeakTuBauus u
U3MeHeHune npuopuTeTa.

67.B wu3genun peanusoBaHa perucTtpauusa crnegylowmux cobblTUA, CBSA3aHHbIX C  MpaBunamm
aBToOMaTuyeckoro pearmposaHus COB:

e pedakTMpoBaHMe Cnmucka npasBun  aBToMaTtudeckoro pearvpoBaHus COB  (cosgaHue,
KonupoBaHue, pefakTMpoBaHue, yaaneHue, aMeHeHne npmopuTeTa, akTuBaums 1 Jeaktmsaums
npasun aBToMaTuyeckoro pearmposaHus COB);

®  N3MEHEeHWe 3Ha4YeHUI NOMNUTUK, CBSA3aHHbIX C NpaBunamMm asTomaTmnyeckoro pearmposaHus COB;

e cpabaTbiBaHMe NpaBun aBToMaTnyeckoro pearnposarms COB.

68.M3genue BbINOMHAET OOHO U3 creaylwmx AencTBuiA npu cpabaTbiBaHMM yCroBWA npasuna
aBTOoMaTuyeckoro pearnposaHus COB:

e  OMOKMPOBKa y4eTHOW 3anucu;

e OMOKMpOBKa aBTOMAaTU3NPOBaAHHOIO paboyero mecTa;

e  BKIHOYEHME Npodunsa MexceTeBoro akpaHa «WM3onsaumsa yanar.

3.5 CepsBep KoHduUrypaumm

1. B usgernun peanusoBaHa QyHKumMa cbopa no cetu u obpaboTkM MHOpMauUMM O MPOrpamMmmMHOM
o6ecneyeHuu MK ¢ yctaHoBneHHbiM Dallas Lock 8.0.

2. B uspenun peanusoBaHa QyHKUMS OTCNEXuMBaHUA W3MEHEHWA B YCTaHOBMEHHOM NpPOrpamMMHOM
obecneyeHnn Ha KIMeHTax.

3. B wmnsgenuu peanusoBaHa dyHKLMSA dukcaumm cobbiTin NOACUCTEMbI CKAHUPOBaHUSA KIIMEHTCKOW YacTu
B XypHane CK. dukcupytotcsa crniegyroime Tunbl cobbITUIA:

CKaHupoBaHue;

pefakTupoBaHve napameTpos;

3arpyska Nacnopta NO co cbeMHOro MalMHHOIO HOCUTENS;

CUHXpOHU3auus MacnopTos KnNueHTa.

4. B nsgenuu peanu3oBaHa PyHKUMSA dunbTpaumm cobbiTui, 3adUKCPOBaHHbIX B XypHane ynpasneHus
nonuTuKamu, no Tuny n pesyneraTy.

5. B n3genun BbINONMHAETCA KOHTPOIb Y OMKCaLMsA COCTOAHNS NPOrpamMmmMHoONn cpeabl.

6. B u3genun peanu3oBaHa @yHKLMOHaNbHas BO3MOXHOCTb cpaBHeHWs [lpoekta nacnoprta u
3aBepeHHoro acnopTa, 3aBepeHHbIX NacrnopToB B pamMKax OAHOTO KNNeHTa.

7. B uapgenuu peanusoBaHa dyHKUMs dopmmpoBaHus MNMpoekTa nacnopta MO, Macnopta MO.

8. B u3genuu peanusoBaHa dyHKums ytBepxaeHusa [Nacnopta MO ¢ noMowpbo YCTAHOBKM MPOCTOM
3NEKTPOHHOM NoAnucH.

9. B uspgenun peanusoBaHa yHKLMA CO3AaHUSA U pedakTUpoBaHUS npas y4eTHbIX 3anucen CK.

10.B wmsgenuu peanusoBaHa @yHKUMOHANbHas BO3MOXHOCTb XpaHEHUs AaHHbIX O coctosiHun [10
knveHTOB B 6ase AaHHbIX NporpaMmMHOro mogyns. Msgenve obecneumBaeT XpaHeHue CriedytoLimx
AaHHbIX:

e  CBE[EeHUs O KNUeHTax;

e CBe[eHus O NnepcoHarne Komnnekca:

e nacnopta MO KNMeHTOB C aneKTpoHHOW nognucbio KoHTponepos (MHdopmauns 06 namMeHeHnsx
cocTtaBa N0 u ucnonHaemsix gannax);



e uHdopmauwmsa o MNO.
3.6 O6wme 3agaym cywecTByowmnx nogcucrtem C3U HCO

1. Vagenvne MOXeT KOHTPONMpoBaThb M ONpeaensTb CaHKLUMOHMPOBAHHOE BpeMsi paboThbl y4eTHO 3anucu
nonb3oBaTtens. Peanu3oBaH MexaHW3M OrpaHu4eHuWst JocTyna Mo gate U BpemeHu (pacnucaHue
paboTbl nonb3oBartenen).

2. Visgenue cnocobHO MpUHYOUTENbHO OTKMYaTb dain-aAMcK Npv  OTKIOYEHMM  annapaTHOro
naeHTUdmkaTopa.

3. B v3genun peanvsoBaHa BO3MOXHOCTb KOHTPOS (hYHKLMIA rapaHTUPOBaHHOW 3a4MCTKU MHGOpMaLnK.

4. B wusgenuum peanu3oBaHa BO3MOXHOCTb HAacCTpPOWKM W OTOOpaxeHuss 3agaHHOro TEeKCTOBOro
yBeOOMITEHNS MOMb30BaTEeNs Npu ero Bxoge B MHAPOPMALMOHHYIO cucTemy (HanoMmHaHue o TOM, 4YTO B
WHOPMALIMOHHOW CUCTEME peanu3oBaHbl Mepbl Mo obecneveHuto 6e30nacHOCTM MepCoHanbHbIX
AaHHbIX, U O HeobxoaMmocTM cobniodeHns YCTaHOBMEHHbIX OnepaTopoM npasun 06paboTku
nepcoHanbHbIX AaHHbIX).

5. B n3genuu peanu3oBaHO OMOBELLEHUE MONb30BaTENA MOCMAE YCMNEeLWHOoro Bxoda B MHPOPMALIMOHHYIO
CUCTEMY O ero npeablgyLem Bxoge B UHPOPMALIMOHHYI0 CUCTEMY, O KONIMYECTBE HEeYCMNELLHbIX MOMbITOK
BXO4a B MH(OPMALMOHHY cUCTEMY 3a nepuod, 00 U3MEHEHUN CBEAEHWUN, OTHOCALLUXCA K YYETHOM
3anvcum nonb3oBaTens.

6. B usgenum ocyuwectBnseTca peructpaumsi COObITUIA, CBA3aHHbIX C AEWUCTBUAMM MO  3a4YUCTKE
OCTaTOYHOW NMHOpMaLMN.

7. B n3genun peanusoBaH MexaHW3M TMOKOW HAcCTPOWKW LUTamna, MpOCTaBiSieMOro npu OTYYXOEHWU
WHOpMaLMM Ha TBEPAYIO KOMUIO.

8. lNMpn ceTeBoM wucnonb3oBaHWM un3genve obecneynBaetr (cunamu cepsepa 6He30nacHOCTK)
CUHXPOHM3ALMIO BPEMEHN.

9. B wusgenuu peanunsoBaH MoOAynb YMNpaBneHus nNuueHsusMyn Onsi cepBepa 0e3onacHOCTM M Ha
orpaHuyeHue Yymcna TepMmnHanbHbIX CECCUN.

10.B u3genun peanu3oBaHa BO3MOXHOCTb OyGnmpoBaHuWs cepBepoB 6e30nMacHOCTM Mpu CEeTeBOM
pasBepTbIBaHUK, A58 NOBbILLEHWS 0TKa30yCTOMYNMBOCTU N3AENUS.

11. B usgenum peanusoBaHa BO3MOXHOCTb YCTaHOBKU KOHUIypaLmm Mo yMONYaHuIo, yOOBNETBOPSOLLEN
TpeboBaHNAM OrpaHUYEHMI No AKCNyaTaumm, ykasaHHbiM B nogpasgene 3.3 dopmMynsipa Ha nsgenve.

12.B wn3genuu peanusoBaHa BO3MOXHOCTb aBTOMAaTMYECKOro 3kcnopTta XypHanoB CB u xypHanos,
cobupaemsix ¢ knneHToB OB, Bo BHelwHO SQL 6a3y gaHHbIX.

13.N3penne obecneymBaeT SBHOE BbIBEAEHUE KIMEHTCKOW paboyven cTaHuum u3-nof ynpaerieHus
cepBepa 6e3onacHocTy.

14.B mn3penun peanu3oBaHa BO3MOXHOCTb MEpPEMELLEHMS TPynn KIMEHTOB cepBepa 6Ge3onacHoCcTn B
Apyrue rpynnbl Yepes Ux KOHTEKCTHOE MEHI0, COOTBETCTBYHOLLEE CYLLECTBYHOLLEN nepapxmm rpynn.
15.U3penne obecneynBaeT aBToMaTMyeckoe oGHOBNEHNE MHAhOPMALIUK B PEXUME peasnibHOro BpeEMeHU O

KIMEHTax, TEXHUYecKkas NOAAEPXKKA KOTOPbIX 3aKOHYUNach.

16.B nagenuu peanusoBaHa yHKuns otobpaxeHun nHdopmaumm o6 akTmBHbIX komnoHeHTax C3U HCO
B okHe «O nporpammey.

17.B n3genuu peannsoBaHa aBTopu3aLms No cmapT-kapTe Yepes ygoctosepsaowmin ueHtp MS Windows
Ansi 64-paspagHbiX onepaLymoHHbIX CUCTEM.

18.Mpu dyHKumnoHupoBaHun B gomeHe Active Directory C3U HCL npu HacTpoeHHOW aBTopu3aumm no
cMmapT-kapTe usgenve obecneynBaeT BO3MOXHOCTb OTKITOYEHUSA NApONbHOro uHTepdenca Bxoaa.

19.Mpw 06HOBREHUN U3OENNE aBTOMATUYECKM NPOBEPSIET SMEKTPOHHbLIE MOANUCU UCMONHAEMbIX MOAYIEN
1 3anpeLlaeT yCTaHOBKY He npolueawmx nposepky A ucnonHaemblix Mogynen.

20.Tpyn COBMECTHOM MCMNONb30BaHNM HaA OOHOWM KnmneHTckon paboyen ctaHuum C3U HCO v CA3 Dallas
Lock obecneunBaeTcs:

e  BO3MOXHOCTb CKBO3HOW aBTOpu3auum B OC — nepegaya BBEAEHHbIX aBTOPM3ALMOHHBIX JaHHbIX
n3 CA3 Dallas Lock B C3U HC[,;
e BO3MOXHOCTb 3aMMCTBOBaHUs BpeMeHHbix oTMeTok M3 CO3 Dallas Lock gns peructpaunn
CcobObITUI Be3onacHoOCTH.
21.PacluunpeHa uHTerpaumsa ¢ knveHTamu gomeHa nopf ynpasneHuem msgenus C3U HCQO Dallas Lock
Linux. Obecne4ynBatotcs:

e  CUHXPOHM3aUMs NONMTUK Ge30MnacHOCTY;



e  BbIFPYy3Ka XXypHanoB knueHToB nof ynpasneHvem nsgenua C3U HCO Dallas Lock Linux B MS
SQL;
e  MOJIHOLEHHAasi CMHXPOHM3aLMs y4eTHbIX 3anucen rpynn (no aHanorum ¢ C3U HCA);
e ynaneHHoe pa3epTbiBaHMe C3U HC[ Dallas Lock Linux;
e LleHTpanu3oBaHHoe ynpasneHue ponamu agmuHuctpuposaHus C3U HCL Dallas Lock Linux.
22.Mpwn ypanenun C3U HCL n3pgenve npegnaraeT cOXpaHUTb NPOU3BEeAEHHbIE HACTPOKM.
23.B nspgenun peanusosaHa 6a3oBas nHTerpaums ¢ aHtusupycom «Kaspersky Endpoint Security»:

e ornpefeneHne HanMyns YCTaHOBIIEHHOIO aHTUBMPYCA Ha KITMEHTCKUX paboumx CTaHuusXx;
e npegocTtaBneHne nHopmarmm o6 akTyanbHOCTM aHTUBMPYCHbIX 6as;
e aHanu3 XypHaroB aHTMBUpYCa C peakuuen Ha 3adaHHbIN pa3paboTynkoM nepeveHb CoOObITUN.

24.B n3genun peanusoBaHa rpadmuyeckas naHeNb MOHUTOPUHIa 3aLLMLEHHOCTN CUCTEMBI (3aLLULLIAEMOrO
KOHTYpa).

25.B wuspgenuun peanusoBaHa QYHKUUA TEHEBOro KonvpoBaHusi, obecneuyvBalollasi KonvpoBaHue
WHpopmMaLmm, KOTOPY MNONb30BaTeNb 3anMCbiBA€T Ha CMEHHble WM CeTeBble HakonuTenu, B
cneumanbHYHo nanky Ha fIoKanbHOM XeCTKOM ANCKE C BO3MOXHOCTbIO 3ajaBaTb MakCMMarbHbI pasmep
XpaHunuia TeHeBbIX KOMUM K Bpems uxX Xu3Hu. [locTyn nonb3oBaTensd K TEHEBOW Komnuu
aBToMaTn4eCckum o6pa3om orpaHnYMBaeTCS.

26.B n3genun peannsosaHa pyHKUNS aBTOMATUYECKOrO COXPaHEHNs1 HECKOMbKMX hannoB KOHurypaumm
CepBepa 6e30nacHOCTU MO YCTaHOBNEHHOMY PACMUCaHMI0O C BO3MOXHOCTbBIO 3a4aTb MyTb COXPaHEHNS
danna koHdwurypaumm C3UM HC[H Ha XecTkoM AWcKe, CEeTEBOM AWCKE WM CbEMHOM MalUMHHOM
HocuTene.

27.B wv3pgenunm peanusoBaHa yHKUMS arperaumym COBbLITUN HECaHKUMOHMPOBAHHOMO AocTyna Mo
pPas3HOPOAHbLIM KNMeHTam AoMmeHa 6e30MacHOCTU C YHUPMLMPOBAHHON BO3MOXHOCTBIO 06paboTkm Ans
noboro y3na wnu rpynnsl y3rnos (BHE 3aBUCUMOCTW OT Tuna).

28.B unsgenun peanusoBaHa yHKUMS MPOBEPKM LMPOBON NOANUCUM OOBEKTOB (pannoBOn CUCTEMbI,
Haxogswmecss nof KOHTPOMeM LEenoCTHOCTU, Npu uMx obHoBneHun. B cnyyae Hanuyus y HOBOro
ucnonHsiemoro davina ungppoBor NOANMCK 3aMeHa paspeLuaeTcs, B MPOTUBHOM — 3anpeLlaeTcs.

29.B nsgenun peanusoBaHa BO3MOXHOCTb npocmoTpa B xypHane Cepsepa 6esonacHocTn napameTpa,
NpY CUHXPOHM3aLMN KOTOPOro BO3HMKAET owmnbka.

30.B nsgenuun peanusoBaHa OyHKUMS, NO3BOMSAIOWAN BKOYaTb KOHTponnepsl gomeHa OC Windows B
HomeH 6e3onacHoctn C3U HCO.

31.B wusgenuu peanu3oBaHa @yHKUMSA, MO3BOMsOWAS co3daBaTb YYeTHble 3anvMcuM  LOMEHHbIX
nonb3oBaTtenien U3 KoHconu agMuHucTpmposaHmns C3U HCA.

32.B n3genun peanusoBaHa yHKUMs, no3sonsowas Bknoyate Cepeepbl 6e3onacHoctn C3U HCO B
[omeH 6e3onacHoctn C3U HCO.

33.B u3genun peanusoBaHa (YHKUMSA, MO3BONSOLAA BKIOYUTL KNMEHTCKyto Yactb C3U B gomeH
6esonacHoctn C3U HCO no IP-agpecy.

34.0ns koHconun Cepsepa 6e3onacHoctn C3U HC peannsoBaHa BO3MOXHOCTb HacTpOWku rnobanbHbIxX
napamMeTpoB ANCKPELMOHHOro A0CTYNa Ha YPOBHE rpyrn KIMEeHTOB.

35.B usgenuun peanmsoBaHa BO3MOXHOCTb pacrnpeferneHuns rpynn nosb3osaTenen no KrveHTam v rpynnam
aepea koHconu Cepsepa 6e3onacHoctn C3U HCA.

36.B n3genuun peanu3oBaHa UHOUKALUMS «HEAKTMBHOINO pexumar» B AepeBe KNMeHTOB koHconn Cepsepa
6e3onacHocTy.

37.B wn3genum peanusoBaHa BO3MOXHOCTb OTODOpaxeHuss cooblieHnss 06 OKOHYaHWM yAaneHHOW
ycTaHoBkM knueHTtckon yactm C3U HC[ (c ykazaHuem HeOOXOAMMOCTM BbINOSIHEHUSA Mepe3arpy3ku)
ANsi MepcoHanbHOro KOMMbKOTEpa, Ha KOTOpbin Oblna npou3BedeHa yganeHHasd ycTaHoBka. [ns
koHconn CepBepa 6Ge3onacHOCTM peanu3oBaHa BO3MOXHOCTb MPOWM3BOMIBHOIO pefakTUpoBaHWA
(3apaHus) TekcTa JaHHOro coobLueHus.

38.Ans Cepeepa 6e3onacHoctn C3U HCL peanusoBaHa pennukaunsa Hactpoek CO3 «Dallas Lock» npu
Knacrtepusaumu.

39.B n3genuu peanusoBaHa BO3MOXHOCTb A00aBMneHuUst NPOM3BONIbHOIO KOMMEHTapUsi B 3NEKTPOHHOM
Buae k cobbituam HCO.

40.B n3genuun peanusoBaHa yHKLMS BbIrPy3KM OTYETa O OEWCTBUSIX Monb3oBaTens (Y4eTHOW 3anucu
none3oBaTtens) Ha 3awuwiaembix TC 13 6a3bl gaHHbIX SQL.

41.B u3pgenuu peanusoBaH cepBUC cbOopa aHanuMTU4YecKkor MHopMauum (KypHan WHgopMaLMOHHO-
TexHonormyeckoro conposoxaeHus). CepBuc xpaHuT u oTobpaxaer B kKoHconu Cepsepa



6e3onacHocTu:

e cobbiTuS No paboTe € 3asBKaMy NONb30BATENSA B CrYX0y TEXHNYECKOW NOAOEPXKKN;
*  MHOpPMALMOHHBbIE COOBLLEHNS, OTNPaBNEHHbIE MPOM3BOAUTENEM.

42.B unsgenuu peanu3oBaHa BO3MOXHOCTb OTObpaxeHus mHgopMauun o coctosHum O Kaspersky
Endpoint Security B koHconn CepBepa 6e3onacHocTu ¢ ucnonb3oBannem Open AP, XXypHannpoBaHus,
GunbTpaumMmM, HacTPOMKM MPUOPUTETOB COOLITUIA, npoucxogawmx ¢ Kaspersky Security Center,
BbINOMHEHNSI MPUHYANTENBHOIO CkaHMpoBaHus knmeHTckux TC ¢ npegyctaHoBneHHbiM MO Kaspersky
Endpoint Security, 06HOBNeHMA aHTUBMPYCHLIX 0a3.

43.B CepBepe bGesonacHOCTM peanusoBaHa peructpaumsi nogkmnoyeHHbIX K APM KNMEHTOB CMEHHbIX
HakonuTenemn.

44.B n3genuu peanu3oBaH MexaHu3m NoACTaHOBKM y4ETHOW 3anmcu Nonb3oBaTens npu Boldope TokeHa B
uHTepdence Bxoaa B KoHconb cepBepa 6esonacHocTtu Dallas Lock.

45.B nsgenuu peanu3oBaHa BO3MOXHOCTb ayauta OTKNIOYEHMA/NOAKNIOYEHUSA
paspelleHHbIx/3anpeleHHbix USB-HakonuTenen.

46.B wv3genun peanusoBaHa BO3MOXHOCTb MpucBavBaTb OAHOMY Mofb3oBatento 6onee ogHoro
annapartHoro naeHtudukaTopa (C BO3MOXHOCTbIO aBTopm3aLmm no nobomMy 13 Hux).

47.B nagenun peanusoBaHa nHterpauma ¢ EanHeim ueHTpom ynpaenenus Dallas Lock B yacTu:

e  KOHTPOIS CECCUI MONb30BaTens;

oTobpaxeHus coctosaHmsa C3U HCA,;

ynpaBreHnsi Y4eTHbIMWU OaHHbIMU;

ynpasneHns nonutukamm 6esonacHocTu;

KOHTPOMSsi YCTPONCTB;

cbopa uHpopmaumm ¢ knueHtoB C3U HCL B xypHanbl EgnHoro uenTtpa ynpasnexus Dallas

Lock;

dhopmMrpoBaHus 3agaHui u ynpaenexue sgaHmamu ans knuedtos C3U HCO,;

e  OTNpaBKM curHanusauumn od MHuugeHTax 6e3onacHoCTy;

e  HaCTPOWKM NULEH3NPOBAHNS;

e ynpaBneHus MexXceTeBbiM 3KkpaHOM (gobaBneHve n pegakTupoBaHue npasun MJ);

ynpaenenwnss COB, B TOM uucre npaBunamMum aBTOMartudeckoro pearnmpoBaHuss COB u

MHAMKaTOpamMn KOMNpoMeTauuu;

ynpaenennsi CKH ypoBHsi NOOKMOYEHUS U YPOBHS OTUYXXOEHWS;

yAaneHHown pa3bnokMpoBkyn aBTOMaTU3npoBaHHOro paboyero mecra;

nepepacnpegeneHvs TepMmmHanbHbIX CECCUN;

yOaneHHoW perMctpaunm annapaTtHbIX MOEHTU(MKaATOPOB.

48.B usgenuu peanv3oBaH MexaHu3Mm oTobOpaxeHus B xypHane Cepeepa 6e3onacHOCTU coObITUIA BCEX
cepBepoB HesonacHocTu (Npu ucnons3oBaHnm SQL).

49.B n3genun peanusoBaHa nogaepxka SSL/TLS Ha CepBepe 6e3onacHOCTM ANt OTNPaBKM NOYTOBbIX
yBegomneHuin o cobbitnsix HC ¢ nucnonb3oBaHWeM BHELUHMX SMip-CEPBEPOB.

50.B u3genun peanu3oBaHa BO3MOXHOCTb BbIrpPy3kM CrMcka nonb3oBaTenen un knveHtoB ¢ Cepsepa
BesonacHoOCTH B TEKCTOBOM BuJe.
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BXOAHbLIE U BbIXOAHbLIE OAHHbIE

BxoaHble gaHHbIe

1.

BxogHbIMK gaHHBIMK ABNAIOTCS:

e (pannbl koHurypaumn mogynenn C3N HCL, ncnonb3yemble Npy yCTaHOBKE;

e  VHMKanbHble ANA KaXOOro Monb3oBaTensl forvH, naposfle U CEPUUHBLIA HOMEpP annapaTHOro
naeHtTndukartopa;

naposnb npu npeobpasoBaHnm/obpaTHom npeobpaszoBaHnm obbekTa harnnoBoO CUCTEMBI;
dopmManm3oBaHHble NpaBuia NonuTMK 6e3onacHoCTH, peanuayemMble C MOMOLLBI MEXaHU3MOB
C3U HCA v npeobpasoBaHHbIE B 3HA4YEHWS aTPUOYTOB 1 NONTHOMOYNIA;

davinel loC-o06bekToB (ana COB);

pes3epBHble Konun nporpammMHblx komnoHeHTos C3U HCA,

0OBEKTBI, HA KOTOPbIE YCTAHOBIIEH KOHTPOSb LIENTOCTHOCTY;

00BbEKTLI, B KOTOPbIX BEAETCH MOUCK MHOANKATOPOB koMnpomeTauuu (ana COB);

ceteBon Tpadumk (ans M3, COB);

yCTaHOBMEHHbIE coeanHeHus (ana MJ);

cobbITuA, permctpupyemsble B xxypHanax ayauta OC v npunoxeHuii (ana COB).

JlormHomM MoXeT cnykmntb Habop NdbLIX CUMBOSOB, BBEAEHHbIX C KnaBmuaTtypsbl, anvHoun ot 1 go 20, 3a

MCKJ-”OL‘leHMeM: "/"! "\"1 "["l "]"! ":"! "|"1 "<"! ">"l "+"Y ":"1 ";"! "l"l "?"l "@"Y "*"'

Maponem MOXeT CNyxuTb Habop MobbIX CMMBOJIOB, BBEAEHHbIX C KnaBuaTypbl, AnvHoi oT 1 go 31.
'D‘OnyCTl/lele CneLlMaanble CMMBOan: ll‘ll’ l|~", "!Il, "@"’ "#"’ |l$|l’ ll%l” "/\"’ "&ll, Il*ll’ "("’ ")ll’ l’_"’ "_ll, II+II’ II{II,
"}"l "["1 "]"1 "\"l "|"Y ":"! ";"! """l "l"l "<"Y ">"1 "1"1 "'"! "?"l "/"'

MuHUManbHas AnvMHa U cocTaB CMMBOJSIOB Maporist PEryNMpyTcs COOTBETCTBYIOLLIMMM NapameTpamm
6esonacHoctn B C3U HCA.

BbixogHble gaHHble

1.

2.

BbIxoaHbIMW aHHBIMU ABNAOTCA:

e coobuweHna C3U HCO Ha pelicTBUSA nonb3oBaTenen;
e >XypHanbl cobbiTuin, cosgaBaemble C3U HC[, B npouecce paboThbl;
e TEHeBble KOMUW pacnevyaTbiBaeMblX [OOKYMEHTOB W KOnNuu (pannoB, 3anucbiBaeMbiX Ha
OTYyXJaeMble HoCcMTeNn MHpopmMauuw;
3HAYeHUS KOHTPOSbHBLIX CYMM OOBEKTOB, HA KOTOPbIX YCTAHOBIIEH KOHTPOSb LIENIOCTHOCTY;
pe3epBHble Konun nporpammMHbix komnoHeHToB C3U HCA,;
avinel koHdurypauun mogynen C3U HCL,;
OTYEThl Pe3yrnbTaToB aBTOMAaTMYECKOr0 TECTUPOBAHUSA hyHKLMOHANa No Ha3Ha4YeHHbIM NpaBamM
N KOHpUrypaumsim, oT4eThbl No cnuckam yctaHoBneHHoro N0 u annapaTHOW KoHdUrypauuu ;
e (annbl |0C-06bEKTOB;
e coobuweHns C3U HCO B cnyyae curHanuaauumn npu nonbiTkax HECaHKLMOHMPOBAHHOMO AOCTyna.
B xypHanax coOblTUI OTCMNEXMBAKTCA M OTOOpaXalTCsl TakMe AaHHble, Kak faTa, Bpems, uUms
nonb3oBaTtens, umMsa obbekTa, TUN onepauny, pesynbTaTt NonbITKA OOCTYNa, XapakTep OWunbkn 1 nHas
WHpopmauums.



