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AHHOTALMUA

HaHHbIN OOKYMEHT BbinonHeH B cooTBeTcTBMM ¢ TOCT 19.502-78 n pacnpocTpaHsieTcsi Ha u3genve
«Cuctema  3awmtbl  MHGOpPMaUMM  OT  HecaHKuuMoHupoBaHHoro goctyna «Dallas Lock 8.0-K»
RU.48957919.501410-01 (ganee no TekCTy — m3genue).

B HacTosawem AOOKYMEHTE coaepxaTca obuwme cBedeHMs O Has3Ha4YeHun us3genus u nporpaMmmMmHoOro

obecneveHns mnsgenunsa (ganee no Tekcty — [0 m3genua nnn C3U HCL), ycnoBusix MpUMEHEHUs,
onvcaHue 3agayn, nepeveHb BXOOHbIX U BbIXOOHbIX AaHHbIX.



1 HA3HAYEHUE

N3pgenue npegHasHayeHO ONA  NpedoTBpalleHMsl  MOMyYeHus  3awuuiaeMon  MHdgopMauun
3aMHTEepeCcOBaHHbIMU NMLAMK C HapyLleHWeM YCTaHOBMEHHbIX NpaBui pasrpaHmdenunsa goctyna (MPO) k
3awmaemMon MHopmauum U OCyLLECTBIEHUS KOHTPONA 3a NOTOKaMyn MHGopMaLun, NocTynawwmMm B
aBToMaTn3npoBaHHyto cuctemy (AC) u BbIXogAWMMU 3a €€ npeaensl, obecneveHns 3awmnTbl HoOpMaLmum
B AC nocpeactBom eé dunbTtpauun. MoxeT wncnonb3oBatbCAd B MHoronosnb3oBatenbckux AC,
WH(POPMALIMOHHBIX CUCTEMAX NepPCOHarnbHbIX AaHHbIX, FOCYAAapPCTBEHHbIX MHOPMALNOHHbBIX CUCTEMAX,
aBTOMaTU3MPOBAHHbIX CUCTEMAX YNpaBneHus NPOM3BOACTBEHHbIMU N TEXHOMOrMYECKMI NpoLeccammn n
npu 3amnTe 3Ha4YUMbIX OOBEKTOB KPUTUYECKON MHADOPMALMOHHOW MHADPACTPYKTYPHI.

W3penue npegHasHadeHo Anst UCNOMb30BaHMs Ha TexHu4Yecknx cpeacteax (TC), Takux kak nepcoHanbHble
komnbioTepbl (MK), noptaTtvBHble KOMMbOTEPLI (HOYTOYKM, nnaHweTbl), cepepa u TC ¢ nogaepkon
BUpTYyanbHbIX cpeq u TexHonorum Windows To Go. MoxeT oyHKUNMOHNPOBaTb Kak Ha aBTOHOMHbIX 1K, Tak
W Ha KOMMbIOTEpPAxX B COCTaBEe NokanbHON BbluucnutensHon cetu (JIBC), B TOM yncne nog ynpasneHvem
KOHTponnepa goMeHa.



2 ycnosusA NPUMEHEHUA

1. C3M HCO moxeT ObiTb MCNoONb3oBaHO Ha TexHudeckux cpepctBax (TC), paboTtarowmx nog
yrnpasneHneM onepaunoHHbIX cuctem cemenctaea Windows:

Windows 7 (SP1)! (Ultimate, Enterprise, Professional, Home Premium, Home Basic, Starter) (cm.
®opmynsap RU.48957919.501410-01 30 n. 3.3.4);

Windows Server 2008 R2 (SP1)! (Foundation, Standard, Web, Enterprise, Datacenter) (cm.
®opmynap RU.48957919.501410-01 30 n. 3.3.4);

Windows 8 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 (Standard, Datacenter, Essentials);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2022 (Standard, Datacenter).

Mopynb «EguHbin LeHTp ynpaeneHus Dallas Lock» (ganee no tekcty — «ELLY Dallas Locky, «ELLY»),
BXOASILLMIA B COCTaB M3aenus, MoxXeT 6biTb ucnonb3oaH Ha TC, paboTatowwmx nog ynpasneHnem OC
cemenctea Windows (x64):

Windows 8.1 (Core, Pro, Enterprise);

Windows 10 (Enterprise, Education, Pro, Home);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows Server 2022 (Standard, Datacenter, Datacenter: Azure Edition);

n cemenctea GNU Linux? (x64):

Debian 10.x;

Debian 11.x;

CentOS 7.x;

Red Hat Enterprise Linux Server 7.x;
Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbT Paboyas CtaHumsa 9.x;

AnbT Paboyas CtaHumsa 10.0, 10.1;

AnbT Paboyas CtaHumsa K 10.0, 10.1;

AnbT CepBep 9;

AnbT Cepep 10.0, 10.1;

AnbT CI Paboyasa CtaHuus 10;

AnbT CIT Cepgep 10;

PE[ OC 7.3 Mypow;

ROSA FRESH DESKTOP 12;

ROSA Enterprise Linux Desktop (RELD) 7.3;
ROSA Enterprise Linux Server (RELS) 7.3.

2. C3M HC[O noppepxumBaeT kak 32 6uTtHble Bepcun OC, apxutektypbl Intel x86, Tak u 64-OuTHble,

1 C ycraHoBreHHbIM o6HoBReHem KB3033929 (1nv nakeToM 06HOBMEHUIA, B COCTaB KOTOPOrO OHO BXOAMWT).
2 ina uHctannauum u pabotsl ¢ ELLY nog OC cemeiictea Linux TpebyeTcs rpadudeckas o6onouxa.



apxutektypbl AMD64 (apxutekTypa IA64 (ltanium) He nogaepxxMBaeTcs).

3. [Ons pa3smeleruns dannos C31 HCL TpebyeTca He meHee 1 B npocTpaHcTBa Ha CUCTEMHOM pa3aerne
)KECTKOro gucka.

4. MwvHumanbHas koHpurypaums TC onpegensieTca TpeboBaHusimm k cooteTcTBytoLen OC.
5. C3N HC[ moxeT (pyHKLMOHMPOBATL Kak Ha aBTOHOMHbIX TC, Tak n Ha TC B cocTtase JIBC.
6. C3M HC[ moxeT 6bITb UCNONb30BaHa Kak B CETAX C JOMEHHOW opraHu3auunen, Tak U B O4HOPaHroBbIX

ceT4ax.

7. Onsa ncnonb3oBaHWs annapaTtHbIX MAEHTU(MKATOPOB HEOOX0AMMO Hanuyne B annapaTtHon vYactn TC
USB-nopta nnn COM-nopra.

8. C3N HC[L cootBeTcTBYeT TpebOBaHMAM PYKOBOASALUMX U METOOUYECKUX OOKYMEHTOB (TpeboBaHus
©esonacHocTu nHdopmaumm PCTIK Poccun):

«CpegcTBa BblMUCIIMTENBbHOW TEXHMKW. 3awmrta OT HECaHKUMOHWPOBAHHOIO AocTyna K
nHdopmaumm. Nokaszatenu 3almLLeHHOCTN OT HECAHKLMOHMPOBaHHOIO AOCTYNa K MHopMaLmMmy»
(Foctexkomuceus Pocenm, 1992) — no 5 knaccy 3alyLLEHHOCTMW.

«TpeboBaHma no 6e30MacHOCTU WHGOpPMaLuMK, YyCTaHaBMMBalLWME YPOBHW OOBepus K
cpeactBaM TEXHWYECKOM 3almTbl MHOpMauum u cpeactBam obecneyeHus 6esonacHOCTU
WMHOPMALMOHHBIX TEXHONOMMNY» (AOKYMEHT yTBepxaeH npukasom ®CTIK Poccumn Ne 76 ot 2
utoHsa 2020 r.) — no 4 ypoBHIO AoBeEPUS.

«TpeboBaHMA K cpeacTtBaM KOHTPOMS CbEMHbIX MaLUUHHBIX HOCUTENewn WHGOPMaLny
(nokymeHT yTBepXaeH npukasom PCTIK Poccum Ne 87 ot 28 mona 2014 r.) — no 4 knaccy
3amThl.

«Mpocunb 3aWnTbl CPEACTB KOHTPOMsS MOAKMHOYEHUS CbEMHbIX MAaLWWHHBLIX HOCUTEnewn
WHopmaumm yeTBepToro knacca 3awmtbl» UT.CKH.M4.113.

«[lMpodpunb 3aWmTbl CPEACTB KOHTPOMNSA OTYyXAeHus (nepeHoca) MHOpMauMM CO CbEeMHbIX
MaLUMHHBLIX HOCUTEeNen MHopmaunmn YeTBepToro knacca sawntbi» UT.CKH.H4.M3.
«TpeboBaHus kK cucteMam 0BHapPYXeHUS BTOPXXEHUA» (OOKYMEHT yTBepxaeH npukasom ®CTIK
Poccun Ne 638 ot 6 gekabps 2011 r.) — no 4 knaccy 3awmTol.

«[lMpodpmnb 3awmnTel cUCTEM OBHapPYXEHWS BTOPXKEHWIA YPOBHS y3Mna YeTBepTOro Knacca 3awutbi»
NT.COB.Y4.M3.

«TpeboBaHMsa K MeXCeTeBbIM 3KpaHaMm» (OOKyMeHT yTBepxaeH npmkazom ®CTIK Poccmm Ne 9
oT 9 dpespansa 2016 r.) — no 4 knaccy 3almnThbl.

«Mpocunb 3aWMTbl  MEXCeTeBblX 3KpaHOB Tuna «B» 4eTBepTOoro kKnacca 3aliuTbi»
NT.M3.B4.M3.

9. lNpu ycnoBuu cobnogeHns orpaHNYeHuin, ykasaHHbIX B pasgene 3 dopmynsapa Ha gaHHoe u3genuve
(RU.48957919.501410-01 30), C3U HC[] moxeT bbITb Mcnonb3oBaHa:

npu co3daHuM 3allMLLEHHbIX aBTOMaTU3MPOBaHHbLIX CUCTEeM [0 Kracca 3awuuwieHHoctn 11
BKMOUMTENBHO (PyKOBOAAWMA [OOKYMEHT «ABTOMATU3NPOBaHHbIE CUCTEMbl. 3awuTa oT
HECaHKUMOHMPOBAHHOIO foctyna kK wuHdopmMaumn. Knaccudmkaums aBTOMaTM3UMPOBaHHbIX
cuctem u TpeboBaHus no 3awmte uHdopmaumm» (Foctexkomucena Poccun, 1992));

B MH(OPMALMOHHBIX CUCTEMAX MEepCoHarnbHbIX [OaHHbIX A0 1 YpPOBHS 3aLUULLEHHOCTU
BkrtoumTensHo (Mpukasd PCTOK Poccum ot 18 dheBpansa 2013 r. Ne 21 «O6 yTBepxaeHun
CocTaBa 1 cofepXaHusl OpraHn3aunoHHbIX N TEXHUYECKNX Mep No obecneveHuto 6e3onacHocTu
nepcoHanbHbIX AaHHbIX MpUM MX 00paboTke B MHEOPMALMOHHBIX CUCTEMAxX NEepPCOHANbHbIX
OaHHbIX»);

B rocygapcTBeHHbIX MHPOPMAaLMOHHbBIX cucteMax Ao 1 knacca 3alMLEHHOCTU BKITHOYUTENBHO
(Mpwukas PCTIK Poccum ot 11 dpespans 2013 r. Ne 17 «O6 yTBepxaeHun TpeboBaHui 0 3awumTe
WMHpopMaLMn, HE COCTaBNAOLLIEN rOCYAapPCTBEHHYIO TalHY, COAepXaLlencs B rocyaapCTBEHHbIX
MHEOPMALIMOHHBIX CUCTEMAXY);

npv CO34aHMM 3alLNLLEHHBIX aBTOMAaTMU3NPOBaHHbIX CUCTEM YNpaBeHnsi NPON3BOLACTBEHHBIMU U
TEXHOMOIMYECKMMM NMPOLLeCCaMM Ha KPUTUYECKU BaXHbIX OObekTax, MOTEHLMaNbHO OMacHbIX
obbekTax, a Takke oObekTax, MpeacTaBnALMX MOBbLILEHHYIO OMACHOCTb ANSA KU3HU U
300poBbA N0OeN M ANS OKpyXawllen npupoaHon cpedbl Ao 1 knacca 3aluLIEeHHOCTU
BkrtoumTensHo (Mpukaz ®CTIK Poccum ot 14 mapta 2014 r. Ne 31 «O6 yTBepxaeHun
TpeboBaHum k obecneyeHuto 3awmTbl WMHGpOpPMauMM B aBTOMATU3MPOBAHHBIX CUCTEMAX
yNpaBreHns Npon3BOACTBEHHLIMU U TEXHONOMMYECKUMUN MPOLIECCAaMM Ha KPUTUYECKM BaXKHbIX
ob0bekTax, MnoTeHUManbHO onacHblXx obbekTax, a Takke obbekTax, npeacTaBnsLLnX
MOBLILEHHYKD OMACHOCTb AN XXM3HM U 300POBbS NMOAEA U ANs OKpyXKatowleh NPUpPOLHOMN



cpeabi»);

npyu 3awuTe 3HaYMMbIX OOBEKTOB KPUTUYECKOW WMHMOPMAaLMOHHON WHpacTpykTypbl 0 1
kaTteropuu 3HadmmocTu BknoumTenbHo (Mpukas PCTIK Poccum ot 25 aekabpsa 2017 r. Ne 239
«O6 yTtBepxaeHun TpeboBaHum no obecnedyeHuto 6e30MaCHOCTU 3HAYMMbIX OOBLEKTOB
KpUTMYecKom NHopMaLMoHHON nHdpacTpykTypbl Poccuiickon ®depepaummny).



3 OINUCAHUE 3AOAYU

N3penue paspabotaHo B COOTBETCTBUM C TpeboBaHWMAMM, OMUCAHHLIMWU B AOKYMEHTE «TexHu4eckue
ycnosus» RU.48957919.501410-01 91 (TVY).

Napenne C3UM HC[ Dallas Lock 8.0-K BknoyaeT B cebsi cnegyrolme OCHOBHblE (hyHKLMOHAIbHbIE
Moaynu:

cucTema 3almTbl MHPOPMaLMM OT HECAHKLIMOHMPOBAHHOIO AOCTYNa;
CPEACTBO KOHTPOJISI NOAKITHOYEHMSI CbEMHbIX MALUMHHBLIX HocuTenen nHgpopmaumm (CKH-M);

e CpPEeOCTBO KOHTPONA OTHYXAeHUs (nepeHoca) nHopMaumm cO CbeMHbIX MaLUMHHBIX HOCUTENeN
nHcpopmauum (CKH-H);

e MepcoHarnbHbIN MexceTeBon akpaH (MJ);

e cucrtema obHapyxeHusi BTopxeHui (COB);

e pesepBHoe KonupoBaHue (PK).

3.1 CwucTtema 3awWmThbl MHd)OpMaLIMVI OT HeCaHKLUMOHUPOBAaHHOIo AocCTyna

Mopcucrema ynpaBrneHuAa 4OCTynom

1. N3penwve ocyllecTBnsieT KOHTPOrb AOCTyNa CyObEKTOB K 3alMaeMbiM pecypcam B COOTBETCTBUU C
mMaTpuuen goctyna.

2. Na3penue koHTponupyeT OOCTYNn HauMMEHOBaHHbIX CyObEKTOB (Monb3oBaTternie) K HauMeHOBaHHbIM
obbekTam (cdhavinam, nporpammam, Tomam). [ns kaxgon napbl (CyObekT — 0ObeKT) 3agaHo SABHOE U
HeABYCMbICIIEHHOE nepeyvucrieHne gonycTuMbIX TUNOB AOCTyna (4TeHue, 3annch), TO eCTb TeX TUMNOB
[OCTyNa, KOTOpble SBMSIOTCA CaHKUMOHMPOBAHHBIMU AN AaHHOro cybbekTa (MHAMBMAA Wnv rpynnbl
WHAMBUAOOB) K OAHHOMY pecypcy cpeacTtBa BblumcnmTenoHow TexHukn (CBT) (obbekty). KoHTponb
[OCTyNa MPUMEHUM K KaXXAOMY OOBEKTY M KaXkaAoMy CyObeKTy (MHAMBMAY UMK rpynne paBHOMpaBHbIX
WHOVBMAOB).

3. Vsgenue cogepXxuT mexaHusMm, peanusyowmnn auckpeunonHsle MNMP. Takon mexaHu3m NpyuMeHnuMm Kak
ANS SIBHbIX AENACTBUIA Nonb3oBaTensi, Tak U Ans CKpbITbiX, 0becneynBasi TeM cambiM 3aLuTy 06bEKTOB
otr HC[ (To ecTb OT gocTyna, He OOMYCTUMOrO C TOYKM 3peHusa 3agaHHoro [MPL). MNMog «aBHbIMU»
noapasymeBaloTcs AeNCTBUSA, OCYLLEeCTBNSIEMble C UCMOMb30BaHNEM CUCTEMHbIX CPEACTB CUCTEMHbIX
MaKpOKOMaHz, MHCTPYKLNIA A3bIKOB BbICOKOIO YPOBHS, @ MO, «CKPbITBIMU» UHblE ENCTBUS, B TOM Yucrne
C MCNonb30BaHNEM COOCTBEHHbIX MporpaMmm paboThl C YCTPONCTBAMM.

4. B w3pgenuu npegycMoTpeHa BO3MOXHOCTb CaHKUMOHMpoBaHHOro uameHeHus [P, B TomM w4ucne
BO3MOXHOCTb CaHKLMOHUPOBAHHOIO U3MEHEHUs cnncka nonb3oBatenen CBT u cnucka sawmaemMbix
06bEKTOB.

5. Vsgenue npepoctaendet npaBa uameHenus NP Ana BbigeneHHbix Cy6bekToB (agmMuHMCTpaumu,
cnyx6e 6esonacHocTw).

6. Bwusgenuu peanu3oBaHo pasgeneHve NoTHOMOUYUA (poren) nonb3oBaTtenen, agMUHUCTPaATOPOB U fnu,
obecneynBaroLLMX PYHKLMOHNPOBAHME NHOPMALIMOHHON CUCTEMBI.

7. B n3genun ectb BO3MOXHOCTb OFPaHUYEHUs Yncna napannenbHbIX CeaHCoB A0CTyna ANS Kaxaon
y4yeTHoW 3anucu nonb3oBaTensa TC.

8. N3penue obecneunBaeT nogaepkKy U coxpaHeHue aTpmbyToB Ge3onacHocTh (MeTok Ge3onacHocTu),
CBSA3aHHbIX C MH(OpPMaLmen B npolecce ee XxpaHeHus n obpaboTku.

9. B n3genuu BO3MOXHO OMoKkMpoBaHMe ceaHca [OoCTyna nocrie yCTaHOBIEHHOro BpemeHn 6e3nencTauns
nonb3oBaTtens WnM MO €ro 3anpocy 4Yepe3 CpPeAcTBa LEHTPanu3oBaHHOMO W yAaneHHoro
agmuHuctpupoBaHus C3W HCH. CobblTe W3MeHEeHWs YCTaHOBIIEHHOTO BpPEMEHU ©e3nencTBust
dumKenpyeTcs B XKypHane uaMeHeHust MonuTuk. B 3HauyeHnsx yctaHoBneHHOro BpeMeHn 6e3gencTeums
NPUCYTCTBYIOT MHTEpBanbl B 5 1 15 MUHYT.

10.N3penve cooepxuT MexaHW3Mbl KOHTPOMs CcoCTaBa TEXHUYECKUX CpeacTsB, MPOrpaMMHOro
obecneyeHns 1 CpeacTB 3awmTbl MHpopMaLUN.

11.N3penve npepoctaBnseT BO3MOXHOCTb — YNpaBneHWs Y4eTHbIMKW  3anucsaMu  nonb3oBaTenen
(nobaBneHune, ypaneHue, ONoKMpoBaHWe, pedakTMpoBaHWe aTpuMbyTOB) B TOM 4uMCrie OKambHbIX,
AOMEHHbIX, CETEBbLIX, a Takke BO3MOXHOCTb 3a4aHus Tuna y4eTHOM 3anucu nonb3osaTens:

e  BHYTPEHHSAS;
e  BHELUHAS;
® CcuUCTeMHas;



®  MPUITOXEHME;
e rocTtesas;
e BpEMEHHas.
12.U3penve ocyllectBnsaeT pernaMmeHTaumio U KOHTPOMNb UCMOMNb30BaHNS B MHAPOPMALMOHHOW cucteme
TexHonormn 6ecnpoBoAHOro AoCTyna.
13.U3penne ocyllectBnsaeT pernaMmeHTaLmio U KOHTPOMNb UCMOMNb30BaHNS B MHAPOPMALMOHHOW cucteme
MOOBMUMBHBIX TEXHNYECKNX YCTPONCTB.
14.B nsgenuun peanusoBaHa BO3MOXHOCTb HACTPOWKM U OpraHn3aumm 3aMKHYTON NpOrpaMMHON cpebi.
15.B n3genun peannsoBaHa BO3MOXHOCTb 6I0KMPOBKM JOCTyna K dharnam no pacLuMpeHuio.
16.B n3genun peannsoBaHa BO3MOXHOCTb pasrpaHmyeHunst goctyna kK 6ydgepy obmeHa.
17.B nsgenuun peanusoBaHa (pyHKLMS 3anpeTa aBTOMaTUYECKOro 3anycka NogKNYeHHbIX YCTPOWCTB.
18.B n3penun peanusoBaHa (pyHKLMA aBTOMaTUYECKOro GrOKMPOBaHUA HEaKTMBHbLIX YYETHbIX 3anucen
nonb3oBaTtenien nocne nepuoaa BpeMeHn Hencnosnb3oBaHus 6onee 45 gHen n 6onee 90 aHen.
Mopcucrema npeobpasoBaHus MHopMmauum

1. N3pgenve nmeeTr MexaHW3Mbl WCKIIOYEHUS BO3MOXHOCTUM HECaHKUMOHUPOBAHHOIO O3HaKOMIIEHMS C
cogepxaHvem nepcoHarbHbIX AaHHbIX, XPaHALLMXCA HA MALLMHHBIX HOCUTENSsX, U (UN1) NCNONBb30BaHNSA
CbEeMHbIX MaLLWHHbIX HOCcUTEeNen nHopMaLummn B UHbIX MHPOPMAaLIMOHHBIX CUCTEMAX.

2. Wspenue npepocTtaBnsieT BO3MOXHOCTb CO34aHus npeobpasoBaHHbIX ann-guckoB u  hann-
KOHTEWHEepOoB A8 HAAEXKHOr0 XpaHeHUs 3alumaemMon MHopmaunm.

3. Visgenue npegocTtaBngeT BO3MOXHOCTbL nNpeobpas3oBaHMs CbEeMHbIX MalUMHHbIX  HOCUTENEen
WHopmaLnK.

Moacucrtema rapaHTMPOBaHHOM 3a4MCTKM MHOpMauun

1. N3pgenve npegoctaBnseT BO3MOXHOCTb rapaHTUPOBAHHOIMO YHUYTOXEHUSA (CTMpaHMs) U KOHTPOns
YHUYTOXEHUSA MHGOPMALIMM NPY NOMHON 3a4NCTKE NTOTMYECKOro ANCKa.

2. B wnsgenun ocywectensdetca ouductka (obHyneHue, obeanuumBaHue) ocBoboxpaemblx obnacTen
onepatmBHo namsatm TC wn BHewHuX HakonuTenew. OuMcTKa OCYLLECTBRSETCS OZHOKPAaTHOW
NPON3BOIIbHON 3anMChbio NN ABYKPATHOM NPOM3BOSIbHOM 3anmMchio B 0CBODOXAaeMyto 06nacTs NamaTi,
paHee UCMOMb30BaHHYO AMs XpaHeHMs 3aluaemblX AaHHbIX (dannoB). OuncTka ocyllecTBnsieTcs
nyTeM 3anuncy MackupytoLLen nHdopmaumm npy eé oceBoboXxaeHuu (nepepacnpeneneHnm).

NMoacuctema naeHTudmkaumm n ayteHTUduKaumm

1. B usgenuu peanusoBaHa BO3MOXHOCTb 3afaHns ANUHbI Napons nonb3oBaTtens npu BXoae B CUCTEMY.

2. WNapenue ocyliecTBNAeT MaeHTUMUKALNIO 1 MPOBEPKY NOOSIMHHOCTU CYOBLEKTOB A4OCTYNna Npu BXOAE B
cucTemy no naeHTudukaTopy (koagy) u Naponto YCrnoBHO-NOCTOAHHOIO AENCTBUA, MMHUManbHasa AnvHa
KOTOPOro HasHayaeTcs agMUHUCTPATOPOM.

3. N3penue TpebyeT oT nonb3oBatenen naeHTudmumpoBaTs cebs npu 3anpocax Ha 4OCTYN U noaBepraeT
npoBepKe MOANIMHHOCTb NpeabsBNEHHOrO CyObekToM uaeHTudumkatopa. B usgenum peanusoBaHo
npenaTcTBMe [OCTyNa K 3awuaeMblM pecypcaMm HeuaeHTUUUMPOBaAHHbLIX MNonb3oBaTenen wu
nonb3oBaTtenemn, NOANMHHOCTb NOEHTUMUKaALUN KOTOPLIX NPpY ayTeHTUMUKaLMM He noaTBEpAMNacCh.

4. B usgenuu ocyllectensaeTca uaeHtTugukaumsa tepmmHanos, TC, y3noB cetu TC, BHELWHUX YCTPOUCTB
TC no norM4yeckMm nmeHam n no Ppusnveckum agpecam (Homepam).

5. B v3genuu ocyLlecTBnseTcs naeHTudrkaumsa nporpaMmm, kKatanoros, oannos, No MMeHam.

6. B u3genuu ocywectenaeTca naeHTnduUKaumsa yCTponucTs, B TOM YMCME CTauMOHAPHbIX, MOOUIBHBIX 1
nopTaTMBHbIX.

7. B v3genun peanunsoBaHa BO3MOXHOCTb yrnpaBreHus uaeHTudukatopammn, B TOM YUCre Co3aHue,
NPUCBOEHME U YHUYTOXEHME NOEHTUMUKATOPOB.

8. B usgenuu peannsoBaHo yrnpasreHue cpeacTBaMmm ayTeHTUdUKaLnm, B TOM Y1Cne XpaHeHne, Bblaaya,
WHMLManu3aums, 61okMpoBaHNe CPeACcTB ayTeHTUMKALMM U NPUHATAE MEp B criydae yTpaThl U (unm)
KOMMpoMeTaumu CpeacTB ayTeHTUdUKaLmu.

9. B usgenuu peanusoBaHa BO3MOXHOCTb OrpaHWYeHUs KonuyecTtBa nocrefoBaTernbHbIX HeyaauHbIX
nonbITOK BBOAa nNapons (Hanpumep, oT 3 o 5).

10.B n3pgenun peanusoBaHa 3awmTa 06paTHON CBA3U Npu BBOAE ayTEHTUPUKALNOHHON MHdopMaLmu.

11.B  uv3genuu peanunsoBaHa BO3MOXHOCTb  ayTeHTUdMKauMM nNpu  NOMOLLUM  annapaTHbIX
naeHTNMUKaTOpPOB.

12.B un3pgenuuM peanusoBaHa BO3MOXHOCTb 3anucuM aBTOPUM3AUMOHHBLIX [AaHHbIX B annapaTHbIf



naeHTudukaTop.
13.B  wu3pgenuu peanu3oBaHa BO3MOXHOCTb  OMpedenieHns  MPUHAANeXHOCTU  annapaTHOro
naeHTudurkaTopa KOHKpETHOMY MONb30BATENHO.
14.B v3pgenun peanunsoBaHa BO3MOXHOCTb Bxoga B OC no cepTtudukaTy CMapT-KkapTbl, BblAAaHHOMY
ygooctoBepsowmm LeHtpom Windows.
15.B wusgenuum peanu3oBaHa QyHKUMS 3anpeTa MOBTOPHOIO UCMNOSMb30BaHWS uaeHTUdmkatopa
nosnb3oBaTens B TEYEHUE:
e He MeHee OfHOrO roaa;
e He MeHee Tpex NeT;
e  BCEro nepuoga akcnnyaTaunm MHPOPMaLNOHHOW CUCTEMBI.
16.B nsgenun peannsoBaHa BO3MOXHOCTb ayTeHTUduMkaumm Yepes Safe-Tech PayControl.
17.M3penve  ocywlecTBnsieT MexaHu3M BbIXxoda M3 CUCTEMbI NPW  U3BMEYEHUU annapaTHOro
ngeHTudumkaropa.

Moacucrtema perucrpaumm n yyeta

1. Vsgenne obecneunBaeT MOHUTOPWUHI (NMPOCMOTP, aHanui3) pes3ynbTaToB perncTpaumMn cobbITuin
6€e30MacHOCTM 1 pearnpoBaHne Ha HUX.

2. N3penue coaepXuT MexaHW3Mbl MPOCMOTpPa W aHanu3a [aHHbIX peructpauun, nHdopmaumn o
AeNCTBUAX OTAEMbHBLIX NoNb3oBaTtenein B UHPOPMALIMOHHOW CUCTEME, UMEET MeXaHU3Mbl PunbTpaLmm
no 3agaHHOMY Habopy napameTpoB.

3. Visgenue obecneyvBaeT 3awMTy OaHHbIX perucTpaumm OT WX YHUYTOXEHUS WM Moaudukauum
HapyLnTenem.

4. N3penue ocywlecTBNAeT perncrpaumio Bxoaa (Bbeixoga) CyGbeKTOB AOCTyna B CUCTEMY (M3 CUCTEMBI),
nmbo perucTpauuio 3arpyskM M MHUUManNM3auuvM OnepauMoOHHOW CUCTEMbl U ee MPOrpaMMHOro
ocTtaHoBa. Peructpauus Bbixoa U3 CUCTEMbI UM OCTAHOBA HE MPOBOAUTCA B MOMEHTbI annapaTypHoOro
oTknoyeHnsa AC. B napameTpax perncrpaumm ykasblBaroTCs:

e [fgata u Bpems Bxofda (Bbixoga) cybbekTa gocTyna B CUCTEMY (M3 CUCTEMbl) UMW 3arpysku
(ocTaHoBa) cucTeMb;

e pesynbTaT NoMbITKN BXOAA: YCNELUHbIN UNN HEYCNEeLLHbIA — HECAHKLUMOHNPOBAaHHbIN;

e ugeHTUdUkaTop (Kog unv damunnsa) cydbekra, npeabsaBneHHbIN NPy NONbITKE A4OCTYNa;

e  KOA UNu Napornb, NPeAbABEHHbIN MPU HEYCMNELLIHON NONbITKE.

5. Visgenue ocyllecTBnseT peructpaumio M3MEHEHU MOoMHOMOYMN CyObeKkToB AocTyna M cTaTtyca
o6bekToB gocTtyna. B xypHane peructpaumm coObiTviA, KOTOPbIA BeAeTCs B 3MEeKTPOHHOM Buie,
yKasblBalTCA crnegyloLlime napameTpbl:

e [aTta v Bpems U3MEHeHUs;

e codepxaHue M3MEHeHVs C ykasaHueM maeHTudumkatopa cybbekTa JOCTyna, YbM MOSTHOMOYUS
NoABepPriucb N3MEHEHUIO, UNN NOrMYECKOro MMEHU 3aLmLLL@aeMoro MHopMaLMOHHOTO pecypca,
Yyel cTaTyc U3MEHMIICS;

e ugeHTUdUKATOP aaMUHUCTpaTopa WHOpPMaLMOHHOM 6e30macHOCTW,  OCYLUECTBMBLLErO
U3MeHeHNe;

e  YCMELIHO N1 OCYLLECTBUINOCH COObITME (0BCMYXKeH 3anpoc Ha AOCTYN UMK HET).

6. Wspenue ocyllecTBnsieT peructpaumio Bblgaum nevaTHblX (rpamyecknx) OKYMEHTOB Ha «TBEPOYHO»
konuto. B napameTpax permctpaummn ykasbiBaroTCs:

Aarta 1 Bpems Bblgadn (obpalleHnst K noagcuctemMe BbiBO4A);

crneundmrkaumsa yCTPOUCTBA Bbldaum [Mormyeckoe MmMms (Homep) BHELLHEro yCTponcTBal;

KpaTkoe cogepxaHue (HaMMeHoBaHue, Bua, Wndp, Koa) AOKYMEHTa,;

naeHTudumkaTop cybbekTa 4ocTyna, 3anpoCHBLUErO JOKYMEHT.

Mpu BblA@4Ye NPUCYTCTBYET BO3MOXHOCTb aBTOMaTUYECKOW MAapKUPOBKM KaxKAOro fimcra (CTpaHuubl)
AOKYMeHTa ero nocnegosaTeribHblM HOMEPOM W yYeTHbIMU pekBuantamm AC C ykasaHMemM Ha
nocrnegHem nucte JoKymeHTa obLLero KonvyecTsa NMCTOB (CTpaHuL,).

7. OononHUTENbHO PErucTpupyroTcs BCE MOMbLITKU AOCTYyna, BCe AENCTBMSA onepartopa M BblAENEHHbIX
nons3oBaTtenen (a4MVHUCTPATOPOB 3aLUUTbl U T. MN.).

8. B wuspgenun ocyuiecTBnsieTcA peructpauusi CosfaHus M YHUYTOXeHWs obbekta. Pernctpupyetcs
cnepyowasi tHpopmauums:

e [aTta u Bpems;

e CyObeKT, OCyLLeCTBRALWNA PErMcTpupyeMoe AencTBue;



e  TuN cobbITuS;
e  YCMELIHO N1 OCYLECTBUITOCL COBbITHE.

9. B mn3genun ocyLecTBNSeTCSa pernctpaumsa nonbiToK AOCTyna NporpaMMHbIX CPeAcTB K CreayloLwmm
AONONHUTENbHBLIM 3aluuiaeMbiM obbekTaM goctyna: TepMmuHanam, TC, y3anam ceTu, BHELHUM
yctponctBam TC, nporpammam, TomaMm, katanoram, davinam. B napametpax peructpaumm
yKasblBalTCA:

e [aTa M Bpems MOMbITKM AOCTyna K 3awuuiaemMomy OObLEKTY C yKasaHueM ee pesynbrara:
ycnelHas, HeycnelHas — HeCaHKLMOHMPOBaHHas;

e uaeHTUdukaTop cybbekTa 4ocTyna;

e creuvduKaums sawmwaemoro obvekTa [nornyeckoe ums (Homep)].

10.B wusgenum peanusoBaHa BO3MOXHOCTb onpegeneHuss cobbiTuin ©6e3onacHocTW, MNOAnexalumx
perucTpaumm (KypHanbl permctpauuym cobblTuid UMeT (UKCUPOBaHHBLI pasMep U He WUMeloT
OrpaHMYeHni MO CPOKaM XpaHEHWs).

11.B w3genum OCyLeCTBNSETCA CUrHanusaums MOoMbITOK HapylleHWs 3awuTbl Ha TepMmuHanax
agmMuHUCTpaTopa 1 HapylmTens.

12.B usgenuu ocyLLecTBNSETCA perncTpaumsa geMHcTannsaumm (He 3anycka) gpansepa M3 npu akTBHOM
KOMMOHEHTe, a Tawkke peanusoBaHa QYHKUMS BbINOMHEHUS 3alMTbl B COOTBETCTBUM C
YCTaHOBMEHHbLIMW NOMNTUKaAMMW.

13.[Ins KNWEHTCKOW YacTu u3genus peanu3oBaHa (QyHKUMS aBTOMaTUYECKOW apxvBauuu >XypHana
perucTpaumm cobbITMI NO UCTEYEHUW YCTAHOBIIEHHOrO MHTepBana BpeMeHW. [paHuubl BO3MOXHOro
BPEMEHHOro MHTepBana BapbupytoTcs oT 1 4aca go 1 roga. EguHuubl namepeHus BeiGuparTca ncxogs
13 BENMMYMHbI 3HAYeHWs MHTepBana — 4achbl, AHW, Mecsubl, rog.

Moacucrtema agMUHUCTPUPOBAHUA

1. B uspgenuu peanunsoBaHbl cpeacTBa YnpaBfeHWsl, OorpaHMYMBalOLMe pacnpocTpaHeHMe npaB Ha
AocTyn.

2. VN3penue npenocTaBnsieT BO3MOXHOCTb Ha3Ha4YeHUst MMHUMarbHO HEOOXOAMMbBIX NpaB U NpUBUNErni
nonb3oBaTensam, agMUHUCTpaTopam M nuuam, obecneynBaoLLM PYHKLUNOHNPOBaHNE
MHOPMALIMOHHON CUCTEMBI.

3. N3penue cogepXXMT MexaHu3Mbl, NO3BOMSAIOLINE MPOBOAUTL Nepuoanveckoe TeCTUpPOBaHME PyHKUNIA
C3M HC[ Dallas Lock 8.0-K. Tectupytotcs:

e peamusauma [PO (nepexBaT S$BHbIX W CKPbITbIX 3aMpocoB Ha [OCTyN, MpaBwUilbHOE
pacno3HaBaHWe CaHKLUMOHMPOBAHHbLIX U HECAHKLMOHMPOBAHHbLIX 3arnpoCcoB, CPEeACTBa 3aluTbl
MexXaHn3Ma pasrpaHuyeHus 4OCTyna, CaHKLMOHUPOBaHHbIE nameHenwus MNMPO);

e  YCMELIHOE OCYLLECTBIEHNE MOEHTUMMKAUUN U ayTeHTUMKaLMK, a Takke X CpeacTBa 3allmThl;

e OYMCTKa NamsaTy;

e peructpaumsa cobbITUA, cpeacTBa 3alUUTbl PEermcTpauuoHHOW MHdopMauMM U BO3MOXHOCTb
CaHKLUMOHNUPOBAHHOIO O3HAKOMITEHUS C HEW;

e paboTa MexaHM3ma, OCYLLECTBISIOLLEro KOHTPOSb 3a LIeNTOCTHOCTLIO N3LEeNnus.

4. B nsgenuu peanv3oBaHa BO3MOXHOCTb LIEHTPanM30BaHHOIO ynpasfieHus 3awuiiaemMbiMy pabovmmm
cTtaHumsimun. OcyLlecTBNsIeTCA LEeHTPann3oBaHHOE yrpaBreHne y4eTHbIMU 3anucsamm nornb3oBaTtenen,
nonuTMkamu, npaBamMmu nonb3oBaTtenen, NpeodpasoBaHHbLIMKU CbEMHBIMU HOCUTENAMM MHGOPMaLMK,
KOHTpOMeM uenocTHoctn obbektoB PC, cuctemHoro peectpa. lNogaepxuBaeTcd MHOroypoBHeBas
nepapxua rpynn TC 1 HacnegoBaHWe YCTaHOBMNEHHbLIX NapameTpoB.

5. B mn3genuu peanusoBaHa BO3MOXHOCTb OMOBELLEHMS agMUHUCTpaTopa 6e30MacHOCTU O CUTyaumsax
HECaHKLMOHMPOBAHHOIO JOCTYNA Ha KITMEHTCKNX paboumx CTaHLMAX NPU CReayoLwmx criyqyasx:

HapyLleHWe KOHTPOMs LeNoCTHOCTU OOLEKTa;

noneiTka paboTbl nocne 6JIOKMPOBKM MPU HAPYLLUEHWMW LIENOCTHOCTY;

nonbITKa BXOAa Ha KITMEHTCKYI0 paboyyo CTaHLUMIO C HEMpaBWUIIbHbIM Naponem;

OnokMpoBKa Nonb3oBaTenNs Nocne MHOroKpaTHOro BBoAa HEMPaBUIbHOIO Naporis;

C3M HC[ Ha knueHTe He oTBeYaeT (BO3MOXHas MpUYMHA — HECaHKLMOHUPOBaHHas AeakTuBaLuus

CUCTEMBI 3aLUUTHI);

KITMEHT He4OCTYNeH AOMroe Bpems (C BO3MOXHOCTbIO 3a4aHnst nepuoaa BpeEMEHM);

e MOMbITKN MOHTUPOBAHUS K NMOMNbITKN PaboTbl C 3anpeLLeHHbIMU AN Nofb3oBaTernen Ha KnneHTe
YCTPOMCTBaMMU.

6. B uspgenuu peanus3oBaHa BO3MOXHOCTb CO3[4aHMsi OT4YyeTa MO Ha3HA4YEeHHbIM MpaBaM, COCTaBy
NpPorpaMMHOro 1 annapatHoro obecneveHus.



7. B wnsgenun peanusoBaHa BO3MOXHOCTb YAaNEeHHON YCTaHOBKM M OBHOBNEHWS N3aenus.

8. B u3genun peanv3oBaHa BO3MOXHOCTb Ha3HayeHUs agMUHUCTpaTopa 6e3onacHOCTU Npy yaaneHHoN
yCTaHOBKE U3aenusi.

9. B nsgenun peanusoBaHa BO3MOXHOCTb BU3yanu3aumm cetu 3awuwiaemblx TC.

10.B usgenuun peanusoBaHa BO3MOXHOCTb COXpaHEeHUs 1 NpuMeHeHuns koHdurypauun C3U HC.

11.B wu3genuu peanusoBaHa QYHKUMS, MO3BOMAOWAs OAHOBPEMEHHO nogkndatecsa k Cepsepy
6esonacHoctn C3U HC[ HeckonbkmuM koHconam CepBepa 6e3onacHoCcTu.

12.B u3genun peanusoBaHa YHKUUS OrpaHMYEHUS KONMMYECTBa HeyCnelwlHbIX MOMbITOK BXOo4a W
onoknpoBaHne TC, C KOTOPOro MpeanpvHUMAIOTCA MOMbITKM  AOCTYyNa, C  BO3MOXHOCTbIO
pa3bnoknpoBaHUSa TONbKO aAMUHUCTPATOPOM.

Mopcucrema KOHTPONA LeNTOCTHOCTH

1. B wm3pgenun peanusoBaHa 3awmuta apxvBHbIX pannos, napameTpoB HacTtponku C3UN HCLO,
nporpaMMHoOro obecrnedeHnss M UWHbIX [aHHbIX, HEe noanexawmx W3MEHeHUK B npouecce
dyHKunoHnposaHusa NC.

2. B u3genuu peanvsoBaHa BO3MOXHOCTb BOCCTAHOBIMEHUS 00bekTa goctyna (danna, BETKM peecTtpa) B
cnyvae obHapyXeHus HapyLUeHWs ero LLenoCTHOCTH.

3. B mn3genuu peanusoBaH MeXaHU3M CO3[aHUsl TOYKM BOCCTAHOBIIEHMS MpU ycTaHoBKe knueHTa Dallas
Lock.

4. B v3genun peanv3oBaHa BO3MOXHOCTb OMOKMPOBKM AOCTyna K oObekTy hanrioBov CUCTEMbI Mpu
HapyLUEHWM LIeNTOCTHOCTM KOHTPONMpYyeMbIX Mogyrnen. [Npy HapyLeHun LeNOCTHOCTM KOHTPONMPYEMBbIX
Moaynewn 3anyck oobekta dannoBon cuctTemMbl BrIOKMpyeTCs.

Mopcucrema BoccTtaHOBNEeHUA nocre c6oeB

1. C3/ HC[O npepycmaTpmBaeT npoLeaypbl BOCCTaHOBMEHMA nocne cb6oeB n oTkazoB obopyaoBaHus,
KoTopble obecneymBatoT NOMHOE M onepaTMBHOE BoccTaHoBneHue ceoncts C3U HCL,.

2. Peanu3oBaHa BO3MOXHOCTb BO3BpalleHus Bcex Hactpoek C3M HCLO k ucxogHbim (ycTaHOBKa
napameTpoB MO yMOMYaHuto), YTO paBHOCUIbHO nepeyctaHoske C3UN HCL.

Mopcucrtema pe3epBHOro KONUPOBaHUA

1. B wuspgenuu peanu3oBaHa BO3MOXHOCTb aBTOMaTU3MPOBAHHOIO CO34AHUSA PE3EpPBHbIX KOMUMN
NPON3BOSbHBIX 0OBHLEKTOB  (hpanoBOM CUCTEMbI UM LIEHTpPAnM30BaHHOE YynpaBfeHue Takoun
BO3MOXHOCTbIO Ha ypoBHe CepBepa 6esonacHocTu «Dallas Lock 8.0». lMNpum atom B usgenuu
peanv3oBaHa BO3MOXHOCTb:

onpegeneHnsa pasMmeLLeHns CoXpaHeHnst pe3epBHOM KOMnK;

onpefeneHnsi NepMoguYHoOCTU U pacnmcaHue co3faHusa pe3epBHbIX KOMUiA;

onpefeneHnst KonM4ecTBa CoOXpaHAeEMbIX pe3epBHbIX KOMUN;

BOCCTaHOBIEHMS 3alLMLLaeMbiX OO bEKTOB M3 pe3epBHON KOMUU.

2. B usgenuun peanusoBaHa BO3MOXHOCTb COXpaHeHUs chanrna pe3epBHOn konun 1 darna KoHdurypauum
Cepsepa 6e30nNacHOCTM B CETEBYIO AMPEKTOPUIO.

3. B u3genuu peanuaoBaH MexaHU3M BoccTaHoBneHust doannos Dallas Lock npu cbosix n noBpexaeHumsix.

3.2 CpeacTBO KOHTPONA NOAKMIOYEHUSI CbeMHbIX MaLWUHHbIX HocuTenen
nHcpopmauun. CpeacTBO KOHTPONA OTYYXKAEHUA (NnepeHoca) MHchopmauum co
CbEMHbIX MaLWMHHbIX HOCUTenen uHdopmauumn

1. N3penve npepocTasniseT BOSMOXHOCTb yrpaBeHns NCNofib30BaHNEM NOAKTOYaEMbIX MPON3BOSIbHbLIX
CbeMHbIX MalUMHHbIX HOCUTEeNen MHgopmMaunm Ha OCHOBE aHanu3a paspelleHuin Ha NoakmyYeHne K
KOHKPETHbIM  UHTepdericaM BBoAa (BblBOAA) CPEACTB  BbIYUCIUTENBHOW  TEXHUKW, TUMOB
noAakn4yaemMblX BHELWHUX MporpamMmMHO-annapaTHbIX yCTp0I7ICTB, KOHKPETHbIX CbEeMHbIX MaLUNHHbIX
HocuTenen nHopmMaumu.

2. Vspenue koHTponupyeT Ucnonb3oBaHne nHTepdencos Beoaa (BbiBoaa) UHpopmaumm (B TOM Ymcne Ha
CbEeMHble MalUUHHbIE HOCUTENN MHApOpMaLM).

3. N3penue obecneynmBaeT KOHTPOSb TWUMOB MOAKMOYAEMbIX BHELIHMX MNporpamMmmMHo-annapaTHbIX
YCTPOWNCTB, @ TakKe KOHKPETHbLIX CbEMHbIX MALLMHHBLIX HOCUTENEN MHGOPMaLK.

4. B uspgenun obecneyeHa BO3MOXHOCTb MAEHTUMKAUMM U ayTeHTMdUKauum agmuHuctpatopa C3U
HC[ Dallas Lock 8.0-K no npegocTtaBneHusi emy BO3MOXHOCTU MO yNpaBfeHuio, NPOCMOTpy ayauTa



©e30MacHOCTU U BLIMOJTHEHUIO MHbIX AEACTBUNA MO aAMUHUCTPUPOBAHUIO.

5. B u3genuu ocywecTBrsieTcs MaeHTUdMKaLms YCTPOWCTB, B TOM YMCIe CTaLMOHaPHbIX, MOBUIBHBIX U
MOPTaTUBHBIX, MOEHTUMKALUMS HakonuTenen nHdopmaumu.

6. B v3genuu peanusoBaHbl Hagnexalne MexaHu3Mbl PErMcTpauny 1 NpeaynpexaeHus (curHanvisauum)
0 COObITMSIX, OTHOCSLUMXCS K BO3MOXHbIM HapylueHusiM GesonacHocTu. MexaHuambl perucrpauum
NPeaoCTaBnsioT YNOMHOMOYEHHbIM Ha 3TO fMLaM BO3MOXHOCTb BbIGOPOYHOIO O3HAKOMIIEHUSI C
MHpopMaLmeit 0 NPOU3OLLEALLNX COObITUSIX.

7. N3penue CoOepPXUT MexaHn3Mbl reHepaunm BpeMEHHbIX METOK, U (VIJ'IVI) NnponcxoanT CUHXPOHU3aLUnAa
CUCTEMHOIo BpeMeHM B VIH(bOpMaLJ,VIOHHOVI cucreme.

8. B mnspenun ocyuwiectBnsieTca pasrpaHudeHve goctyna kK ynpasneHuto CKH 1 pexmmom BbINOMHEHUS
dyHKUMN 6e30nacHOCTU (KOHTPOMSt HAKONUTENEN) Ha OCHOBE POSiEN YYETHbIX 3anucen Nonb3oBaTenen.

9. B u3genun ocyuwectsnsaetca npeobpa3oBaHMe CMEHHbIX HaKonuTenen, OCHOBAHHOE Ha mnpaBax
NCNONb30BaHUSA CbEMHbIX MaLUMHHBIX HOCUTENen nHdopmMaLmMm, Npu 3agaHnmn KOTOPbIX MCMONb3YyTCA
cnepytowmne Tunbl gaHHbix CKH:

o  MAEHTUUKALMOHHAA NHPOPMALMSA CbEMHbIX MALUMHHBIX HOCUTENEN UHopMaLIUK;
®  MAEHTUUKALMOHHASA NHPOPMALMS CPEeACTB BblYNCIIUTENbHOW TEXHMKM.

10.V3genve npepoctaBnsieT BO3MOXHOCTb HAaCTPOWKM MNpaB MCMOMb30BaHWsi CbEMHOMO MalUMHHOIO
HocuTens WHGOpPMaUMM C YCTAHOBMEHHbIM cCrneuumasnbHbIM NporpamMMHbIM - obecneyeHnem (Ha
KOHKPETHbIX CPeCTBaXxX BbIMUCIUTENBHON TEXHUKN).

11.N3penve GnokvpyeT WHAOPMAaLMOHHbIE PECYpChbl CrneuvManu3vpoBaHHOrO CbEMHOIO0 MAaLUWHHOMO
HocuTens WHopmauum Ang  JYTeHus  (3anucu) wHOpMauMu Npyv  NONbITKE  NOAKMYEHUS
crneunanM3mpoBaHHOMO CbEMHOM0 MALLMHHOIO HOoCUTens MHgOpPMauun K CPeAcTBY BblMUCIUTENbHOW
TEXHVKW, Ha KOTOPOM He YCTaHOBMEHbl KOMMOHEHTbl CPEeACTBa KOHTPONS CbEMHbIX MaLUWMHHBIX
HocuTenen nHpopmaumm (NporpammHoe obecneveHe B3avMMOLeNCTBIS).

12.N3penve nposepsieT nNpaBa UCMNOMNb30BaHWS CNeLnanmM3npoBaHHOTO CbeMHOM0 MaLUMHHOIO HOCUTENS
UHdOPMaUMM MpU NOMbITKE NOAKMIOYEHUS Cneunanm3npoBaHHOTO CbEMHOIO MAaLUMHHOIO HocuTens
WHdOpMaLIMM K CpeacTBY BbIYUCIIUTENBHON TEXHUKW, HA KOTOPOM YCTaHOBIEHbI KOMMOHEHTHI cpeacTBa
KOHTPONs CbEMHbIX MalUMHHBIX  HOCMTENnewW uMHgopMauum (nporpammHoe  obecnevyeHve
B3aMMOOENCTBUS).

13.N3penve npegoctaBnsieT OOCTyN K WHoOpMauuM Ha Cneumanu3npoBaHHOM CBbEMHOM MalUVMHHOM
HocuTene nHdopmaummn (ecnv NpoBepka Npae Aana NoroXuTenbHbIA pe3ynbTaTt) nnu obecnednsaeT
HeJoCTyMHOCTb (OnokupoBaHMe) WHoOpMaUMM Ha CcheuuannaMpoBaHHOM CbLEMHOM  MallMHHOM
HocuTene wHdopMauuMm AOna  JvTeHua (3anucn) wuHdopmaumm (ecnu  npoBepka npas fana
oTpuuaTenbHbIN pe3ynbTar).

14.N3penve pervctpupyeT cobbiTua 6e30MacHOCTW, CBSI3aHHbIE C BbINMOMIHEHNMEM CPEACTBOM KOHTPOMS
CbEMHbIX MaLUUHHbLIX HOCUMTEeNen NHopMaLmMn yHKLMIN 6e30nacHoCTH, U 3anucbiBaeT UHopmaunto
ayguTa 6e3onacHocTu.

3.3 TlepcoHanbHbLIN MeXceTeBOM 3KpaH

1. Uspenve npepocTaBnseT BO3MOXHOCTb OCYLLECTBNATL uUrbTpaunio ceTeBoro Tpadwuka Aans
oTnpasuTenen wuHdgopmauuu, nonyyatenenm uHoOpmMaLMM W BCEX oOnepauun nepemMeLleHunst
KOHTponupyemon M3 nHdopmaumm K yanam MHpOpMaLNOHHON CUCTEMbI N OT HUX.

2. WN3penue obecneunsaeTt pacnpocTpaHeHue unbTpaumm Ha Bce onepauun nepemelleHns yepes MO
WHopmMaumnn K yanam MHopMaLUmMOHHON CUCTEMBI.

3. WN3penue ocyuwecTtBnseT dunbTpaumio, OCHOBaHHYIO Ha criedylowmx Tunax atpubytos 6e3onacHoCTm
CyOBEKTOB:

e CeTeBOW agpec y3na oTnpasuTens;
e CeTeBOW agpec y3na rnonydarens.
4. WN3penue ocyuwiecTBnseT unbTpaumio, OCHOBaHHYIO Ha criegylowmx Tunax atpubytos 6e3onacHoCTM
WHopmaunmn:
e  CeTeBOW NPOTOKOI, KOTOPLIVA UCNONb3yeTCH ANs B3aMMOOENCTBUS;
e  TPaHCMOPTHLIN MPOTOKON, KOTOPbLIA MUCMOMb3yeTca ANA B3aUMOAENCTBUSA, MOPTbl UCTOYHUKA U
nony4arens B pamkax ceaHca (ceccun);
e paspeLlleHHble (3anpeLLeHHble) KOMaHabl, pa3peLleHHbIV (3anpeLleHHbIN) MOBUNBbHBIV KOA;
paspelleHHble (3anpeLLeHHbIE) NPOTOKOMbI NPUKNaAHOIo YPOBHS;
paspeLueHHoe/3anpeLleHHoe npuknagHoe MO (npunoxeHus).



5. N3penue npenoctaBnsieT BO3MOXHOCTb SIBHO paspeluaTb WM sIBHO 3anpewaTtb MHGOPMAaLMOHHbIN
notok, 6asvpyscb Ha ycTaHaBnuBaemblx aamuHucTpatopom M3 Habope npasun cunbTpaumm,
OCHOBaHHOM Ha MAEHTUPULMPOBAHHLIX aTpnbyTax.

6. M3pgenue npepoctaBnsieT BO3MOXHOCTb OCYLLECTBIATb MONMUTUKY bunbTpauumnm nakeToB C y4eTOM
YNpaBnsaoLWmMx KOMaHg oT B3anmogencTeyrowmnx ¢ MO cpefcTs 3almTbl HpoOpMauum apyrnx BUOoB.

7. B n3genun BO3MOXHO OCYLLECTBNATL MNPOBEPKY KaXAoro naketa no Tabnuue CcocTosHUA Ansi
onpegeneHuns Toro, He MPOTMBOPEYUT TN COCTOSIHNE (CTaTyC, TWM) NakeTa OXXNAaemMoMy COCTOSHUIIO.

8. B usgenuu peanvsoBaHa BO3MOXHOCTb OCYLLECTBNATb MPOBEPKY MCMOMb30BaHMSA CETEBbIX PECYPCOB,
coepKalmx MOOUIbHbIA KOA, ANst KOTOPOro agMmMHUcTpatopoM M3 ycTaHOBNEHb! paspelunTerbHble
Unu 3anpeTuTtenbHble aTpnbyTbl 6e3onacHocTU. Bo3aMoXHO KOHTponMpoBaTh (paspellaTb/3anpeLlaTs)
ncnonb3oBaHUe CeTEBbLIX pecypcoB, cogepxalumx PDF n cneaytowwime Buabl MobunbHoro koga: ActiveX,
Flash, JScript, VBScript, PostScript, Java.

9. B u3genun ana agmuHuctpatopa M3 npepoctaBneHa BO3MOXHOCTb MoAMUUMPOBaTb, yaoansTb
paspewmTenbHble U (UnNKn) 3anpeTuTenbHble aTpubyTbl 6Ge3onacHOCTM AN UCMOSb3yeMblX
nonb3oBaTensMn OTAENbHbIX KoMaHd. BoO3MOXHOCTb OCYyLWECTBNSATb MPOBEPKY WCMONIb30BaHUSA
nonb3oBaTensaMu Takmx KomaHg. Takke KOHTponvMpoBaTb (paspeluaTtb/3anpelyatb) UCMonb3oBaHWe
cnegyrowmnx komang: arp; ipconfig; getmac; nbtstat; netsh; netstat; net; nslookup; pathping; ping; route;
telnet; tracert.

10.B u3genum BO3MOXHO paspellaTb WNM 3anpellatb WHGOPMAaUMOHHBLIA MOTOK, OCHOBLIBAsiCb Ha
pesynbTaTtax NpoOBEepoOK B COOTBETCTBUM C N.7.

11.B nsgenun peannsoBaHa BO3MOXHOCTb OCYLLECTBNATL OUNbTPALMIO NAKETOB C Y4ETOM YNPaBMsSOLLNX
KOMaHZ OT B3aMMoAencTByoWwmx ¢ M3 cpedcTB 3almThl MHpOpMaLUK OpYyrux BUAOB, OCHOBAHHYIO Ha
aTpubyTax, ykasbliBaroLMX Ha NPU3HaKN HapyLLleHns 6e30nacHOCTM B MHGOpMaLUmn CETEBOrO Tpaduka.

12.V3penve paspellaet WHMPOPMAUMOHHLIN MOTOK, €Ccnv 3HaveHust aTpubyToB ©OesonacHoCTH,
yCTaHOBJIEHHbIE B3aMMOAEWCTBYOLWMMN CpeacTBamMu 3aluTbl MHpOpMaLUM Onsi KOHTPONMPYEMOro
CEeTEBOro Tpaduka, ykasbiBaloT Ha OTCYTCTBUE HapyLLUeHUn 6Ge3onacHOCTN MHGopMaL M.

13.V3penve 3anpellaet MHPOPMALUMOHHBLIA MNOTOK, €Cnv  3HaveHust aTpubyToB ©OesonacHocTH,
yCTaHOBJIEHHbIE B3aMMOAEWCTBYHOLWMMM CpeacTBamMu 3amtbl MHGOpMaUMKM AN KOHTPOSIMPYEMOro
CeTeBOro Tpaduka, ykasbiBaloT Ha Hann4Me HapylleHui 6e3onacHoOCTU MHGpopMaLnN.

14.B nsgenuun peannsoBaHa BO3MOXHOCTb BblOOpa COBOKYMHOCTM COObITUN, NOABEPratoLLNXCa ayauTy, U3
COBOKYMHOCTM CODBITUI, B OTHOLLEHMM KOTOPBLIX BO3MOXHO OCYLLIeCTBIeHNe ayanTta. 3bupatenbHoCcTb
ayguTa 6a3upyeTcs Ha cneyoLmx BO3MOXHbIX aTpubyTtax:

e uvaeHTUdukaTop o6bEKTA;

noeHTudrkaTop nonb3oBarens;

naeHTudgumkaTop cyobekTa;

TN cobbITUS;

unu gpyrmue atpubyTbl.

BosmoxHo BbIGpaTh kakue Tunbl cobbiTuin M3 6yayT pernctpuposaTbes:

o 06GHapyxeHue mobunbHoro koga (ActiveX, Flash, JScript, VBScript, PostScript, Java);
o OBHapyxeHue 3anpeLLeHHbIX BMOXEHWI (aHanmM3npyeTcs NpUcyTCTBME U3BECTHbLIX MPOTOKONOB,
peknambl, Mmeama-koHTeHTa, PDF);
e  BbINOMHEHNE KOMaHA.
15.B n3genun peanusoBaHa permctpaunsi u y4eT crieQyroLmx coobITuiA:

e  3anyck v 3aBepLUEHUE BbINONIHEHMS (DYHKUWIA ayaouTa;
e  pe3ynbTaTbl BbIMOJIHEHMS MPOBEPOK MHCpOPMaLMK CETEBOIO Tpaduka;
e  3anuCb HOBOTO 3HAYeHWsI NOOON N3MEHSEMON NONMTUKM/NapameTpa.
16.B n3genun Bo3aMoxHa NOAAEPXKKa ONpPeAerneHHbIX poner no ynpasneHuio MJ3.
17.B u3pgenun peanusoBaHa BO3MOXHOCTb CO CTOPOHbl agMuUHUCTpatopoB M3 ynpaBnsaTb peXuMomMm
BbINOMNHeHuUst hyHKLMIN 6e3onacHocTn M3.
18.0nst agMuHucTpatopa MO peannsoBaHa BO3MOXHOCTb MOAMMULIMPOBATL, yAansiTb pa3peLunTernbHble
n (unn) 3anpeTuTenbHble aTpubyThl 6E30MacCHOCTM UCMNONBL30BaHNSA CETEBLIX PECYPCOB, COAEPXKALLMX
OTAenNbHblE TUMbI MOBMMBLHOIO KoAa, Ans ocywecteneHms MO dunbTpauun.
19.ns agMuHucTpatopa MO peanu3oBaHa BO3MOXHOCTb Ha3HayaTb MoAUMUMPOBATb, yOansTb
paspelumTenbHble 1 (MnK) 3anpeTuTenbHble aTpubyThl 6e30NacHOCTU ANst NPUKNaaHOro NPOrpaMmMHOro
obecneyeHus (NPUNOXEHUA) C LEeNblo NOCMNeAYLWEro OCyLLEecTBNEHUs unbTpaunm.
20.B wu3genum ecTb BO3MOXHOCTb BEAEHUS [ANSA KaXOOro Tuna MECT pacrofioKeHus y3na c



YCTaHOBMEHHbIM M3 oTaenbHbIX Npoduner NpoBEPOK.

21.B usgenum ectb BO3MOXXHOCTb M3MEHEHMS 061acTn 3HaYeHWIN MHPOPMaLUM COCTOSIHUS COeAUHEHMS CO
CTOPOHbI aMUHUCTPATOPOB MEXCETEBOro 3KpaHa. Y agMUHUCTpaTopa ecTb BO3MOXHOCTb 3aBepLuaTh
ceTeBble COeAMHEHMS 13 Tabnuubl COeaNHEHNN.

22.B n3genvn ecTb BO3MOXHOCTb NPUCBOEHUS MPOUNAM NPOBEPOK AONYCTUMbIX 3HAYEHUN, TaKUX Kak
npodub NPOBEPOK AN NCMOMNb30BaHUSA BHYTPU MHAOOPMALMOHHOM CUCTEMBI, MPOdUNb NPOBEPOK AN
nUcnonb3oBaHUA 3a npegenaMmv MHOPMALWOHHOW CUCTEMbI W APYrux AONyCcTUMbIX npodunen
nposepok. PeannsoBaHbl:

e BO3MOXHOCTb CO34aHus npodumnen, Beibopa 1 HasHa4YeHus Npouna HacTpoek onpeaeneHHbIM
(HamgeHHbIM) ceTAM, B TOM Yucne npu obHapy>KeHUM HOBOW CeTH;
e  BO3MOXHOCTb pefakTUpoBaHUsA Npodunen HacTpoek;
e ayaut cb6oeB B NCMOMNb30BaHUM MEXaHU3Ma BeOeHUS OTAENbHbIX Npodunnen NpoBepok (npumep
cbos: npocnnb He HakAEeH U MPUMEHEH NPOdUIb MO YMOMYaHMIO).
Mpodunu BbIGUpatoTca kak MuHUMYM no IP-agpecy Tekyuwero agantepa. Konvyectso npodoumnen,
paBHOe 8, MOXHO cuuMTaTb AocTatoudHbiM. [lpochmnm (kpome npodung nNo ymMomnyaHu) MOryT
nepenMeHoBbIBaTLCS.

23.B v3genun ecTb BO3MOXHOCTb MPUCBOEHMSI MH(OPMALUN COCTOSHUSA COEOMHEHUS O0MYyCTUMbIX

3Ha4yeHun. B kayecTBe OCHOBHbLIX COCTOSIHMI NSt CETEBOro Tpaduka MCNOMb3yTCA criegyoLume:
e  YCTaHOBIIEHUE COEOUHEHUS;
®  1CMONb30BaHUE COeOUHEHNS;
e 3aBeplUeHune CoeaUHEHNS.
[Mpu 9TOM KaxObli HOBbIN MakeT NMPOBEPSETCH MEXCETEBbIM 3KpaHOM Mo Tabnuue COCToAHMI Ans
onpegeneHns Toro, He MPOTMBOPEYUT NN COCTOSIHUE MakeTa OXnaaeMoMy COCTOSHMIO.
24.Peanu3oBaHa BO3MOXHOCTb perumctpauum cboeB B MCNONb30BaHUM MexaHu3Ma BefdeHust Tabnuubl
COCTOSIHUA.

25.[lna  Kaxpgoro coeguHeHust obecneymMBaeTcss BedeHWe Tabnuubl COCTOSIHUMIM, OCHOBaHHOM Ha
WHopMaLMM COCTOSHUSA COEAMHEHUS N UCMOMb3YEMOM NPW BbINOSIHEHWMM NPOBEPOK AN OGHapyKeHus
aHoOMarbHbIX MaKeTOB, HE COOTBETCTBYIOLLMX TEKYLLEMY COCTOSHUIO COEANHEHNS.

26.Peanu3oBaHa BO3MOXHOCTb NepexsaTa MakeTOB Ha CETEBOM YPOBHE M MPOBEPKM UX Ha npegMmet
paspeLLEeHHOCTH MO CYLLECTBYIOLLMM MpaBuiaM MeXceTeBOro akpaHMpoBaHUA. [JoONOMHUTENBHO HYXXHO
COXPaHsTb TPEK KaXaoro coeanHeHns B Tabnuue coctosHui. [letany Tabnuubl BKNOYAOT:

ceteBon agpec (IP-agpec) NCTOYHUKa;

ceteBon agpec (IP-agpec) nonyyatens;

HOoMepa NopToB;

WHpopMaLIMIO COCTOAHUS COeAUHEHUS.

27.B n3penun peanunsoBaHa BO3MOXHOCTb 0ObecrneyeHusi nepexofa B PEXMM aBapuUNHOW MOOAEpXKKM,
KOTOpPbIN NpefocTaBnseT BO3MOXHOCTb Bo3BpaTa M3 K LUTaTHOMY pexuMy (yHKLUMOHUPOBaHMS.

28.B n3genuu peanu3oBaHa BO3MOXHOCTb TECTUPOBAHMS (CaMOTECTUPOBaHUA) PyHKLMIA 6e3onacHoCTu
M3 (KOHTpOrb LLeNnoCTHOCTK ncnonHsaemoro koga M3).

29.B n3genuu peannsoBaHa BO3MOXHOCTb Npu HapylleHun npasmun M3 nokasbiBaTb Npeaynpexaatolliee
coo06LLeHne Nonb3oBaTeNio.

30.B usgenun peanusoBaHa (yHKUMOHANbHAA BO3MOXHOCTb WMH(OPMUMPOBaHUS (3anncb B XXypHarn,
BCMIbiBatowee coobuieHne n coobuieHne Ha Cepsep 6esonacHoctn C3M HCL) o BO3MOXHOCTM
0BHOBIEHUST CUrHaTyp.

31.B n3genuu peanu3oBaHa BO3MOXHOCTb 3afaBaTb M aHaNU3npoBaTb KOMaHOHYK CTPOKY (4ns rmbkon
HacTponku npasun M3).

32.B n3genun peanusoBaH BbIBOL, BCMIIbIBAKOLErO OETANM3NPOBAHHOIO YBEAOMITEHUsT Mpu ONOKMPOBKE
KOHTEHTa.

33.B uagenuu peanusoBaHa (PyHKLMOHaNbHasi BO3MOXHOCTb «MakeTHOro» ynpaeneHust npasunamm MO,
KoTOopasi No3BonisieT hopMNpPOBaTh U NPUMEHATE OTAENbHbIE rpynnbl npaswn M3.

34.B nsgenunn peanusoBaH punetp HTTP 3aronoBka, KOTOPbIN NO3BOMSIET BbINONHATL XypHanupoBaHue,
OnoKNpPOBKY coeauHeHUs ¢ aHomanbHbiMM HTTP 3aronoekamu.

35.B u3genuu peanusoBaHa OyHKLMOHarbHasi BO3MOXHOCTb akTuBauum 6onee xxecTkmx npasun M3 npu
OTCYyTCTBMM Ha 3awmuwaemoM TC aHTuBMpyca, OOHOBNEHVMA WU NPU  HapPyLEHWA KOHTPOJIS
LLeNTIOCTHOCTMW.

36.B usgenuu peanusoBaHa yHKLMOHaNbHasa BO3MOXHOCTb Ucnonb3osaHna DNS-1umeHu BmecTo npasun



IP-agpeca npu HacTtporke npaesun MO ansa obecneyenns paboTbl npaBuna npu cmeHe IP-agpeca
pecypca.

37.B nsgenuu peanv3oBaH MHTEPAKTUBHBINA PEXUM 00yYeHuns npu hopmmupoBaHmm npasun MO.
38.B n3genuu peanusoBaHa nonuTtuka «bnokuposka QUICH.

3.4 Cwuctema oGHapyXeHUsi BTOPXXeHUM!

1.
2.

>

B nsgenun nvetoTtcsa cpeacTea aBToMaTM3nMpoOBaHHOTO OOHOBEHNsT 6a3bl peLuatoLwmx NnpaBur.
B wu3genun npepoctaBnsieTcd BO3MOXHOCTb OOHOBMEHMA 6asbl pellawwmux MpaBuil  TOMbKO
agMUHUCTpaToOpaM M Nosb3oBaTensim.
Mogaynb COB nmeeT rpadudeckmin MHTepenc aaMUHUCTPUPOBAHUS.
B nsgenun peannsoBaHbl MeXaHW3Mbl NIOKaNbHOrO U yaanéHHoro agMnHuctTpmupoBaHuns COB.
B wusgenunm agmuHuctpatopam 6Ge3onacHoCTM (M TONMbKO WM) MNPefoCTaBnseTcs BO3MOXHOCTb
MOAMULMPOBATL PEXMM  BbIMOMHEHUA (OYHKLWA, CBA3aHHbIX C BHYTPEHHUM MpeacTaBneHnem
BpeMeHu, co cOopom AaHHbIX 0 cucteme UT, nx aHann3oM 1 OTBETHLIMU PeaKLNAMM.
B v3genun ynonHOMOYeHHbIM agMuHUCTpatopam ©Oe3onacHoCcTU (M TONbKO MM) NpesocTaBnsAeTcs
BO3MOXHOCTb 3aJjaHusi, a TaKkke 3anpoca, UsMeHeHusi, Mogmdukauum, yaaneHms n O4UCTKM 3Ha4YeHUn
Nno yMOMYaHuio.
B nsgenun nogaepxveatotcs cnegyowmne ponu ang ynpasneHus mogynem COB:

e agmwuHucTpaTop Ge3onacHocTy;

e nonb3oBarens UC;

e agMMHUCTpATOp cepBepa.
B nsgenun obecneveHa BO3MOXHOCTb acCOLMMPOBaTh Nosb3oBaTeneln ¢ ponsamu.
B uspenum obecneyeHa BO3MOXHOCTb BbIMOSMHATbL aHanm3 cobpaHHbix gaHHbix COB o ceTteBom
Tpachmke B pexume, 6nmuskom K peanbHoOMy macwTaby BpemeHn. ObecnedyeHa BO3MOXHOCTb MO
pesynbTataMm aHanm3a UKCUpoBaThb CreayloLyo MHopMaLuuio:

e [aTy v BpeMms, pe3ynbTaTt aHanuaa, TMn gaHHbIX, UAEHTUMMKATOP NCTOYHMKA AaHHBbIX;

e  MPOTOKON (MexaHu3Mm), UCMoMb3yeMbln AN MPOBEAEHUS BTOPXKEHWS;

o umaeHTUUKaTop CydbeKkTa BTOPXKEHUS, UOEHTUUKATOP OObEKTa BTOPXKEHUS.

10.B wusgenuu peanu3oBaHa BO3MOXHOCTb BbIMOMHATbL Cregylowmne QYHKUUMKM NO  aHanuay Bcex

nony4deHHbIx AaHHbIx COB:

e obHapyxuBaTb BTOPXEHUSA B pexume, OnM3KOM K peanbHOMYy macliTaby BpemMeHu Ha ypOBHe
OTAenbHbIX XOCTOB (MokanbHbiXx y3noB WC) nytem aHanu3a ceteBoro Tpadwuka 6e3 notepu
AaHHbIX ANs aHanuaa;

e 0OHapyxXuBaTb BTOPXXEHMSA Ha YPOBHE OTAENbHbIX XOCTOB (MoKanbHbIx y3nos NC) nytem aHanusa
XypHanos cobbiTuin OC u npuknagHoro [MO.

11.B cny4ae oOOHapyXeHUs BTOPXEHUA W HapyweHun 6Ge3onacHOCTW wusgenue npeanpuHuMaet

cnegywoLline OencTeums:

e  OCYyLeCTBUTb mkcauuo akta obHapyKeHus BTOPXKEHWN MUNu HapyweHu BesonacHocT B
XypHanax ayauTa;

e yBeOOMMUTb agMuHucTpaTopa 6e3onacHocTM 06 OGHApYKEHHbIX BTOPXKEHUAX U HaPYLLUEHUSIX
BesonacHOCTM C MOMOLLbBIO BU3yarbHOrO OTOBPaXeHUs COOTBETCTBYHOLLEro coobllieHns Ha
KOHCOJN yrpaBreHns u nogayun 3ByKOBOrO CUrHarna, a Takke COobLLIEHUS N0 SMEeKTPOHHOM MoYTe;

e OnokupoBaTh IP-agpec aTakyoLero B Te4eHUM 3a4aHHOIO BPEMEHM.

12.B vn3genuu peanusoBaHa BO3MOXHOCTb OMpPeAeneHus orpaHWYeHuin creaylolmx OaHHbIX TONbKO

aAMuHUCTpaTopoM 6e3onacHoCTH:

®* pasmep XpaHUMbIX XXypHarnos;
e Bpewms 6nokMpoBKM IP-agpeca aTakytoLlero.

13.B n3genuu npeanpuHMMmaroTca crnepgymoiwine nencrTeus npn OOCTMXXeHUN Unn npesBbilleHNN OaHHbIMU

orpaHunyeHun COB, ycTaHoBNeHHbIX B TpeboBaHumn 12:

e  poTauus XKypHamnoB Npu NpeBbILLEHNM pa3Mepa XpPaHUMbIX KYpPHaroB;
e pasbnokmpoBka |P-agpeca aTakylowero npu ucTeYeHun BpemeHu 6GrokupoBku |P-agpeca
aTakylLlero.

14.B usgenuu peanu3oBaHa BO3MOXHOCTb FeHEpMpoBaTb 3anucb ayguTa Ans cnegytowmx cobbiTui,

noTteHUunarnbHO nogBepraemMblX ayguTty:



e  3anycK 1 3aBepLUeHue BbINOSTHEHUSA PYHKLMI ayauTa;

BCe COObITMSA, MOTeHUManbHO MnoABepraemble ayauTy, Ha HeonpedenéHHoOM ypoBHe ayauTta

(MUHMManbHBIN, 6a30BbIN, eTanNnU3NPOBaHHLIN);

poctyn k COB;

yTeHune MHdopmauun 13 3anucen ayamTa;

HeycneLHble NOMNbITKA YuTaTe UHOPMALMIO U3 3annucen ayauTa;

BCE MOAMMUKALUMM pexmMa BbINOMHEHUS (PYHKUMIA, CBA3AHHbBIX CO COOPOM [aHHbIX O cucTeme

WUT, ux aHann3om u OTBETHLIMU peakLmamMu;

BCce Moamdmkauum gaHHeix COB, gaHHbIX ayanTa u Bcex npoyunx gaHHbix COB;

e MoaudmKauua rpynnsl NOnb3oBaTenen — UCNONHUTENEN Ponu;

e  BbINOMIHEHWE U Pe3ynbTaTbl camoTecTUpoBaHus koMmnoHeHTos COB.

15.B n3genun peannsoBaHa BO3MOXHOCTb PErMCTPMpPOBaTh B KaXKOOW 3anucu ayauTa, no MeHbLUen Mmepe,
cneayowyto nHdopmaumio:

e [farta v Bpems, Tvn cobblTns, naeHTndukatop cybbekta u pesynbtaT cobbiTus (yCnewHbli nunm
HeycneLHbIRn);

e  ONd KaXgoro tuna cobblTuii, NOTeHUMansHO NoaBepraemMbix ayauTty, U3 yncna onpegenéHHoix B
PYHKUMOHAMNbHLIX KOMMOHEHTaX, PEerucTpupyrloTcs crnegylolne napameTpbl: naeHtudukatop
obbekTa, BUA 3anpawmBaemMoro JocTyna npu cobbiTuM 3anycka W 3aBepLUeHUs BbIMOMHEHNS
dyHKUM ayauTa, npy goctyne k COB;

e ugeHTUmkatop nomnb3oBaTens npuM cobbITMM MoamdmKaumMm rpynnbl nonb3oBaTenen —
ncnonHuTenen ponu.

16.B usgenuu peanm3oBaHa BO3MOXHOCTb MpefoCcTaBnAaTh agMMHMCTpaTopy 6e30nacHOCTM NpaBo YnTathb
BCe AaHHble ayauTa 13 3anucen ayaura.

17.B uspgenuu peanu3oBaHa BO3MOXHOCTb 3anucu ayauta B Buae, MNO3BOMSAOLWEM MNOfb3oBaTesnio
BOCMNPVHMMATbL COAEPXAaLLYCH B HUX UHOPMaLNIO.

18.B wu3genuu peanusoBaHa BO3MOXHOCTb acCOUMMPOBAaTb Kaxgoe CcoObiTve, noTeHuuanbHo
noasepraemMoe ayauTty, C WAEHTUHUKATOPOM MONb3oBaTeNs, KOTOPbIA Obll MHUMLMATOPOM 3TOro
cobbITuSA.

19.B mnspenun peanusoBaHa BO3MOXHOCTb 3anpeTa BCEM MOMb3oBaTensaM AOCTyna K YTEeHW 3anucen
ayauTa, 3a UCKIYeHeM Monb3oBaTernen, KOTopbiM SIBHO NpeocTaBneH AOCTYN ANS YTEHUs.

20.B n3genuu npegoctaBnsgeTca BO3MOXHOCTb BbINOMHATbL NOUCK, YNOPSA0UYMBaHmMe, COPTUPOBKY AaHHbIX
ayauTa, OCHOBaHHYIO Ha criefylowmx atpubyTax:

e [aTta u Bpems;

naeHTudumkaTop cyobekTa;

TMN cobbITUs;

pe3ynbTaTt cobbITUSA (YCNELUHbIN / HeyCneLHbIN);

aencreue.

21.B u3genuun BbINOSHAETCH (PYHKUUA CaMOTECTUPOBAHUA NpuU 3arnycke, No 3anpocy YnosIHOMOYEHHOro
nonb3oBaTens As AeMOHCTpaLMy NPaBUIbHOTO BbINOMHEHUSA YHKUMI Ge3onacHocTn COB.

22.N3genue npegocTaBnseT BO3MOXHOCTb  YNOMHOMOYEHHbLIM Mofb3oBaTtenaMm BepuduumnpoBaTtb
LeNOCTHOCTb AaHHbIX PyHKUMIN 6esonacHocTn COB.

23.B vsgenun npegocTaBnsieTcss BO3MOXHOCTb YMOMHOMOYEHHbIM Monb3oBaTensm BepuduumpoBaTtb
LeNOCTHOCTb NpPorpaMMHOro koda yHkummn 6esonacHoctn COB.

24.06ecneyeHa BO3MOXHOCTb cobupaTb MHOpMaLMi0 O ceTeBOM Tpadhmke, NpoxodsiemM Yyepes y3nbl
cetu:

UHdopMaLUns o0 ceTeBbIX agpecax;

nHdopmauns 06 ncnonb3yembix NopTax;

WHopMaLns O 3Ha4YEeHUAX Nonen ceTeBOro nakeTa;

uHdopmaumsa o6 annapaTHbIX agpecax YCTPOUCTB;

nHcopmaumsa 06 ngeHTudrkaTopax NPOTOKOSOB;

WHopmaunsa o pasmepax nakeTos.

25.B n3genuun obecneyeHa BO3MOXHOCTb cobupaTb MHOPMaLMIO O CneayroLmnx cobbITUAX Ha y3nax ceTu:
e cobbITUS, perucTpmpyemMble B xXypHanax ayguta: OC, npuknagHoro nporpammHoro obecneyeHus;
e  BbI30B (PYHKLMI;
e obpalleHune K pecypcam.



26.B nagenuu peanusoBaHa BO3MOXHOCTb cOOMpaTh N perMcTpMpoBaTth CreayoLLyo MHpopMaumio:
e [aTty v BpeMms cobbiTus;
e TUN cobbITHS;
e uaeHTUukaTop cybbekTa.

27.B usgenuu peanusoBaHa BO3MOXHOCTb BbINOSHATL aHanm3 cobpaHHbIX AaHHbIX C LIENbo 0OHapyKeHns
BTOPXXEHWI C UCMOSb30BAHNEM CUTHATYPHbIX N 3BPUCTUYECKUX METOLOB.

28.B nspenun peanusoBaHa BO3MOXHOCTb BbINOMHATL aHaNn3 cobpaHHbIX AaHHbIX C LieNblo 0bHapyxeHns
BTOPXXEHMN C UCNONb30BaHMEM 3BPUCTUYECKMX METOAOB, OCHOBAHHbIX HAa METOAaX BbISBMEHMUS
aHomanui ceTeBoro Tpaduka, MeToaax BbiSIBNEHWUS aHOManuiu B 4enctausax nonesosartens UNC.

29.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbINMOJIHATb aHal1n3 COGpaHHbIX AaHHbIX C LUeJibo 06Hapy>|<eHV|s=|
BTOp)KGHI/IVI C ncnonb3oBaHmem 3BpUCTUHECKMUX MeTOo40B Ha 3aA4aHHOM ypOBHe.

30.N3penune nmeeT mexaHn3Mbl 0OOHapPYXEeHUS BTOPXXEHMIA HA OCHOBE aHanu3a cnyxe6Hol nHdopmauun
npoTtokornoB ceteBoro ypoeHsi (ICMPv4, ICMPvV6, IPv4, IPv6) n TpaHcnoptHoro ypoBHsi (UDP, TCP)
6a30B0OI 3TaNOHHOW MOAENW B3AaUMOCBSI3N OTKPbITBIX CUCTEM.

31.B n3genuu peanvsoBaHa BO3MOXHOCTb onpefeneHus nogmersl IP-agpeca n 6nokuposka IP-cnyaa.
32.B nsgenuu peanu3oBaHa BO3MOXHOCTb BrIOKMPOBKU y3NnoB, ckaHmpyowmx K B cetn.
33.B nsgenumn peanvsoBaHa BO3MOXHOCTb BbISIBIIEHUS aTak, HanpaBreHHbIX Ha 0Tka3 B 06nyXnsaHuw.

34.B wu3pgenuu peanusoBaHa BO3MOXHOCTb OMNPEAEeNieHus chnucka TUMOB aTak, KoTopble OyayT
©nokmpoBaTbcs.

35.B n3genuu peanvsoBaHa BO3MOXHOCTb co3daHnst cobcTBeHHbIX curHaTtyp COB.

36.B n3genum peanu3oBaHa BO3MOXHOCTb ONoKMpoBaTb HeOOBEPEHHbIE MPUIIOXEHUS, HE UMeloLne
LmdpoBOM NOANMMCH.

37.B n3genuu peanusoBaHa BO3MOXHOCTb AOBEPUS NMPUMIOKEHNUAM, UMEKOLLMM LMdPOBYIO NOAMNUCH.

38.B nsgenuu peanmsoBaHa BO3MOXHOCTb HACTPOMKM CMIMCKA YSI3BMMbIX MOPTOB.

39.B nsgenun peannsoBaHa BO3MOXHOCTb BblIOOpa KOMMNOHEHTOB, pa3peLLeHHbIX AN UCNONb30BaHUs Ha
MK.

40.B n3genun peanvsoBaHa BO3MOXHOCTb BbisiBNieHMsi nonbiTok MO 3anuckiBaTh faHHble B CUCTEMHbI
peecTp n obpalleHus K kputndeckum obbektam OC.

41.B n3genuu peanv3oBaHa BO3MOXHOCTb HACTPOMKN «4yBCTBUTENBLHOCTUY OnpeaernieHns aTak.

42.B nsgenvn peanusoBaHa BO3MOXHOCTb HACTPOMKM UCKIMIOYEHNIA OS5 JOBEPEHHbIX Y3M0B, C KOTOPbIX He
OyneTt obHapyxmnBaTbCA aTaka.

43.B nsgenuu peanu3oBaHo MackmpoBaHune gatymkos COB.

44.B v3genun peanu3oBaH KOHTPOSb LienocTHocTh 6a3bl pewatowmx npasmn COB (curHaTyp XXypHarnos,
Tpaduka).

45.B v3genun peanv3oBaHa BO3MOXHOCTb COXPaHEHWst OTUNbTPOBAHHON MHopMauumn u3 XypHanos
nocrie NpUMeHeHnst PUnNbTpaLmm.

46.B nagenuu peanusoBaHa (pyHKLUMOHanNbLHass BO3MOXHOCTb «besonacHas cpega» (BC), nossonstowas
3anyckaTb M NPOM3BOAMTE paboTbl C NPOrpaMMHbIM OBecnevyeHneM B U30NMPOBAHHOM, 3aLLULLIEHHON
cpene 0e3 BHeceHMs1 n3ameHeHun B ocHoBHyt OC, npoBepsATb 1O Ha onacHble OAEWCTBUSI C LIENbIo
onpefeneHnst cTeneHn JoBepust K HeMy 1 OOpPMMPOBaTL OTYET O AeATeNbHOCTU nporpammbl. OTyeT
coCTaBnsieTcs ¢ NpaBaMy 4OCTyNa, UCKIMYaLWMMN BO3MOXHOCTb peaKkTMpoBaHus daina. B otyete
oTobpaxkeHo crneayollee:

KpaTkasi CBoAKa O NOoTeHUManbHO-BPe4OHOCHbIX AeNCTBUSIX;

oLeHKka 6e30nacHOCTM NPUNOXeHUs, daina unm CCbiku;

NoJyIHoe HauMeHOBaHNE O CUCTEME;

noapobHOEe CocTaBneHne OTYETOB/XKYPHAIOB O pe3yrbTaTax NpPOoBEPKU.

47.B w3penuu peanusoBaHa BO3MOXHOCTb MMMOPTa U MOCNEAyHLWero 0GHOBNEHNST «4EPHOrO CrnmcKa»
URL agpecoB 13 BHellHero «*.txt» dgpanna.

48.B n3genuu peanvsoBaHa BO3MOXHOCTb 3auTbl cnyxobl COB 0T HeaBTOPU3NPOBAHHOIO OCTaHOBA.

49.B n3penun peanusoBaHa (yHKUMOHaNbHas BO3MOXHOCTb 3afaBaTb M aHanmM3MpoBaTb KOMaHOHYH
CTPOKY Ansi NpOLEeCCOB AN rMbKOM HAaCTPONKM NpaBun xypHanos npunoxexun COB.

50.B n3genun peanusoBaH BbiBO4 M3 k3wa DNS-MMeHM BHELIHero pecrnoHAeHTa Mpu Hanuumm Takow
WHpopMaLMM B OTNPABMAEHHbIX UITU NMPUHSTLIX OaHHbIX.

51.B nsgenuu peanu3oBaHa QyHKLMS CAMOTECTUPOBAHWUST KOHTPOSS NMPUMOXEHNIA.



52.B nsgenuun peanvsoBaHa yHKUNs aBTOMaTMYECKOro 3arnycka npunoxerHui B bC B cnyvae, ecnun oHu
nony4YeHbl ¢ canTos ceTn VIHTEpHeT.

53.B nsgenuu peanv3oBaH 4eTEeKTOp BPe4OHOCHOW akTUBHOCTY BUPYCOB-LUMAPOBASbLUMKOB.

54.B nsgenvu peanv3oBaH AeTeKTOp NO403pUTENbHBLIX hannoBbIX onepauui.

55.B n3genun peannsoBaHO NPUHATME PeLleHUM NO COObITUSAM, CBA3aHHbIM C aKTMBHOCTbIO BMPYCOB-
LWndpOBanbLLNKOB.

56.B u3genun peanu3oBaHO pearvpoBaHMe Ha CoObITUS, CBSA3aHHble C aKTUBHOCTbIO BUPYCOB-
LWndpoBanbLLNKOB.

57.B wu3pgenun peanu3oBaHa peructpaumsi CoObITWIA, CBSI3aHHbIX C aKTUBHOCTbIO  BUPYCOB-
LWndpoBanbLLNKOB.

3.5 CepsBep KoHduUrypaumm

1. B u3genun peanusoBaHa yHKuua cbopa no cetu u obpaboTkm mHPopmaLMM O MNpPOrpaMMHOM
obecneyeHnm MK ¢ yctaHoBneHHbIM Dallas Lock 8.0.

2. B w3genun peanusoBaHa (yHKUWS OTCNEXMBAHWUS W3MEHEHWN B YCTAHOBIIEHHOM MPOrPaMMHOM
obecneyeHnmn Ha KNneHTax.

3. B wusgenuu peanusosaHa yHKLMSA dukcaumm cobbiTin NOACUCTEMbI CKAHUPOBaHUS KIIMEHTCKOW YacTu
B XypHane CK. ®dukcupytoTca criegyrowime Tunbl CobbITUIA:

CKaHVMpOBaHWUe;

pefakTupoBaHne napameTpos;

3arpy3ka NacnopTta MO co CbeMHOro MalIMHHOIO HOCUTENS;

CUHXpOHM3auust [acnopToB KNMeHTa.

4. B mn3genuu peanu3oBaHa QPyHKLMSA ounbTpaumm cobbiTui, 3addUKCUPOBaHHBIX B XXypHane ynpasneHus
nonuTUKamu, no Tuny n pesynerary.

5. B n3genuu BbINOMHAETCS KOHTPOSb U buKcaums COCTOSIHUS NPOrpaMMHON cpeabl.

6. B usgenun peanusoBaHa QYHKUMOHANbHAss BO3MOXHOCTb cpaBHeHus [lpoekta nacnopta u
3aBepeHHoro [lacnopTa, 3aBepeHHbIX NacnopToB B pamMKax OAHOTO KNMeHTa.

7. B wnsgenun peanusosaHa dyHkumMsA bopmupoBaHus NpoekTta nacnopta MO, Macnopta MO.

8. B u3genuu peanusoBaHa dyHKums yteepxaeHusa [Macnopta MO ¢ NOMOLLbIO YCTAaHOBKM MPOCTOW
3MNEeKTPOHHOW NoAMNnCH.

9. B nsgenun peanusoBaHa yHKLMSA CO34aHUSA U peaakTUpoBaHMs NpaB y4eTHbIX 3anucen CK.

10.B wmsgenuu peanusoBaHa @yHKUUOHANbHas BO3MOXHOCTb XpaHeHUs AaHHbIX O coctosiHumn [10
KNMeHToB B 6ase AaHHbIX MporpaMMHOro Mopynsi. Misgenve obecneymBaeT XpaHeHWe CrneayroLimx
AaHHbIX:

e  CBEOEHUs O KMNueHTax;

e CBe[eHUsi 0 NepcoHarne Komnekca:

e nacnopta MO KNMeHTOB C aNeKTPOoHHON noanucbio KoHTponepos (MHopmaunsi 06 n3aMeHeHNsIX
coctaga 10 n ncnonHsembix dannax);

¢ uHGpopmaums o MO.

3.6 O6wwme 3agaun cyuwectByoWwmMx nogecuctem C3U HCL

1. Uspenune MoOXeT KOHTPONMPOBATL U ONpeaensiTb CaHKLMOHMPOBaHHOE BpeMsi paboThbl y4eTHOW 3anuncu
none3oBaTens. Peanu3oBaH MexaHU3M OrpaHU4YeHUst OOCTyna Mo JaTe M BpeMeHU (pacnucaHue
paboTbl nonb3oBartenewn).

2. Miagenue cnocobHO NpUHYOUTENBHO OTKMOYaTb ain-aAMCK NpW  OTKIOYEHMU  annapaTHoro
naeHTudukaTopa.

3. B usgenun peanvusoBaHa BO3MOXHOCTb KOHTPOMSA (oYHKLMIA rapaHTUPOBaHHOW 3a4MCTKN MHdOpMaLnK.

4. B uv3genuu peanusoBaHa BO3MOXHOCTb HaCTPOMKM U  OTOOpakeHWsl 3agaHHOTO  TEeKCTOBOro
yBEeOMITEeHVsI MONb30BaTeNs NPy ero BXoAe B UH(OPMaLMOHHYI0 CUCTEMY (HAaNOMUHaHKE O TOM, YTO B
MHPOPMaLIMOHHOW CUCTEME peanu3oBaHbl Mepbl Mo obecneyeHuio Ge3onacHOCTM MepPCOHanbHbIX
[aHHbIX, U O HeobXoAMMOCTVM COBMIOAEHNS YCTAHOBMEHHBLIX OMNepaTopoM MpaBun o6paboTku
NnepcoHanbHbIX AaHHbIX).

5. B nsgenun peanv3oBaHO OMOBELLEHVE NOMb30BaTENs MOCMe YCNEeLHOro BXoaa B MH(OPMaLMOHHYIO
CUCTEMY O €r0 NpeablAyLLEM BXOAE B MHDOPMALIMOHHYH CUCTEMY, O KOTNIMYECTBE HEYCMELUHbIX NOMbITOK
BXoZa B MH(OPMALMOHHYIO CUCTEMY 3a Nepuof, 06 M3MeHeHUWU CBEAEHUI, OTHOCALLMXCS K YYETHOM



3anvcum nonb3oBaTens.

6. B wusgenum ocyuwectBnseTcs peructpaums CoObITWMIA, CBSA3@HHbIX C OENCTBMAMM MO  3a4UCTKe
OCTaTOYHOM NHOpMaLMN.

7. B n3genun peanusoBaH MexaHW3M TMOKOW HACTPOWKW LITamna, MPOCTaBfSeMOro npu OTYYXXOEHWU
WHGOPMaLMM Ha TBEPAYIO KOMUIO.

8. lNMpn ceTeBOoM wucnonb3oBaHWM u3genue obecneuynBaeTr (cunamu cepsepa HesonacHOCTH)
CUHXPOHM3ALMIO BPEMEHN.

9. B usgenuu peanunsoBaH MoAynb yMNpaBneHusl nNuueHsusMyn Onst cepBepa ©6e3onacHOCTM WM Ha
orpaHuyeHue Yymcna TepMmHanbHbIX CECCUN.

10.B usgenun peanu3oBaHa BO3MOXHOCTb AybGnvpoBaHWs cepBepoB 6e30nacHOCTW MNpu CeTEBOM
pasBepTbIBaHUK, OIS NOBbILLIEHWSI 0TKa30yCTOMYNMBOCTU U3AENNSI.

11. B usgenum peanusoBaHa BO3MOXHOCTb YCTAHOBKU KOHUIypaLmMm Mo yMONYaHWIo, yOOBNETBOPSOLLEN
TpeboBaHNAM OrpaHUYEHMIA MO AKCIyaTaumm, ykasaHHbiM B nogpasgene 3.3 copmynspa Ha nsgenve.

12.B usgenum peanusoBaHa BO3MOXHOCTb aBTOMAaTMYECKOro 3kcnopTta XypHanoB CBb u XypHanos,
cobupaembix ¢ knneHToB [1b, BO BHelLHIo0 SQL 6a3y AaHHbIX.

13.N3penne obecneymBaeT SBHOE BbIBEAEHUE KIMEHTCKOW paboyven cTaHuum u3-nof ynpa.rieHus
cepBepa 6e3onacHocTy.

14.B wsgenun peanu3oBaHa BO3MOXHOCTb MepeMeLLeHUs rpynn KIMeHToB cepBepa 6e3onacHoCcTn B
Apyrue rpynnbl Yepes Ux KOHTEKCTHOE MEHI0, COOTBETCTBYHOLLEE CYLLECTBYIOLLEN nepapxmm rpynn.
15.N3penve obecneyrBaeT aBTomMaTnyeckoe 0bHOBNEHME MHEOPMaLMKN B pEXMME pearibHOro BpeMeHu O

KIMEHTax, TeEXHUYeckasa NoAAEPKKA KOTOPbIX 3aKOHYMNaCh.
16.B n3genuun peannsoBaHa yHKUUSA oTobpaxeHun nHgopmaumm 06 akTneHbIX koMnoHeHTax C3U HCO
B okHe «O nporpammey.
17.B n3genuu peannsoBaHa aBTopM3aums No cmapT-kapTe Yepes ygoctoBepsaowmi ueHtp MS Windows
Ansi 64-paspagHbix OnepaLyoHHbIX CUCTEM.
18.Mpu dyHKumnoHnpoeaHum B gomeHe Active Directory C3M HC[L npu HacTpoeHHoOn aBTopu3aumm no
cmapT-kapTe usgenve obecneynBaeT BO3MOXHOCTb OTKITOYEHUSA NaponbHOro uHTepdenca Bxoaa.
19.Mpw 06HOBREHUN N3OENNE aBTOMATUYECKM NPOBEPSET ANIEKTPOHHbBIE NOANMUCK UCTIONHAEMbIX MOAYNEN
W 3anpeLyaeT yCTaHOBKY He npoluewmx npoepky A ucnonHsaemblx MOAynen.
20.Tpn cOBMECTHOM UCMNOSIb30BaHUN Ha OOHOW KnuneHTckon pabouen ctaHumm C3W HCO v CO3 Dallas
Lock obecneumBaeTcs:
e  BO3MOXHOCTb CKBO3HOW aBTOpu3auum B OC — nepegaya BBEAEHHbIX aBTOPM3ALMOHHbBIX JAHHbIX
n3 C3 Dallas Lock B8 C31 HCL;
e BO3MOXHOCTb 3aMMCTBOBaHUS BpeMeHHbix oTMeTok m3 C[I3 Dallas Lock ana permctpauumn
coObITHIA Ge3onacHoOCTW.
21.PaclunpeHa vHTerpaums ¢ KnveHTamu gomMeHa nof ynpasneHvem usgenvs C3W HCL Dallas Lock
Linux. ObecneumBatoTcs:
e  CUHXPOHU3aUMs NONMTUK Ge3onacHoOCTY;
e BbIrpy3Ka XXypHarnoB KnueHToB nopa ynpasneHuem usgenus C3M HCL Dallas Lock Linux B MS
SQL;
®  MOJSIHOLEHHAasi CUHXPOHM3ALMS YYeTHbIX 3anucen rpynn (no aHanormum ¢ C31 HC);
e ypaneHHoe pasepTbiBaHne C3W HCL Dallas Lock Linux;
e LleHTpanu3oBaHHoe ynpasneHue ponamu agmuHuctpuposaHus C3W HC[ Dallas Lock Linux.
22.Mpwn ypaneHun C3W HCO uspgenue npeanaraet COXpaHUTb NpOU3BeeHHbIE HACTPONKN.
23.B n3genun peanusoBaHa 6a3oBas nHTerpauns ¢ aHtmeupycom «Kaspersky Endpoint Security»:

e onpefeneHne HanMyns YyCTaHOBIIEHHOIO aHTUBMPYCA Ha KITMEHTCKUX pabounx CTaHUuSX;
e MpegocTaBneHune nHpopmauum 06 akTyanbHOCTM aHTMBUPYCHBIX 6as;
e  aHamnu3 XypHanoB aHTMBMPYCa C peakumen Ha 3agaHHbIi pa3paboTynkoM nepeyveHb COObITUN.

24.B n3genuu peanusoBaHa rpaduyeckas naHenb MOHUTOPUHIa 3aLUULLIEHHOCTM CUCTEMBI (3aLLKMLLaeMoro
KOHTYpa).

25.B u3genuu peanusoBaHa yHKUMA TEHEBOro KonupoBaHus, obecneumBarollas KonupoBaHue
uHdOopMaUmK, KOTOpPYK NOMb3oBaTelflb 3anucbiBaeT Ha CMEHHble WM CeTeBble HAKOMUTEnNu, B
cneuvanbHyl0 Manky Ha nokanbHOM XeCTKOM Aaucke. [ocTyn nonb3oBaTens K TEHEeBOW KOmnuu
aBTOMaTuyeckum obpasom orpaHu4MBaeTCs.

26.B n3genun peanusoBaHa yHKLMS aBTOMATUYECKOTO COXpaHEHUSI HECKOMNbKMX chaiinoB KoHdUrypaumm



CepBepa 6€30MacHOCTU MO YCTAaHOBIEHHOMY PACMUCaHMI0 C BO3MOXHOCTLIO 3a4aTb MyTb COXPaHEHWS
danna koHcpurypaumm C3WN HC[ Ha xecTKkoMm [ucke, CETEBOM [MCKE UMM CbEMHOM MalLUVHHOM
HocuTene.

27.B wspgenun peanusoBaHa QYHKUMS arperaumm CoObITUM HECaHKUMOHMPOBAHHOMO AOoCTyna Mo
pa3sHOPOAHbIM KNneHTam AomeHa 6e30nacHOCTM C YHUULMPOBAHHOW BO3MOXHOCTbIO 06paboTkn Ans
noboro y3na wunu rpynnel y3nos (BHE 3aBUCUMOCTY OT Tuna).

28.B mnsgenun peanu3oBaHa (yHKUMS MPOBEPKM LUGPOBON MOAnMcUM OOBbEKTOB (hanioBOW CUCTEMBI,
Haxogsimecss nof KOHTPONeM LEeSNIOCTHOCTM, Npu MX obHoBneHun. B cnyvae Hanunumsi y HOBOro
ucnonHsiemoro cavina ungpoBor NoANMCK 3aMeHa paspeLlaeTcs, B MPOTUBHOM — 3anpeLlaeTcs.

29.B n3genun peannsoBaHa BO3MOXHOCTb MPOCMOTpa B XypHane Cepsepa 6e3onacHocT napameTpa,
MPU CUHXPOHU3ALIMUN KOTOPOrO BO3HMKaET OLIMGKa.

30.B usgenuu peanusoBaHa yHKUMS, NO3BOMSOWAs BKOYaTbh KOHTponnepbl gomeHa OC Windows B
HomeH 6e3onacHocTtn C3U HCA.

31.B wuspenun peanusoBaHa qYHKUMS, MO3BONSAOLAA CO34aBaTh Y4YeTHble 3anucu  AOMEHHbIX
nonb3oBaTenen n3 KOHconu agMuHucTpuposaHms C3UN HCL.

32.B mn3pgenuun peanunsoBaHa yHKkums, nossonsowas sknwoyate Cepsepbl 6e3onacHoctn C3U HCO B
[omeH 6e3onacHocTtn C3U HCU.

33.B u3genuu peanusoBaHa (yHKLMSA, MO3BONSAIOLLAS BKMOYUTL KIMEHTCKy0 Yactb C3W B gomeH
6esonacHoctn C3M HCJ no IP-agpecy.

34.ns koHconu Cepsepa 6e3onacHoctn C3M HCL peannsoBaHa BO3MOXHOCTb HACTPOWMKM rnobanbHbIX
napameTpoB AMCKPELMOHHOIo A4OCTYNa Ha YPOBHE rpynn KIMEHTOB.

35.B nspgenuu peanvsoBaHa BO3MOXXHOCTb pacnpeaeneHust rpynn nonb3oBaTenei nNo KnMeHTam 1 rpynnam
aepea koHconu Cepeepa 6e3onacHoctn C3U HCL.

36.B nsgenun peanusoBaHa MHAMKAUUS «HEAKTUBHOIO pexrma» B AepeBe KMeHToB koHconm Cepeepa
©esonacHocTw.

37.B wuspenuu peanu3oBaHa BO3MOXHOCTb OTOOpaxeHuss coobuieHnss 06 OKOHYaHWW yaaneHHown
ycTaHoBKM knueHTckon yactn C3UN HCL (c ykasaHMeM HeobGXoOuMOCTU BbIMOMHEHWUS nepesarpysku)
Ansi MepcoHanbHOro KOMMbKOTEpa, Ha KOTopbin Oblna npou3BedeHa yaaneHHas ycTaHoBka. [ns
koHconn CepBepa 6e3onacHOCTM peanu3oBaHa BO3MOXHOCTb MPOM3BOSIBHOIO pefakTUpOoBaHWSA
(3apaHns) TekcTa 4aHHOro coobLLEeHUs.

38.[ns Cepsepa 6e3onacHoct C3UM HC[ peanusoBaHa pennukauus Hactpoek CO3 «Dallas Lock» npu
KnacTtepusaumu.

39.B mn3genuu peannsoBaHa BO3MOXHOCTb A4006aBNeHMs NPOW3BOMIbHOrO KOMMEHTapus B 35IEKTPOHHOM
Buae kK cobbituam HCJ.

40.B mn3genuun peanusoBaHa yHKLUSA BbIrPY3kM OoTyeTa O AEVCTBUSIX Nonb3oBaTens (y4eTHOM 3anucu
nonb3oBaTtens) Ha 3awmwaembix TC 13 6a3bl AaHHbIX SQL.

41.B wn3genun peanu3oBaH cepBuC cbopa aHanuTudeckon mHdopmaumm (KypHan WH(OPMaLMOHHO-
TexXHomnormyeckoro conposoxaeHus). CepBuc xpaHUT u oTobOpaxaeTr B KoHconu Cepsepa
BesonacHocTu:

e cobbITus No paboTe ¢ 3asiBKaMu NONb30BaTENSA B CIYXOY TEXHNYECKOW NOAOEPXKKY;
®  MHOPMALMOHHBLIE COOBLLEHNS, OTNPABMNEHHbIE MPOM3BOAUTENEM.

42.B n3genun peanunsoBaHa BO3MOXHOCTb OTobpaxeHus mHgopmauum o coctosHum MO Kaspersky
Endpoint Security B koHconu CepBepa 6e3onacHocTu ¢ ucnons3oBaHnem Open API, XypHanupoBaHus,
dunbTpaumm, HaCTPOWKM NpuopuTETOB COBbITUIA, npoucxogdwmx ¢ Kaspersky Security Center,
BbIMOSTHEHUS NPUHYANTENBHOIO CKaHMpoBaHus knmeHTcknx TC ¢ npegycraHoBneHHbiM 10 Kaspersky
Endpoint Security, o6HOBNeHMs aHTUBMPYCHbIX 6as.

43.B CepBepe 6e30nacHOCTM peanun3oBaHa perucrpauus nogkioveHHbIX K APM KIMMEHTOB CMEHHbIX
HakonuTenemn.

44.B vn3genuu peann3oBaH MexaH1u3m NnogcTaHOBKM YYETHOM 3anmncu Nonb3oBaTerns npu Bblbope TOKeHa B
uHTepdeice Bxoga B KoHconb cepepa 6e3onacHocTn Dallas Lock.

45.B m3genum peanun3oBaHa BO3MOXHOCTb ayguta OTKIMIOYEHMS/MOAKNI0YEHNS
paspelleHHbIx/3anpeLeHHbix USB-Hakonutenen.

46.B wu3genuu peanu3oBaHa BO3MOXHOCTb NpuUcBamBaTb OAHOMY Monb3oBaTent 6Gonee OfHOro
annapaTtHoro ngeHTndukaTopa (C BO3MOXHOCTbIO aBTOpU3aLmm no nobomy u3 Hux).

47.B v3genuu peanusoBaHa uHTerpaums ¢ EauHeim LeHTpom ynpasneHus Dallas Lock B yacTu:

e KOHTPOMA ceccun nosib3oBaTens;



oTobpaxeHus coctoaHmns C3UN HCL;

yNpaBreHnst Y4eTHbIMU OaHHbIMU;

ynpaeneHnsi NonuTMkamm 6e3onacHoCTy;

cbopa nHdopmaumm ¢ knneHtoB C3N HCJ B xxypHanbl EguHoro ueHTpa ynpasneHus Dallas Lock;

dopMUpoBaHMA 3agaHnin 1 ynpasneHue 3gaHuamn ansa knnedtos C3U HC[;

OTMNpaBKX curHanusaumm o6 nHumMageHTax 6esonacHocTy;

HaCTPOWMKM NMLEH3NPOBAHNS;

yrNpaBneHnss MEXCETEBbLIM 3KpaHOM (dobaBneHue 1 pegaktupoBaHve npasun MO3).

48.B nsgenuu peanv3oBaH MexaHu3m oTobpaxeHus B xypHane Cepsepa 6e3onacHOCTU coObITUI BCeX
cepBepoB 6e3onacHocTu (Mpu ucnonb3oBaHun SQL).

49.B n3pgenun peanusoBaHa nogaepxka SSL/TLS Ha CepBepe 6e3onacHOCTM ANt OTNPaBKM NMOYTOBLIX
yBegomneHui o cobbituax HCJ ¢ ncnonb3oBaHMeM BHELHUX SMip-cepBepOB.

50.B u3genun peanv3oBaHa BO3MOXHOCTb BbIrPY3KM ChMCKa nonb3oBaTenen n knueHtoB ¢ Cepsepa
©e3onacHOCTH B TEKCTOBOM BuJe.
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BXOAHbLIE U BbIXOAHbLIE OAHHbIE

BxoaHble gaHHbIe

1.

BxoaHbIMM AaHHBIMKU ABNAOTCS:

dannel koHurypaumn mogynen C3U HC, ncnonesyembie Nnpu yCTaHOBKE;
YHVKanbHble OS89 KaXKOOro nonb3oBaTensi fOorvH, Naporib M CEPUMHBLIM HOMEp annapaTHOro
naeHTudumkaTopa;

e naponb npu npeobpasoBaHnm/obpaTHOM NpeobpasoBaHnn obbekTa hanoBoOn CUCTEMbI;

e (bopmanusoBaHHble NpaBuna NONMTUK Ge30NacHOCTU, peanusyemMble C MOMOLLLI0 MEXaHW3MOB
C3M HC[ n npeobpasoBaHHbIe B 3Ha4YeHUs1 aTpubyTOB 1 MOMHOMOYUN;

e ceTeBow Tpaduk (ans M3, COB);

e  YCTaHOBIIEHHble coeanHeHus (ansa MJ);

e cobbITuS, peructpupyemole B xXypHanax ayguta OC v npunoxeHun (ans COB).

. JlormHom MOXeT CnyxuTb Habop MObIX CUMBOJIOB, BBEAEHHbIX C KNaBuaTypsbl, AnuHoi oT 1 go 20, 3a

MCKJ_II‘OquMeM: ||/||’ ||\II, II[II' II]II, II:II, II|II' ll<ll, II>II, II+II' II:lI' II;II, II,II, II?II' II@II' II*II.

Mapornem MOXeT CNyxuTb Habop MoObIX CUMBOJIOB, BBEAEHHbIX C KNnaBuaTypbl, AnMHON oT 6 go 31.
'D'OrlyCTVlele CneL'.Maanble CMMBOan. nn ll~ll ll'll ll@ll II#II Il$|l ll%ll nAn ll&ll nxn ll(ll Il)ll nn ll_ll Il+ll Il{ll
ll}ll, Il[ll, ll]ll, ll\ll, ll|ll, II:II, Il;ll7 Illlll, lllll, ll<ll, Il>ll, Il,ll, ll.ll, ll?lI, II/II. -

MuHUManbHas AnvMHa U coCTaB CMMBOJSIOB Maporist PEryNMpPYyTCA COOTBETCTBYIOLLIMMM NapameTpamMm
6e3onacHoctn B C3M HCL.

BbixogHble AaHHbIe

1.

2.

BbixoaHbIMK gaHHLIMU ABNSAOTCS:

e coobueHns C3V HCL Ha poelicTBMs nonb3oBaTenen;

e XypHanbl cobbiTun, cosgasaemble C31 HC[ B npouecce paboTsi;

e  3HAYEHUS KOHTPOJIbHLIX CYMM OOBLEKTOB, HA KOTOPbIX YCTAHOBIIEH KOHTPOSIb LIENTOCTHOCTY;

e  pe3epBHble KONUKU NPorpaMmHbIX koMmnoHeHToB C3U HC[;

e (pannsl koHdurypaummn mogynen C31 HC[;

e OTYeTbl pe3ynbTaToOB aBTOMaTUYECKOro TECTUPOBAHNA PyHKLUMOHANa No Ha3Ha4YeHHbIM npaBam

N KOHbUrypaumsiM, oT4eThbl No cnmuckam yctaHoBneHHoro M0;

e coobuweHna C3N HC[ B cnydae curHanmsauum npy nomnbITkax HECaHKLUMOHUPOBAHHOTO JOCTyNa.
B >xypHanax coObITui OTCnexuBalTcAa M OTOOpaxalTCcA Takue AaHHble, Kak AaTta, Bpemsi, MMs
nonb3oBaTtens, MMs 00bekTa, TUM onepauny, pe3ynbTaT NonbITKM AOCTYNa, XapakTep OWWOKN 1 nHas
MHdopMaLnS.



