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AHHOTALMUA

[aHHbIN JOKyMEHT BbiNonHeH B cootBeTcTBUM ¢ TOCT 19.502-78 mn pacnpocTpaHsieTca Ha
nsgenue «Cuctema 3awmtbl MHOpMaUUM OT HecaHKUMOHMpoBaHHOro goctyna «Dallas Lock 8.0-K»
RU.48957919.501410-01 (ganee no TekcTy — m3genue).

B HacToswem [oKymeHTe cogepxatca obuwme cBedeHuMs O Ha3HayeHuu u3genus w
nporpamMmmHoro obecneveHuns mnsgenusa (ganee no tekcty — 0O wmsgenua wnn C3U HCQA), ycnosusix
NPYMEHEHNS, ONUCaHNEe 3agayn, NnepeyvyeHb BXOAHbIX U BbIXOOHbIX AaHHbIX.



1 HA3HAYEHUE

N3pgenue npegHasHadeHo Ans NpefoTBpalleHus MNOMyvYeHuss 3awWmaemMon  uHdopmaumm
3aMHTEepeCcOBaHHbIMU NMLAMK C HapyLleHWeM YCTaHOBMEHHbIX NpaBui pasrpaHmdenunsa goctyna (MPO) k
3awmaemMon MHpopmaumm U OCyLLECTBIEHUS KOHTPONA 3a NOTOKaMyn MHGOPMaLMK1, NOCTynawLwmMm B
aBToMaTn3npoBaHHyto cnuctemy (AC) u BbIXoAAWMMU 3a ee nNpeensl, obecneveHns 3awmnTbl HopMaLmum
B AC nocpeacteBom ee dunbTtpauun. MoxeT wncnonb3oBatbCAd B MHoronosnb3oBatenbckux AC,
WH(POPMALIMOHHBIX CUCTEMAX NepPCOHanNbHbIX AaHHbIX, FOCYAAapPCTBEHHbIX MHOPMALMOHHBIX CUCTEMAX,
aBTOMaTU3MPOBAHHbIX CUCTEMAX YNpaBneHus NPOM3BOACTBEHHbIMU N TEXHOMOrMYECKMI NpoLeccammn n
npu 3amnTe 3Ha4YUMbIX OOBEKTOB KPUTUYECKON MHADOPMALMOHHOW MHADPACTPYKTYPHI.

N3pgenve npegHasHayeHo Ans MCNOMb30BaHWS Ha TexHuyeckux cpeactBax (TC), Takmx Kak
nepcoHaneHble komnbtoTepsl (MK), nopTatMBHble KOMMbIOTEPBI (HOYTOYKW, NnaHweTsl), cepepa n TC ¢
noaaepXkon BupTyanbHbix cped n TtexHonormn Windows To Go. MoxeT (hyHKUMOHMpPOBATL Kak Ha
aBTOHOMHBIX MK, Tak 1 Ha KOMNbIOTEPax B COCTaBE NokanbHOW BbluncnutenbHow cetn (JIBC), B Tom vncne
noA ynpaBrneHUeM KOHTpornepa AoOMeHa.



2 ycnosusA NPUMEHEHUA

1. C3W HCO wmoxeT O6bITb MCMOMb30BaHO Ha TexHudeckmux cpeacTteax (TC), paboTtarowwmx nopg
yrnpasneHneM onepaunoHHbIX cuctem cemenctaa Windows:

BXOJIHT).

Windows 7 (SP1)1 (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter) (cm. ®opmynsp RU.48957919.501410-01 30 n. 3.3.4);

Windows Server 2008 R2 (SP1)1 (Foundation, Standard, Web, Enterprise, Datacenter)
(cm. ®opmynsap RU.48957919.501410-01 30 n. 3.3.4);

Windows 8 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter,
Storage Server, Hyper-V Server);

Windows Server 2019 (Standard, Datacenter, Essentials);

Windows 11;

Windows Server 2022.

Mogynb «EguHbin ueHTp ynpaeneHus Dallas Lock» (ganee no tekcty — «ELLY Dallas Locky,
«ELlY»), BXOOALWMIA B COCTaB n3genus, MoxeT ObITb Ucnonb3oBaH Ha TC, paboTatowmx nog ynpaBneHnem
OC cewmerictBa Windows (x64):

n

Windows 8.1 (Core, Pro, Enterprise);

Windows 10 (Enterprise, Education, Pro, Home);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter,
Storage Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows Server 2022 (Standard, Datacenter, Datacenter: Azure Edition);

cemenctea GNU Linux2 (x64):

Debian 10.x;

Debian 11.x;

Debian 12.x;

Red Hat Enterprise Linux Server 7.x;
Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 24.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbT Pabouas CtaHums 9.x;

AnbTt Paboyaa CtaHuuma 10.0, 10.1, 10.2;
AnbT Paboyasa CtaHuma K 10.0, 10.1, 10.3;
AnbT CepBep 9;

AnbT CepBep 10.0, 10.1, 10.2;

Anbt CI Paboyasa CtaHumsa 10;

AnbT CIM Cepsep 10;

PEL OC 7.3 Mypowm;

1 C ycranoenennsiv o6HoBnenneM KB3033929 (unm nakeroM OGHOBJIEHMH, B COCTaB KOTOPOTO OHO

2 Jlna wacrannanuu 1 padotsl ¢ EITY mox OC cemeiictsa Linux TpeGyercs rpaduyeckas 060104Ka.



PEL OC 8;

ROSA FRESH DESKTOP 12;

ROSA Enterprise Linux Desktop (RELD) 7.3;
ROSA Enterprise Linux Server (RELS) 7.3.

2. C3U HCQO noppepxuBaeT kak 32 6utHble Bepcun OC, apxutekTypbl Intel x86, Tak u 64-6uTHble,
apxutekTypbl AMD64 (apxutektypa IA64 (ltanium) He nogaepxMBaeTcs).

3. [Onga pasmelwweHuns painos C3U HCL tpebyetca He meHee 1 ['b npocTpaHCTBa HA CUCTEMHOM pasfene
)KECTKOro gucka.

4. MuHumanbHasg koHdurypaums TC onpenensietca TpebosaHuamu k cootsetcTaytoLlent OC.
5. C3U HC[J moxeT oyHKLUMOHMpOBaTb kak Ha aBTOHOMHbIX TC, Tak u Ha TC B cocTaBe JIBC.
6. C3U HCO moxeT ObITb NCMONb30BaHa Kak B CETSIX C JOMEHHON opraHu3aLumen, Tak U B OQHOPaHIroBbIX

ceTqax.

7. Onsa ncnonb3oBaHWs annapaTtHbIX MAEHTU(MKATOPOB HEOOX0AMMO Hanuyne B annapaTtHon Yactn TC
USB-nopta nnn COM-nopta. C3U HCl cooTBeTCcTBYET TPEOOBaHMAM PYKOBOASALLMX U METOANYECKNX
AOKyMeHTOB (TpeboBaHusa 6e3onacHocTn nHgopmaumm CTIK Poccuum):

«CpefctBa BbIMUCIUTENBHOM TEXHUKW. 3alumMta OT HeCaHKUMOHMPOBAHHOIO JocTyna K
uHcpopmaumun. [Nokasatenu 3alUMLLEHHOCTM OT  HECAHKUMOHWPOBAHHOrO JocTyna K
nHdopmaumm» (Foctexkommcens Poceun, 1992) — no 5 knaccy 3alumweHHOCTHN.

«TpeboBaHusi no ©GesonacHocTU WHdOpPMaLMK, YyCTaHaBMMBAOLIME YPOBHW [0BEpUS K
CpeAcTBaM TEXHMYECKOW 3alumTbl MHGOPMaUMK U cpeacTBaMm obecneveHus 6e3onacHOCTU
WHOPMALIMOHHBIX TEXHOMNOTMA» (AOKYMEHT yTBepxaeH npukasom ®CTIK Poccun Ne 76 ot 2
nioHa 2020 r.) — no 4 ypoBHIO JOBeEPUS.

«TpeboBaHMst K cpeacTBaM KOHTPONS CbEMHbIX MaLlUWHHBIX HOcUTenen uHdopMaununy
(nokymeHT yTBEpxaeH npukaszom ®CTIK Poccun Ne 87 ot 28 uonsa 2014 r.) — no 4 knaccy
3aWmThl.

«lMpodpmnb 3aWnTbl CPEeACTB KOHTPOMNS MOAKMIOYEHUS CBbEMHbIX MaLUUHHBIX HOcUTenewn
WHcpopmaumm yeTBepToro knacca 3awmtbl» UT.CKH.M4.M3.

«lMpodhunb 3aWnTbl CPEACTB KOHTPONSA OTYYXAeHus (nepeHoca) MHOpPMaLMn CO CbeMHbIX
MaLLMHHBIX HOcuTenen nHdopmaumm YetTsepToro knacca 3awutbly UT.CKH.H4.M3.
«TpeboBaHua Kk cucTeMaM OOHapyXeHUst BTOPXKEHWA» (OOKYMEHT YTBEpXAEH MpUKa3om
SCTOK Poccnm Ne 638 ot 6 gekabpsi 2011 r.) — no 4 knaccy 3aLuThl.

«lMpodpmnb 3awmTbl cuctem OBHapyXeHus BTOPXKEHUM YPOBHS Yy3na 4eTBEpTOro Kknacca
3awmTbi» NT.COB.Y4.M3.

«TpeboBaHusa K MmexceTeBbIM akpaHam» (OKYMeHT yTBepxaeH npukazom ®CTIK Poccun Ne 9
oT 9 dpespansa 2016 r.) — no 4 knaccy 3almThbI.

«Mpodunb 3awWmnTbl MeXCeTeBbIX 3KpaHOB Tuna «B» 4eTBepTOro knacca 3almTbl»
NT.M3.B4.M3.

8. lpu ycnosun cobniogeHns orpaHnyeHuin, ykasaHHblX B pasgene 3 dopmynsapa Ha gaHHoe usgenve
(RU.48957919.501410-01 30), C3U HCA moxeT ObITb UCNONb30BaHa:

npyv CO34aHuMM 3alMLLEHHBIX aBTOMAaTU3MPOBAHHbBIX CUCTEM A0 Knacca 3almweHHoctn 1
BKMOUMTENBHO (PykoBOOAWMIA [OOKYMEHT «ABTOMATU3MpPOBAHHbLIE CUCTEMBbI. 3awmTa oT
HeCaHKLUMOHMPOBAHHOIO J0CTyna K uHdopmaumi. Knaccndukaumsa aBTOMaTuM3NpOBaHHbIX
cucteM u TpeboBaHus no 3awmte uHdopmaummy» (Ffoctexkomuccns Poccum, 1992));

B MH(OPMAUUNOHHBIX CUCTEMAX MEepCoHarnbHbIX OaHHbIX A0 1 YpPOBHS 3aLUULLEHHOCTM
BkrtoumTensHo (Mpukaz ®CTIK Poccumn ot 18 deBpans 2013 r. Ne 21 «O6 yTBepxaeHuu
CoctaBa W CcOAepXaHWsi OpPraHM3auMOHHBbIX W TEXHWYECKUX Mep Mo obecrneyeHuio
©e3onacHOCTN nepcoHarnbHbIX OaHHBIX NpyU MX 0O0paboTke B MHEOPMALMOHHBLIX CUCTEMAX
nepcoHarnbHbIX AaHHbIX»);

B rOCY[AapCTBEHHbIX MHPOPMALMOHHBIX cucTemax Ao 1 knacca 3almeHHOCTM BKITHYUTENBHO
(Mpukaz PCTOK Poccum ot 11 depansa 2013 r. Ne 17 «O6 yrBepxaeHun TpeboBaHui O
3awmTe UWHQopMauunM, He COCTaBnALWEN roCyAapCTBEHHYIO TavHy, coaepxallencs B
rocyaapCTBEHHbIX MHPOPMALIMOHHbBIX CUCTEMAXY);

npv co3gaHWm 3alMLLEHHBIX aBTOMATU3MPOBAHHbLIX CUCTEM YrpaBneHUs NPOU3BOACTBEHHLIMU
N TEXHONOMMYECKMMM NPOLIECCaMM Ha KPUTUYECKN BaXHbIX OObEKTax, NOTEeHUMansHO OnacHbIX
obbekTax, a Takke o0bekTax, NPeACTaBNSANLIMX MOBLILEHHY OMAaCHOCTb ANS XU3HU U



300pOBbS NoAen U ANa OKpyXakowen npupodHon cpedbl Ao 1 knacca 3awueHHOCTU
BkntountensHo (Mpukasz ®CTOK Poccum ot 14 mapta 2014 r. Ne 31 «O6 yTBepxaeHuu
TpeboBaHunm k obecneyeHuto 3awuTbl MHOPMALMU B aBTOMATU3MPOBAHHbLIX CUCTEMaX
yrnpasneHns NPon3BOACTBEHHBIMU U TEXHONOIMMYECKUMM NpoLieCCaMm Ha KPUTUYECKU BaXKHbIX
obbekTax, noTeHUManbHO oOnacHblX OOBbEKTax, a Takke obbekTax, MnpeAcTaBnsOLLNX
MOBLILEHHYD ONACHOCTb AMS XWU3HW M 300POBbA MOAEV U AN OKpyXarowen npupoaHoun
cpeabi»);

npu 3awmTe 3HaYMMbIX ODBHLEKTOB KpUTMYECKOW MHAOPMALMOHHOW WMHEPACTPYKTYpbl A0 1
KaTteropuun saHa4yumocTu BkrntoumTensHo (Mpukas PCTIK Poccum o1 25 gekabpa 2017 r. Ne 239
«O6 yTBepxaeHun TpeboBaHuii No obecriedeHMto 0Ge30MacHOCTU 3HAYMMbIX OOBHEKTOB
KpUTHUYECKOM MHGOPMAaLMOHHON nHdpacTpykTypbl Poccuiickon ®epepauuny).



3 OINUCAHUE 3AOAYU

N3penue paspabotaHo B COOTBETCTBUM C TpeboBaHWMAMM, OMUCAHHLIMWU B AOKYMEHTE «TexHu4eckue
ycnosus» RU.48957919.501410-01 91 (TVY).

Napenne C3U HCQ Dallas Lock 8.0-K Bkntoyaet B cebsa crnepyowme OCHOBHble (hYHKLMOHamNbHbIE
Moaynu:

e  cucTeMa 3aluTbl MHOPMALUKN OT HECAHKLIMOHUPOBAHHOMO A0CTYNa;

e  CpeacTBO KOHTPOIS MOAKMOYEHNS CbEMHBIX MaLUWHHBIX Hocutenen nHdgopmauum (CKH-M);

e  CpeacTBO KOHTPONSA OTYyXAeHusa (nepeHoca) WHGPOPMaUMM CO CbEMHbIX MaLUMHHbIX
HocuTenen nicpopmaumun (CKH-H);

e  MepcoHarbHbIN MexceTeBor akpaH (MJ);

e  cucteMa obHapyxeHusi BTopxxeHun (COB);

e  pesepBHoe konuposaHue (PK).

3.1 CucTema 3awmTbl MHGOPMaALMUN OT HECAHKLMOHUPOBAHHOIO AoCTyna

Mopcucrema ynpaBrneHuAa 4OoCTynom

1. N3penve ocyllecTBRsSieT KOHTPOIb JOCTYMNa CyObEKTOB K 3allMLlaeMbiM pecypcam B COOTBETCTBUU C
MaTpuLlen goctyna.

2. Napenue koHTponupyeT OOCTYNn HauMMEHOBaHHbIX CyOBEeKTOB (Monb3oBaTternie) K HauMeHOBaHHbIM
obbekTam (cdhavinam, nporpammam, Tomam). [Ans kaxgow napbl (CyObekT — 0ObeKT) 3agaHo SABHOE U
HeABYCMbICIIEHHOE MepeyncrieHne AonyCTUMbIX TUMOB AOCTyna (Y4TeHWe, 3an1ch), TO €CTb TEX TUMOB
[OCTyna, KOTopble SBMAAKTCH CaHKUMOHMPOBAHHLIMU ANS OAHHOIo cyObekTa (MHAMBMAA MMM rpynmbl
WHOMBUAOOB) K OAHHOMY pecypcy cpeacTtBa BblumcnuTenoHon TexHukn (CBT) (o6bekTy). KoHTponb
4OCTyna NpUMEHNM K KaXaoMy OOBLEKTY U KaxaoMy CyObekTy (MHAMBUAY UMW rpynne paBHONPaBHbIX
WHOVBMAOB).

3. Wzgenue cogepXnt mexaHnsm, peanusyrowmin auckpeumonHole MNP, Takon mexaHnam npMMeHnM Kak
ANsi ABHbIX AEVCTBUIA NONb30BaTeNs, Tak U ANsi CKPbITbIX, 0becneynBasi TEM cambiM 3aLLNTY OOBbEKTOB
otr HC[ (To ecTb OT gocTyna, He OOMYCTUMOrO C TOYKM 3peHusa 3agaHHoro MPL). MNMog «aBHbIMU»
noapasymeBaloTcsl AENCTBUS, OCYLLEeCTBIsieMble C UCMOMb30BaHUEM CUCTEMHBIX CPEACTB CUCTEMHbIX
MaKpOKOMaHJ,, MHCTPYKLMIA S3bIKOB BbICOKOIO YPOBHS, @ MOA, « CKPbITbIMUY UHbIE AEACTBUS, B TOM YUCNe
C MCNonb30BaHNeM COBCTBEHHbIX NMporpaMm paboTbl C yCTPONCTBaMM.

4. B w3pgenuum npegycMoTpeHa BO3MOXHOCTb CaHKUMOHMpoBaHHOro uameHeHus [P, B TomM w4ucne
BO3MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHMS cnncka nonb3oBartenen CBT u cnucka 3awmiiaembix
obbekToB.

5. Uspenue npepoctaensieT npaBa mameHeHus MNMPL Ons BblOeneHHbIX CYOBLEKTOB (agMUHUCTpaLmu,
cnyxb6e 6esonacHocTw).

6. B wnsgenun peanusoBaHo pasgeneHve NofnHOMouunn (ponen) none3osarenen, agMMHUCTPATOPOB U NNL,
obecneynBamLLmX PYHKLMOHNPOBAHNE NHAOPMALIMOHHON CUCTEMBI.

7. B n3genumn ectb BO3MOXHOCTb OFPaHUYEHUsI Yncna napanfenbHbiX CEaHCOB AOCTyNa ANs Kaxdon
y4yeTHOW 3anucu nonb3osaTensa TC.

8. V3genue obecneunBaeT NnogaepKKy U coxpaHeHue atpubytoB 6esonacHocTu (MeTok 6e3onacHocTH),
CBsI3aHHbIX ¢ MHdOpMaLmel B NpoLecce ee XxpaHeHUst U 06paboTKu.

9. B n3genun BO3MOXHO GJIOKMpOBaHME ceaHca AOCTyMna nocrie yCTaHOBMEHHOIO BpEMEHN 6e3aencTeunst
nonb3oBaTtensa WM MO €ero 3anpocy u4epe3 CcpeactBa LIEHTPAnM30BaHHOTO W yAaneHHoro
agmuHuctpmpoBaHns C3U HCL. CobbiTMe W3MEHEHWs YCTaHOBJIEHHOrO BpeEMEHW 0e3gencTBus
uKcHMpyeTCs B XypHane U3MeHeHMs NONUTKK. B 3HayYeHusIX yCcTaHOBNEHHOrO BpeMeHN 6e3nencTeust
NPUCYTCTBYIOT MHTEpBanbl B 5 1 15 MUHyT.

10.V3penne coOoepXMT MEXaHU3Mbl KOHTPOMNsSi COCTaBa TEXHUYECKMX CPencTB, MpOrpamMHOro
obecneyeHunst U CpeacTB 3alnTbl MHOPMaLUK.

11.spenve npepoctaBnsieT BO3MOXHOCTb — YMpPaBfEHUMST  YYeTHbIMW  3anucsiMM  Monb3oBaTtenen
(nobaBneHve, ynaneHwe, GNOKMPOBaHWE, pedakTMpoBaHWe aTpuOyTOB) B TOM YMCIE JOKasnbHbIX,
OOMEHHbIX, CETEBbIX, @ TaKKe BO3MOXHOCTb 3afaH1sa TUna y4eTHOW 3anvcu norb3oBaTens:

e  BHYTPEHHSS;
e  BHELIHSAS,
e CUCTEMHas;



e PUITOXEHME;
e rocTtesas;
e BpEMEHHas.
12.U3penve ocyllectBnsaeT pernaMmeHTaumio U KOHTPOMNb UCMOMNb30BaHNS B MHAPOPMALMOHHOW cucteme
TexHonormn 6ecnpoBoAHOro AoCTyna.
13.U3penve ocyllecTBnNAeT pernameHTaLmio U KOHTPOMb UCMOMb30BaHWUA B UH(POPMALIMOHHOW cucTeme
MOOBMMBHBIX TEXHNYECKUX YCTPOUCTB.
14.B nsgenuun peanusoBaHa BO3MOXHOCTb HACTPOWKM U OpraHn3aumm 3aMKHYTON NpOrpaMMHON cpebi.
15.B n3genun peannsoBaHa BO3MOXHOCTb 6I0KMPOBKM JOCTyna K dharnam no pacLuMpeHuio.
16.B n3genun peannsoBaHa BO3MOXHOCTb pasrpaHmyeHus goctyna k 6ycdepy obmeHa.
17.B nsgenuun peanunsoBaHa (pyHKLMA 3anpeTa aBTOMaTUYECKOro 3anycka Nogknio4YeHHbIX YCTPONCTB.
18.B n3penun peanusoBaHa (pyHKLMA aBTOMaTUYECKOro GrOKMPOBaHUA HEaKTMBHbLIX YYETHbIX 3anucen
nonb3oBaTtenien nocne nepuoaa BpeMeHn Hencnonb3oBaHus 6onee 45 aHen n 6onee 90 gHen.
Mopcuctema npeob6pasoBaHus MHopMauum

1. N3pgenve nmeeTr MexaHW3Mbl WCKIIOYEHUS BO3MOXHOCTUM HECaHKUMOHUPOBAHHOIO O3HaKOMIIEHMS C
cogepxaHvem nepcoHarbHbIX AaHHbIX, XPaHALLMXCA HA MALLMHHBIX HOCUTENSsX, U (UN1) NCNONBb30BaHNSA
CbEeMHbIX MaLLUUHHbIX HOCUTENen MHAOpPMaLMM B UHbIX MHPOPMALIMOHHBIX CUCTEMAaX.

2. Wspenue npepocTtaBnsieT BO3MOXHOCTb CO34aHus npeobpasoBaHHbIX ann-guckoB u  hann-
KOHTEWHEepOoB A8 HAAEXKHOr0 XpaHeHUs 3alumaemMon MHopmaunm.

3. Visgenue npegocTtaBndeT BO3MOXHOCTb Npeobpas3oBaHWs CbEMHbIX MaWWHHBIX  HOcUTEenewn
WHopmaLnK.

Moacucrema rapaHTMPOBaHHOM 3a4MCTKM MHOpMauun

1. N3pgenve npegoctaBnseT BO3MOXHOCTb rapaHTUPOBAHHOIMO YHUYTOXEHUSA (CTMpaHMs) U KOHTPOns
YHUUTOXEHNS MHDOPpMaLUKM NpY NOSTHOW 3a4MCTKe NOrM4YeCcKoro aucka.

2. B wmsgenun ocywectensdetca ouuctka (obHyneHue, obesnuymBaHue) ocBoboxgaembix obnacten
onepatmBHo namsatm TC wn BHewHuX HakonuTenen. OuncTKa OCYLLECTBRSETCS OZHOKPAaTHOW
NPON3BOIIbHOM 3anMChbio NN ABYKPATHOM NPOM3BOSIbHOM 3anmnCchio B 0CBODOXAaeMyto 06nacTs NamaTi,
paHee MCMNONb30BaHHYI ANS XpaHeHusa 3alumiaemblx AaHHbIX (darno). O4ncTka ocylecTBnaeTcs
nyTeM 3anuncy MackupytoLLen nHdopmaumm npy eé oceBoboXxaeHuu (nepepacnpeneneHnm).

NMoacuctema naeHTudmkaumm n ayteHTUduKaumm

1. B usgenuu peanusoBaHa BO3MOXHOCTb 3afaHns ANUHbI Napons nonb3oBaTtens npu BXoae B CUCTEMY.

2. WNapenue ocywiecTBnsAeT MaeHTUOUKaLNIO U NPOBEPKY NOASIMHHOCTU CYOBLEKTOB AOCTYNa Npu BXOAE B
cucTemy no naeHTudukaTopy (koagy) u Naponto YCrnoBHO-NOCTOAHHOIO AENCTBUA, MMHUManbHasa AnvHa
KOTOPOro HasHayaeTcs agMUHUCTPATOPOM.

3. N3penue TpebyeT OT nonb3oBaTenen naeHTUMLMpoBaTh cebst Npu 3anpocax Ha AOCTyn 1 noaBepraeT
npoBepKe MOANIMHHOCTb NpeabsBNEHHOrO CyObekToM uaeHTudumkatopa. B usgenum peanusoBaHo
npenaTcTBMe [OCTyNa K 3awuaeMblM pecypcaMm HeuaeHTUUUMPOBaAHHbLIX MNonb3oBaTenen wu
nonb3oBaTtenemn, NOANMHHOCTb NAEHTUMUKaLUN KOTOPLIX NPpU ayTeHTUdUKaLUM He noaTBepAnNacs.

4. B n3genuu ocylecTBnseTcs ngeHtudukauma tepmuHanos, TC, y3nos cetu TC, BHELWHMX YCTPOWCTB
TC no norm4yeckMm nmeHam n no PusnveckuM agpecam (Homepam).

5. B usgenun ocylecTtenseTca ngeHTudukaumsa nporpaMmm, katanoros, hansios, No MMeHaM.

6. B u3genuu ocywectenaeTca naeHTuduKauusa yCTponcTB, B TOM YMCHE CTaluMOHaPHbIX, MOBUIBHBIX 1
nopTaTMBHbIX.

7. B v3genun peanunsoBaHa BO3MOXHOCTb yrnpaBreHus uaeHTudukatopammn, B TOM YUCre Co3aHue,
NMPUCBOEHME U YHUUTOXEHME UOEHTUMKATOPOB.

8. B usgenuu peannsoBaHo yrnpasneHue cpecTBamMu ayTeHTMdUKaLmMm, B TOM YUCne XpaHeHue, Bblgavya,
WHMLManu3aums, 61okMpoBaHNe CPeACcTB ayTeHTUMKALMM U NPUHATAE MEp B criydae yTpaThl U (unm)
KOMMpoMeTaumu CpeacTB ayTeHTUdUKaLmu.

9. B usgenuu peanusoBaHa BO3MOXHOCTb OrFpaHWYeHUs KonmyecTBa nocrnefoBaTeNbHbIX HeyaauHbIX
nonbITOK BBOAA Napons (Hanpumep, oT 3 o 5).

10.B n3pgenun peanusoBaHa 3awmTa 06paTHON CBA3U Npu BBOAE ayTEHTUPUKALNOHHON MHdopMaLmu.

11.B  wu3genum peanu3oBaHa BO3MOXHOCTb  ayTeHTMUdUKauuM npu  MNOMOLWM  annapaTtHbIX
naeHTUMKaTopOB.

12.B wusgenuu peanuaoBaHa BO3MOXHOCTb 3anucy aBTOPM3ALMOHHBIX [aHHbIX B  annapaTtHbii



naeHTudukaTop.
13.B  wu3pgenuu peanu3oBaHa BO3MOXHOCTb  OMpedenieHns  MPUHAANeXHOCTU  annapaTHOro
naeHTudurkaTopa KOHKpETHOMY MONb30BATENHO.
14.B w3pgenun peanusoBaHa BO3MOXHOCTb Bxoga B OC no cepTtudukaTy CMapT-kapTbl, BblAAaHHOMY
ygooctoBepsowmm LeHtpom Windows.
15.B wusgenuum peanu3oBaHa QyHKUMS 3anpeTa MOBTOPHOIO UCMNOSMb30BaHWS uaeHTUdmkatopa
nosnb3oBaTens B TEYEHUE:
e He MeHee OfHOrO roaa;
e He MeHee Tpex NeT;
e  BCEro nepuoga akcnnyaTaunm MHPOPMaLNOHHOW CUCTEMBI.
16.B nsgenun peannsoBaHa BO3MOXHOCTb ayTeHTUdmkauumn yepes Safe-Tech PayControl.
17.M3penve  ocywlecTBnsieT MexaHu3M BbIXxoda M3 CUCTEMbI NPW  U3BMEYEHUU annapaTHOro
ngeHTudumkaropa.

Moacucrtema perucrpaumm n yyeta

1. N3penvne obecneynBaeT MOHMTOPUHI (NPOCMOTP, aHanu3) pe3ynbTaToB perncTpaumm cobbiTuR
©e3onacHOCTW 1 pearmpoBaHnNe Ha HUX.

2. Vispenue coOepXuT MexaHu3Mbl MPOCMOTPa W aHanu3a AaHHbIX peructpauuun, uHdopmauun o
OEeNCTBUAX OTAENbHbLIX NOfNb3oBaTenen B UHPOPMaLIMOHHOM cUcTeMe, MMeeT MexaHn3Mbl punbTpauumn
no 3agaHHoMy Habopy napameTpoB.

3. Visgenue obecneuvBaeT 3awuTy OaHHbIX PerMcTpaumm OT WX YHUYTOXEHUS Wnm mMoaudumkaumm
HapywmTenem.

4. N3penue ocywlecTBNAeT perncrpaumio Bxoaa (Bbeixoga) CyGbeKTOB AOCTyna B CUCTEMY (M3 CUCTEMBI),
nmbo perucTpaumio 3arpy3kM M UHUUManuM3aumm OnepauMoOHHOW CUCTEMbI U €€ MNpOorpamMmmHOro
octaHoBa. Pernctpauus Belxoaa nu3 cMCTEMbl UM OCTaHOBA He NPOBOAMTCA B MOMEHTbI annapaTypHOro
oTknoyeHus AC. B napameTtpax permctpaumm ykasblBaloTCs:

e [fgata u Bpems Bxofda (Bbixoga) cybbekTa gocTyna B CUCTEMY (M3 CUCTEMbl) UMW 3arpysku
(ocTaHoBa) cucTeMBI;

e pesynbTaT MONbITKM BXO4aA: YCMELHbIA NN HeYCNeLHbIA — HECaHKLUNOHUPOBAaHHBbIW;

e ugeHTUdmkatop (koa unm dhamunus) cydbbekta, npeabsiBNEHHbIA NPy NOMNbITKE JOCTYNa;

e  KOA UNu Napornb, NPeAbABEHHbIN MPU HEYCMNELLIHON NONbITKE.

5. Visgenue ocyllecTBnseT peructpaumio M3MEHEHUn MOMHOMOYMA CyObeKkTOB AocTyna W craTtyca
o6bekToB gocTtyna. B xypHane peructpaumm coObiTviA, KOTOPbIA BeAeTCs B 3MEeKTPOHHOM Buie,
yKasblBalTCA crnegyloLlime napameTpbl:

e [aTta v Bpems U3MEHeHUs;

e codepxaHue M3MEHeHVs C ykasaHueM maeHTudumkatopa cybbekTa JOCTyna, YbM MOSTHOMOYUS
noaBeprrivcb U3MEHEHM0, NN NOrMYeckoro MMeHn 3aLuLaemMoro MHPopMaLMOHHOro pecypca,
yen cTaTyc M3MEHUIICS;

e ugeHTUcmkatop agmuHMcTpaTopa WHGOPMAUMOHHONW 6Ge30MmacHOCTW,  OCYLLEeCTBMBLLENO
U3MeHeHNe;

e  YCMELUHO NN OCYLLEeCTBUNOCL COObITUE (0BCNYXXEH 3anpoc Ha AOCTYM UK HET).

6. Wspenue ocyllecTBnsieT permctpaumio Belgauun nevyaTHblX (rparmyeckux) OKYMEHTOB Ha «TBEPAYHO»
konuto. B napameTpax permctpaummn ykasbiBaroTCS:

Aarta 1 Bpems Bblgadn (obpalleHnst K noagcuctemMe BbiBO4A);

cneundmrkaumsa yCTPOUCTBA BblAaum [Mormyeckoe nms (Homep) BHELLHEro yCTpOWCTBal;

KpaTkoe cofep)xaHue (HaumMeHoBaHue, Buf, Wudp, KO4) JOKYMEHTa;

naeHTudmkaTop cydbekTa 4OCTyna, 3anpPOCUBLLETO JOKYMEHT.

Mpu Bblgaye NPUCYTCTBYET BO3MOXHOCTb aBTOMaTUYEeCKOM MapKMPOBKMU Kaxaoro nucra (CTpaHuubl)
OOKYMeHTa ero nocnefosatenbHbIM HOMEPOM W yyeTHbIMW pekBuautamm AC € ykasaHMeM Ha
nocnegHeM nmcTe JOKyMeHTa O6LLEero KonmyecTsa NUCTOB (CTpaHuL,).

7. JOnonHUTENbHO PerncTpupytoTcs BCe MOMbITKU OCTyna, Bce OENCTBUS onepaTtopa U BblAeneHHbIX
nons3oBaTtenen (a4MVHUCTPATOPOB 3aLUUTbl U T. MN.).

8. B wmsgenumn ocyulectBnsgeTca perucrpaums cos3jaHus U yHUMTOXeHuss obbekta. Peructpupyetcs
cnepywouwasa nHdopmauus:

e [aTa u Bpewms;

e CYObEeKT, OCYLLECTBNSAIOLWNIA PETUCTPUPYEMOE AENCTBIUE;



e  TuN cobbITuS;
e  YCMELIHO N1 OCYLECTBUITOCL COBbITHE.

9. B u3genun ocyulecTBnisieTcsl permctpaums nonbiTOK JOCTyNa NporpamMmMHbIX CPeacTB K Creayowum
AONONHUTENbHBLIM 3aluuiaeMbiM obbekTaM goctyna: TepMmuHanam, TC, y3anam ceTu, BHELHUM
yctponctBam TC, nporpammam, TomaMm, katanoram, davinam. B napametpax peructpaumm
yKasblBalTCA:

e [aTa M Bpems MOMbITKM AOCTyna K 3awuuiaemMomy OObLEKTY C yKasaHuWeM ee pesynbraTa:
ycnelHas, HeycnelHas — HeCaHKLMOHMPOBaHHas;

e ugeHTUdmkaTop cybbekTa 4ocTyna;

e cneumdmkauus sawmiaeMmoro obbekTa [normdeckoe nmsi (Homep)].

10.B wu3genum peanu3oBaHa BO3MOXHOCTb onpefeneHns cobbltun 6e30macHOCTU, MNOAMEXalUmX
peructpaumm (KypHanbl permctpaumm cobbITUM WMMEKT (UKCUMPOBAHHLIN pa3Mep W He WUMEeIT
OrPaHNYEHUN MO CPOKaM XpPaHEHUS).

11.B wv3genunm OCyLEeCTBASIETCA CuUrHanusauus MOMbiTOK HapyweHWs 3awuTbl Ha TepMUHanax
agMUHUCTpaTopa M HapyLuUTens.

12.B n3genuu ocyLecTenseTca permctpauma genHetannauum (He 3anycka) gparnsepa M3 npu aktmBHom
KOMMOHEHTE, a Takke peanuaoBaHa (QYHKUNS BbIMNOMHEHMS 3aliMTbl B COOTBETCTBUM C
YyCTaHOBMEHHbIMMW NOSIUTUKAMM.

13.[Ins KNWEHTCKOW YacTu u3genus peanu3oBaHa (QyHKUMS aBTOMaTUYECKOW apxvBauuu >XypHana
pervctpaumm cobbITU MO MCTEYEHMU YCTAHOBIIEHHOIO MHTEpBana BpeMeHW. [paHuubl BO3MOXHOMO
BPEMEHHOro MHTepBana BapbupytoTcsa oT 1 4aca oo 1 roga. EanHmusl namepeHust BelbuparoTcsa ncxoas
13 BENIMYMHBI 3HAYEHMS NHTepBana — Yachl, [HW, Mecaubl, FOA.

Moacucrtema agMUHUCTPUPOBAHUA

1. B uspgenuu peanunsoBaHbl cpeacTBa YnpaBfeHWsl, OorpaHMYMBalOLMe pacnpocTpaHeHMe npaB Ha
AocTyn.

2. VN3penue npenocTaBnsieT BO3MOXHOCTb Ha3Ha4YeHUst MMHUMarbHO HEOOXOAMMbBIX NpaB U NpUBUNErni
nonb3oBatensaM, agMuHMcTpatopam uM  nuuam,  obecneudvBalWwnM  (PYHKLMOHUPOBaHKE
MHOPMALIMOHHON CUCTEMBI.

3. Vsgenuve cogepXuT mMexaHu3Mbl, NO3BONSAOLNE NPOBOAUTE NEPUOANYECKOE TECTUPOBaAHUE (DYHKLIMIA
C3U HCA Dallas Lock 8.0-K. Tectupytotes:

e peamusauma [PO (nepexBaT S$BHbIX W CKPbITbIX 3aMpocoB Ha [OCTyN, MpaBwUilbHOE
pacno3HaBaHWe CaHKLUMOHMPOBAHHbLIX U HECAHKLMOHMPOBAHHbLIX 3arnpoCcoB, CPEeACTBa 3aluTbl
MexXaHn3Ma pasrpaHuyeHus 4OCTyna, CaHKLMOHUPOBaHHbIE nameHenwus MNMPO);

e  YCMELIHOE OCYLLECTBIEHNE MOEHTUMMKAUUN U ayTeHTUMKaLMK, a Takke X CpeacTBa 3allmThl;

e OYMCTKa NamsaTy;

e peructpaumsa cobbITUA, cpeacTBa 3alUUTbl PEermcTpauuoHHOW MHdopMauMM U BO3MOXHOCTb
CaHKLMOHNPOBAHHOTO 03HAKOMITEHUS C HEW;

e paboTa MexaHM3ma, OCYLLECTBISIOLLEro KOHTPOSb 3a LIeNTOCTHOCTLIO N3LEeNnus.

4. B nsgenuu peanv3oBaHa BO3MOXHOCTb LIEHTPanM30BaHHOIO ynpasfieHus 3awuiiaemMbiMy pabovmmm
cTtaHumsimu. OcyLlecTBNsieTCA LEeHTPann3oBaHHOE yrpaBreHne y4eTHbIMU 3anncsiMmn Nornb3oBaTenen,
nonuTMKaMmu, npaBamMu Nosfb3oBaTenen, NpeodpasoBaHHbLIMKM CbEMHBIMU HOCUTENAMU MHGOPMaLMMK,
KOHTpOrieMm LenocTtHoctn obbektoB PC, cuctemHoro peectpa. lNogoepxmBaeTcs MHOroypoOBHEBast
nepapxua rpynn TC 1 HacnegoBaHWE YCTAaHOBMNEHHLIX NapameTpoB.

5. B mn3genuu peanusoBaHa BO3MOXHOCTb OMOBELLEHMS aAMUHUCTpaTopa 6e30MacHOCTU O cUTyaumsax
HECaHKLMOHMPOBAHHOIO JOCTYNA Ha KITMEHTCKNX paboumx CTaHLMAX NPU CReayoLwmx criyqyasx:

HapyLleHWe KOHTPOMs LeNoCTHOCTU OOLEKTa;

noneiTka paboTbl Nocne 61IOKMPOBKN MPU HAPYLUEHUW LIENOCTHOCTY;

nonbITKa BXOAa Ha KITMEHTCKYI0 paboyyo CTaHLUMIO C HEMpaBWUIIbHbIM Naponem;

OnokMpoBKa Nonb3oBaTenNs Nocne MHOroKpaTHOro BBoAa HEMPaBUIbHOIO Naporis;

C3U HC[ Ha knneHTe He oTBeYaeT (BO3MOXHasA MpUYMHA — HECaHKLMOHUPOBAHHAA AeakTuBaLms

CUCTEMBI 3aLUUTHI);

KITMEHT HeOOCTYNEH AOroe Bpems (C BO3MOXHOCTLIO 3a4aHnsi nepuoga BpeMeHMN);

e  [OMbITKM MOHTUPOBAHUSA M NOMbLITKN paboTbl C 3anpeLLeHHbIMX AN Nonb3oBaTeNen Ha KIMeHTe
yCTponcTBaMMm.

6. B uspgenuu peanus3oBaHa BO3MOXHOCTb CO3[4aHMsi OT4YyeTa MO Ha3HAYEHHbIM MpaBaM, COCTaBy
nNporpaMmMHOro 1 annapaTHoro obecnevyeHms.



7. B wnsgenun peanusoBaHa BO3MOXHOCTb YAaNEeHHON YCTaHOBKM M OBHOBNEHWS N3aenus.

8. B u3genun peanv3oBaHa BO3MOXHOCTb Ha3HayeHUs agMUHUCTpaTopa 6e3onacHOCTU Npy yaaneHHoN
yCTaHOBKE U3aenusi.

9. B nsgenun peanusoBaHa BO3MOXHOCTb BU3yanu3aumm cetv 3awuwaemblx TC.

10.B nsgenun peanusoBaHa BO3MOXHOCTb COXpaHeHUs U NnpuMeHeHus koHdurypauun C3U HCA.

11.B wu3genuu peanusoBaHa QYHKUMS, MO3BOMAOWAs OAHOBPEMEHHO nogkndatecsa k Cepsepy
©6esonacHoctn C3U HC Heckonbkum koHconsm Cepeepa 6e3onacHOCTH.

12.B wnsgenuu peann3oBaHa beHKLI,VIFl OorpaHn4eHna Konun4yectBa HeyCrnelwHblX MNonbITOK BXOoAa W
6J'IOKI/IpOBaHVIe TC, ¢ KOTOpOro npeanpuMHnMmarTcA nonbiTKM OO0CTyna, C BO3MOXHOCTbHO
pasﬁnomposava TONbKO agMUHUCTPATOPOM.

Mopcucrema KOHTPONA LeNTOCTHOCTH

1. B wmsgenun peanu3oBaHa 3awmta apxuBHbiXx dannoB, napameTpoB HacTporiku C3U HCQO,
nporpaMmMHOro obecneyeHnss W WHbIX [AaHHbIX, He noAanexawmx W3MEeHeHuio B npouecce
dyHKUMOHMpoBaHus NC.

2. B n3genuu peanvsoBaHa BO3MOXHOCTb BOCCTAHOBIEHMS 00bekTa Aoctyna (danna, BETKM peecTtpa) B
cnyyae obHapyxXeHus HapyLleHns ero LenocTHOCTH.

3. B usgenun peannsoBaH MexaHW3M CO34aHMsA TOYKM BOCCTAHOBMNEHMS Npu ycTaHoBke knueHTta Dallas
Lock.

4. B v3genun peanv3oBaHa BO3MOXHOCTb OMOKMPOBKM AOCTyna K oObekTy hanrioBov CUCTEMbI Mpu
HapyLUEHWM LIeNTOCTHOCTM KOHTPONMpYyeMbIX Mogyrnen. [Npy HapyLeHun LeNoCTHOCTU KOHTPONUPYEMBbIX
Moaynewn 3anyck oobekta dannoBon cuctTemMbl BrIOKMpyeTCs.

Mopcucrema BoccTtaHOBNEeHUA nocre c6oeB

1. C3U HCQO npenycmaTpvBaeT npouenypbl BOCCTAHOBIEHMSA nocrie cboeB u 0Tka3oB 000pynoBaHUS,
KoTopble obecneynBatoT NofHoe U onepaTtMBHOe BoccTaHoBneHne ceoncts C3U HCO.

2. Peanu3oBaHa BO3MOXHOCTb BoO3BpalleHusi Bcex Hactpoek C3UM HCHO k wcxogHbiM (ycTaHoOBKa
napameTpoB MO YMOMYaHu1io), YTO paBHOCUIbHO nepeyctaHoBke C3U HCA.

Mopcucrtema pe3epBHOro KONUPOBaHUA

1. B u3genun peanusoBaHa BO3MOXHOCTb aBTOMAaTU3MPOBAHHOIO CO3A4aHWS pPe3epBHbIX  KOMUN
NPON3BOSbHBIX 0OBHLEKTOB  (hpanoBOM CUCTEMbI UM LIEHTpPAnM30BaHHOE YynpaBfeHue Takoun
BO3MOXHOCTbIO Ha ypoBHe Cepsepa 6esonacHoctn «Dallas Lock 8.0». lNMpu stom B um3genuu
peanv3oBaHa BO3MOXHOCTb:

onpegeneHns pasMmeLleHnst COXpaHeHNst pe3epBHON KoNuu;

onpefeneHnsi NepMoguYHOCTU U pacnucaHme Co3aaHus pe3epBHbIX KOMUN;

onpefeneHnst KonM4ecTBa CoOXpaHAeEMbIX pe3epBHbIX KOMUN;

BOCCT@HOBMEHUS 3aLLMLLaeMblX OObEKTOB U3 pe3epBHON KOMUN.

2. B usgenuu peanusoBaHa BO3MOXHOCTb COXpaHeHUs carna pe3epBHON Konum 1 dainna KoHdurypaumm
Cepsepa 6e30nacHOCTM B CETEBYIO AMPEKTOPUIO.

3. Bwusgenun peanu3oBaH MexaHu3Mm BoccTaHoBneHus dpannos Dallas Lock npu c6osix n noBpexaeHusx.

3.2 CpeacTBO KOHTPONA NOAKMIOYEHUS1 CbeMHbIX MaLUHHbIX HocuTenen
nHdopmauun. CpeacTBO KOHTPOSIS OTUYYXKAEHUA (NnepeHoca) nHcpopmaLmm co
CbEMHbIX MaLWMHHbIX HOCUTenen uHdopmauum

1. N3penve npepocTasniseT BOSMOXHOCTb yrpaBeHns NCNofib30BaHNEM NOAKTOYaEMbIX MPON3BOSIbHbLIX
CbeMHbIX MalUMHHbIX HOCUTEeNen MHgopmMaunm Ha OCHOBE aHanu3a paspelleHuin Ha NoakmyYeHne K
KOHKPETHbIM  UHTepdericaM BBoAa (BblBOAA) CPEACTB  BbIYUCIUTENBHOM  TEXHUKW, TUMOB
noAakn4yaemMblX BHELWHUX MporpamMmMHO-annapaTHbIX yCTp0I7ICTB, KOHKPETHbIX CbEeMHbIX MaLUNHHbIX
HocuTenen nHopmMaumu.

2. Vspenue koHTponupyeT Ucnonb3oBaHne nHTepdencos Beoaa (BbiBoaa) UHpopmaumm (B TOM Ymcne Ha
CbEeMHble MalUUHHbIE HOCUTENN MHpopMaLM).

3. N3penue obecneumBaeT KOHTPOMb TUMOB MOAKMOYAEMbIX BHELWHUX NpOrpamMmMHO-annapaTHbIX
YCTPOWCTB, a Takke KOHKPETHbIX ChbeMHbIX MaLUMHHbLIX HOCUTENEN UHOpMaLIUN.

4. B n3pgenun obecnevyeHa BO3MOXHOCTb MOEHTUMKaUUM 1 ayTeHTudukaumm agmuHuctpatopa C3U
HCL Dallas Lock 8.0-K go npegoctaBneHnsi eMy BO3MOXHOCTM MO yNpaBlieHUIo, MPOCMOTPY ayauTa



©e30MacHOCTU U BLIMOJTHEHUIO MHbIX AEACTBUNA MO aAMUHUCTPUPOBAHUIO.

5. B u3genuu ocywecTBrsieTcs MaeHTUdMKaLms YCTPOWCTB, B TOM YMCIe CTaLMOHaPHbIX, MOBUIBHBIX U
MOPTaTUBHBIX, MOEHTUMKAUMS HakonuTenen nHopmaLmu.

6. B v3genuu peanusoBaHbl Hagnexalne MexaHu3Mbl PErMcTpauny 1 NpeaynpexaeHus (curHanvisauum)
0 COObITMSIX, OTHOCSLUMXCS K BO3MOXHbIM HapylueHusiM GesonacHocTu. MexaHuambl perucrpauum
NPeAoCTaBnsitioT YNOMHOMOYEHHbIM Ha 3TO fMLaM BO3MOXHOCTb BbIGOPOYHOIO O3HAKOMIIEHUSI C
MHpopMaLmeit 0 NPOU3OLLEALLNX COObITUSIX.

7. N3penue CoOepPXUT MexaHn3Mbl reHepaunm BpeMEHHbIX METOK, U (VIJ'IVI) NnponcxoanT CUHXPOHU3aLUnAa
CUCTEMHOIo BpeMeHM B VIH(bOpMaLJ,VIOHHOVI cucreme.

8. B u3genuu ocywectengaeTcsa pasrpaHuydeHve goctyna k ynpasneHuto CKH v pexmmom BbinonHeHus
YHKLMIN Be3onacHOCTH (KOHTPOMS HAaKONUTENEN) Ha OCHOBE Posel YYETHbIX 3anMcen nonb3oBaTenen.

9. B u3genun ocyuwectsnsaetca npeobpa3oBaHMe CMEHHbIX HaKonuTenen, OCHOBAHHOE Ha mnpaBax
NCNONb30BaHUSA CbEMHbIX MaLUMHHBIX HOCUTENen nHdopmMaLmm, Npu 3agaHnmn KOTOPbIX UCMONb3YTCA
cnegytowme tunbl gaHHbix CKH:

¢ ygeHTUdMKaUMOHHas NHHOPMALNS CbEMHBIX MALLWMHHBIX HOCUTENen nHopmMaumu;
* ngeHTUMKaUMOHHasa NHHOPMaLMsa CPEACTB BbIYUCIIUTENBHON TEXHUKM.

10.V3genve npepoctaBnsieT BO3MOXHOCTb HAaCTPOWKM MNpaB MCMOMb30BaHWsi CbEMHOMO MalUMHHOIO
HocuMTens WHGOpPMaUMM C YCTAHOBMNEHHbIM cCrneuuarnbHbIM NporpamMMHbIM - obecneyeHnem (Ha
KOHKPETHbIX CPeCTBaXxX BbIMUCIUTENBHON TEXHUKN).

11.N3penve GnokvpyeT WHAOPMAaLMOHHbIE PECYpChbl CrneuvManu3vpoBaHHOrO CbEMHOIO0 MAaLUWHHOMO
HocuTens WHopmauun Ang  4YTeHus  (3anucu) wHOpMauMu Npyv  NOMbITKE  MNOAKMYEHUS
crneunanM3mpoBaHHOMO CbEMHOM0 MALLMHHOIO HOoCUTens MHgOpPMauun K CPeAcTBY BblMUCIUTENbHOW
TEXHUKM, Ha KOTOPOM HE YCTaHOBIEHbl KOMMOHEHTbl CPEeACTBa KOHTPONSA CbEMHbIX MAaLUMHHbIX
HocuTenen nHdopmalmmn (nporpammMHoe obecneyeHne B3aMmMogencTamns).

12.N3penve nposepsieT nNpaBa UCMNOMNb30BaHWS CNeLnanmM3npoBaHHOTO CbeMHOM0 MaLUMHHOIO HOCUTENS
UHdOPMaUMM MpU NOMbITKE NOAKMIOYEHUS Cneunanm3npoBaHHOTO CbEMHOIO MAaLUMHHOIO HocuTens
WHdOpMaLIMM K CpeacTBY BbIYUCIIUTENBHON TEXHUKW, HA KOTOPOM YCTaHOBIEHbI KOMMOHEHTHI cpeacTBa
KOHTPONs CbEMHbIX  MalUMHHBIX  HOCMTENnewW uMHgopMauum (nporpammHoe  obecneyeHve
B3aMMOENCTBUS).

13.N3penve npegoctaBnsieT OOCTyN K WHoOpMauuM Ha Cneumanu3npoBaHHOM CBbEMHOM MalUVMHHOM
HocuTene nHdopmaummn (ecnv NpoBepka Npae Aana NoroXuTenbHbIA pe3ynbTaTt) nnu obecnednsaeT
HeJoCTyMHOCTb (OnokupoBaHMe) WHoOpMaUMM Ha CcheuuannaMpoBaHHOM CbLEMHOM  MallMHHOM
HocuTene wHdopMauuMm AOna  JvTeHua (3anucn) wuHdopmaumm (ecnu  npoBepka npas fana
oTpuuaTenbHbIN pe3ynbTar).

14.N3penve pervctpupyeT cobbiTua 6e30MacHOCTW, CBSI3aHHbIE C BbINMOMIHEHNMEM CPEACTBOM KOHTPOMS
CbEMHbIX MaLUUHHbLIX HOCUMTEeNen NHopMaLmMn yHKLMIN 6e30nacHoCTH, U 3anucbiBaeT UHopmaunto
ayguTa 6e3onacHocTu.

3.3 TlepcoHanbHbLIN MeXceTeBOM 3KpaH

1. Nagenne npepocTaBnseT BO3MOXHOCTb OCYLLECTBNATbL uUnbTpauuio ceTeBoro Tpadwmka and
oTnpasuTenen wHdgopmauuu, nonydyartenen uHoOpmMaLMM W BCEX oOrnepauun nepemMeLeHns
KoHTponupyemon M3 nHdopmaumm k yanam nHpopMaLMOHHON CUCTEMbI U OT HUX.

2. UNspenue obecneunBaeTt pacnpoctpaHeHue unbTpaumum Ha Bce onepauun nepemMelleHms vyepes M3
WHopmMaumnn K yanam MHopMaLUmMOHHON CUCTEMBI.

3. V3genue ocywecTBnsieT ounbTpaLmio, OCHOBaHHYIO Ha CriefyrLlmx Tunax atpubytoB 6e3onacHocTm
CyOBEKTOB:

e CeTeBOW agpec y3na oTnpaBuTens;
e CeTeBOW agpec y3na nony4darens.
4. Wagenue ocyuwecTBnseT uUnbTpaLmio, OCHOBaHHYH Ha crieylowmx Tunax atpubytos 6e3onacHocTu
WHopmaunmn:
e  CeTeBOW NPOTOKOJ, KOTOPbIV UCNONb3yeTCHa ANs B3aMMOLENCTBUS;
e  TPaHCMOPTHbIA MPOTOKOS, KOTOPbIA MCNONb3yeTCca ANs B3anMOZEWCTBUS, MOPTbl UCTOYHMKA U
nony4artens B pamkax ceaHca (ceccun);
e  paspeLlleHHble (3anpeLleHHble) KOMaHabl, pa3peLLeHHbIV (3anpeLleHHbI) MOBUITbHBIN Ko,
paspelleHHble (3anpeLLeHHbIE) NPOTOKOMbI NPUKNaAHOIO YPOBHS;
paspeLlueHHoe/3anpeLleHHoe npuknagHoe MO (npunoxeHus).



5. Visgenue npepocTaBnsieT BO3MOXHOCTb SIBHO paspeluaTb MM SBHO 3anpewatb UHGOPMaLMOHHbIN
notok, 6asvpysicb Ha ycTaHaBnMBaemblx agmuHucTpatopom M3 Habope npaBun dunbTpauuw,
OCHOBaHHOM Ha MAEHTUPULMPOBAHHLIX aTpnbyTax.

6. Vapgenue npepoctaBnseT BO3MOXHOCTb OCYLLECTBMASATb MONMUTMKY (punbTpauum NakeToB C Yy4ETOM
yrnpaBnsoLLmMx KOMaHa oT B3anmogenctaeyowmx ¢ M9 cpeacts 3alumTbl MHOpMaLMm apyrmx BUAOB.

7. B un3genum BO3MOXHO OCYLIECTBMATE MPOBEPKY KaXdoro naketa no Ttabnuue cocTosiHuin Ans
onpeaerneHnst Toro, He NPOTMBOPEYUT TN COCTOsIHUE (CTaTyc, TWMMN) NakeTa OXXMOAEMOMY COCTOSIHUIO.

8. B u3genun peanvsoBaHa BO3MOXHOCTb OCYLLECTBMASATb NPOBEPKY MCMONb30BaHUSA CETEBbIX PECYPCOB,
coaepxallmx MobunbHbIV KoA, AN KOToporo agMuHuctpatopoMm MY yctaHoBNEHbl paspelunTensHble
Unu 3anpeTuTenbHble atpubyTel 6e3onacHocTn. Bo3aMOXHO KOHTpONMpoBaTh (paspeluaTb/3anpeLlarb)
ncnonb3oBaHUe CeTEBbLIX pecypcoB, cogepxalumx PDF n cneaytowwime Buabl MobunbHoro koga: ActiveX,
Flash, JScript, VBScript, PostScript, Java.

9. B msgenuu gna agmuHuctpatopa M3 npepoctaBneHa BO3MOXHOCTb MOAMMUMPOBATb, yOansTb
paspewmTenbHble ¥ (MnM) 3anpetuTenbHble  aTtpubyTel 6e3onacHoOCTM  Anst  UCMOSb3yeMbIX
nonb3oBaTensiMM OTAENbHbIX KOMaH4. BO3MOXHOCTb OCyLecTBNSATbL MNPOBEPKY WCMONb30BaHUA
nonb3oBaTensaMu Takmx KomaHg. Takke KOHTponvMpoBaTb (paspeluaTtb/3anpelyatb) UCMonb3oBaHWe
cnegyrowmnx komang: arp; ipconfig; getmac; nbtstat; netsh; netstat; net; nslookup; pathping; ping; route;
telnet; tracert.

10.B um3genum BO3MOXHO paspelatb unu 3anpeliaTs MH(OPMAUMOHHBIA MOTOK, OCHOBbLIBAACH Ha
pesyrnbTaTtax NPoBEepOK B COOTBETCTBMM C N.7.

11.B n3genun peannsoBaHa BO3MOXHOCTb OCYLLECTBSATL (PUNbTPALIMIO NAaKETOB C y4ETOM YMNpPaBsioLLMX
KOMaHpg oT B3anmogencteyrowmx ¢ M3 cpeacts 3awmTbl MHOPMaLMN OPYrnx BUAOB, OCHOBAHHYIO Ha
aTpmbyTax, yKasbIBalLLMX Ha NPU3HaKM HapyLleHns 6e3onacHoCTy B MHphopMauum CeETEBOro Tpaduka.

12.N3penve paspewaer WMHGOPMAUMOHHBLIA MOTOK, €cCnvM 3HadeHus aTpubyTtoB ©OesonacHoCTy,
YCTaHOBMEHHbIE B3aMMOLEWNCTBYIOLMMN CPEeACTBaMU 3almTbl MHpOpMauumM AN KOHTPONMpYeMOoro
CEeTeBOro Tpadmka, ykasblBaloT Ha OTCYTCTBME HapyLLeHW 6e30nacHOCTM MHbopMaunn.

13.N3penve 3anpewiaer MHAOPMAUUOHHBIA MOTOK, €CnM 3HadeHus aTpubyTtoB ©Oe3onacHocTy,
YCTaHOBMEHHbIE B3aMMOLEWNCTBYIOLMMW CPEeACTBaMU 3almTbl MHpOpMaUuM AN KOHTPONMPYEMOro
CeTeBOro Tpadmka, ykasbiBaloT Ha Hanm4mMe HapylleHui 6e3onacHoCTM MHpopmauun.

14.B nsgenuun peannsoBaHa BO3MOXHOCTb BblOOpa COBOKYMHOCTM COObITUN, NOABEPratoLLNXCa ayauTy, U3
COBOKYMHOCTW CODBITUI, B OTHOLLEHMM KOTOPbIX BO3MOXHO OCYLLECTBIEHNE ayauTa. M3bupartenbHocTb
ayguTa 6a3upyeTcst Ha cneyoLmMx BO3MOXHbIX aTpubyTtax:

e uvaeHTUdukaTop o6bEKTA;

naeHTudmkaTop nonb3oBaTtens;

naeHTudgumkaTop cyobekTa;

TN cobbITUS;

unu gpyrmue atpubyTbl.

Bo3MoxHO BbIOpaTh kakue Tunbl cobbiTuin M ByayT pernctpmpoBaThCs:

o 06GHapyxeHue mobunbHoro koga (ActiveX, Flash, JScript, VBScript, PostScript, Java);
e OOHapyxeHue 3anpeLLeHHbIX BMOXEHWI (aHanM3npyeTcs NpUCYTCTBME N3BECTHBLIX MPOTOKOSIOB,
peknamsbl, Meana-koHTeHTa, PDF);
e  BbINOMHEHNE KOMaHA.
15.B n3genun peanusoBaHa peructpaunsi u y4eT criegyroLmx coobITuii:

e  3anycK W 3aBeplLUeHne BbINOMHEeHUs (PyHKLMI ayanTa;
e pesynbTaTtbl BbINOMHEHUSA NPOBEPOK MHOPMALUK ceTeBOro Tpaduka;
e  3anuCb HOBOTO 3HAYeHWsI NOOON N3MEHSEMON NONMTUKM/NapameTpa.
16.B nsgenumn Bo3amoxxHa nogaepkka onpeaerieHHbIX poren no ynpaeneHuo M3.
17.B mnsgenun peanunsoBaHa BO3MOXHOCTb CO CTOPOHbI agMuHucTpatopoB MJ ynpaBnaTe pexumom
BbINOMHEHNst yHKUMN 6e3onacHocTn M.
18.[na agmuHuctpatopa M3 peanu3oBaHa BO3MOXHOCTb MOAMMULMPOBATL, YAANATE pa3peLumTerbHble
n (unn) 3anpeTuTenbHble aTpubyThl 6€30MacHOCTUN UCNOMBb30BAHNS CETEBLIX PECYPCOB, COAEPXKaLLUX
oTAenbHbIe TUMbI MOBMBHOIO Koaa, Ans ocywectsnenus M3 dpunbTpauun.
19.lna agmuHucTpatopa M3 peanu3oBaHa BO3MOXHOCTb HasHayaTb MoaudumumpoBaTtb, yaansatb
paspelumTenbHble 1 (MnK) 3anpeTutenbHble aTpnbyTbl 6e30nacHOCTU ANs NPUKNagHOro NPOrpaMmMHOro
obecneyeHus (NPUNOXEHU) C Lenbio NoCneayLwero ocyLecTsneHns dunstpauum.
20.B wusgenum ecTb BO3MOXHOCTb BEAEHUS [ANA KaxAgoro Tuna MEeCT pacronoXeHus ysna C



ycTaHoBreHHbIM M3 oTAenbHbIX Npodunen NpoBepokK.

21.B usgenum ectb BO3MOXXHOCTb M3MEHEHMS 061acTu 3Ha4YeHMn MHOpMaLnM COCTOSTHUSA COEANHEHUS] CO
CTOPOHbI aAMUHUCTPATOPOB MEXCETEBOIO 3KpaHa. Y agMUHUCTpaTopa eCTb BO3MOXHOCTb 3aBepLuaTth
ceTeBble COeAMHEHMS 13 Tabnuubl COeaNHEHNN.

22.B nsgenum ectb BO3MOXHOCTb MPUCBOEHUSA MPOMUASM NPOBEPOK AOMNYCTUMbIX 3HAYEHUN, Taknx Kak
npochunb NPOBEPOK At UCNOMb30BaHNSA BHYTPU MHADOPMAaLMOHHON CUCTEMbI, NPoduib NPOBEPOK AN
UCMnomnb30BaHnWs 3a npegenamyv WHAOOPMALUMOHHOW CUCTEMbI M OPYrMX AOMYCTMMbIX Mpodunen
npoBepok. Peanu3oBaHbl:

e BO3MOXHOCTb CO34aHus npodumnen, Beibopa 1 HasHa4YeHus Npouna HacTpoek onpeaeneHHbIM
(HamgeHHbIM) ceTaAM, B TOM Yncne npu obHapy>KeHUn HOBOW CETY;
e  BO3MOXHOCTb pefaKTMpOBaHuNsl Npodunen HacTpoek;
e ayaut cb6oeB B NCMOMNb30BaHUM MEXaHU3Ma BeOeHUS OTAENbHbIX Npodunnen NpoBepok (npumep
cbos: npocnnb He HakAEeH U MPUMEHEH NPOdUIb MO YMOMYaHMIO).
Mpodounu BbIGUpatTca kak MuHUMyMm no |IP-agpecy Tekywero agantepa. Konuyectso npodumnen,
paBHOe 8, MOXHO cuuTaTb AOocTaTouHbIM. [podunm (kpome npoduna No yMON4YaHwW) MoryT
nepenMeHoBbIBaTLCS.

23.B v3genun ecTb BO3MOXHOCTb MPUCBOEHMSI MH(OPMALUN COCTOSHUSA COEOMHEHUS O0MYyCTUMbIX

3Ha4yeHun. B kayecTBe OCHOBHbLIX COCTOSIHMI NSt CETEBOro Tpadmka NCMOoNb3yTCA criegyoLume:
e yCTaHOBMEHMWE COeAVNHEHNS;
®  /CMOMb30BaHWE COEANHEHUS;
e  3aBepLUeHME COEaNHEHNUSI.
[Mpu 9TOM KaxObli HOBbIN MakeT NMPOBEPSETCH MEXCETEBbIM 3KpaHOM Mo Tabnuue COCToAHMI Ans
onpeferneHnst Toro, He NPOTMBOPEYNT I COCTOSIHUE MaKeTa 0XNAAaeMOMY COCTOSHUIO.
24.Peanu3oBaHa BO3MOXHOCTb perumctpauum cboeB B MCNONb30BaHUM MexaHu3Ma BefdeHust Tabnuubl
COCTOSIHUA.

25.[lna  Kaxpgoro coeguHeHust obecneymMBaeTcss BedeHWe Tabnuubl COCTOSIHUMIM, OCHOBaHHOM Ha
WMHpopMaLMM COCTOSHUSA COEAMHEHUSA U UCMONb3YEeMOM NPU BbINOSIHEHWMM NPOBEPOK 41151 O6HapyXeHUs
aHOMarbHbIX MAKeTOB, HE COOTBETCTBYIOLLMX TEKYLLEMY COCTOSHUIO COEANHEHMS.

26.PeanusoBaHa BO3MOXHOCTb MepexBaTa MakeTOB Ha CETEBOM YPOBHE M MPOBEPKM UX Ha npeamer
paspeLLEeHHOCTU MO CYLLECTBYIOLLMM MpaBuiaMm MEXCeTEBOro 3KpaHUPOBaHUS. [LONOMHUTENBHO HY>KHO
COXPaHsTb TPEK KaXaoro coeanHeHns B Tabnuue coctosHui. [letany Tabnuubl BKNOYAOT:

ceteBon agpec (IP-agpec) NCTOYHUKa;

ceteBon agpec (IP-agpec) nonyyatens;

HOMepa NopTOB;

WMHGOPMaLIMIO COCTOSAHUS COEANHEHNS.

27.B nspgenum peanunsoBaHa BO3MOXHOCTb 0GecrneyeHusi nepexoda B pexuMm aBapuAHON MOLAEPXKKM,
KOTOPbIN NpeaocTaBnseT BO3MOXHOCTb Bo3BpaTa M Kk WwtaTHOMY pexnmy dyHKLMOHMPOBAHKS.

28.B n3genuu peanu3oBaHa BO3MOXHOCTb TECTUPOBAHMS (CaMOTECTUPOBaHUA) PyHKLMIA 6e3onacHoCTu
MD (kOHTPOnb LEeNOCTHOCTM UcNonHsemoro koga M3).

29.B usgenum peannsoBaHa BO3MOXHOCTb Mpu HapyLweHun npasun M nokaseiBaTb npegynpexgatoLlee
coobLLeHMe NONb30BaTEN!o.

30.B u3genuu peanusoBaHa (yHKLMOHAINbHAsi BO3MOXHOCTb WH(OPMMPOBaHUA (3anvcb B XXypHan,
BCrnnbiBawolee coobuieHne u coobuieHne Ha Cepsep 6e3onacHoctn C3U HCO) o BO3MOXHOCTU
0BHOBIEHUST CUrHaTyp.

31.B n3genuu peanu3oBaHa BO3MOXHOCTb 3afaBaTb M aHaNU3npoBaTb KOMaHOHYK CTPOKY (4ns rmbkon
HacTpowku npasun MJ).

32.B usgenuu peanunsoBaH BbiBOA BCMIIbIBAKOLLEro AeTanM3npoBaHHOIO yBegoMITeHNs npyu B6rokupoBke
KOHTEHTa.

33.B n3genun peanusoBaHa (pyHKUMOHANbHAsA BO3MOXHOCTb «MAKETHOro» ynpasneHus npasunamu M9,
KoTopasi No3BonsieT (hopMUpoBaTh 1 NPUMEHATL OTAENbHbIE rpynnbl npasun M3.

34.B nsgenun peanusoBaH punetp HTTP 3aronoBka, KOTOPLIN NO3BONSET BbINOMHATL XYpHanMpoBaHue,
OnoKNPOBKY coeauHeEHUs ¢ aHoManbHbiMn HTTP 3aronoekamu.

35.B n3genuu peanusoBaHa (yHKUMOHanNbHasi BO3MOXHOCTb akTuBauun 6onee xxecTtkux npasvun M3 npu
OTCYTCTBMM Ha 3awmwaemom TC aHTMBMpyca, OOGHOBNEHWA UMW NPU  HapPYyLWEHUUM KOHTPORs
LieNOCTHOCTH.

36.B usgenuu peanusoBaHa yHKLMOHaNbHasa BO3MOXHOCTb MCMNonb3oBaHus DNS-umeHu BmecTo npasun



IP-agpeca npu HacTtporke npasun M3 ana obecneuveHus paboTbl npasuna npwu cmeHe |P-agpeca
pecypca.

37.B n3genuu peanv3oBaH MHTEPAKTUBHbIA PEXMM 00y4eHus npu dopmmpoBaHum npasun M.

38.B n3genuun peanusoBaHa nonutuka «bnokuposka QUIC».

39.B u3genuu peanu3oBaH MexaHu3M unbTpauum ceTeBoro Tpadmka C NOOLAEPXKKOM KOMaHA
npotokonos: HTTP, SMTP, FTP, IMAP, POP3, DNS. ®akTbl cpabaTtbiBaHus UNbTPOB C NOAAEPKKON
KomaHg npoTokonos dmkcupytotes B «XKypHane Tpadukay.

3.4 Cwuctema oGHapyXeHUsi BTOPXeHUN

1. B u3genun nmeroTcsa cpeacTBa aBTOMaTu3NpoBaHHOrO 06HOBMNEHMSA H6a3sbl peluaroLwmx npasun.

2. B u3penun npepocTtaBnsieTcd BO3MOXHOCTb OOHOBMEHMA 6asbl pellawwmux MpaBuil  TOMbKO
agMUHUCTpaToOpaM M Nofb3oBaTensm.

3. Mogynb COB nmeeT rpadmyecknii MHTepgenc agMMHUCTPUPOBaHUS.

B nsgenun peanusoBaHbl MEXaHW3MbI NTOKANBHOMO U yAanéHHOro agMuHmucTpuposaHms COB.

5. B u3genun agmuHucTpatopam ©Oe3onacHOCTM (M TOMbKO MM) NPEeAoCTaBMsieTCA BO3MOXHOCTb
MoaudmLumMpoBaTe PEXUM BbINOMHEHUS (DYHKUWUA, CBA3AHHBbIX C BHYTPEHHUM NpeAcTaBliEeHVEM
BpEeMeHN, Co COOPOM AaHHbIX 0 cucteme UT, nx aHann3omM 1 OTBETHbIMU PeaKLUAMMN.

6. B v3genun ynonHoMmoyeHHbIM agMuHUcCTpatopam ©Oe3onacHocTM (M TONMbKO MM) NpefocTaBnsAeTcs
BO3MOXHOCTb 3aJjaHusi, a Takke 3anpoca, UsMeHeHus, Moguduvkaumm, yaaneHus 1 O4NCTKU 3HAYEHUN
Mo yMOS4YaHuio.

7. B uagenuu nogaoepxuBaroTca cnegyowme ponu onsa ynpasnexdus mogynem COB:

e agmuHucTpaTop 6e3onacHocTy;

e nonb3oBarens UC;

e aaAMMHMCTPATOp cepsepa.

8. B mnzgenum obecneveHa BO3MOXHOCTb acCoLMMpoBaTh Nofb3oBaTenemn ¢ ponsamu.

9. B u3genumn obecneyeHa BO3MOXHOCTb BbIMOMHATbL aHanu3 cobpaHHbiX AaHHbix COB o ceTeBOM
Tpachuke B pexume, 6nmuskom K peanbHoMy macwTaby BpemeHu. ObecnedyeHa BO3MOXHOCTb MO
pesynbTataMm aHanusa uKcupoBaTb CneayloLyo MHopMauuio:

e [aTy v Bpems, pesynbTaT aHanuaa, TUn JaHHbIX, nOeHTUMUKATOP NCTOYHUKA AaHHbIX;

e  NPOTOKON (MexaHu3m), UCnonb3yembli ANA NpoBeAeHNS BTOPXKEHNS;

e ngeHTUmkKaTop cydbekTa BTOPXKEHUs, naeHTudurkaTop obbekTa BTOPKEHMS.

10.B wusgenuu peanu3oBaHa BO3MOXHOCTb BbINOMHATL criegylowme QyHKUMM No  aHanusy BCeX
nonyyeHHbIX AaHHbIX COB:

e obHapyxuBaTb BTOPXEHUSA B pexume, 6nM3KoM K pearnbHOMY MacliTaby BpeMeHW Ha ypoBHe
OTAenbHbIX XOCTOB (MokanbHbiX y3noB WC) nytem aHanu3a ceteBoro Tpaduka 6e3 notepu
AaHHbIX ANs aHanuaa;

e obHapyXuBaTb BTOPXEHUS Ha YPOBHE OTAENbHbIX XOCTOB (NoKanbHbIX y3nos VIC) nytem aHanu3a
XypHanos cobbituin OC u npuknagHoro IMO.

11.B cny4ae oOOHapyXeHUs BTOPXEHUA W HapyweHun 6Ge3onacHOCTM wusgenue npeanpuHuMaet
cnefywoline OencTeus:

e  OCyLLeCTBUTb (hukcaumio hakta oBHapYKEHUS BTOPXKEHWUI WM HapylleHui 6e3onacHoCcTu B
XypHanax ayauta;

e yBEeOOMMUTb agMuHucTpatopa 6esonacHocTM 00 OOHApYXEHHbIX BTOPXKEHUSIX M HapyLUEHUsIX
fesonacHOCTM C MOMOLLbBIO BU3yaribHOrO OTODPaXeHUs COOTBETCTBYHOLLEro cooblleHus Ha
KOHCOJN yrpaBreHus 1 nogayun 3ByKOBOrO CUrHarna, a Takke COobLLIEHUS MO ANEKTPOHHOM MoYTe;

e OnokupoBaTh IP-agpec aTakyoLwero B Te4eHMM 3a4aHHOIO BPEMEHM.

12.B u3genuu peannsoBaHa BO3MOXHOCTb OMpefeneHus OrpaHu4eHuin crnefyowimx AaHHbIX TOMNbKO
aAMuNHUCTpaTopoM 6e3onacHoOCTH:

* pasmep XpaHUMBbIX XXYpHanoB;
e Bpewms 6nokMpoBKM IP-agpeca aTakytoLlero.
13.B uagenuu npegnpuHnmaroTcs crneaylowme OeNCTBUsSt NMpU AOCTUXKEHUM U NPEBLILEHUN OaHHBIMU
orpaHunyeHun COB, ycTaHoBMNEeHHbIX B TpeboBaHum 12:
e poTauusd XypHanoB Npu NPeBLILLEHUN pa3Mepa XpaHUMBbIX KYpPHanoB;
e pasbnokupoBka |P-agpeca aTakylwero npuv uCTedeHuuM BpemeHu OnokupoBku |IP-agpeca
aTakyoLLero.

>



14.B n3penun peanu3oBaHa BO3MOXHOCTb FeHEpMpoOBaTb 3anuCb ayauTa Ofis Criedyrolmx cobbITui,
noTeHLManbHO NoABepraembIx ayguTy:

e  3anycKk K 3aBepLUEeHME BbINONTHEHUS DYHKUMIA ayauTa;

e Bce COObITUS, NOTeHUManbHO noaBepraemMble ayauTy, Ha HeonpeaenéHHoOM ypoBHEe ayauTa

(MUHMManbHBIN, 6a30BbIN, eTanNnU3NPOBaHHLIN);

poctyn k COB;

yTeHne MHdopmauun 13 3anucen ayanTa;

HeycrnelHble NOMbITKA YnTaTth MHpopMaLMo N3 3anucen ayauTa;

BCE MOAMPUKALMU pexmMa BbINOMHEHUS (PYHKUMIA, CBA3AHHbBIX CO COOPOM [aHHbIX O cucTeme

UT, nx aHann3om n oTBETHbIMU peakumsimMu;

BCe Moamdukaumm aaHHbix COB, gaHHbIX ayauTa 1 Bcex npounx gaHHeix COB;

MoauduKaums rpynnbl NonbL3oBaTeNen — UCMONTHUTENEN pPonu;

BbINOSTHEHWNE U pe3yrnbTaTbl caMoTeCcTUpoBaHus komnoHeHToB COB.

15.B nsgenun peannsoBaHa BO3MOXHOCTb PErMCTPUPOBATL B KaXXAOW 3anMcu ayguTa, No MeHbLLEN Mepe,
cnenywoLyo MHopmauuio:

e [parta u Bpems, Tvn cobbiTus, ngeHtudmkatop cybbekra n pesynbtaTt cobbiTust (YCNEeLHbIA nnm
HeyCcneLHbIN);

e NS K&KAOro Tuna cobbITU, NOTEHUManNbLHO NOABEPraemMbIxX ayamTy, U3 Yucna onpeaenéxHbIX B
YHKLUMOHANbHbLIX KOMMOHEHTaX, PErMcTpUPYHTCS crneaylolmne napameTpbl: ngeHtndukaTop
00bekTa, BMA 3anpallMBaemMoro AocTyna npu cobbiTMM 3amnycka U 3aBepLUEeHUsT BbIMOSTHEHUS
dyHKUMIN ayauTta, npu goctyne k COB;

e uvaeHTUMKaTop nonb3oBaTens npu cobbiTum Moaudumkauum rpynnbl nonb3oBaTenen —
ncnonHuTenen ponu.

16.B nsgenunn peanusoBaHa BO3MOXHOCTb NpeAoCTaBnsaATb aaAMUHUCTPATOpy 6e30nacHOCTM NpaBo YnTaTb
BCe JaHHble ayanTa 13 3anucen ayguTta.

17.B uspgenuu peanu3oBaHa BO3MOXHOCTb 3anncu ayguta B Buae, MNO3BOMSAKOLWEM MNONb30BaTeNo
BOCMNPVHMMATL COAEPXKAaLLYCS B HUX MHbopMaLuuto.

18.B wun3genun peanu3oBaHa BO3MOXHOCTb accoUMMpOBaTb Kaxdoe coObiTue, NoTeHunansHo
noaesepraemMoe ayauTty, C WAEHTUHUKATOPOM MoNb3oBaTens, KOTOPbIA Obl MHUMLMATOPOM 3TOro
cobbITUS.

19.B usgenuu peanu3oBaHa BO3MOXHOCTb 3anpeTa BCEM MOMb30BaTENsAM AOCTyNna K YTEHWUO 3anucen
ayauTa, 3a UCKMYeHEM Norb3oBaTenem, KOTopbiM SBHO NpegocTaBeH A0CTYN AN YTEHUS.

20.B n3genuum npegoctaBnsaeTCca BO3MOXHOCTb BbIMOMHATE NMOUCK, YNOPSiA0YMBaHME, COPTUPOBKY AaHHbIX
ayauTa, OCHOBaHHYIO Ha cregylowmx atpubyrax:

e [aTa u Bpewms;

naeHTudukaTop cyobekTa;

TMN cobbITUS;

pe3ynbTaTt cobbITUSA (YCNELUHbIN / HeyCneLHbIN);

nencraume.

21.B n3genun BbINOSHAETCA PYHKLMA CaMOTECTUMPOBaHUA NpuW 3anycke, Mo 3anpocy YnoSIHOMOYEHHOro
nonb3oBaTens Ans AeMOHCTpaLMM NPaBUIbHOMO BbINONHEHUSA PYHKUMI 6e3onacHocTn COB.

22.3penne npepoctaBnsieT BO3MOXHOCTb  YMOSTHOMOYEHHBIM  MONb3oBaTenaM BepuduumpoBaTtb
LLeNIOCTHOCTb AaHHbIX PYHKUMI 6e3onacHocTn COB.

23.B unsgenun npenoctaBnsieTcs BO3MOXHOCTb YMONIHOMOYEHHbIM Mofb3oBaTeNsiM BepnduLnpoBaThb
LLeNIOCTHOCTb NPOrpaMMHOro koaa gyHkumin 6esonacHoctn COB.

24.06ecneyeHa BO3MOXHOCTb cobupaTb MHOpMaLuio 0 ceTeBOM Tpadhmke, NpoxogsiemM Yepes yanbl
ceTu:

UHdopMaLUns o ceTeBbIX agpecax;

nHdopmaumsa 06 ucnonb3yemblx NOpTax;

WHopMaLns 0 3Ha4YEeHUAX Nonen ceTeBOro nakeTa;

nHdpopmaums ob annapaTHbIX agpecax yCTPOWCTB;

nHcopmaumsa 06 ngeHTudrnkaTopax NPOTOKOSOB;

MHopMaLMa 0 pa3mepax NakeTos.

25.B usgenuu obecneyveHa BO3MOXHOCTb cOBMpaTb MHpopMaLMIo O criegyoLmx cobbITUAX Ha y3nax ceTu:
e cobbITUS, perncTpupyemsle B xypHanax ayauta: OC, npuknagHoro nporpaMMHoro obecneyeHuns;
e  BbI30B (OYHKLMI;



e oOpalleHune K pecypcam.
26.B n3genun peanusoBaHa BO3MOXHOCTb COOUpaTh 1 PErMCTPMPOBaTh CEeAYLLYH MHPOPMALMIO;
e [aTty v BpeMms cobbiTus;
e TUN cobbITHS;
e uaeHTUdukaTop cybbekTa.

27.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbINMOJIHATb aHal1n3 COGpaHHbIX AaHHbIX C LUeJibo 06Hapy>|<eHV|s=|
BTOp)KGHI/IVI C ncnonb3oBaHMemM CUrHaTypHbIX 1 3BPUCTUYHECKNX MeTOOO0B.

28.B uzgenum peanusoBaHa BO3MOXHOCTb BbINOMHATL aHanm3 cobpaHHbIX AaHHbIX C LIENbo 0OHapyKeHns
BTOPXXEHMN C UCNONb30BaHMEM 3BPUCTUYECKMX METOAOB, OCHOBAHHbIX HAa METOAaX BbISIBMEHMUS
aHomanui ceTeBoro Tpaduka, MeToaax BbiBEHUS aHOManum B AencTeusix nonb3osatens VC.

29.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbINMOJIHATbL aHalnn3 COGpaHHbIX AaHHbIX C LUEeJbo o6Hapy>+<eHV|s=|
BTOp)KeHVIIZ C ncnosib3oBaHnem 3BpuCcTN4ECKNX mMetogoB Ha 3agaHHOM ypOBHeE.

30.N3penne nmeeT MexaHn3Mbl OBHaPYXEHWUS BTOPXXEHWMIN HA OCHOBE aHanusa crnyxebHon nHpopmaumm
npoTtokonoB ceteBoro ypoBHsi (ICMPv4, ICMPv6, IPv4, IPv6) n TpaHcnopTHoro ypoBHA (UDP, TCP)
6a30B0OI 3TaNOHHOW MOAENM B3aUMOCBSI3N OTKPLITBIX CUCTEM.

31.B n3genuu peanusoBaHa BO3MOXHOCTb onpeaeneHus noamersl IP-agpeca n 6nokuposka IP-cnyaa.

32.B nsgenuu peanu3oBaHa BO3MOXHOCTb BrIOKMPOBKU y3NnoB, ckaHmpyowmx MK B cetn.

33.B n3genum peanvsoBaHa BO3MOXHOCTb BbISIBIEHMS aTaK, HAanpaBfeHHbIX Ha 0TKa3 B 00Ny>XMBaHUW.

34.B uv3pgenun peanu3oBaHa BO3MOXHOCTb OMNpPEAEeneHnst Ccrnvucka TUMOB aTak, KoTopble OyayT
©nokmpoBatbCs.

35.B n3genuu peanusoBaHa BO3MOXHOCTb CO3aHnst COOCTBEHHbIX curHaTtyp COB.

36.B mn3genuu peanu3oBaHa BO3MOXHOCTb OOKMpPOBaTb HEOOBEPEHHLIE MPUIOXKEHUS!, HE MMeloLme
LmdpoBOM NOANMCH.

37.B n3genuu peanvsoBaHa BO3MOXHOCTb AOBEPUS NMPUMIOKEHNUAM, UMEKOLLMM LMdPOBYIO NOAMNUCH.

38.B nsgenuu peanmsoBaHa BO3MOXHOCTb HACTPOMKM CMCKA YSI3BMMbIX MOPTOB.

39.B n3genun peanusoBaHa BO3MOXHOCTb BbIGOpa KOMMOHEHTOB, pa3peLleHHbIX AMs MCNOMb30BaHNs Ha
MMK.

40.B n3genvu peanusoBaHa BO3MOXHOCTb BblsiBNeHUst nonblTok MO 3anucbliBaTe AaHHble B CUCTEMHbIN
peecTp u obpalleHus k Kputnyecknum obbektam OC.

41.B n3genuu peanv3oBaHa BO3MOXHOCTb HACTPOWKUN «4YBCTBUTENBHOCTUY» OnpeaenieHns artak.

42.B nsgenvn peanusoBaHa BO3MOXHOCTb HACTPOMKM UCKIMIOYEHNIA 115 JOBEPEHHbIX Y3M0B, C KOTOPbIX He
OyneTt obHapyxnBaTbCs aTaka.

43.B nagenun peanmsoBaHo MackupoBaHue gatymkos COB.

44.B n3genuun peanu3oBaH KOHTPOSb LenocTHoCcTK 6a3bl pewatowmx npasun COB (curHaTtyp >kypHarnos,
Tpaduka).

45.B usgenuu peanusoBaHa BO3MOXHOCTb COXpaHEHUS OTUNLTPOBAHHOW WHopMaunn u3 XypHanos
nocrie NpUMeHeHUs unbTpaLmm.

46.B nagenuu peanusoBaHa (pyHKLMOHanNbLHasi BO3MOXHOCTb «besonacHas cpega» (BC), nossonstowas
3anyckaTb M NpoM3BOAMTbL PaboTbl C NPOrpaMMHbIM OBecnevYeHneM B U30NMPOBAHHOM, 3aLlULLIEHHOMN
cpene 0e3 BHeceHMs1 M3mMeHeHun B ocHoBHYyto OC, npoBepsTb 1O Ha onacHble AEWCTBUSI C LIENbIO
onpeeneHnsa cteneHn 4oBepus K Hemy U bopMMpoBaTb OTYET O AeATeNnbHOCTU nporpammbl. OTyeT
COCTaBMnsieTcsa € npaBamMu JOCTYnNa, UCKIYaoLWMMn BO3MOXHOCTb peaakTupoBaHus danna. B otyete
oTobpaxeHo criegyroLee:

KpaTkas cBOJKa O NoTeHUManbHO-BpeJOHOCHbIX JENCTBUSX;

oLeHKa 6e30nacHOCTM NPUIOXEHUs, danna unm cCbisku;

NofIHOe HaMMeHOBaHNE O CUCTEME;

noapobHOe cocTaBneHne OTYETOB/XKYPHAIOB O pe3yrbTaTax NPOBEPKU.

47.B w3penuu peanusoBaHa BO3MOXHOCTb MMMOPTa U MOCNeAyHLWero 0GHOBNEHNST «4EPHOrO CrnmcKa»
URL agpecoB 13 BHellHero «*.txt» dgpanna.

48.B nzgenuu peanv3oBaHa BO3MOXHOCTb 3alLuTbl cnykobl COB 0T HeaBTOpPU3NPOBaHHOIO OCTaHOBA.

49.B n3penun peanusoBaHa (yHKUMOHaNbHas BO3MOXHOCTb 3afaBaTb M aHanmM3MpoBaTb KOMaHOHYH
CTPOKY ANsi NpoLeccoB Ansi TMBKOW HaCTPOWKKU NpaBun XypHanos npunoxeHunii COB.

50.B n3genun peanvsoBaH BbiBOA M3 k3wa DNS-MMeHM BHELIHEro pecrnoHAeHTa Mpu HanMunm Takomn
WHopMaLnn B OTNPaBAEHHBIX UITN NMPUHATBLIX AaHHbIX.



51.B nsgenun peanusoBaHa yHKUNSA CaMOTECTUPOBAHUSA KOHTPONSA NPUSTOXKEHUI.
52.B n3genun peanv3oBaHa yHKLUSA aBTOMAaTUYECKOro 3anycka npunoxexHun B bC B cnydae, ecnv oHm
nony4yeHbl C CanToB ceTn NIHTEpHeT.
53.B n3genuu peanv3oBaH 4eTEKTOP BPe4OHOCHOW akTUBHOCTY BUPYCOB-LUMGPOBASbLUMKOB.
54.B n3genuu peanu3oBaH AeTEKTOp NO403PUTENbHbLIX (PannoBbiX onepauunii.
55.B n3genuu peanu3oBaH TPaH3aKUMOHHBIA peXxnm Ans MUHUMMU3auMU NOTEpU AaHHbIX OT OEeNCTBUM
BMpYyCa-LLMdpoBanbLUMKa:
e BefeHue crnucka yaansembix hannoB U MackMpoBaHME 3TMX onepauun Takmm obpas3om, Kak
OyaTo 3T hannbl yxe yaaneHsol;
e  CO3[aHue TEHEBbIX KOMUIN M3MeHsSEMbIX DanrioB B CKPbITOM KaTtarore 1 MackupoBaHue nx Takum
0bpasoM, Kak 0yaTo aTuX hannos HeT.
56.B n3genun peannsoBaHO NPUHATME PeLleHUM NO COObITUAM, CBA3aHHbIM C aKTMBHOCTbIO BMPYCOB-
LWndpoBanbLLNKOB.
57.B wu3genuu peanu3oBaHO pearnpoBaHMe Ha COObITUS, CBA3aHHbIE C aKTMBHOCTLIO BUPYCOB-
LW POBanbLUMKOB.
58.B wu3pgenun peanu3oBaHa peructpaumsi COoObITWUIA, CBSI3aHHbIX C  aKTMBHOCTbIO  BMPYCOB-
LWMdPOBanbLUMKOB.
59.B nsgenuu peanv3oBaHa BO3MOXHOCTb OMoKnpoBkM oTrnpaBku TeriemeTpmm Windows.

3.5 CepsBep KoHduUrypaumm

1. B v3genun peanusoBaHa GyHKuua cbopa no cetn u obpaboTkm mHPopmMaLMM O MNpPOrpaMMHOM
obecneyeHnm MK ¢ yctaHoBneHHbIM Dallas Lock 8.0.

2. B usgenuu peanusoBaHa QYHKUUS OTCMEXMBaAHUA W3MEHEHUMW B YCTAHOBMEHHOM MporpammMHOM
obecneyeHnmn Ha KNneHTax.

3. B unsgenuu peanusoBaHa dyHKLMSA duKkcaumm cobbiTUin NOACUCTEMbBI CKAHUPOBAHUSA KITMEHTCKOW YacTy
B XypHane CK. dukcupyrotca crniegyroime Tunbl cobbITUIA:

CKaHupoBaHue;

pefakTupoBaHne napameTpos;

3arpy3ka NacnopTta NO co CbEMHOro MaLLMHHOIO HOCUTENS;

CUHXpOHM3auus [acnopToB KNMeHTa.

4. B nsgenuu peanu3oBaHa PyHKUMSA dunbTpaumm cobbiTui, 3adUKCUPOBaHHbIX B XypHane ynpasneHus
nonuTUKamMu, No TNy 1 pesynbTaTy.

5. B n3genuu BbINOMHAETCS KOHTPOIb U hrKcaumns COCTOSHUSA NPOrpaMMHON cpeabl.

6. B wusgenuu peanusoBaHa QyHKUMOHANbLHasa BO3MOXHOCTb cpaBHeHus [lpoekta nacnopTta u
3aBepeHHoro [acnopTa, 3aBepeHHbIX NacnopToB B pamMKax OAHOTO KNMeHTa.

7. B usgenuu peanusoBaHa dyHkuns dopmmpoaHus MNMpoekTta nacnopta MO, MNacnopta MO.

8. B u3genuu peanusoBaHa dyHKumMs yteBepxaeHusa [Nacnopta MO ¢ nomMowbo YCTaHOBKM MPOCTOM
3NEKTPOHHOW NOAMMUCH.

9. B unsgenun peanusoBaHa yHKLMSA CO3A4aHUSA U pedakTUpoBaHMs npaB y4eTHbIX 3anucen CK.

10.B wmsgenuu peanu3oBaHa QyHKUMOHANbHAA BO3MOXHOCTb XpaHEHUs OaHHbIX O coctosHum [10
KnneHToB B 6ase AaHHbIX MPOrpaMMHOro mogyns. Msgenve obecnedvBaeT XxpaHeHwe creayowmx
AaHHbIX:

e  CBEOEHUs O KIUEeHTax;

e CBedeHus 0 mepcoHarne Komnekca:

e nacnopta MO KNMEeHTOB C aNeKTPOHHOM noanucbio KoHTponepos (MHopmaunsi 06 n3MeHeHNsIX
cocTtaBa 10 u ucnonHaemsix gannax);

e uHGpopmaums o MO.

3.6 O6wwme 3apaum cywecTBylowmnx nogcuctem C3UN HCA

1. Uspenue MoOXeT KOHTPONMPOBATL U ONpeaensiTb CaHKLMOHMPOBaHHOE BpeMs paboThbl y4eTHOW 3anuncu
nonb3oBaTtens. PeannsoBaH MexaHW3M OrpaHuW4eHWs JoCTyna Mo gaTte U BpeMeHu (pacnucaHve
paboTbl nonb3oBaTtenen).

2. Nspenue cnocobHO MpuHYAUTENbHO OTKMAYaTh ann-guck npuv  OTKNHYEHMM annapaTHOro
naeHTudukaTopa.



3. B usgenun peanmsoBaHa BO3MOXHOCTb KOHTPOSIS PYHKLMIA rapaHTUPOBaHHOM 3a4MCTKU MHbOpMaLMK.

4. B wvsgenun peanuni3oBaHa BO3MOXHOCTb HAacCTpPOMKM UM OTODpaKeHuss 3adaHHOro TEeKCTOBOro
yBEeAOMIIEHNS] NONb30BaTENS NPU ero BxoAe B MHPOPMALMOHHYI0 CUCTEMY (HanOMUHaHWE O TOM, YTO B
WH(POPMALIMOHHOM CUCTEME peann3oBaHbl Mepbl Mo obecrneyeHnto 6e30MacHOCTN NepCoHarnbHbIX
OaHHbIX, M O HeobxoouMoCTM COONOAEHNs YCTAHOBIEHHbLIX OMNepaTtopoM Mnpaeun obpaboTku
nepcoHanbHbIX AaHHbIX).

5. B v3genuu peanv3oBaHO OMOBELLEHNE MOfb30BaTENst NOCE YCNELWHOro BXxoda B MHOPMaLUMOHHYO
CUCTEMY O ero npeabiayLiem Bxoae B MHPOPMALMOHHYHO CUCTEMY, O KOJTMYECTBE HeYCMEeLUHbIX MOMbITOK
BXO4a B MH(OPMALMOHHYIO CcUCTEMY 3a Nepuod, 06 U3MEeHeHUN CBEAEHWIA, OTHOCALLUMXCA K YY4ETHOM
3anuncu nonb3oBartens.

6. B n3genun ocylecTBnsieTcs peructpauusi coObITUIN, CBSA3aHHbIX C OENCTBUSIMU MO  3a4UCTKe
OCTaTOYHOM NHOpMaLMN.

7. B v3genun peanusoBaH MexaHM3M FMOKOW HacCTPOWKWM LUTammna, NPOCTaBNSAEMOro Mpu OTYYXOEHUU
WMHpopMaLnn Ha TBEPAYHO KOMUIO.

8. lNMpn ceTeBoM wucnonb3oBaHuM u3genve obecneynmsaetr (cunamm cepsepa ©HesonacHocTw)
CUHXPOHM3ALMIO BPEMEHN.

9. B wusgenuu peanunsoBaH MoOAynb YMNpaBneHus nNuueHsusMyn Onsi cepBepa 0e3onacHOCTM M Ha
orpaHnyeHne ymcna TepMmHanbHbIX CECCUN.

10.B wuspgenuun peanumsoBaHa BO3MOXHOCTb [AyOGnvMpoBaHWs cepBepoB 06e30MacHOCTU MpU CETEBOM
pasBepTbIBaHUK, OIS NOBbILLIEHWSI OTKAa30yCTOMYNMBOCTU U3AENNSI.

11. B nsgenun peanusoBaHa BO3MOXXHOCTb YCTAHOBKM KOHGUIypaLumn no yMon4yaHuto, yaA0BIETBOPSOLLEN
TpeboBaHMsIM OrpaHUYEeHUn NO AKCMyaTaunn, ykasaHHbiM B nogpasgene 3.3 popmynsapa Ha usgenve.

12.B v3genun peanusoBaHa BO3MOXHOCTb aBTOMATU4YECKOro 3KcnopTa ypHanos CB u xypHanos,
cobupaembix ¢ knneHTos OB, Bo BHewHO SQL 6a3y AaHHbIX.

13.V3penne obecneunBaeT sIBHOE BbIBEOEHWE KIIMEHTCKOW paboyelr CcTaHuuu K3-nog ynpaBneHus
cepBepa 6e30nacHoOCTU.

14.B u3genuu peanu3oBaHa BO3MOXHOCTb MEPEMELLEHUst Tpynn KIMEHTOB cepBepa Oe3onacHocT B
Apyrve rpynnbl Yepes NX KOHTEKCTHOE MEHI0, COOTBETCTBYHOLLEE CYLLLECTBYIOLLEN MepapXun rpynn.
15.U3penne obecneynBaeT aBToMaTMdeckoe 06GHOBNEHNE NHGOPMALMN B PEXMME pearibHOro BpEMEHU O

KIMEHTax, TEXHUYecKkasa NOAAEPXKKA KOTOPbIX 3aKOHYMNaCh.

16.B nagenuu peanusoBaHa yHKUUs oTobpaxeHun nHdopmaumm 06 akTMBHbIX komnoHeHTax C3U HCO
B OkHe «O nporpamme».

17.B n3genuu peannsoBaHa aBTopM3aums No cmapT-kapTe Yyepes ygoctosepsaowmi ueHtp MS Windows
Ansa 64-paspsiaHblX OnepaunoHHbIX CUCTEM.

18.Mpu dyHKuMoHMpoBaHun B aomeHe Active Directory C3U HCL npu HacTpoeHHOM aBTopu3aumm no
cmapT-KapTe u3genve obecnednBaeT BO3MOXHOCTb OTKIMIOYEHUS MaposibHOro MHTepdelica Bxoaa.

19.Mpw 06HOBREHUN U3OENNE aBTOMATUYECKM NPOBEPSET SMIEKTPOHHbBIE MOANMUCU UCMONTHAEMbIX MOAYIEN
W 3anpeLyaeT yCTaHOBKY He npoluewmx npoepky A ncnonHsaemblx MOAynen.

20.Tpn COBMECTHOM MCMNONb30BaHUM HaA OOHOWM KnueHTckon paboyen ctaHuum C3U HCO v CAO3 Dallas
Lock obecneumnBaeTtcs:

e  BO3MOXHOCTb CKBO3HOW aBTOpu3auum B OC — nepefgaya BBEAEHHbIX aBTOPM3ALMOHHBIX JaHHbIX
n3 CA3 Dallas Lock B C3U HCA,;

e BO3MOXHOCTb 3aMMCTBOBaHMS BpemeHHbIx oTMeTok u3 CA3 Dallas Lock ans perncrtpaunm
cobbITun 6e3onacHoCTy.

21.PacluimpeHa uHTerpaums ¢ knveHTamu gomeHa nog ynpaeneHuem unsgenua C3U HCLO Dallas Lock
Linux. Obecne4ynBatorcs:

®  CUHXPOHU3aUMs NONMTUK Ge3onacHoCTy;
e  BbIFPy3Ka XXypHarnoB knueHToB nog ynpasneHnem n3genua C3U HCL Dallas Lock Linux B MS
SQL;
MONHOLIEHHas CUMHXPOHU3aUus y4eTHbIX 3anucein rpynn (no aHanorun ¢ C3U HCL);
yaaneHHoe paseeptbiBaHne C3U HCL Dallas Lock Linux;
e LieHTpanu3oBaHHoOe ynpasneHue ponamu agMmuHmuctpupoBannss C3U HCH Dallas Lock Linux.
22.Mpwn ypanennn C3U HCL nagenve npegnaraeT COXpaHUTb MPOU3BEAEHHbIE HACTPOWKM.
23.B n3genun peanusoBaHa 6a3oBas nHTerpauns ¢ aHtmempycom «Kaspersky Endpoint Security»:

e onpepgernieHne Hannyma yCtaHoOBJ1IEHHOINO aHTUBMpPYCA Ha KIUMEHTCKUX p860'~IVIX CTaHUUNAX;



e MpegocTaBreHune nHpopmauum 06 akTyanbHOCTM aHTMBUPYCHBIX 6as;
e aHanu3 XypHaroB aHTMBUpYCa C peakumnen Ha 3a4aHHbIn pa3paboTyMKoM nepeyvyeHb COBbITUN.

24.B n3genun peannsoBaHa rpadmyeckas naHenb MOHUTOPMHIA 3aLMULLEHHOCTM CUCTEMBI (3aLLMLLAEeMOro
KOHTYpa).

25.B wusgenumn peanusoBaHa QYHKUUS TEHEBOro KonmuMpoBaHusi, obecnevyvBarollasl KonvpoBaHue
WHpopMaLMn, KOTOPYIH MNOMb30BaTeNb 3aNUCbIBAET Ha CMEHHbIE WM CeTEeBble HaKonuTenu, B
cneumanbHYHo nanky Ha fIoKkanbHOM XeCTKOM ANCKE C BO3MOXHOCTbIO 3ajaBaTb MakCMMarbHbIN pasmep
XpaHunuia TeHeBbIX KOMUM K Bpems uxX Xu3Hu. [locTyn nonb3oBaTensd K TEHEBOW KOomnuu
aBTOMaTU4eCKNM 00pa3om orpaHMYMBaeTCs.

26.B nsgenuu peanusoBaHa (pyHKLMA aBTOMATMYECKOrO COXPaHEHUSI HECKOMNbKUX (hannoB KOHUrypaumm
CepBepa 6e30nMacHOCTU N0 YCTaHOBNEHHOMY PACnUCaHMI0 C BO3MOXHOCTbBIO 3a4aTb MyTb COXPaHEHNS
danna koHdwurypaumm C3UM HC[H Ha XeCcTkoM AWCKe, CEeTEBOM AWCKE WM CbEMHOM MalUMHHOM
HocuTene.

27.B wuspgenuu peanu3oBaHa YHKUMS arperauum CcoObITUA HECaHKUMOHMPOBAHHOIO AocTyna no
pas3HOPOAHbLIM KNMeHTam AoMeHa 6e30MacHOCTU C YHUPMLMPOBAHHON BO3MOXHOCTBIO 06paboTkm Ans
noboro y3na wnu rpynnel y3rnos (BHE 3aBUCUMOCTW OT Tuna).

28.B unsgenun peanusoBaHa yHKUMS NpoBepku umudpoBon nognucyn obbekToB hannoBon CUCTEMBI,
Haxogswmecss nof KOHTPONeM LEenoCTHOCTM, npu Mx obHoBneHuwn. B cnyvae Hanunumsi y HOBOro
ncnonHsaemoro arna umdpoBor NOANUCK 3aMeHa paspeLlaeTcs, B NPOTUBHOM — 3anpeLuaeTcs.

29.B n3genun peanusoBaHa BO3MOXHOCTb NMpocmoTpa B xxypHane Cepsepa 6e3onacHoCTVM napameTpa,
NpY CUHXPOHM3ALMN KOTOPOrO BO3HMKAET OLLIMBKa.

30.B usgenun peanusoBaHa yHKUMS, NO3BOMsOLLAA BKMOYaTbh KOHTponnepbl gomeHa OC Windows B
[omeH 6e3onacHoctn C3U HCO.

31.B wu3genun peanu3oBaHa QYHKUMS, MO3BOMAOWAA CO34aBaTb YveTHble 3anucyu [OMEHHbIX
nonb3oBaTtenemn u3 kKoHconu agMmuHuctTpmposaHus C3U HCO.

32.B usgenuu peanunsoBaHa ¢yHKUMS, no3Bonstowlas BkoyaTe CepBepbl 6e3onacHoct C3U HCL B
[omeH 6e3onacHoctn C3U HCO.

33.B u3genun peanusoBaHa (YHKUMSA, MO3BONSOLAA BKIOYUTL KNMeHTCKyto Yactb C3U B gomeH
6esonacHoctn C3U HCQO no IP-agpecy.

34.Ans koHconu Cepeepa 6e3onacHoct C3U HCL peann3oBaHa BO3MOXHOCTb HAaCTPOMKK rnobanbHbIX
napameTpoB AUCKPELVNOHHOrO A0CTyNa Ha ypOBHE rpynmn KIMEHTOB.

35.B usgenuu peanm3oBaHa BO3MOXHOCTb pacnpeneneHms rpynn norib3oBaTenien no KnMeHTam v rpynnam
aepea koHconn Cepeepa 6e3onacHoct C3U HCJ.

36.B nsgenuun peanusoBaHa UHOVKALUS «HEaKTUBHOIO pexumay B JepeBe KnueHToB koHconu Cepsepa
6e3onacHocTH.

37.B u3pgenun peanu3oBaHa BO3MOXHOCTb OTOOpakeHust cooblleHnss 06 OKOHYaHUW yAareHHOM
ycTaHoBku knueHTckonm Yactn C3U HCQO (c ykazaHumem HeoBXOAMMOCTU BbINOSHEHUS nepes3arpysku)
ANsi MepcoHanbHOro KOMMbKOTEpa, Ha KOTopbiM Obla npou3BedeHa yaaneHHas ycTaHoBka. [[ns
koHconn CepBepa 6e3onacHOCTM peanu3oBaHa BO3MOXHOCTb MPOM3BOSIBHOIO pefakTUpOoBaHWSA
(3apaHus) TekcTa JaHHOro coobLueHus.

38.[Ans Cepeepa 6e3onacHoctn C3U HC[ peanusoBaHa pennukaunsa Hactpoek CO3 «Dallas Lock» npwu
Knactepusaumu.

39.B m3genuu peanusoBaHa BO3MOXHOCTb A006aBNEHUS NPOM3BOMbLHOIO KOMMEHTapUsA B 3JIEKTPOHHOM
Buae k cobbitnam HCQ.

40.B n3genuu peanu3oBaHa OYHKUMUS BbIFPY3KM OTYETa O OEMCTBUSAX Mosnb3oBaTtens (Y4eTHOM 3anmcu
none3oBaTtens) Ha 3awuwiaembix TC 13 6a3bl gaHHbIX SQL.

41.B wnsgenun peanu3oBaH cepBuC cbOopa aHanuTtudeckon mHdopmaumm (KypHan WMHGOPMaLMOHHO-
TEXHOmMorMyeckoro conpoBoxaeHust). CepBuc xpaHUT U oToOpaxaeT B KoHconu Cepsepa
BesonacHocTu:

e cobbiTus No paboTe € 3asBKaMu NONb30BaTENS B CIYX0y TEXHNYECKOW NOAAEPXKKY;
e  WH(OPMaLMOHHBLIE COOBLLEHMS, OTNPABIIEHHbLIE MPOU3BOAUTENEM.

42.B n3genun peanun3oBaHa BO3MOXHOCTb OTobpaxeHus mHgopmauum o coctosiHum MO Kaspersky
Endpoint Security B koHconu Cepsepa 6e3onacHocTu ¢ ucnons3osaHnem Open AP, xxypHanvpoBaHus,
dunbTpaumMm, HacTpOWKM MpUMOpUTETOB COGLITUIA, npoucxogawmx ¢ Kaspersky Security Center,
BbINONTHEHUS NPUHYANTENBHOIO CKaHUpoBaHus knueHTcknx TC ¢ npegycraHosneHHbiM 10 Kaspersky
Endpoint Security, o6HOBneHMs aHTUBMPYCHbIX 6as.



43.B CepBepe 6es3onacHOCTM peanun3oBaHa perucrpauus nogkioveHHbIX K APM KIMMEHTOB CMEHHbIX
HakonuTenew.

44.B n3genuu peanusoBaH MEXaHn3M NOACTaHOBKM y4ETHOM 3anucu Nonb3oBaTerns npu Bbibope ToKkeHa B
uHTepdence Bxoaa B KoHconb cepBepa 6esonacHocTtu Dallas Lock.

45.B nsgenum peanu3oBaHa BO3MOXHOCTb ayouTa OTKIMOYEHMA/MOAKIIOYEHNS
paspeLueHHbix/3anpelleHHbix USB-Hakonutenen.

46.B wv3genun peanusoBaHa BO3MOXHOCTb MpucBavBaTb OAHOMY mMofnb3oBatento 6onee ogHoro
annapaTHoro ngeHTndukaTopa (C BO3MOXHOCTbIO aBTOpU3aumm no nodomMy 13 HuX).

47.B nagenuu peanu3oBaHa UHTerpauus ¢ EgmHeim ueHTpom ynpaenenus Dallas Lock B yacTu:

KOHTPOsi ceccuii nonb3oBaTens;

oTobpaxeHus coctosaHua C3U HCA,;

yrnpaBneHns y4eTHbIMU AaHHBIMY;

yrnpaBneHus nonutukamm 6e3onacHocTy;

cbopa nHdopmaumm c knneHtos C3UM HCA B xypHanbl EanHoro ueHTtpa ynpasneHusi Dallas

Lock;

dhopmMrpoBaHus 3agaHui n ynpaenexue sgaHmamu ans knuedtos C3U HCO,;

OTMNpPaBKM curHanmaaumm ob nHumaeHTax 6e3onacHocTy;

HaCTPOMKM NMLEH3MPOBAHNS;

ynpaBreHns MexceTeBbIM 3KpaHoM (fobaBrneHne n pegaktuposaHue npasun MJ);

ynpasnenuns CKH;

e yaaneHHoOW permcTpaumm annapaTtHbIX MAEHTUUKaTOPOB.

48.B nsgenuu peanv3oBaH MexaHu3m oTobpaxeHus B XypHane Cepsepa 6e3onacHOCTU cobbiTuin Bcex
cepBepoB HesonacHocTy (Npu ucnons3osaHn SQL).

49.B n3pgenun peanusoBaHa nogaepxka SSL/TLS Ha CepBepe 6e3onacHOCTM ANt OTNPaBKM NOYTOBbIX
yBegoMneHui o cobbituax HCL ¢ ncnonb3oBaHMeM BHELLHMX SmMtp-CepBepoB.

50.B u3genun peanv3oBaHa BO3MOXHOCTb BbIPY3KM CMMcka nonb3oBaTenen n knueHtoB ¢ Cepsepa
©e3onacHoOCTM B TEKCTOBOM BUAE.
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BXOAHbLIE U BbIXOAHbLIE OAHHbIE

BxoaHble gaHHbIe

1.

BxoaHbIMM AaHHBIMKU ABNAOTCS:

e (pannbl koHurypaumn mogynenn C3U HCL, ncnonb3yemble Npy yCTaHOBKE;

e YHMKanbHble ANS KaXKOOro MoNib3oBaTens forvH, napoflb M CEpPUNHbBIA HOMEp annapaTHOro
naeHTudumkaTopa;

e naponb npu npeobpasoBaHnn/obpaTHOM nNpeobpasoBaHnn obbekTa hanoBON CUCTEMBI;

e (hopmanusoBaHHble npaBuna NonuMTuk GesonacHoOCT, peanuayemMble C NOMOLLbI0 MEXaHU3MOB
C3U HCA n npeobpasoBaHHbIE B 3HA4YEHMS1 aTPUOYTOB 1 MOSTHOMOYNIA;

e ceTveBov Tpaduk (ana M3, COB);

e yCTaHOBNeEHHble coeauHeHus (ana MJ);

e coObITUs, peructpmpyemsblie B xxypHanax ayauta OC v npunoxenun (ans COB).

. JlormHom MOXeT CnyxuTb Habop NoObIX CUMBOJIOB, BBEEHHbIX C KNaBuaTypbl, AnuHoi oT 1 go 20, 3a

MCK”}OLIeHMeM: Il/ll’ ll\ll, ll[ll, ll]ll, ll:ll, II|II, ll<ll, ll>ll, ll+ll, II:lI, ll;ll, ll,ll, ll?ll, ll@ll, Il*ll.

Mapornem MOXeT CNyxuTb Habop MoObIX CUMBOJIOB, BBEAEHHbIX C KNnaBuaTypbl, AnMHON oT 6 go 31.
'D'Ol'lyCTl/le|e Cl'leLl.l/laj'leble CMMBOan: |I‘ll, ll~ll’ ll!ll’ ll@ll’ II#II, Il$|l7 ll%ll’ IIAII, ll&ll, Il*ll, ll(ll7 Il)ll, ll_ll’ ll_ll, Il+ll, Il{ll7
ll}ll, Il[ll, ll]ll, ll\ll, ll|ll, II:II, Il;ll7 Illlll, lllll, ll<ll, Il>ll, ll,ll, ll.ll, II?II, ll/ll-

MuHUManbHas AnvMHa U coCTaB CMMBOJSIOB Maporist PEryNMpPYyTCA COOTBETCTBYIOLLIMMM NapameTpamMm
6e3onacHoctn B C3U HCA.

BbixogHble AaHHbIe

1.

2.

BbixoaHbIMK gaHHLIMU ABNSAOTCS:

e coobuweHns C3U HCO Ha pelicTBuS Nonb3oBaTenen;
XypHanbl cobbiTuii, cosgaBaemble C3U HCL B npouecce paboTbl;
3HAYeHUS KOHTPOSbHBLIX CYMM OOBEKTOB, HA KOTOPbIX YCTAHOBIIEH KOHTPOSb LIENTOCTHOCTY;
pes3epBHble KOMuu NporpaMmmHbix komnoHeHTos C3U HCL,;
dannel koHUrypaumin mogynen C3U HCL,;
OTYETbI Pe3yNbTaToOB aBTOMATMYECKOrO TECTUPOBaHNUST (PYHKLUMOHANa No HasHa4YeHHbIM NpaBamM
N KOHbUrypaumsiM, oT4eThbl No cnmuckam yctaHoBneHHoro M0;

e coobuweHnsa C3U HCO B cnyyae curHanusauumn npy NomnbITkax HECaHKLUMOHNPOBAHHOMO JOCTYyNa.
B >xypHanax coObITui OTCnexuBalTcAa M OTOOpaxalTCcA Takue AaHHble, Kak AaTta, Bpemsi, MMs
nonb3oBaTtens, MMs 00beKTa, TUM onepaunu, pe3ynbTaT NonbITKA AOCTYNa, Xapaktep oWwnbkn 1 nHas
MHdopMaLnS.



