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1. ObWWE CBEOEHUA U HASHAYEHUE

PytokeH 3UIM 2.0 npegHasHayeH [nsi MOCTPOEHUS CUCTEMbI OBYX(AKTOPHOW ayTeHTUdMKaumm B
MHEOPMALIMOHHBIX CUCTEMAX.
CneunanmsmpoBaHHble CbeMHbIE MalUWHHbIE HocuTenn nHdopmauun PyTokeH QUM 2.0 onpegensitorcs
OOroOBOPOM UM MOCTaBNATCA B cooTBeTcTBUM C pa3genom 4 «KomnnektHocTb»  ®dopmynspa
RU.48957919.501410-01 30.

B cocTaB noctaBku BXOOUT:

npuknagHoe nporpammHoe obecneveHune (MO) — ytunuta rtAdmin, npegHa3HayeHHasa Ans
aBTomMaTMsaumm npouenyp dOpMaTUpoOBaHUA UM agMUHUCTPUPOBAHUS YCTPOWCTB PyTOKeH:
CMeHbl MeTku naeHtudukartopa, PIN-kogoB n nx napameTtpos, ynpaeneHus pasgenamu Flash-
namsaTu;

cneumanu3mpoBaHHbIl CbEMHbIA MalUMHHBLIN HOocuTenb WHpopmaumm PytokeH UM 2.0 ¢
npegycTaHoOBMAEHHbIM NPOrpaMMHbIM obecneyeHnem, a UMEHHO c darinom
USB_Firmware_ ARM_43 ECP_CERT_uv3.hex, npegHa3sHa4yeHHbIM 47151 BbINOSTHEHUST (DYHKLINIA
no sawute MHOPMaLMN, a UMEHHO XPaHEHWEM KIYEBOW WHGOPMaUMM U yrNpaBlieHUEM
OOCTYMNOM K HEW.

USB-kntoun Pytoken 3LUIM 2.0 no3BonaiT Hanpsmyr MOACOEAMHSATb MX K paboyen cTaHumm 4depes
uHtepderc USB, ans nogknodeHns TpebyeTcss MUHUMYM oauH cBo6oaHbI nopT USB.



2. AAMUHUCTPUPOBAHMUE

Ytunuta rtAdmin  npegHasHadeHa and  aBToOMartu3auuu  npouenyp  dopmaTuMpoBaHuA U
aAMUHUCTPUPOBAHNSA YCTPONCTB PyTOKEH: CMeHbl MeTKM ngeHTudukaTopa, PIN-kogos 1 nx napameTpos,
ynpaernenus pasgenamu Flash-namartn. Ona paboTbl B onepauMoHHbIX cucTeMax Linux mcnonb3yetcsi
KOHcomnbHas ytunuta rtAdmin, Takke OHa MOXET WCMONb30BaTbCA U B OMNEPaLMOHHBIX CUCTEMax
cemenctea Windows.

Mpu paboTe ¢ yTUNUTON pekoMeHOyeTCs He noAknioyaTe 6onee ogHOro ycTpoincTea.

YTunura 3anyckaetcd M3 KOMaHOHOW CTPOKUM U UMeeT creaylolimMe napameTpbl, NpeacTaBfeHHble B
Tabnuue 1.
Ta6bnuua 1. MapameTpbl rtAdmin

OnucaHue KOMaHAbI MapameTp KOMaHAHOW CTPOKMX 3HayeHue No yMmonyaHuio
dopmaTtnpoBaHmne I L
naeHTudmkaTopa

87654321
3Ha4eHue no yMonyaHuio

Tekywmin PIN-kog

agMuHUCTpaTopa -0 [PIN-kop (s 32)] NCMONb3yeTCs TONbKO NpU

dopmaTupoBaHum 6es
yKasaHus napameTpa -0

12345678
p 3Ha4eHue no yMonyaHuio
Tekywmin PIN-kog <
HONb30BATENS] -C [PIN-koz (= 32)] MCNONb3yeTCs TOMLKO Npu

dopmaTupoBaHum 6e3
yKasaHus napameTpa -C

87654321

3HayeHme No yMonyaHuio
-a [PIN-kog (s 32)] MCNONb3yeTcs TOMbKO Npu

dopmaTupoBaHun 6e3

yKa3aHus napameTpa -a

YctaHaenmBaembii PIN-kon
agMunHUCTpaTopa

12345678
. 3HayeHme No yMonyaHuio
YctaHaenmBaembii PIN-kon
- - <
HONb30BATENS u [PIN-kop (s 32)] NCNONb3yeTcs TOMbKO Npu

bopmaTupoBaHuu 6e3
yKasaHusi napameTpa -u

NeHepauusa PIN-koga
agMuHUcTpaTopa
(ncnonb3yeTcs npu
dopmaTmpoBaHunm)

-G [anvHa PIN-kopa (8-32)] —

NeHepauus PIN-koga
nonb3oBaTtensa (ucnomnb3dyetca -g [anvHa PIN-koga (8-32)] —
npv chopmaTUpoBaHnm)

3arpyska 3HaveHun nap PIN-

koaoB M3 daiina -b [ums cpaiina] o

-p [KTO MOoxeT meHATb PIN-koa:
MNonuTtmka cmenbl PIN-koga 1 — agMuHucTpartop, 2
nonb3oBaTens 2 — nonb3oBaTenb,

3 — nonb3oBartesib U agMUHUCTpaTOoP]

MuHumanbHas gnuHa PIN-

) ; - 6
Koda agMuHMCTpaTopa M [anvHa PIN-kopa (6-31)]

MuHumanbHasa anuHa PIN-

- - - 6
koZa nonb3oBaTens m [anuna PIN-koaa (6-31)]



OnucaHue KomaHAabIl

MakcnmanbHoe KonM4ecTBo
nonbiTok BBoAa PIN-koaa
agMuHUCTpaTopa

MakcumanbHoe Konnm4yectso
nonbiTok BBoga PIN-koaa
nonb3oBaTtens

MeTka ngeHtTudgukaTopa B
kogmposke Windows-1251

MeTka ngeHtudukaTopa B
kogmposke UTF-8

KonBepTauusa B UTF-8 (dnar
AN NapaMeTpoB, CBSA3AHHbIX
¢ PIN-kogamu)

OrpaHu4yeHue konnyecTsa
BbINOMHAEMbIX UTepaumn 4o
ofHowm

Wcnonbsyemas 6ubnmoTteka
PKCS#11

MyTb K KOHUrypaLMoHHOMY
danny

MpoTokonupoeaHue

MapameTp KOMaHAHOM CTPOKMU

-R [uncno nonbiTok (3-10)]

-r [uncno nonbiTok (1-10)]

-L [meTka ngeHTupmkatopal

-D [meTKka ngeHTudmkaTopa]

-U

-q

-z [nyTb kK BubnnoTeke]

-n [nyTb K channy]

-I [nyTb K channy nora]

MapameTpbl ansa ynpasneHus flash-namaTeio

Pas3buenue Flash-namstu Ha
pasgensbl (hopmaTupoBaHue)

dopmaTtmpoBaHue yaanut
BCto nHcopmauuto n3 Flash-
namsatu. Coenante Konuio
BaXXHOW MHdOopMaLun —
nocrie hopmaTMpoBaHus ee
OyaeT HeBO3MOXHO
BOCCTaHOBUTb

N3meHeHne npae goctyna

Mony4yeHune uHgopmaunm o
pasmepe Flash-namaTtu u
aTpubyTax pasgenos

I'Iapameprl And ynpaBrieHUsA NoKanbHbIMU NONb30oBaTenAMm

-F

[woeHnTnbmkaTop pasgena (1-8)]

[pasvep B MG]

[Bnageneu: a — agMuHUCTpaTOp, U

— nonb3oBaTernb, 13-19 —
noKanbHbI NoNb3oBaTerb]

[mpaBa goctyna: ro, rw, hi, cd]

-C

[woeHTnbmkaTop pasgena (1-8)]
[HoBble NpaBa goctyna: ro, rw, hi, cd]

[oonroBpemeHHOCTb: p —
NOCTOSIHHOE U3MEHEHNE, t —
BpeMEHHOE]

[a — aTpubyThl BCcex pa3genos]

[1-8 — aTpnByTbI KOHKPETHOTO
pasgenal
[sz — ob6bem namaATy]

[woeHTnpukaTop pasgena (1-8)]

[pasvep B MG]

[Bnageneu: a — agMuHUcTpaTop, U

— nonb3oBarens, 13-19 —
nokKanbHbIM NoNb3oBaTerb]
[npaBa pgocTtyna: ro, rw, hi, cd]

3HayeHue No ymMosnyaHuio

10

10

Mo ymonuaHuio PIN-koabl He
koHBepTupytotca B UTF-8

rtPKCS11.dll

MyTb: kaTanor, B KOTOPOM
NeXuT yTnnuTa
Nmsa dpanna: rtadmin.exe.log

1
Becb obbem (1DDC cewnvac)

a
rw

He onpeaeneHo
He onpeaeneHo
t



OnucaHue KOMaHAabI MapameTp KOMaHAHOW CTPOKKU 3HayeHue No ymonyaHuio

-B
YcTtaHaBnusaembii PIN-kog [woeHTMdmKaTOp NOKanbHOro
NOKanbHOro nosb3oBaTens nonb3oeartens (13-19)] —
[PIN-koa]
0 Ecnn PIN-koa ons gaHHoro
. nonb3oBaTens He
Tekywmin PIN-kog [woeHTMdmKaTOp NOKanNbHOro -
onpeaeneH, Tekywmn PIN-
nonb3oBaTens nonb3oeartens (13-19)]
KOZ yKa3blBaTb He
[PIN-koa]

TpebyeTcs

Mpn HeobxogumocTn napamMeTpbl KOMAaHOHOMW CTPOkM MoryT ObiTb nepegaHbl C  MOMOLLbLHO
KOH(UrypaumoHHoro cawnna.

B cnyyae otcytcTtBus 3agaHHbix PIN-kogoB npu copmatupoBaHum yctaHaenusawTcs PIN-kogbl no
YMOMYaHuIo.

YTunuta aBnseTcs UMKIIUYECKOM W MNOoCfe BbINOMHEHUs 3adaHHbIX AEWCTBUA Ha MNOAKIIIOYEeHHOM
naeHTnrkaTope oXxmaaeT NOAKNHOYEHMS CneayoLLero.

anIMepbl ncnosnb3oBaHUA yTUNUTDBI:

e 3anyctutb yTunuty rtAdmin c napameTpamu:
>rtAdmin- 87654321 -a pin-admin
roe pin-admin HoBbI PIN-kog agmMuHucTpaTtopa.
e 3anyctutb yTunuty rtAdmin n BbINONMHUTL hopMaTUpPOBaHNE YCTPOWCTBa, ycTaHoBMB PIN-kog
nonb3oBaTensa KOMaHO4oM:
>rtAdmin -f -u



