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AHHOTALMUA

HaHHbIN OOKYMEHT BbinonHeH B cooTBeTcTBMM ¢ TOCT 19.502-78 n pacnpocTpaHsieTcsi Ha u3genve
«Cucrtema  3awmtbl  MHGOPMaUMM  OT  HecaHKUMoHMpoBaHHoro pgoctyna «Dallas Lock 8.0-C»
RU.48957919.501410-02 (ganee no TeKCTy — m3genue).

B HacTosawem AOOKYMEHTE coaepxaTca obuwme cBedeHMs O Has3Ha4YeHun us3genus u nporpaMmmMmHoOro

obecneyveHns mnsgenunsa (ganee no Tekcty — [0 musgenma nnn C3U HCL), ycnoBusix MpUMEHEHUs,
onvcaHue 3agayn, nepeveHb BXOOHbIX U BbIXOOHbIX AaHHbIX.



1 HA3HAYEHUE

N3pgenue npegHasHayeHO ONA  NpedoTBpalleHMsl  MOMyYeHus  3awuuiaeMon  MHdgopMauun
3aMHTEepeCcOBaHHbIMU NMLAMK C HapyLleHWeM YCTaHOBMEHHbIX NpaBui pasrpaHmdenunsa goctyna (MPO) k
3awmaemMon MHopmauum U OCyLLECTBIEHUS KOHTPONA 3a NOTOKaMyn MHGopMaLun, NocTynawwmMm B
aBToMaTn3npoBaHHyto cuctemy (AC) u BbIXogAWMMU 3a €€ npeaensl, obecneveHns 3awmnTbl HoOpMaLmum
B AC nocpeactBom eé dunbTtpauun. MoxeT wncnonb3oBatbCAd B MHoronosnb3oBatenbckux AC,
WH(POPMALIMOHHBIX CUCTEMAX NepPCOHarnbHbIX AaHHbIX, FOCYAAapPCTBEHHbIX MHOPMALNOHHbBIX CUCTEMAX,
aBTOMaTU3MPOBAHHbIX CUCTEMAX YNpaBneHus NPOM3BOACTBEHHbIMU N TEXHOMOrMYECKMI NpoLeccammn n
npu 3amnTe 3Ha4YUMbIX OOBEKTOB KPUTUYECKON MHADOPMALMOHHOW MHADPACTPYKTYPHI.

W3penue npegHasHadeHo Anst UCNOMb30BaHMs Ha TexHu4Yecknx cpeacteax (TC), Takux kak nepcoHanbHble
komnbioTepbl (MK), noptaTtvBHble KOMMbOTEPLI (HOYTOYKM, nnaHweTbl), cepepa u TC ¢ nogaepkon
BUpTYyanbHbIX cpeq u TexHonorum Windows To Go. MoxeT oyHKUNMOHNPOBaTb Kak Ha aBTOHOMHbIX 1K, Tak
W Ha KOMMbIOTEpPAxX B COCTaBEe NokanbHON BbluucnutensHon cetu (JIBC), B TOM yncne nog ynpasneHvem
KOHTpoOnnepa goMeHa.



2 ycnosusA NPUMEHEHUA

1. C3M HCO moxeT ObiTb MCNoONb3oBaHO Ha TexHudeckux cpepctBax (TC), paboTtarowmx nog
yrnpasneHneM onepaunoHHbIX cuctem cemenctaea Windows:

Windows 7 (SP1)! (Ultimate, Enterprise, Professional, Home Premium, Home Basic, Starter) (cm.
dopmynsp RU.48957919.501410-02 30 n. 3.3.4);

Windows Server 2008 R2 (SP1)! (Foundation, Standard, Web, Enterprise, Datacenter) (cm.
®opmynap RU.48957919.501410-02 30 n. 3.3.4);

Windows 8 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 (Standard, Datacenter, Essentials);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2022 (Standard, Datacenter).

Mopynb «EauHbin LeHTp ynpaeneHus Dallas Lock» (ganee no tekcty — «ELLY Dallas Locky», «ELLY»),
BXOASILLMIA B COCTaB M3aenus, MoxXeT 6biTb ucnonb3oaH Ha TC, paboTatowwmx nog ynpasneHnem OC
cemenctea Windows (x64):

Windows 8.1 (Core, Pro, Enterprise);

Windows 10 (Enterprise, Education, Pro, Home);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows Server 2022 (Standard, Datacenter, Datacenter: Azure Edition);

n cemenctea GNU Linux? (x64):

Debian 10.x;

Debian 11.x;

CentOS 7.x;

Red Hat Enterprise Linux Server 7.x;
Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbT Pabouas CtaHumsa 9.x;

AnbT Paboyas CtaHumsa 10.0, 10.1;

AnbT Paboyas CtaHumsa K 10.0, 10.1;

AnbT CepBep 9;

AnbT Cepep 10.0, 10.1;

AnbT CI Paboyasa CtaHuus 10;

AnbT CIT Cepgep 10;

PE[ OC 7.3 Mypow;

ROSA FRESH DESKTOP 12;

ROSA Enterprise Linux Desktop (RELD) 7.3;
ROSA Enterprise Linux Server (RELS) 7.3.

2. C3M HC[O noppepxumBaeT kak 32 6uTtHble Bepcun OC, apxutektypbl Intel x86, Tak u 64-OuTHble,

1 C ycraHoBneHHbIM o6HoBReHem KB3033929 (1nv nakeToM 06HOBMEHUIA, B COCTAB KOTOPOro OHO BXOAMUT).
2 ina uHctannauum u pabotsl ¢ ELLY nog OC cemeiictea Linux TpebyeTcs rpadudeckas o6onouka.



apxutektypbl AMD64 (apxutekTypa IA64 (ltanium) He nogaepxxMBaeTcs).

3. [Ons pa3smeleruns dannos C31 HCL TpebyeTca He meHee 1 B npocTpaHcTBa Ha CUCTEMHOM pa3aerne
)KECTKOro gucka.

4. MwvHumanbHas koHpurypaums TC onpegensieTca TpeboBaHusimm k cooteTcTBytoLen OC.

5. C3N HC[ moxeT (pyHKLMOHMPOBATL Kak Ha aBTOHOMHbIX TC, Tak n Ha TC B cocTtase JIBC.

6. C3M HC[ moxeT 6bITb UCNONb30BaHa Kak B CETAX C JOMEHHOW opraHu3auunen, Tak U B O4HOPaHroBbIX
ceTsx.

7. Onsa vcnonb3oBaHuUst annapaTtHbIX MAEHTUHUKATOPOB Heobxoanmo Hanuume B annapaTtHon Yactu TC
USB-nopta nnn COM-nopra.

8. C3N HC[L cootBeTcTBYeT TpebOBaHMAM PYKOBOASALUMX U METOOUYECKUX OOKYMEHTOB (TpeboBaHus
©esonacHocTu nHdopmaumm PCTIK Poccun):

«CpeactBa  BbIMMCIIUTENbHOW TEXHWKW. 3awmta OT HeCaHKLMOHMPOBaAHHOrO Aoctyna K
nHdopmaumm. lNMokasarenu 3almLLEHHOCTY OT HECaHKLMOHUPOBAHHOIO AOCTYNA K MHGopMaLnm»
(Foctexkomucensa Poccun, 1992) — no 3 knaccy 3aluLLeHHOCTH.

«TpeboBaHnas no 6e3onacHOCTM WHGOPMaUMK, YyCTaHaBMNMBalOLWME YPOBHM [0Bepus K
cpeactBaM TEXHWYECKOM 3almTbl MHOpMauum u cpeactBam obecneyeHus 6esonacHOCTU
WMHOPMALMOHHBIX TEXHONOMMNY» (AOKYMEHT yTBepxaeH npukasom ®CTIK Poccumn Ne 76 ot 2
utoHsa 2020 r.) — NO 2 ypoBHIO A0BEPUS.

«TpeboBaHMA K cCpeacTBaM KOHTPOMS CbEMHbIX MAaLMHHBIX HOcWUTenen WHGopMaLum»
(nokymeHT yTBepXaeH npukasom PCTIK Poccum Ne 87 ot 28 wmona 2014 r.) — no 2 knaccy
3aWwmThbI.

«Mpodmnb 3awmTbl CpeacTB KOHTPOMsS MNOAKMIOYEHWS CbeMHbIX MAaLUMHHBIX HOcuTenewn
uHdopmaumm BToporo knacca 3awutbl» AT.CKH.M2.M3.

«[lMpodpunb 3aWmTbl CPEACTB KOHTPOMNSA OTYyXAeHus (nepeHoca) MHOpMauMM CO CbEeMHbIX
MaLUMHHBLIX HOCcUTEenen MHdopmMauun BToporo knacca 3awmtbl» UT.CKH.H2.M3.

«TpeboBaHus kK cucteMam 0BHapPYXeHUS BTOPXXEHUA» (OOKYMEHT yTBepxaeH npukasom ®CTIK
Poccun Ne 638 ot 6 gekabps 2011 r.) — no 4 knaccy 3awmTol.

«[lMpodpumnb 3awmnTel cUCTEM OBHaPYKEHWS BTOPXKEHWIA YPOBHS y3Mna YeTBepTOro Knacca 3awutbi»
NT.COB.Y4.M3.

«TpeboBaHMsa K MeXCeTeBbIM 3KpaHaMm» (OOKyMeHT yTBepxaeH npmkazom ®CTIK Poccmm Ne 9
oT 9 dpespansa 2016 r.) — no 4 knaccy 3almnThbl.

«Mpocbunb 3alWMTbl  MEXCETeBbIX 3KpPaHOB Tuna «B» 4eTBepTOro knacca 3aluTbi»
NT.M3.B4.M3.

9. lNpu ycnoBuu cobnogeHnsa orpaHnYeHuin, ykasaHHbIX B pasgene 3 dopmynspa Ha gaHHOe usgenve
(RU.48957919.501410-02 30), C3U/ HC[] moxeT bbITb Mcnonb3oBaHa:

npu co34aHuUM 3aliuleHHbIX aBTOMAaTM3UPOBaHHbIX CUCTEM [0 Knacca 3allueHHocTn 2A
BKITtOUMTENBHO! («TpeboBaHms NO TEXHNUYECKON 3alumTe MHOPMaLMK, coaepxallen cBeeHuns,
COCTaBnslolWMe rocyaapCTBeHHY0 TanHy» (yTBepxaeHbl [Npukazom PCTIK Poccunm ot 20
okT6ps 2016 r. Ne 025)) (1B BkntountenbHo? (PykoBoasLLMin AOKYMEHT « ABTOMATU3NPOBAHHbIE
cuctembl. 3awmTta OT HeCaHKUMOHMPOBAHHOIO AocTyna K uHdopmauun Knaccudmkaums
aBTOMaTU3MPOBaHHbIX cucTeM W TpeboBaHua no 3awmTe MHpopmauyun» (FocTexkommcens
Poccun, 1992)));

B MHMOPMALMOHHBIX CUCTEMaxX MepCoHanbHbIX [AaHHbIX A0 1 YpOBHS 3allULLEHHOCTU
BkrtoumTensHo (Mpukas PCTOK Poccum ot 18 dheBpans 2013 r. Ne 21 «O6 yTBepxaeHun
CocTaBa 1 cofepXaHus OpraHn3aunoHHbIX Y TEXHUYECKUX Mep No obecneveHuto 6e3onacHocTu
nepcoHanbHbIX AaHHbIX MpUM MX 00paboTke B MHEOPMALMOHHBIX CUCTEMAxX NEepPCOHANbHbIX
AaHHbBIX»);

B rOCYAapCTBEHHbIX MHPOPMaLMOHHBIX cucTtemax Ao 1 knacca 3aWwmwEHHOCTM BKITHOYUTENBHO
(Mpwuka3s PCTIK Poccun ot 11 dhespans 2013 r. Ne 17 «O6 yTBepxaeHun TpeboBaHui 0 3awumTe
WHpopMaLMK, He COCTaBNAOLLEN roCyJapCTBEHHYIO TalHy, coaepXallencs B rocyaapCTBEHHbIX
WH(POPMALIMOHHBIX CUCTEMAX»);

npu Co3AaHWM 3alLNLLEHHbIX aBTOMaTU3UPOBaHHbIX CUCTEM YrpaBneHnsi NPON3BOACTBEHHBIMU U
TEXHOMOIMYECKMMM NMPOLLeCCaMM Ha KPUTUYECKU BaXKHbIX OObeKTax, MOTEHLMAaNbHO OMacHbIX

1 Bes Ucnonb3oBaHMsA B cOocTaBe mM3aenus Moaynei «MexceTeBoi akpaH» U «Cuctema o6HapyKeHWUs BTOPXKEHMI».
2 Be3 ncronb3oBaHWs B COCTaBe U3aenust Moaynen «MexceTeBoi akpaH» U «Cuctema oGHapyXeHUsi BTOPXKEHU» (MOryT

6blTb MCMOMb30BaHbI MPY CO3A4aHNM 3aLLMLLEHHBIX aBTOMATU3MPOBAHHbIX CUCTEM A0 Knacca 3almWeHHOCTH 117 BKMIOYMTENBHO).



obbekTax, a Tawkke 0obObekTax, MpeacTaBhsIOWMX MOBbBILEHHYID OMAacHOCTb ANA XU3HU U
300pOBbA NOOEN M ANS OKpyXKawlen npupoaHowm cpedabl Ao 1 knacca 3alulLEeHHOCTU
BkntountensHo (Mpukaz GCTIK Poccun ot 14 mapta 2014 r. Ne 31 «O6 yrBepxaeHuu
TpeboBaHunm k obecneyeHuto 3almTbl WMHGpOPMaUMM B aBTOMATUSUPOBAHHBIX CUCTEMAXxX
ynpaBneHnsi NPOM3BOACTBEHHBIMU U TEXHOSOMMYECKMMM MPOLECCaMM Ha KPUTUYECKN BaKHbIX
obbekTax, noTeHUManbHO oOnacHblx obbekTax, a Takke obbekTax, npeacTaBnsaLLUX
MOBLILIEHHYD OMACHOCTb AN XM3HM U 300POBbS MOAEN U ANS OKpyXKatolleh NpupoLaHOM
cpeabi»);

npy 3awmTe 3Ha4YMMbIX OOBEKTOB KPUTUYECKOW WHMOPMAaLMOHHON WHEPACTPyKTypbl A0 1
KkaTteropuun 3HadmmocTu BknounTenbHo (Mpukaz PCTIK Poccnm ot 25 aekabps 2017 r. Ne 239
«O6 yTBepxaeHun TpeboBaHun no obecnevyeHnto 6e30MacHOCTM 3HAYMMbIX OOBHEKTOB
KpUTMYEecKon NHopMaLMOHHON nHdpacTpykTypbl Poccuiickon ®epepaummny).



3 OINUCAHUE 3AOAYU

N3penue paspabotaHo B COOTBETCTBUM C TpeboBaHWMAMM, OMUCAHHLIMWU B AOKYMEHTE «TexHu4eckue
ycnosus» RU.48957919.501410-02 91 (TVY).

N3penne C3UM HC[ Dallas Lock 8.0-C BkntoyaeT B cebs crefylowme OCHOBHble (hyHKLMOHAmbHbIE
Moaynu:

cucTema 3almTbl MHPOPMaLMM OT HECAHKLIMOHMPOBAHHOIO AOCTYNa;
CPEACTBO KOHTPOJISI NOAKITHOYEHMSI CbEMHbIX MALUMHHBLIX HocuTenen nHgpopmaumm (CKH-M);

e CpPEeOCTBO KOHTPONA OTHYXAeHUs (nepeHoca) nHopMaumm cO CbeMHbIX MaLUMHHBIX HOCUTENeN
nHcpopmauum (CKH-H);

e MepcoHarnbHbIN MexceTeBon akpaH (MJ);

e cucrtema obHapyxeHusi BTopxeHui (COB);

e pesepBHoe KonupoBaHue (PK).

3.1 CucTtema 3awWuThbl MHCbOpMaLI,VIVI OT HeCaHKLUMOHUPOBAaHHOIo AocCTyna

Mopcucrema ynpaBrneHuAa 4OCTynom

1. Vspenne ocyllecTBASIET KOHTPOMb AOCTyna CyOBHEKTOB K 3aliuliaeMbliM pecypcam B COOTBETCTBMU C
mMaTtpuuen gocryna.

2. Na3penue koHTponupyeT OOCTYNn HauMMEHOBaHHbIX CyObEKTOB (Monb3oBaTternie) K HauMeHOBaHHbIM
obbekTam (cdhavinam, nporpammam, Tomam). [Ans kaxgow napbl (CyObekT — 0ObeKT) 3agaHo SABHOE U
HeaBYCMbICNIEHHOE NepeyncrnieHme OonycTMMbIX TUNOB AOCTyna (YTeHue, 3anuckb), TO €CTb TeX TUMOB
OOCTyna, KOTopble SABMSATCA CaHKUMOHMPOBAHHLIMK ANA OAHHOrO cyObekTa (MHAMBMAA MMM rpynnbl
WHOVBMOOB) K AAaHHOMY pecypcy cpenctsa BbluucnutenbHon TexHukn (CBT) (obbekty). KoHTponb
AOCTyna NMPMMEHMM K KaXgomy OOBbEKTY M Kaxaomy CyObekTy (MHAMBUAY MnW rpynne paBHOMpPaBHbIX
WHOVBMAOB).

3. Vsgenue cogepXxuT mexaHusMm, peanusyowmnn auckpeunonHsle MNMP. Takon mexaHu3m NpyuMeHnuMm Kak
ONS SABHbIX JENCTBUI NOMNb30oBaTens, Tak U AN CKpbITbiX, 06ecneynBas TemM caMbiM 3aLuTy OOGBHEKTOB
otr HC[ (To ecTb OT gocTyna, He OOMYCTUMOroO C TOYKM 3peHus 3agaHHoro [MPL). MNMop «aBHbIMU»
nogpasymeBaloTCa AEACTBUS, OCYLLECTBMNSEMbIE C UCMONb30BAHNEM CUCTEMHbIX CPEACTB CUCTEMHbIX
MaKpOKOMaHz, MHCTPYKLNIA A3bIKOB BbICOKOIO YPOBHS, @ MO, «CKPbITBIMU» UHblE ENCTBUS, B TOM Yucrne
C MCNonb30BaHNEM COOCTBEHHbIX MporpaMmm paboThl C YCTPONCTBAMM.

4. Nspgenue coaepXuT MexaHu3Mm, peanusylowui MaHgaTHbIA MNPUHLMN  KOHTpons goctyna. [Ong
peanusaumm 3TOro0 MPUHLMMNA COMOCTaBMAKTCA KNacCUMKaLMOHHbIE METKM Kaxaoro cybbekta u
Kaxgoro obbekTa, oTpaxaroLlme nx Mecto B COOTBETCTBYIOLLEN nepapxun. NocpeacTBOM 3TUX METOK
cybbeKkTamMm 1 06bekTaM Ha3Ha4alTCsA KNacCMUKALNOHHBIA YPOBHU (YPOBHU YSI3BUMOCTU, KaTeropuu
CEKPETHOCTU U T. N.) ABNSAOWMNECH KOMOMHAUUSMU NEPapPXMYECKUX N HENEPAPXUYECKNX KaTeropun.
[aHHble MEeTKM CryXaT OCHOBOW MaHAaTHOro NpMHUUNa pasrpaHnyeHns JocTyna.

5. B u3pgenun npegycmoTpeHa BO3MOXHOCTb CaHKLMOHMPOBAHHOIO uamMeHeHus P, B Tom uucne
BO3MOXHOCTb CaHKLIMOHMPOBAHHOIO U3MEHEHUS cnncka nonb3oBatenen CBT v cnucka 3awmaembsix
06bEKTOB.

6. Wspenue npepoctaensieT npaBa uameHeHust MPL Oons BblAeneHHbIX CYObLEKTOB (agMUHUCTpaLmu,
cnyxbe 6esonacHocTw).

7. B wnsgenun peann3oBaHo pasaerneHne NofiHoOMouunn (ponen) nonb3oBarternemn, agMMHUCTPATOPOB U NnL,
obecneuynBaroLLMX PYHKLMOHNPOBAHME NH(OPMALIMOHHON CUCTEMBI.

8. B n3genun ectb BO3MOXHOCTb OFpaHMYEHUsI Ynucna naparnnenbHbIX CEeaHCOB [OCTyna AN Kaxaown
y4yeTHon 3anucu none3doBatens TC.

9. M3penue obecneunmBaeT NogaepxKy U coxpaHeHue aTpmbytoB 6e3onacHocTM (MeTok Ge3onacHoCTH),
CBSI3aHHbIX C MHGOpMaLMen B NpoLecce ee xpaHeHus n obpaboTku.

10.B n3genuu Bo3aMoXxHO BGOKMpOBaHWE ceaHca JOCTyna nocre ycTaHOBNEHHOTO BpemMeHu 6e3nencTBeus
nonb3oBatenss WM MO €ro 3anpocy 4Yepe3 CpPeAcTBa LEHTPanu3oBaHHOMO W yAareHHoro
agMmuHuctpupoBaHnss C3UM HCL. CoObiTue nM3MeHeHMsi YCTaHOBMEHHOro BpeMeHu 6es3gencreust
dUKCUpyeTCs B XXypHane U3MeHeHus NonuTuK. B 3Ha4YeHusAX yCcTaHOBNEHHOro BpeMeHu 6e3nencraust
NPUCYTCTBYIOT MHTEpBarnbl B 5 1 15 MUHYT.

11.Vspenve copoepXWUT MeXaHU3Mbl KOHTPOMsS CoCTaBa TEXHUYECKMX CPencTB, MporpamMHOro
obecneyeHVs n CpeacTB 3aWwnTbl HPOPMaLMK.

12.Vspenve npepoctaBnsieT BO3MOXHOCTb — yMNpaBfneHUs Y4YeTHbIMW  3anucsiMn  Nonb3oBaTtenen



(nobaBneHne, ynaneHwe, GNOKMPOBaHWE, pedakTMpoBaHWe aTpuMOYTOB) B TOM YMCIE JTOKasbHbIX,
OOMEHHbIX, CETEBbIX, @ TaKKe BO3MOXHOCTb 3aaH1s TUNa y4eTHON 3an1Mcn Nonb3oBaTens:
BHYTPEHHSS;

BHELLIHSS;

CUCTEMHaS;

NPUNOXeHNE;

rocteBas;

BpeMEHHas.

13.V3penve ocyulecTBnsieT pernameHTaumio U KOHTPOb UCMNONb30BaHNS B MHPOPMALMOHHOM cucteme
TexHonorum 6ecnpoBoAHOro AoCTyna.

14.Vi3penve ocyllecTBnseT pernaMmeHTaumio U KOHTPOb UCMNONb30BaHNS B MH(POPMALMOHHOW cucteme
MOBMUMBHBIX TEXHNYECKMNX YCTPOWNCTB.

15.B nsgenun peannsoBaHa BO3MOXHOCTb HACTPOWMKM U OpraHn3aummM 3aMKHYTON NPOrpaMMHON cpeapbl.

16.B nsgenun peannsoBaHa BO3MOXHOCTb BITOKMPOBKM JOCTYnNa K haiinam no pacluMpeHunto.

17.B nsgenun peannsoBaHa BO3MOXHOCTb pasrpaHMyeHnst 4ocTyna k 6ydepy obmeHa.

18.B usgenuun peannsoBaH MexaH1M3m M30MSILUKN NPOLIECCOB B ONEPATMBHON NaMATU.

19.B nsgenun peanunsoBaHa (yHKLMS 3anpeTa aBTOMaTUYECKOro 3anycka Nogkto4YeHHbIX YCTPONCTB.

20.B n3genun peanusoBaHa yHKUUSE aBTOMATUYECKOrO GrOKMPOBaAHMS HEAKTUBHbLIX YYETHbIX 3anucen
nonb3oBaTenen Nocne nepMoaa BpeMeHN Hencnonb3oBaHus bonee 45 aHen n 6onee 90 gHen.

Moacucrtema npeobpasoBaHusa nHdopmaumm

1. Vspgenne mmeeT mMexaHM3Mbl WCKIIOYEHUS BO3MOXHOCTM HECAHKLMOHMPOBAHHOIO O3HAKOMIIEHMSI C
cofepXXaHveM NepcoHarbHbIX AaHHbIX, XPaHALLMXCA HAa MALLMHHBIX HOCUTENSX, U (UN1) MCNONb30BaHUS
CbEMHbIX MaLUNHHbLIX HOCUTENEN MHOPMaLUKN B MHLIX MHPOPMALLMOHHBIX CUCTEMAX.

2. VNspenne npepnocTaBnseT BO3MOXHOCTb CO34aHUA npeobpasoBaHHbIX dann-guckos u  dann-
KOHTEHepOB AN HaEXHOro XpaHeHus 3aluLiaemMmon nHdopmMaLlmm.

3. N3penue npepocTaBnsieT BO3MOXHOCTb NpeobpasoBaHWs CbEMHbIX MalWHHBIX  HOCUTEnen
MHdOopMaLnu.

4. B v3genun peanu3oBaHO Mpo3payvyHoe npeobpasoBaHMe XEeCTKMX AUCKOB Ans npegoTBpalleHus
[OCTyna K faHHbIM, PacrnonOXeHHbIM Ha XXEeCTKUX AnCkax, B 06xon nsgenws.

Mopcuctema rapaHTUPOBAHHOW 3a4MCTKMU UHpopMaLmm

1. N3penve npedoctaBnseT BO3MOXHOCTb rapaHTUPOBAHHOIMO YHUYTOXEHUS (CTMpaHMS) U KOHTpOns
YHUYTOXEHUSA MHGOPMALIMM NPY NOMHON 3a4NCTKE NTOTMYECKOro ANCKa.

2. B wmsgenuun ocyuwectensetca ounctka (oOHyneHue, obeanuumBaHue) ocBoboxpgaemblx obnacTen
onepatuBHon namsatM TC ©n BHewHux HakonuTenen. O4ncTKa OCYLLECTBRSeTCAS OAHOKpaTHOM
NPOW3BOSIbHON 3aMNMNChI0 UIW ABYKPaTHOM NMPOU3BOSILHON 3anmcbio B 0CBOOOXaaeMyto ob6nacTe namsaTy,
paHee UCMOMb30BaHHYK AMs XpaHeHMs 3alulaemblxX AaHHbIX (dannoB). OuncTka ocyllecTBnsieTcs
nyTeM 3anuncy MackupytoLLen nHdopmaumm npy eé oceoboXxaeHuu (nepepacnpeneneHnm).

Moacuctema naeHtTudukauum n ayreHTudukaumm

1. B usgenuun peanusoBaHa BO3MOXHOCTb 3a4aHUS ONUHbBI NAposs NoMnb30BaTens Npu BXo4E B CUCTEMY.

2. WNapenue ocyliecTBNsAeT MOeHTUMUKALNIO 1 MPOBEPKY NOOSIMHHOCTU CYOBLEKTOB AOCTYNa Npu BXOAE B
cucTemMy no naeHTudukaTopy (kogy) v Naposito YyCrioBHO-NOCTOSAHHOIO AENCTBUS, MMHUMArnbHas AnvHa
KOTOpOro HasHa4yaeTcs agMUHUCTPATOPOM.

3. Vagenue TpebyeT oT nonb3oBaTtenen naeHTMduumMpoaTh cebsi Npu 3anpocax Ha JoCTyn 1 nogBepraeT
npoBepKe MOAJNIMHHOCTb NpeabsBNEHHOrO CyObekToM uaeHTudmkatopa. B msgenum peanusoBaHo
npensaTcTBMe [JOCTyna K 3aluvaeMblM pecypcaM HeMaeHTUMULMPOBAHHbLIX MOMb30oBaTenen u
nonb3oBaTenewn, NOANMMHHOCTbL NOEHTUMDMKALUN KOTOPbIX NPY ayTEHTUMNKALMM He NOATBEPAUIACD.

4. B usgenuu ocyllectsnsaeTca uaeHtTugukaumsa tepmmHanos, TC, y3noB cetu TC, BHELWHUX YCTPOUCTB
TC no norM4yeckMm nmeHam n no PusnveckumM agpecam (Homepam).

5. B nagenuu ocywlecTBnseTcs naeHTudmkauma nporpaMmm, katanoros, annos, N0 UMeHaM.

6. B nsgenun ocyuiecTBnsieTcs naeHTndmkaumnsa yCTponucTs, B TOM YMCHe CTaLMOHaPHbIX, MOOUIbHBIX U
nopTaTMBHbIX.

7. B v3genun peanunsoBaHa BO3MOXHOCTb yNpaBIieHUst ugeHTtudumkatopammn, B TOM YUCre CO3adaHue,
NMPUCBOEHME U YHUUTOXEHME MOEHTU(MKATOPOB.

8. B uagenuu peannsoBaHo yrnpaerieHne cpeacTtBammn ayTeHTMdUKaLMM, B TOM YUCIE XpaHEHMe, Bblaaya,



WHMUManusaums, 6nokmpoBaHne CpeacTB ayTeHTUdmKaumm n NpuHATAE Mep B criydae ytpaTbl U (unm)
KOMMpoMeTaLumm CpeacTB ayTeHTUdnKaLmm.
9. B u3pgenun peanusoBaHa BO3MOXHOCTb OFpaHWYEHMsI KONMYecTBa MOCMEe4OBaTENbHbIX HEeYAaYHbIX
nonbITOK BBOAa napons (Hanpumep, ot 3 go 5).
10.B n3genun peannsoBaHa 3awmuTa 06paTHON CBA3WN NpU BBOAE ayTEHTUPUKALNOHHON NHOpMaLmu.
11.B wu3genum peanusoBaHa BO3MOXHOCTb  ayTeHTMduMKaumm npu  NOMOLM  annapaTHbIX
NaeHTNUMKaTOPOB.
12.B wu3genum peanusoBaHa BO3MOXHOCTb 3anucuM aBTOPU3ALMOHHBLIX [AaHHbIX B annapaTHbIf
naeHTudukaTop.
13.B wuspgenuu peanu3oBaHa BO3MOXHOCTb  ONpefeneHuss  NpuvHaAMNeXHOCTW  annapaTtHoro
naeHTnurkaTopa KOHKPETHOMY NOMb30BaTENHO.
14.B w3pgenun peanusoBaHa BO3MOXHOCTb Bxoga B OC no cepTtudwukaTy CMapT-KkapTbl, BblAAaHHOMY
ygooctoBepsowmm LeHtpom Windows.
15.B wusgenuu peanu3oBaHa QyHKUMSA 3anpeTa MNOBTOPHOIO UCMNOMb30BaHWS uaeHTudmkatopa
nonb3oBaTens B TEYEHWE:
e He MeHee OfjHOrO roaa;
e He MeHee Tpex NeT;
e  BCero nepuoga akcnnyaTaunm MH(POPMaLMOHHOW CUCTEMDI.
16.B nsgenun peannsoBaHa BO3MOXHOCTb ayTeHTUdMKauun Yepes Safe-Tech PayControl.
17.3penve ocywecTBnseT MexaHu3M BbIxoda W3 CUCTEMbI NPW  U3BMEYEHUU annapaTHoro
naeHTudumkaropa.

Mopcucrema perncTtpauvm n ydyeTta

1. N3penne obGecneynmBaeT MOHUTOPWHI (NPOCMOTP, aHanu3) pes3ynbTaToB perncTpaumm cobbITUi
BesonacHOCTW 1 pearmpoBaHne Ha HUX.

2. VNspenue copepXuT MexaHu3Mbl NPOCMOTPa W aHanuMsa [AaHHbIX permcTpauuv, uHdopmMaumm o
AEeNCTBNAX OTAENbHbIX MONb3oBaTenen B UHHPOPMALMOHHON CUCTEME, UMEET MeXaHU3Mbl PunbTpaLmmn
no 3agaHHomMy Habopy napameTpoB.

3. N3penue obGecneumBaeT 3awuTy AaHHbIX PeErMcTpauum OT MX YHUYTOXEHUS Unu Moavdukaumm
HapyLimTenem.

4. WN3penue ocyluecTBnseT pernctpaumio Bxoda (Bblxoga) CyOGbeKkToB AOCTyNa B CUCTEMY (M3 CUCTEMDI),
nMbo perucTpaumio 3arpyskM W uMHULManNu3auuyM OnepaumoHHON CUCTEMbl W ee MpPOorpamMmMHOro
ocTaHoBa. Peructpauums Bbixoga U3 CMCTEMbI UM OCTAHOBA HE MPOBOANTCS B MOMEHTbI annapaTypHOro
oTkntoveHnsa AC. B napameTpax perncrpaumm ykasblBaroTcs:

e [faTa u Bpems Bxoda (Bblxoda) cybbekta gocTtyna B cucTeMy (M3 CUCTEMbl) UNU 3arpy3ku
(ocTaHoBa) cucTeMs;

e pe3ynbTaT NOMbITKN BXOAA: YCNELUHbIA U HEYCNELLHbIA — HECAHKLMOHNPOBAHHbIN;

e ugeHTUdmkatop (koa unm dpamunus) cybbekta, npegbsBneHHbIM NPy NoNbITKE JOCTYNa;

e  KOA MNW Naponb, NpeabsABEHHbINA NMPU HEYCMELLIHOW NOMbITKE.

5. Visgenue ocyllecTBnsieT pernctpaumio M3MEHEHU MNOMHOMOYMA CyObEeKTOB [OoCTyna M craTtyca
obbekToB goctyna. B >xypHane pernctpaumu coObITUI, KOTOPbIN BedeTCs B 3MEeKTPOHHOM Buae,
yKasblBaloTCA crneayioLlme napameTpbi:

e [aTa u BpeMsi U3MEHeHus;

e coAepxaHve U3MeHeHUs! C yka3aHueM uaeHTudukaTopa cybbekTa goctyna, YbM NOMHOMOYUS
NoABEpPrivMcb N3MEHEHWIO, UM NIOrMYECKOrO MMEHN 3alumLaemMoro MHPOPMaLMOHHOIO pecypca,
Yen cTaTyc U3MEHUIICS;

e uMOEHTUUKATOP agMMHUCTpaTopa WHMOpPMaUMOHHOM ©e30nmacHOCTM,  OCYLLECTBMBLLETO
N3MeHeHue;

e  yCMeLUHO NN OCYLLEeCTBUIOCH COObITUE (0B6CNY)KEH 3anpoc Ha AOCTYN UMM HET).

6. Wspenue ocyllecTBnsieT permctpaumio Belgauun nevaTHblX (rpacrmyeckux) JOKYMEHTOB Ha «TBEPAYHO»
konuto. B napameTpax perMctpauum ykasbiBaloTCS:

e [aTa u Bpems Bblgaym (obpalleHuns K nogcucTeme BbiBoAa);

e cheuuMduKaums yCTPOUCTBA Bblaauu [ormiyeckoe ums (HoOMep) BHELLHEero ycTponcTaal;

e KpaTkoe cogepxaHue (HammeHoBaHue, BuA, WKUAP, KOO) U YPOBEHb KOHMUOEHUMAaNbLHOCTU
AOKYMEHTa;

e unaeHTUdUkaTop cybbekTa 4oCcTyna, 3anpoCuBLLErO AOKYMEHT.



Mpu Bblgaye NpUCYTCTBYET BO3MOXHOCTb aBTOMaTUYECKOW MAapKUPOBKM KaxKAOro nmcra (CTpaHuubl)
OOKYMeHTa ero nocnegosaTefibHbIM HOMEPOM U y4yeTHbiMu pekBuautamum AC C yka3aHMem Ha
nocnegHem nmcTe JOKyMeHTa 06LLero KonmyecTsa NucToB (CTpaHuL).

7. OononHWTEnbHO PEerucTpupyloTcst BCe MOMbITKU AOCTyna, BCe OENCTBMS onepatopa M BblOENEHHbIX
nonb3oBaTtenen (a4MMHUCTPATOPOB 3aWNUThl U T. 1.).

8. B m3genumu ocyllecTBNsSeTCA perncrpauus Co3gaHms U yHUYTOXeHUst obbekta. Permctpupyetcs
cnegywowasi tHpopmaums:

Aarta v Bpewms;

CyOBEKT, OCYLLECTBIISAOLWMA PErMCTPUPYyEMOe OENCTBUE;

TN cobbITUS;

YCMELLHO NN OCYLLEeCTBUIIOCh COObITHE.

9. OcyllecTBNseTCS aBTOMaTMYECKMA Y4yeT CcO34aBaeMblX 3aluvuiaembiX pannoB, WMHULMMPYEMbIX
3almiLaeMbix TOMOB, Katanoros, obnacren onepatneHon namatn TC, BbigensemMbix ans o6paboTku
3awmiaemMbix hannos, BHeLHNX ycTporcTB TC, kaHanos ces3u, TC, yanos cetn TC, doparmMeHTOB ceTu
C NMOMOLLBIO UX OOMOSNTHUTENBHON MapKUPOBKX, UCMOMb3yeMOW B NOACUCTEME yNpaBrieHns 4OCTYNoM.
MapknpoBka oTpaxaeT ypoBEHb KOHUAEHLUMANbLHOCTU OO bEKTA.

10.B mnspenun ocyllecTBnsieTcsl pernctpaumst nonbiTOK AOCTyna NporpaMMHbIX CPEACTB K CnegyloLum
OOMNOSHUTENBHBLIM 3aluMLiaeMbiM 0bbekTaM Jgoctyna: TepmuHanam, TC, y3anam ceTu, BHELUHUM
ycTponicteam TC, nporpammam, Tomam, katanoram, davnam. B napametpax perucrpaumm
yKa3blBalTCSA:

e [aTa M BpeMs MOMbITKM AOCTyNa K 3alimuiaeMoMy OObekTy C ykasaHMeM ee pesynbrara:
ycnelHas, HeycnellHasi — HeCaHKLUMOHMPOBaHHas;

e ygeHTUdmkaTop cybbekTa 4ocTyna;

e creuMdpuKkaums sawmiaeMmoro obbekTa [normdyeckoe nmsi (Homep)].

11.B wu3genum peanu3oBaHa BO3MOXHOCTb onpefeneHns cobbltuin 6e30nacHOCTU, MNOANEXaLmX
peructpaumm (KypHanbl peructpaumm cobbiTUn MMET (UKCMPOBAHHBLIN pasMep W He WMeloT
OrpPaHNYEHNN NO CPOKaM XPaHEHUS).

12.B uv3genum OcCyLecTBASIETCA CUrHanuaauus MOoMnbiTOK HapylweHWs 3awuTbl Ha TepMUHanax
aAMWHUCTPATOpPa U HapyLUUTENS.

13.B usgenuu ocyliecTenseTcs pernctpauunsa genHctannsaumm (He sanycka) gpaviesepa M3 npu akTMBHOM
KOMMOHEHTE, a Takke peanua3oBaHa (QYHKUNS BbIMNOMHEHMS 3aliMTbl B COOTBETCTBUM C
YCTaHOBMEHHbIMW NOMUTUKAMMU.

14.Ins1 KNWEHTCKOW YacTu W3Aenus peanu3oBaHa (yHKUMST aBTOMaTUYECKOW apxvBauuu >XypHana
pervctpaumm cobbITU MO UCTEYEHWUM YCTAHOBIIEHHOIO MHTEpBana BpeMeHW. [paHuubl BO3MOXHOMO
BPEMEHHOro MHTepBana BapbupytoTcsa oT 1 4Yaca oo 1 roga. EanHuubl namepeHust BelbuparoTcsa ncxoas
13 BEIMYMHBI 3HAYEHMS NHTepBana — Yachl, [HU, Mecsubl, FOA.

Mopcucrema agMUHUCTPUpOBaHUA

1. B u3genun peanunsoBaHbl CPeACTBa yMNpaBfeHus, OrpaHuMuYMBalolinme pacnpocTpaHeHue npaB Ha
AOCTYT.

2. WN3penue npegoctaBnseT BO3MOXHOCTb Ha3Ha4YeHUs MMHUMAanbHO HeobXxoanMbIX NpaB v NPUBUNErNN
nonb3oBatensaM, agMuHMcTpatopam uM  nuuam, obecnedvBalWwUM  (PyHKLUMOHUPOBaHWE
WH(OPMaLIMOHHON CUCTEMBI.

3. Vsgenue cogepXuT MexaHu3Mbl, NO3BONALIME NPOBOAUTL NEPUOANYECKOe TECTUPOBaHUE DYHKLUIA
C3W HC[ Dallas Lock 8.0-C. Tectupytotcs:

e peanusauma TP (nepexBaT S$BHbIX W CKPbITbIX 3anpocoB Ha [OCTyn, npaBuiibHoe
pacno3HaBaHWe CaHKUMOHMPOBAHHbLIX U HECaHKLMOHMPOBAHHLIX 3arnpocoB, cpeacTsa 3aluThl
MexaHn3Ma pasrpaHuyeHus 4OCTyna, CaHKLMOHUPOBaHHbIe nameHeHus MNMPO);

e yCreLHoe OCyLleCTBNEHNe NAeHTUMNKaLUMU 1 ayTeHTUdMKaLmm, a Takke nx cpeacTsa 3aluThbl;

e OYUCTKa NamsaTy;

e pervucTpauus cobbiTui, CpeAcTBa 3almUTbl PEerMcTpauMoHHON MHOPMaLUM M BO3MOXHOCTb
CaHKLVMOHNPOBAHHOIO O3HAKOMIIEHUS C HEW;

e paboTa MexaHn3ma, OCYLLEeCTBSAOLLEro KOHTPOMb 3a LIeMOCTHOCTbLIO U3aenus.

4. B nsgenuu peanv3oBaHa BO3MOXHOCTb LIEHTPanM30BaHHOIO ynpaBneHus 3aluiiaemMmbiMy pabovmmm
cTaHumsamm. OcyLLecTBNAETCA LEHTpann3oBaHHOE yrpaBneHe yY4eTHbIMU 3anMcsmMmn nonb3oBaTenen,
nonuTMKaMm, npaeamu nonb3oBaTenei, NnpeobpasoBaHHbIMU CbEMHBLIMW HOCUTENAMU MHOopMaLMu,
KOHTporieMm LenocTtHocTn obbektoB PC, cuctemHoro peectpa. [NogaepxmMBaeTcs MHOroypOBHEBast



nepapxud rpynn TC n HacnegoBaHne YCTaHOBIIEHHbIX NapamMeTpoB.

5. B mn3genuu peanusoBaHa BO3MOXHOCTb OMOBELLEHMS agMuMHUCTpaTopa 6e30macHOCTM O CUTyaumsax
HEeCaHKLMOHMPOBAHHOIO AOCTYNa Ha KITMEHTCKUX paboumx CTaHUUSIX NpU CreayoLwmx cryyasx:

HapyLleHne KOHTPOMs LeNoCcTHOCTU OObeKTa;

nonbiTka paboTbl Nocne 6MOKMPOBKM NPY HAPYLLEHUN LIENTOCTHOCTW;

nonbITKa BXOAA Ha KNMEHTCKYI0 pabo4yto CTaHUMIo C HenpaBuibHbIM NaponeM;

BnoknpoBka NoMb30BaTeNs NOCNe MHOrOKPaTHOIrO BBOAA HEMPAaBMUITLHOIO Napons;

C3W HC[ Ha knneHTe He oTBeYaeT (BO3MOXHas NpUynHa — HECaHKLMOHNPOBaHHAs AeaKkTBaums

CUCTEMBbI 3aLUNThI);

KNWEHT HeQOCTyNeH JONroe Bpems (C BO3MOXHOCTbLIO 3afjaHnsi nepruoga BpeEMEHMW);

®  MOMbITKN MOHTUPOBAHUSA 1 NMONbITKU PaboTbl C 3anpeLLeHHbIMU ANS Nofnb3oBaTenen Ha KnneHTe
yCTpOMCTBaMM.

6. B u3genun peanusoBaHa BO3MOXHOCTb CO3[aHWs OTYeTa MO Ha3Ha4YeHHbIM npasBam, COCTaBy
NporpaMmHOro 1 annapaTHoro obecneveHuns.

7. B wnsgenun peanusoBaHa BO3MOXHOCTb YAaneHHON YCTaHOBKM M OBHOBNEHWS n3genusi.

8. B u3genun peanv3oBaHa BO3MOXHOCTb Ha3HayeHUs agMUHUCTpaTopa 6e3onacHOCTU Npy yaaneHHoM
yCTaHOBKe nsgenus.

9. B nsgenun peanusoBaHa BO3MOXHOCTb BU3yanu3aumm cetu 3awmwaemboix TC.

10.B nsgenun peannsoBaHa BO3MOXHOCTb COXpaHEHUS U NpMMeHeHus KoHdurypauun C3U1 HCL.

11.B wsgenumn peanu3oBaHa yHKUUS, MO3BOMsOWAS OAHOBPEMEHHO noaknovaTecs Kk Cepepy
6esonacHocTn C3M HC[ Heckonbknm koHconsim Cepeepa 6esonacHocTw.

12.B wuspgenuu peanusoBaHa QYHKUUS OrpaHUYEHMs1 KONMMYeCTBa HeycnewHbIX MOMnbITOK BXxoga WU
OnokmpoBaHme TC, ¢ KOTOPOro MPEeAnpUHUMANOTCA MOMBITKM  OO0CTyna, C  BO3MOXHOCTbIO
pa3bnoknpoBaHMs TOMLKO agMUHUCTPaATOPOM.

NMoacucTtema KOHTPONA LLENTOCTHOCTH

1. B wusgenuu peanu3oBaHa 3awuTta apxuBHbiX ¢annos, napameTpoB Hactpomksn C3W HC[,
nporpaMmMHoOro obecneyeHnss W WHbIX [JaHHbIX, He noAanexawmx W3MEeHeHU B npouecce
dyHKUnoHnposaHusa NC.

2. B v3genuu peanvsoBaHa BO3MOXHOCTb BOCCTAHOBIEHMS 00bekTa Aoctyna (danna, BETKM peecTtpa) B
cnyyae obHapyXeHus HapyLeHus ero LenoCcTHOCTU.

3. B usgenun peanusoBaH MexaHU3M CO3[aHUsS TOYKM BOCCTAHOBIEHWUA Mpu ycTaHoBke knueHTa Dallas
Lock.

4. B u3genun peanu3oBaHa BO3MOXHOCTb OMOKMPOBKM AocCTyna K obbekTy hanmoBov cucTembl Mpu
HapyLlEeHWM LLeNTOCTHOCTU KOHTPOnMpyeMblx Moaynen. [pn HapyLleHn LenoCTHOCTM KOHTPONMPYEMbIX
mMogayrnen 3anyck obbekta gannoBomn cuctemol BriokupyeTcs.

Mopcucrtema BoccTtaHOBNEeHUA nocne c6oeB

1. C3/ HC[O npepycmaTpmBaeT npoLeaypbl BOCCTaHOBMEHMS nocne cb6oeB n oTka3oB obopyaoBaHus,
KoTopble obecneymBatoT NOMHOE M ONepaTMBHOE BOCCTaHoBMNeHme ceoncte C3M HCL,.

2. PeanusoBaHa BO3MOXHOCTb BO3BpalleHusi Bcex Hactpoek C3WM HCLO k wucxogHbiMm (yCcTaHOBKa
napameTpoB MO YMOMYaHuto), YTO paBHOCUIIbHO nepeyctaHoBke C3UN HCL.

NMoacucrtema pesepBHOro KONMPOBaHUA

1. B wusgenuu peanu3oBaHa BO3MOXHOCTb aBTOMAaTM3UMPOBAHHOIMO CO3[4aHUS pe3epBHbIX KOMWUi
NPOM3BONbHLIX OOBLEKTOB  (palnoBON CUCTEMbI M LIEHTPanvM3oBaHHOE YrpaBfieHWe Takown
BO3MOXHOCTbI0O Ha ypoBHe CepBepa 6e3onacHoctn «Dallas Lock 8.0». lpu aTtom B un3genuu
peanu3oBaHa BO3MOXHOCTb:

onpegeneHnsa pasMmeLLeHns coxpaHeHNs pe3epBHON Konuu;

onpeeneHnsa nepuognyHoOCTN U pacnmcaHue co3faHuns pe3epBHbIX KONUi;

onpegerneHnst KonMyecTBa CoOXpaHseMbIX pe3epBHbIX KOMUN;

BOCCT@HOBMEHUS 3aLUMLLaeMbiX OOBbEKTOB U3 pe3epBHOMN KOMUN.

2. B wusgenuun peanvsoBaHa BO3MOXHOCTb COXpaHeHUs danra pe3epBHOn kKonun 1 darna koHdurypaumm
CepBepa 6e30MacHOCTU B CETEBYHO OMPEKTOPUIO.

3. B u3genuu peanuaoBaH MexaHM3M BoccTaHoBneHust doannos Dallas Lock npu c6osix n noBpexaeHumsix.



3.2 CpeaocTBO KOHTPONA NOAKMIOYEHUSI CbEeMHbIX MaLUHHbIX HocuTenen
MHcpopmauun. CpeacTBO KOHTPOSIA OTHYXKAEHUA (NnepeHoca) MHopmMaLumm co
CbEMHbIX MaLIMHHbIX HOCUTenen uHdopmauumn

1. Wspgenne npegocTtaBnsieT BO3MOXHOCTb ynpaBrieHUs1 UCNONb30BaHNEM MOAKITHOYAEMbIX MPON3BOSIbHbBIX
CbEMHbIX MaLUWHHBIX HOCUTenen nHopMaLMmM Ha OCHOBE aHanmM3a paspeLLeHUin Ha NOoAKMYeHne K
KOHKpPETHbIM  MHTepdencam BBoda (BblBO4a) CPEACTB  BbIMUCIUTENBbHOW  TEXHWKW, TUMOB
NoAKNtoYaeMbIX BHELUHMX MNPOrpaMMHO-annapaTHbIX YCTPOMCTB, KOHKPETHbLIX CHEMHbIX MalUMHHBLIX
HocuTenen nHdopmMmaunn.

2. V3genue ocylecTBseT KOHTPOSIb 3KCNOPTa AaHHbIX MOMb30BaTENsl HA CbEMHbIA MALLUMHHBIA HOCUTENb
MHdopMaLnu.

3. N3penue KOHTpoNupyeT ncnosnb3oBaHne NHTepdencor BBoga (BbiBoga) MHopmauum (B TOM Yncne Ha
CbeMHble MaLLVHHbIE HOCUTENN NHOPMaLMK).

4. N3penve obecnevnBaet KOHTPOJIb TUMOB NOAKMNKOYaeMblX BHELWHUX nporpaMMHo-annapaTHbIX
yCTpOVICTB, a TaKkkKe KOHKPETHbIX Cb€MHbIX MalUMHHbIX HocuTenen VIH(*)OpMaLI,I/II/I.

5. B u3genun obecneyeHa BO3MOXHOCTb MaeHTUmKaumm n ayteHTMdukaunum agmuHuctpatopa C3U
HC[ Dallas Lock 8.0-C go npegoctaBneHms emy BO3MOXHOCTW MO yNpasrieHWo, NPOCMOTPY ayauTa
6e30nacHOCTU 1 BbINOMHEHWUIO MHbIX AEWCTBUA NO aAMUHUCTPUPOBAHMIO.

6. B nsgenuu ocywectenaeTtca naeHTudukauusa yCTponcTB, B TOM YMCHE CTaLMOHAPHbIX, MOBUMNBbHBIX U
nopTaTMBHbIX, MAEHTUMUKALNS HAKONUTENEN MHpOpMaLUN.

7. B wusgenun peannsoBaHbl Hagnexaiime MexaHu3mbl perncTpauun u npegynpexageHms (CurHanmsaumm)
0 COBbITUSAX, OTHOCALUMXCA K BO3MOXHbIM HapylleHusam 6esonacHocTu. MexaHuambl pervctpauum
NpefocTaBnatoT YMOMHOMOYEHHBIM Ha 3TO Nvuam BO3MOXHOCTb BbIOBOPOYHOro O3HAKOMMEHUS C
UHdopmaumen o NPon3oLLIEeALINX COBbITUSX.

8. Vsgenue cogepXnT MexXaHM3Mbl reHepauun BPEMEHHbIX METOK, 1 (M) NPOMCXOANUT CUHXPOHM3aUWs
CUCTEMHOr0 BpeMeHn B MHOPMaLMOHHOW cucTeme.

9. B mnsgenuu ocyuectenseTcs pasrpaHuyeHve goctyna k ynpasnednio CKH 1 pexxumom BbINOMHEHUS
dyHKUMI 6e30NacHOCTU (KOHTPOMSt HAKONMUTENEN) HAa OCHOBE POSIEN YYETHbIX 3anucer Nofnb3oBaTenen.

10.B usgenum ocyulecTBnseTcss npeobpaszoBaHMe CMEHHbIX HaKOMUTENEN, OCHOBAHHOE Ha MpaBax
NCMNOMb30BaHNsA CbEMHBIX MAaLUMHHBIX HOCUTENEN NHOPMaL MK, NPy 3agaHnm KOTOPbIX UCMONb3YHTCA
cnegyrowmne Tunbl gaHHbIx CKH:

. VI,D,eHTI/I(*)VIKaU,I/IOHHaFl I/IH(*)OpMaLI,VIﬂ CbEMHbIX MaLUNHHbBIX HOCUTENEN MH(*)OpMaLI,I/II/I;
. VI,D,eHTI/I(*)VIKaU,I/IOHHaFl I/IH(*)OpMaLI,VIﬂ cpencTe BbIYMCIIUTENBHOM TEXHUKN.
11.N3penve npenoctaBndeT BO3MOXHOCTb HaCTpOVIKVI npaB wnCNonb3oBaHNA CbLEMHOIO MalUMHHOIO
HocuTend I/IH(*)OpMaLI,I/II/I C YCTaHOBIIEHHbIM cneuynanbHbIM  NPOrpaMMHbIM obecneyveHnem (Ha
KOHKPETHbIX cpencTtBax BbIYUCNUTENBHON TEXHUKW; KOHKPETHbIMW MNoONb3oBaTenaMun; co4vyetaHnem
cpencTe BbIYNCNUTENBHON TEXHUKMN U HOﬂbSOBaTeHeVI).

12.N3penve GnokvpyeT WHAOPMaLMOHHbIE PECYPCbl CneuManu3vpoBaHHOrO CbEMHOIO0 MaLlUHHOMO
HocuTens uWHopmaumyn Ang  JYteHus  (3anucu) wuHOpMauMM  Npu  MNOMbITKE  MOAKMHOYEHUS
crneunanM3mpoBaHHONO CbEMHOMO0 MALLMHHOIO HOCUTENs MHOpPMauun K CPeACTBY BblMUCITUTENbHON
TEXHUKM, Ha KOTOPOM HE YCTaHOBMEHbl KOMMOHEHTbl CPEACTBA KOHTPOMS CbEMHbIX MaLUMHHbIX
HocuTenen nHgpopmaumm (NporpaMmMHoe obecneyeHne B3auMOLENCTBUS).

13.N3penve npoBepsieT NpaBa UCMNOMb30BaHNS CNeunanmM3npoBaHHOTO CbEMHOMO MaLUMHHOIO HOCUTENS
UHdOpMaUMM MpU NOMbITKE MNOAKMIOYEHUS Chneunanm3npoBaHHONO CbEMHOIO MALLUMHHOIO HOCUTens
UHGOPMaLMK K CpeacTBY BbIYUCIINTENBHON TEXHUKW, HA KOTOPOM YCTaHOBIEHbI KOMMOHEHTHI cpeacTBa
KOHTPOMS  CbEMHbIX MallVHHbIX  HOCMTenewW uHgopMauum (nporpammHoe  obecnevyeHve
B3auMOOENCTBUS).

14.N3penve npegoctaBnsieT OOCTyN K WHOpMauMM Ha Cneuvanu3npoBaHHOM CbEMHOM MalUVHHOM
HocuTene nHdopmaummn (ecnv NpoBepka Npas Aana NnonoXuTenbHblA pesynbTaTt) nnu obecnednsaet
HeJoCTynHOCTb (BnoknpoBaHMe) uHOPMaUMM Ha CheuuannsMpoBaHHOM CbEMHOM MaLIMHHOM
HocuTene wHdopMauun Ans  yTeHusa  (3anmcn) wmHdopmauumn (ecnm  npoBepka npas  Adana
oTpuuaTenbHbIV pesynbTarT).

15.N3penve pervctpupyeT cobbiTua 6e30macHOCTW, CBSI3aHHbIE C BbINONIHEHWEM CPEACTBOM KOHTPOIS
CbEMHbIX MaLUMHHbIX HOcUTenen nHpopmaumm yHkUmMin 6e3onacHoCTH, U 3anucbiBaeT MHGOPMaLnio
ayauTa 6e3onacHoCTM.



3.3 [epcoHanbHbLIN MeXcCeTeBOMW IKpaH

1. Uspenne npepocTtaBnsieT BO3MOXHOCTb OCYLLECTBNATb punbTpaumio ceTeBoro Tpaduka Ans
oTnpaBuTenen wuHdgopmaumm, nonydatenen uHopmMauunm M BCeX onepauun nepemeLleHust
KoHTponupyemon M3 uHdopmaumm k yanam nHpopMaLMOHHON CUCTEMbI U OT HUX.

2. WNspenue obecneunBaeT pacnpocTpaHeHe hunbTpaumm Ha Bce onepauum nepemelleHms vyepes M3
WHpopmaLmm K yanam nHpopMaLumMoOHHON CUCTEMBI.

3. Vsgenue ocyuwecTtBnseT unbTpaLmio, OCHOBaHHYH Ha criegyloLwmx Tunax atpubytos 6e3onacHocTu
CyOBbEKTOB:

e CeTeBOW agpec yana oTnpaBuTens;
e CeTeBOW agpec yana nonydarens.
4. Wsgenuve ocyuwecTBnseT UnbTpaLmio, OCHOBaHHYH Ha criegyloLwmx Tunax atpubytos 6esonacHocTu
WHpopmaLum:
e  CeTeBOW NPOTOKOI, KOTOPbIV UCNOMNb3yeTCcH ANs B3aMMOLENCTBUS;
®  TPaHCMOPTHLIN MPOTOKOS, KOTOPbIA MCMONb3yeTCa A5 B3aMMOAENCTBMUS, NOPTbl UCTOYHUKA U
nonyyarens B pamkax ceaHca (ceccun);
e paspeLlleHHble (3anpeLLeHHble) KOMaHAbl, pa3peLleHHbIV (3anpeLLeHHbIN) MOOUNBHBIV KOA;
e paspeLlleHHble (3anpeLLeHHble) NPOTOKOMbI MPUKIAaAHOIO YPOBHS;
e  paspeLlleHHoe/3anpeLleHHoe npuknagHoe MO (npunoxenns).

5. Vsgenue npepocTaBnsieT BO3MOXHOCTb SIBHO paspeluaTb MMM SIBHO 3anpelatb UHOPMAaLMOHHBIN
notok, 6asvpyscb Ha ycTaHaBnuBaemblx agmuHucTpatopom MO Habope npasun cunbTpauum,
OCHOBaHHOM Ha MAEHTUUUMPOBaHHbIX aTpmnbyTax.

6. Vapgenue npepoctaBnsieT BO3MOXHOCTb OCYLLECTBMSATb MONUTUKY (PunbTpauum NakeToB C Y4ETOM
ynpaBnsoLmx KOMaHa oT B3anMmogemncTeyoLwmx ¢ M3 cpeacTs 3awmTtbl MHOPMaUmMmn gpyrnx BUOOB.

7. B n3genun BO3MOXHO OCYLLECTBMATL MPOBEPKY KaXAoro naketa no Ttabnuue cocTosHun Ans
onpeferneHnst Toro, He NPOTMBOPEYUT TN COCTOSIHME (CTaTyC, TUM) NakeTa OXXMAAEMOMY COCTOSHUIO.

8. B u3genun peanv3oBaHa BO3MOXHOCTb OCYLLECTBMSATb NPOBEPKY MCMOSNb30BaHUSA CETEBbIX PECYPCOB,
cofepXallmx MoOOUMbHBIN Kog, 4N KOTOPOro agMMHUCTpPaTopoM M3 ycTaHOBMNEHbI pa3pelunTenbHble
Unn 3anpeTuTenbHble aTpubyTel 6e3onacHoCTU. Bo3MOXHO KOHTPONMpPOBaTh (pa3peLuaTtb/3anpeLyarth)
UCMnonb30BaHNe CeTEBLIX PECYPCOB, coaepxawmx PDF v cneaytowme Buabl MobunesHoro koga: ActiveX,
Flash, JScript, VBScript, PostScript, Java.

9. Onsa agmuHucTpatopa M3 peanusoBaHa BO3MOXHOCTb MOAMULMPOBATL, yaansATh pa3pelumTenbHble
n (unu) 3anpeTutenbHble aTpnbyThl 6e30NacHOCTM AN UCMONb3yeMbIX NOMb30BaTENAMU OTAENbHbIX
KoMaH. Bo3MOXHOCTb OCyLLeCTBNATL MPOBEPKY MCMONb30BAHUSA MOMb30BATENAMU TaKMX KOMaHA.
Takke KOHTponupoBsaTb (paspeluaTb/3anpeLLaTb) UCrnonb3oBaHue criedyLlwmnx Komana: arp; ipconfig;
getmac; nbtstat; netsh; netstat; net; nslookup; pathping; ping; route; telnet; tracert.

10.B wm3genumn BO3MOXHO paspellatb Unu 3anpewiatb MH(OPMAUMOHHBIA MOTOK, OCHOBLIBASACH Ha
pesyrnbTaTtax NPoBEpPOK B COOTBETCTBMM C N.7.

11.B n3genun peannsoBaHa BO3MOXHOCTb OCYLLECTBNSATL (PUNbTPALIMIO NAKETOB C Y4ETOM YNPaBsHOLLMX
KOMaHp, oT B3anmogemncTByoLwmx ¢ MO cpeacTB 3awwmuTbl MHOOpMaLMnM ApYrMx BUOOB, OCHOBAHHYHO Ha
aTpmbyTax, yKasbIBalLLMX Ha NPU3HaKK HapyLleHus 6e3onacHOCTV B MHhOpMaLuumn CETEBOMO Tpaduka.

12.N3penve paspelsaer MHGOPMAUMOHHBLIA MOTOK, €cnvM 3HadeHuss aTpmbyToB ©Oe3onacHocTy,
YCTaHOBIEHHbIE B3aMMOLEWNCTBYIOLLMMW CPEeACTBaMU 3almThbl MHpOpMaUumM ANt KOHTPONMPYeMOro
CEeTEBOro Tpadmka, ykasblBaloT Ha OTCYTCTBME HapyLLeHWn 6e30nacHOCTM MHbopMaLun.

13.N3penve 3anpelwiaer MHAOPMALMOHHBLIA MOTOK, €CnM 3HayeHus aTpubytoB GesonacHocTw,
YCTaHOBIEHHbIE B3aMMOLEWNCTBYIOLMMN CPEeACTBaMU 3almTbl MHpOpMaUumM AN KOHTPONMPYeMOro
CeTeBOro Tpadomka, ykasblBaloT Ha Hanu4mMe HapyleHuin 6e3onacHoCT MHopMaLnn.

14.B n3genun peannsoBaHa BO3MOXHOCTb Bbibopa COBOKYMHOCTU COBbITUIA, NOABEpraownxca ayanTy, 3
COBOKYMHOCTW CODBITUI, B OTHOLLEHWM KOTOPLIX BO3MOXHO OCYLLLECTBIEHNE ayauTa. M3bupartenbHocTb
aygouTa 6asumpyeTcst Ha crneyoLmMx BO3MOXHbIX aTpubyTtax:

e uvaeHTudukaTop o6bEKTa;

naeHTudmkaTop nonb3oBaTtens;

naeHTnukaTop cydbekTa;

VN cobbITus;

unun gpyrve aTpuoyTol.

Bo3moxHO BbIOpaTh kakue Tunbl cobbiTuii MO ByayT permctpupoBaTbCs:



e 0bOHapyxeHue mobunbHoro koga (ActiveX, Flash, JScript, VBScript, PostScript, Java);
e OOHapyxeHue 3anpeLLeHHbIX BNOXEHWIN (aHanu3npyeTcs NPUCYTCTBME N3BECTHLIX MPOTOKOIOB,
peknambl, Meana-koHTeHTa, PDF);
e  BbINOMHEHNE KOMaHA.
15.B usgenuun peanusoBaHa perucTpaumsi u yyeT Crie4yoLmx cobbITui:

e  3anycK W 3aBepLUeHne BbINOMHEHUSA (PYHKLMI ayauTa;
e pesynbTaTbl BbIMNOMHEHUSA MPOBEPOK MHAOPMALUKN ceTeBOro Tpaduka;
e  3anucb HOBOTO 3HaYeHWsI NOOON N3MEHAEMON NONUTUKW/NapamMeTpa.

16.B n3genun Bo3aMoXXHa NOAAEPKKa ONpeaerieHHbIX poner no yrnpasneHuio MO.

17.B n3genun peanusoBaHa BO3MOXHOCTb CO CTOPOHbl agMuHUCTpaTopoB MO ynpaBnsitTb pexXumMom
BbINoNHeHUs yHKumMn 6esonacHocTn M3.

18.0na agmunHuctpatopa MO peanu3oBaHa BO3MOXHOCTb MOANMULMPOBATb, YAANATb pa3peLllmTenbHble
n (Mnun) 3anpeTuteneHble aTpMbyThl 6€30MacHOCTU MCMONMb30BaHUSA CETEBbLIX PECYPCOB, COAEPXKAaLLNX
oTAenbHble TUMbI MOBMBLHOIO KoAa, Ans ocywecteneHms MO dunbTpaunn.

19.lns agmuHucTpatopa MO peanu3oBaHa BO3MOXHOCTb HasHadaTb moaudumumposaTtb, yaansTb
paspelumTenbHble 1 (Mnn) 3anpeTutensHble aTpnbyTbl 6e30NacHOCTU ANs NPUKNaAHOro NPOrpamMMHOro
obecneyeHus (NPUNOXEHNI) C LEenblo NOCNeayLWwero ocyLecTBneHnsa unstpaumm.

20.B wusgenum ecTb BO3MOXHOCTb BeAEHUS [ANA KaXAOro Tuna MeCT pachnofioXeHus y3na ¢
yCTaHoBMeHHbIM M3 oTaenbHbIX Npodunen NpoBepPoOK.

21.B ns3genunn ectb BO3MOXHOCTb U3MEHeHNs1 06nacTu 3HadeHun MHopMaLMmM COCTOSHUS] COeQUHEHUS CO
CTOPOHbI aAMUHUCTPATOPOB MEXCETEBOro akpaHa. ¥ agMuHMCTpaTopa eCTb BO3MOXHOCTb 3aBepLuath
ceTeBble COeaANHEHMS U3 Tabnuubl COeaNHEHWIA.

22.B n3genvn ecTb BO3MOXHOCTb NPUCBOEHUS MPOUNAM NPOBEPOK AONYCTUMbIX 3HAYEHUN, TaKUX Kak
npochunb NPOBEPOK AMst UCNOMb30BaHWS BHYTPU MHAPOPMAaLMOHHON CUCTEMBbI, MPOdnIb NMPOBEPOK AN
UCcnomnb3oBaHWs 3a npegenamv WHMOOPMAUMOHHOW CUCTEMbI M APYrUX [ONYyCTUMbIX npodunen
npoeepok. PeannsoBaHbi:

e BO3MOXHOCTb CO34aHus npodunen, Boibopa 1 HasHavYeHus Npounsa HacTpoek onpeaeneHHbIM
(HamgeHHbIM) ceTaAM, B TOM Yncne npu obHapy>KeHUM HOBOW CeTu;
e  BO3MOXHOCTb pefaKkTMpoBaHUA Npodurien HacTpoek;
e ayauT cboeB B NCMOMb30BaHUN MEXaHU3Ma BEAEeHUs1 OTAENbHbIX Npodunel NpoBepok (Mpumep
cbos: Npochurnb He HaAEH U MPUMEHEH NPOdUIbL MO YMOMYaHMIO).
Mpocunun BbIOMpatoTCcs kak MUHMMYM no |IP-agpecy Tekywero agantepa. KonvdecTtBo npodounei,
paBHOe 8, MOXHO cuuMTaTb AOCTaTouHbiM. [lpodunu (kpome npodung no yMOn4yaHuio) MOoryTt
nepenMeHoBbLIBaTLCS.

23.B u3genun ecTb BO3MOXHOCTb MPUCBOEHUS WHMOPMAaUUN COCTOSAHUA COeOMHEHUS O0MYyCTUMbIX

3Ha4yeHun. B kayecTBe OCHOBHbLIX COCTOSIHUI A5l CETEBOro Tpaduka UCNoMb3yTCa criegyouime:
e  yCTaHOBMNEHWE COeAVNHEHNS;
e  1CMONb30BaHUEe CoegUHEHNS;
e 3aBepLUeHMEe COeaVNHEHNUS.
Mpu 3TOM Kaxabli HOBLIA MAKET MPOBEPSETCH MEXCETEBLIM 3KPaHOM MO Tabnuue COCTosHWMIA Anis
onpegerneHnst Toro, He NPOTMBOPEYUT I COCTOSIHUE NaKeTa OXXMAAEMOMY COCTOSHMIO.
24.Peann3oBaHa BO3MOXHOCTb perucrpauuy cboeB B MCNOMNbL30OBaHUM MexaHu3ma BeAeHus Tabnuubl
COCTOSIHUN.

25.0na kaxgoro coeguHeHus obecnedvBaeTcs BefeHWe Tabnuubl COCTOSIHUA, OCHOBAHHOW Ha
WHGOPMaLIMM COCTOSTHUS COEAMHEHMS N UCNOSIb3YEMON NMpU BbIMONTHEHWMN NPOBEPOK ANs 0bHapyKeHus
aHoMarbHbIX MaKkeToB, HE COOTBETCTBYIOLLMX TEKYLLEMY COCTOSAHUIO COEANHEHNS.

26.Peanu3oBaHa BO3MOXHOCTb NnepexsaTa MakeToOB Ha CETEBOM YpPOBHE M MPOBEPKM WX Ha npegMmet
paspeLLeHHOCTH MO CYLLECTBYIOLLMM MpaBunamMm MexXceTeBoro akpaHMpoBaHus. JononHUTENBHO HYXHO
COXPaHsATb TPEK KaXaoro coeanHeHus: B Tabnumue cocTosiHUi. [leTanu Tabnuupbl BKOYaoT:

ceTeBon agpec (IP-agpec) UCTovHuKa;

ceTeBon agpec (IP-agpec) nonyyartens;

HOMepa NopTOB;

WHopMaLNO COCTOAHUS COeAUHEHUS.

27.B n3genun peanunsoBaHa BO3MOXHOCTb obecrneyeHusi nepexoda B pPeXum aBapuUMHOW MOAOEPXKKM,
KOTOPbIN NpefocTaBnsieT BO3MOXHOCTb Bo3Bpata M3 K WwraTHOMY pexunmy pyHKUMOHNPOBaHWS.



28.B n3genuu peanv3oBaHa BO3MOXHOCTb TECTUPOBAHUS (CaMOTECTUPOBaHMS) yHKLMA 6e3onacHOCTH
M3 (KOHTpOrb LLEeNOCTHOCTN NcnonHsemoro koga M3).

29.B usgenumn peannsoBaHa BO3MOXHOCTb NpWU HapylleHun npasun M3 nokasbiBaTb NpegynpexgatoLlee
coo06LLeHne Nonb30BaTesto.

30.B u3genun peanusoBaHa @yHKUMOHANbHAs BO3MOXHOCTb WMH(OPMUMPOBaHUS (3anncb B XypHarn,
BCMnnbiBatowee cooblieHne u coobuweHne Ha Cepsep 6esonacHocTn C3M HCI) o BO3MOXHOCTU
OGHOBIEHNST CUrHaTYp.

31.B nsgenuu peanu3oBaHa BO3MOXHOCTb 3aaBaTb U aHanNu3npoBaTb KOMaHAHYK CTPOKY (45 rubkom
HacTpowku npasun M3).

32.B nspenun peanunsoBaH BbIBOA, BCNIbIBAKOLEro AeTanu3npoBaHHOro yBeaomneHus npyu 6noknpoBke
KOHTEHTa.

33.B usgenuu peanusoBaHa (PyHKLMOHaNbHas BO3MOXHOCTb «NakeTHOro» ynpasneHus npasunamm M3,
KoTOpas no3sonseT hopMmnpoBaTb U NPUMEHATbL OTAENbHbIE rpynnbl npasun M3.

34.B n3genun peanunsoBaH punetp HTTP 3aronoBka, KOTOPbIN NO3BOMSET BbINOMHATL XYpHanMpoBaHue,
©nokmpoBKky coeanHeHus ¢ aHoManbHbiMn HTTP 3aronoskamu.

35.B n3genuu peanusoBaHa yHKUMOHarbHasi BO3MOXHOCTb akTuBauum bonee xectkux npasun M3 npwm
OTCYTCTBMM Ha 3awmuwaemoM TC aHTuBMpyca, OOHOBNEHVMA WNW NPU  HapPyLWEHWA KOHTPOSS
LLeNTOCTHOCTM.

36.B n3genun peanusoBaHa yHKLMOHaNbHasi BO3MOXHOCTb Ucrnonb3oBaHns DNS-MeHn BMecTo npasun
IP-agpeca npu HacTponke npasun M3 gna obecneyeHuss paboTbl npaBuna npu cmeHe IP-agpeca
pecypca.

37.B nsgenuu peanv3oBaH MHTEPAKTUBHBINA PEXUM 00yyYeHus npu hopmupoBaHmm npasun MO.

38.B n3genuu peanusoBaHa nonutunka «bnokuposka QUICH.

3.4 Cwuctema oGHapyXeHUsi BTOpXXeHUM!

1. B u3genun nmeroTcsa cpefcTBa aBTOMaTU3NPOBaHHOIO 0OHOBMEHNA 6a3bl peLuaoLLmx NpaBu.

2. B u3penun npepocTtaBnsieTcd BO3MOXHOCTb OOHOBMEHMsA 6asbl pellawwmux MpaBuIl  TOMbKO
agMWHUCTpaTopaM 1 Nosb3oBaTensaMm.

3. Moaynb COB nmeeT rpacmnyecknit HTEpdenc agMMHUCTPUPOBaHUS.

B nsgenun peanusoBaHbl MeXaHW3MbI NIOKANbHOMO U yaanéHHoro agmmHuctpuposaHusa COB.

5. B usgenuum agmuHucTpatopam 6Ge3onacHocTv (M TOMbKO WM) MNPefoCTaBnseTcs BO3MOXHOCTb
MoaudmumpoBaTe pPeXuM BbINOMHEHUS (DYHKUWUA, CBA3AHHbIX C BHYTPEHHUM nNpeacTaBleHnem
BpeMeHn, co cbopom AaHHbIX 0 cucteme VT, nx aHanm3om 1 OTBETHbIMU peakLUAMU.

6. B u3genun ynonHoMo4eHHbIM agMuHUcTpaTtopam 6e30macHoOCTU (M TONMbKO MM) MpefocTaBnseTcs
BO3MOXHOCTb 3a/laHusl, a Takke 3anpoca, UsmMeHeHusi, Moandukaumm, yaaneHns N O4UCTKU 3HAYEHUN
Mo YMOMYaHuIo.

7. B usgenuu nogaepxuBaroTcd cnegyowme ponu ansa ynpasneHus mogynem COB:

e agmwuHucTpaTop 6e3onacHoCTy;
e nonb3oBaTens UNC;
e aaAMMHMCTPATOp cepBepa.

8. B unzgenum obecnevyeHa BO3MOXHOCTb acCoLMMpOBaTh NoMb3oBaTenemn ¢ ponsmu.

9. B uspgenum obecneyeHa BO3MOXHOCTb BbIMOMHATbL aHanm3 cobpaHHbiXx gaHHbix COB o ceTeBom
Tpachuke B pexume, 6nmskom Kk peanbHoMy MaclwTaby BpemeHu. ObGecneyeHa BO3MOXHOCTb MO
pesynbTaTtaM aHanu3a prkcupoBaTh CriegyroLLyo MHOPMaLuio:

e [aTy v Bpems, pe3ynbTaT aHanuaa, Tun AaHHbIX, NOeHTUMUKATOP NCTOYHUKA AaHHbIX;
e  MPOTOKON (MexaHu3Mm), UCMoMb3yeMbl A5 MPOBEAEHUSA BTOPXKEHNS;
e ngeHTUMKaTop cydbekTa BTOPXKEHUS, MOEHTUUKATOP 06beKTa BTOPXKEHNS.

10.B wusgenuu peanu3oBaHa BO3MOXHOCTb BbINOMHATL criegylowme QyHKUUMM NO  aHanuM3y BCeX

nony4deHHbIX gaHHbix COB:
e obHapyxuBaTb BTOPXEHUSA B pexume, ONM3KOM K peanbHOMYy mMacliTtaby BpeMeHu Ha ypOBHe
OTAENbHBIX XOCTOB (nokanbHbix y3noB MC) nytem aHanu3a ceteBoro Tpaduka 6e3 notepwm
AaHHbIX ANs aHanuaa;
e obHapyxuBaTb BTOPXEHUS Ha YPOBHE OTAENbHbIX XOCTOB (fokanbHbIX y3nos VIC) nyTeMm aHanusa
XypHanos cobbiTun OC u npuknagHoro [MO.
11.B cnyyae o6GHapyXeHUss BTOPXEHMW W HapyleHun ©OesonacHoCTU u3genuve npeanpuHumaeT

»



cnegyroline OencTeums:

e  OCYyLLeCTBUTb (hmkcauuo chakta obHapyKeHMs BTOPXEHWW UMW HapylleHui 6esonacHocTu B
XypHanax aygura;

e yBEOOMUTb agMUHUCTpaTopa Ge3onacHoCTU 06 OBOHapyXEHHbIX BTOPXEHMSX WU HapyLLUEeHUAX
6e30nacHOCTU C MOMOLLbIO BU3yarbHOro oToGpaXkeHWsi COOTBETCTBYIOLLEro cOObLLeHNss Ha
KOHCONW ynpaBreHus 1 Noaayun 3ByKOBOro CMrHana, a Takke coobLLeHNst Mo 3NEKTPOHHOW NoYTe;

e BnokupoBsaTh IP-agpec atakyloLero B Te4eHMn 3a4aHHOro BpeMEHH.

12.B v3genuu peanunsoBaHa BO3MOXHOCTb OMpedeneHusl OrpaHuveHun cnegylowmx AaHHbIX TOMNbKO
agMuHUCTpaTopoM Be3onacHoCTU:

® pasmep XpaHUMbIX XXYpHanoB;

e Bpems BrnoknpoBku IP-agpeca atakytoLlero.

13.B u3agenuu npegnpuHnmaloTca cneayowime OenNcTBust Npu AOCTUXEHUM U NPEBbLILLEHUN AaHHBIMU
orpaHunyeHun COB, ycTaHoBNeHHbIX B TpeboBaHumn 12:

e  poTauusd XXypHanoB Npu NPEBbILLIEHUN pa3Mepa XPaHUMbIX XXYPHAnOB;

e pasbnokvpoBka |P-agpeca artakywwero npuv uctedeHun BpemeHu OnokupoBku |P-agpeca
aTakylLlero.

14.B nspenun peanu3oBaHa BO3MOXHOCTb FeHepuMpoBaTb 3anuCb ayguTa Ans cregylowmx cobbitun,
NnoTeHUManbHO NoABepraeMbIix ayauTy:

e  3anyck v 3aBepLUEHUE BbINONHEHUS PyHKUNIA ayauTa;

e BCe COObITMS, NOTEHUMaNbHO MOABEPraemble ayauTy, Ha HeonpedenéHHOM YypOBHE ayauTta
(MUHMManbHBIN, 6a30BLIN, eTaNU3NPOBAHHLIN);

e poctyn k COB;

® YyTeHue MHdopmauun 13 3anucemn ayamTa;

e HeycCrelHble NOMbITKN YuTaTb MHAOPMALMIO 13 3anncen ayauTa;

e BCe MOAMdMKauuM pexmnma BbINONHEHUSA DYHKUMIA, CBSA3AaHHbLIX CO COOPOM AaHHbIX O CUCTEME
WUT, ux aHann3om n OTBETHBIMWU peakumsamu;

e Bce Moaudukaumm gaHHbix COB, gaHHbIX ayguTa u Bcex npoymx gaHHbix COB;

e MoamduKaLms rpynnel Nofnb3oBaTenemn — UCNOMHUTENEN POnK;

e  BbINOMTHEHWE U pe3yrnbTaTbl CaMoTECTMPOBaHNs KoMnoHeHToB COB.

15.B n3genun peannsoBaHa BO3MOXHOCTb PEMMCTPMPOBATL B KaXJoW 3anvcu ayguta, no MeHbLUEN Mepe,
cnegyoLwyo MHdopmaumio:

e [farta v Bpemsi, Tun cobbiTus, naeHTudmukaTop cydobekta u pedynbtaT cobbiTusa (YCnewHbli nnm
HeycneLHbIn);

e NS K&XOOro Tuna cobbITU, NOTEHUMANbHO NOABEpraemMbIxX ayanTy, U3 Ymcna onpeaenéxHbIX B
YHKUMOHANbHBLIX KOMMOHEHTaX, PErMcCTPUPYKTCS Crneayloline napameTpbl: ugeHtundukaTop
obbekTa, BMA 3anpalimBaemMoro A0oCTyrna Mnpu coObITUKM 3anycka U 3aBepLUEeHUsT BbINOSTHEHUS
dyHKUnn ayguta, npu goctyne k COB;

e ugeHTUcmkatop nomnb3oBaTens npuM cobbITUM MogudumKkaumMm rpynnbl  Monb3oBaTtenen —
UCMNONHMTENEN PONN.

16.B nsgenun peanmsoBaHa BO3MOXHOCTb NPeAOCTaBNSATb aAMUHUCTPATOpy 6€30NacHOCTU NPaBo YnTaTb
BCE [aHHble ayauTa 13 3anucen ayaura.

17.B wu3pgenuu peanu3oBaHa BO3MOXHOCTb 3anucu ayauta B Buae, MO3BOMSHOLWEM MOMb30BaTEN
BOCMPUHMMATb COAEPXKaLLYOCS B HUX MHGDOpMaLUKIO.

18.B wnsgenun peanu3oBaHa BO3MOXHOCTb acCOLMMPOBATbL Kaxdoe CcoObiTue, MNOTeHUMansHoO
nogsepraeMoe ayauty, C MAEHTU(UKATOPOM MONb30BaTeNs, KOTOPbIA Obllm MHMLMATOPOM 3TOrO
cobbITus.

19.B nspenun peanu3oBaHa BO3MOXHOCTb 3anpeTa BCEM MOfb30BaTENsIM AOCTyMNa K YTEHWUIO 3anucen
ayauTa, 3a UCKITIYEHMEM MONb3oBaTenen, KOTOpbIM SSBHO NpeaoCcTaBfieH AOCTYN AN1S YTEHMS.

20.B n3genuu npegoctaBnsaeTcs BO3MOXHOCTb BbINOSHATE NMOUCK, YNOPSiAOYMBaHME, COPTUPOBKY AAHHbBIX
ayauTa, OCHOBaHHYIO Ha cregylowmx atpubyrax:

e [arta u Bpems;

ngeHTudurkaTop cyobekTa;

TN cobbITUS;

pesynbTaTt cobbITUA (YCNELHbIN / HeyCneLHbIN);

Jgencreue.

21.B nsgenuu BbINoMnHAETCA PYHKUMS caMOTeCTUPOBaHUA Mpu 3arnycke, No 3anpocy YrnofHOMOYEHHOro



nonb3oBaTens Ans AeMOHCTpaLuM NpaBUIbHOTO BbINOMNHEeHUA dyHKUMIA 6e3onacHocT COB.

22./3penne npepoctaBnseT BO3MOXHOCTb  YMNONIHOMOYEHHbIM MOMb30BaTENAM BepudULMpPoBaTh
LeNTOCTHOCTb AaHHbIX hyHKLMI 6GesonacHocTn COB.

23.B usgenum npepoctaBnsaeTcs BO3MOXHOCTb YMOSTHOMOYEHHbLIM MONb30BaTENSAM BepuduuMpoBaTh
LeNIOCTHOCTb NPOrpaMMHOro koda gyHkumin 6esonacHoctn COB.
24.06ecneyeHa BO3MOXHOCTb cobupate MHGOPMaLMIO O CETEBOM Tpaduke, NpoxoasiuemM yepes y3nbl
ceTu:
WH(popmMaLms O ceTeBbIX agpecax;
UHpopmaumsa 06 ncnonb3yemblx nopTax;
WHOPMaLNs O 3HAYEHUAX MONEeN CETEBOro NakeTa;
nHpopmaumsa 06 annapaTHbIX agpecax yCTPONCTB;
WHpopmaums 06 naeHTudunkaTopax NPOTOKOMOB;
MHdopMaLUmsa 0 pa3mepax NakeToB.
25.B usgenum obecneveHa BO3MOXHOCTb COBUPATbL MHPOPMALMIO O CriegyroLLmMX COBbITUSAX Ha y3nax ceTu:
e coObITUSA, perncTpmpyemble B XXypHanax ayguta: OC, npuknagHoro nporpaMmmMmHoro obecneyeHus;
e  BbI30B (OYHKLMIA;
e obOpalleHune K pecypcam.
26.B n3genun peanusoBaHa BO3MOXHOCTb COOUpaTh M PErMCTPMPOBATL CrEeAYLLYI0 MHGOPMAaLMIO:
e [aTty v BpeMms cobbiTus;
e  TWN cobbITUS;
e ugeHTUmukatop cybbekra.

27.B nsgenuu peann3oBaHa BO3MOXHOCTb BbIMOJIHATb aHalMn3 CO6paHHbIX AaHHbIX C LUEeNblo O6Hapy)|(eHVIﬂ
BTOp)KeHI/IVI C ncnonb3oBaHMeM CUrHaTypHbIX 1 3BPUCTUYHECKNX MeTOOOB.

28.B uzgenuu peanusoBaHa BO3MOXHOCTb BbINOMHATL aHanm3 cobpaHHbIX AaHHbIX C LIENbo 0OHapyKeHns
BTOPXXEHWN C WCMONb30BaHWEM 3BPUCTUYECKMX METOLOB, OCHOBAaHHbIX Ha MeTodax BbISABMEHUS
aHoMarnuin ceTeBoro Tpaduka, MeToaax BbiSIBNEHUS aHOManun B AencTBmsix nonb3osatens VC.

29.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbIMOJIHATb aHal1n3 CO6paHHbIX AaHHbIX C LUEeNblo o6Hapy>|<eHM;|
BTOp)KeHI/IIZ C ncnosib3osaHMem 3BpPUCTUHECKMX MEeTOO0B Ha 3aJjaHHOM ypOBHeE.

30.N3penune nveet MexaHn3Mbl OOHaPYXeHWUS BTOPXXEHWUI HAa OCHOBE aHanusa crnyxebHon nHhopmaumm
npotokornoB cetesoro yposHs (ICMPv4, ICMPV6, IPv4, IPv6) un TpaHcnopTHoro yposHsa (UDP, TCP)
6a30BOI 3TaNOHHOW MOAENV B3aUMOCBSA3UN OTKPbITbIX CUCTEM.

31.B nsgenuu peanv3oBaHa BO3MOXHOCTb onpeaenenns nogmensl IP-agpeca n 6nokuposka IP-donyaa.
32.B nsgenuu peanv3oBaHa BO3MOXHOCTb BIIOKMPOBKU y3NnoB, ckaHmpyowmx MK B cetu.
33.B 13genuu peanusoBaHa BO3MOXHOCTb BbISBIIEHMS aTaK, HanpaBeHHbIX Ha OTKa3 B 00MNy>XUBaHUN.

34.B wu3pgenuu peanusoBaHa BO3MOXHOCTb OMNPEAEeNieHus chnucka TUMOB aTak, KoTopble OyayT
OnokmpoBaTbcsl.

35.B nsgenuv peannsoBaHa BO3MOXHOCTb CO3faHusl cO6CTBEHHbIX curHaTyp COB.

36.B mn3genuu peanu3oBaHa BO3MOXHOCTb GrOKMpPOBaTb HEOOBEPEHHbIE MPUMOXEHWUS, HE MMetloLme
LMdpoBOM NOANMUCHU.

37.B nsgenuu peanv3oBaHa BO3MOXHOCTb AOBEPUS MPUNOXKEHUAM, MMEIOLLNM LIMGPOBYHO NOANUCH.
38.B nu3genuu peanvsoBaHa BO3MOXHOCTb HACTPOMKN CNUCKA YA3BMMbIX NOPTOB.

39.B n3genuu peann3oBaHa BO3MOXHOCTb Bbl60pa KOMMOHEHTOB, pa3pelleHHbIX AnA UCNoJib30BaHUA Ha
MK.

40.B nsgenun peannsoBaHa BO3MOXHOCTb BbisiBIieHMs1 NonbiTok MO 3anucbiBaTh AaHHbIE B CUCTEMHBIN
peecTp 1 obpalleHns K KpuTudeckum oobektam OC.

41.B nagenun peanvaoBaHa BO3MOXHOCTb HACTPOWKN «4YBCTBUTENBHOCTMY ONnpeaerieHuns aTak.

42.B nspgenvu peanusoBaHa BO3MOXHOCTb HACTPOMKM UCKNIOYEHNN 415 JOBEPEHHbIX Y3M0B, C KOTOPbIX He
OyneTt obHapyxnBaTbCs aTaka.

43.B n3genuu peanv3oBaHo MacknpoBaHue gatymkos COB.

44.B v3pgenun peanu3oBaH KOHTPOSb LienocTHocTh 6asbl pelatowmnx npasun COB (curHaTyp XypHarnos,
Tpaduka).

45.B usgenuu peanusoBaHa BO3MOXHOCTb COXpaHeHUs1 OT(UIbTPOBAHHOW MHOPMaLUKN U3 KypHaroB
nocre NpUMeHeHnst unbTpaLmm.

46.B nagenuu peanusoBaHa (pyHKLMOHanNbLHasi BO3MOXHOCTb «be3onacHas cpepa» (BC), no3sonsiowas



3anyckatb M Npou3BoauTb paboTbl C MPOrpamMMHbIM OBecrnedYeHnemM B U30NMPOBAHHON, 3aLLMLLEHHON

cpene 6e3 BHeceHus nameHeHuin B ocHoBHyto OC, nposepsATb MO Ha onacHble AENCTBUS C LENbIo

onpefeneHns cTeneHn JoBepust K HeMy 1 hOpMMPOoBaThb OTHET O AeATenbHOCTU nporpammel. OTyeT

COCTaBnseTCA C NpaBamMu JOCTYnNa, UCKIYaoLWLMMN BO3MOXHOCTb peaakTupoBaHus danna. B otyete

oTobpaxeHo cneayoLlee:

KpaTkasi cBOAKa O NOTEHUUanbHO-BPEAOHOCHbIX AENCTBUSAX;

oueHka 6e3onacHOCTU NPUNOXeHUs, danna Unu CCbirku;

NOfHOe HauMeHOBaHVe O CUCTEME;

noapobHoe cocTaBneHne O0TYETOBAKYPHAIOB O pe3yrbTaTax NPOBEPKY.

47.B vsgenun peanunsoBaHa BO3MOXHOCTb MMMOPTa M nocrieyowero 06HOBNEHNS «4YEPHOro Crmcka
URL agpecoB 13 BHeLLHero «*.ixty cdanna.

48.B n3genun peanvsoBaHa BO3MOXHOCTb 3awwnTbl cnyx6bl COB oT HeaBTOpn3MpoBaHHOro octaHoBa.

49.B usgenvn peanunsoBaHa yHKLMOHarNbHas BO3MOXHOCTb 3ajaBaTb M aHanM3mpoBaTb KOMaHAHYHO
CTPOKY Ansi NpoLeccoB Ans rmbKov HaCTPOMKN NpaBun XxypHanos npunoxexHun COB.

50.B usgenumn peanusoBaH BbiBOA U3 kdwa DNS-umMeHn BHeLWHero pecnoHAeHTa npy Hanuuum Takow
WHOPMaLUMM B OTNPaBNEHHbIX NN NPUHATLIX AaHHbIX.

51.B nsgenuu peanu3oBaHa PyHKUMS CaMOTECTMPOBAHNS KOHTPONSA NPUIMOXEHWUNA.

52.B nspgenun peanusoBaHa yHKLMS aBTOMAaTUYECKOro 3anycka npunoxeHui B bC B cnyyae, ecnu oHu
nony4eHbl ¢ canToB ceTn MIHTepHeT.

53.B wu3genum pomkeH ObiTb peanu3oBaH AETEKTOpP BPEAOHOCHOW  aKTUBHOCTM  BMPYCOB-
LWncppoBanbLLMKOB.

54.B n3genun gomkeH bbiTb peanu3oBaH AeTEKTOP NOA03PUTENbHbIX (hannoBbiX onepaLmi.

55.B n3genun gomkHa ObiTb peanusoBaHa nogcmctema NpuHATUS peLleHnii No cobbITUAM, CBA3aHHbIM C
aKTMBHOCTbIO BUPYCOB-LLNPOBANbLLMKOB.

56.B usgenun gomkHa ObiTb peanusoBaHa MNOACMCTEMA pearnpoBaHMA Ha COObITWSA, CBA3aHHbIE C
aKTMBHOCTbIO BUPYCOB-LLNPOBANbLLMKOB.

57.B usgenun gomxkHa ObiTb peanv3oBaHa perncrpaums cobbITUiA, CBA3AHHbIX C aKTUBHOCTbIO BUPYCOB-
LndpoBanbLLUKOB.

3.5 CepsBep KoHduUrypaumm

1. B v3genun peanusoBaHa QyHKuua cbopa no cetn u obpaboTkm mHPopMaLMM O MPOrpaMMHOM
obecneyeHnm MK ¢ yctaHoBneHHbIM Dallas Lock 8.0.

2. B usgenuu peanusoBaHa QYHKUUS OTCMEXMBAHUA WU3MEHEHWW B YCTAHOBMEHHOM MNPOrpamMmmMHOM
obecneyeHnmn Ha KIMeHTax.

3. B wmnsgenuu peanusoBaHa dyHKLMSA dukcaumm cobbiTin NOACUCTEMbI CKAHUPOBaHUSA KIIMEHTCKOW YacTu
B XypHane CK. ®dukcupyloTcsa crnefytowime Tunbl COObITUN:

CKaHupoBaHue;

pefakTupoBaHne napameTpos;

3arpy3ka NacnopTta NO co CbEMHOro MaLLMHHOIO HOCUTENS;

CUHXpOHM3aLmsa MacnopToB KNMeHTa.

4. B unzgenuu peanu3oBaHa QyHKLMA dunbTpauum coobbITUIA, 3addUKCUPOBaHHBIX B XXypHane ynpaeneHus
nonNUTUKamMu, No TUNYy 1 pesynbTaTy.

5. B 13genuu BbINOMHAETCSA KOHTPOIb 1 (huKcaLms COCTOSHUA NporpaMMHOM cpeabl.

6. B u3genun peanu3oBaHa QYHKUMOHANbHAs BO3MOXHOCTb cpaBHeHus [lpoekta nacnopta u
3aBepeHHoro acnopTa, 3aBepeHHbIX NacnopTOB B pamMKax O4HOTO KIIMeHTa.

7. B wnsgenun peanusoBaHa dyHkumMsa bopmupoBaHusa NMpoekta nacnopta MO, MNacnopTa MO.

8. B u3genuu peanusoBaHa dyHKums ytBepxaeHusa [Nacnopta MO ¢ nomMowbo YCTaHOBKM MPOCTOM
3NEeKTPOHHOW NOAMNMUCH.

9. B usgenuu peanusoBaHa yHKUNS CO34aHUA U peaKkTUpoBaHus npae yvyeTHbIX 3anucen CK.

10.B wmsgenuu peanusoBaHa (yHKUUOHAmNbHas BO3MOXHOCTb XpPaHEHUs OaHHbIX O coctosiHum [10
KNMeHToB B Gase AaHHbIX MpOrpaMMHOro mogyns. Magenve obecneyvmBaeT XpaHeHWe creaytoLmx
AaHHbIX:

e CBe[eHUA O KNueHTax;
e CBe[eHus 0 NepcoHarne Komnnekca:
e nacnopta NO KNMeHTOB C aNeKkTpoHHOW noanuckto KoHTponepos (MHdopmauusa 06 nameHeHmsx



cocTtaBa 0O u ucnonHaembix gannax);
e  uHdopmauwms o MO.

3.6 O6wwme 3apaum cyuwecTBylowmx nogcuctem C3U HC4

1. N3penve MOXeT KOHTPONMPOBaTh U onpeaensiTb CaHKUMOHUPOBaHHOE BpeMsl paboTbl y4eTHOWM 3anunucu
nonb3oBaTtens. PeannsoBaH MexaHU3M OrpaHU4YeHUs JOCTyna Nno JaTe M BpemeHu (pacnucaHve
paboTbl nonb3oBaTenen).

2. VNsgenue cnocobHO MpuHyAUTENbHO OTKMAYaTh ann-guck npyv  OTKNIYEHMM annapaTHOro
ngeHTudumkaropa.

3. B u3genuu peanu3oBaHa BO3MOXHOCTb KOHTPONSA PYHKUUIN rapaHTMPOBAHHOM 3a4MUCTKM MHpopmaLmm.

4. B un3genuum peanu3oBaHa BO3MOXHOCTb HaCTPOMKM U OTOOpaXKeHMs 3adaHHOro TEKCTOBOro
yBeOMIEHMS NONb3oBaTeNs Npu ero BXo4e B MHPOPMAaLMOHHYO CUCTEMY (HAaNOMUHAHKE O TOM, YTO B
WH(OPMALIMOHHON CUCTEME peanun3oBaHbl Mepbl No obecneyeHnto 6e30nacHOCTU NepCoHanbHbIX
AaHHbIX, U O HeobxoammocTu cobniogeHns YCTaHOBMEHHbIX OnepaTopoM npasun 06paboTku
nepcoHanbHbIX AaHHbIX).

5. B nsgenuu peann3oBaHO OMNoBeELLEHUE Nonb3oBaTeNsd nocrie ycrewHoro Bxoga B MHpOpMaLnoHHY0
cucTeMy O ero npegblayLem Bxoge B UHHPOPMALMOHHYIO CUCTEMY, O KONMYECTBE HEeYCMELUHbIX NOMbITOK
BXO4a B UH(MOPMALMOHHYIO cuctemy 3a nepuod, 06 M3MeHeHUn CBeAEHWUN, OTHOCALLMXCSA K Yy4EeTHOM
3anvcum nonb3oBaTens.

6. B usgenum ocywecTtBnseTca peructpaumsi CoObITUW, CBHA3a@HHbIX C AENCTBMAMM MO  3a4nNCTKe
OCTaTOYHOM UHbopMaLnK.

7. B n3genun peanusoBaH MexaHW3M MOKOW HaCTPOWKM LUTamna, MNPOCTaBMASEMOro NPM OTYYXOEHUM
UH(OPMaLMM Ha TBEPAYIO KOMUIO.

8. lNMpn ceTeBOM wuCMNOMNb30BaHWM u3genve obecneymBaeTr (cunamm cepBepa ©OesonacHocTw)
CVYHXPOHM3aLUI0 BPEMEHM.

9. B u3penun peanu3oBaH MoAynb YyMNpaBleHUs NUUEH3WAMU Ons cepBepa ©e3onacHOCTM M Ha
OrpaHnUYeHne Yncna TepMUHarnbHbIX CECCUN.

10.B u3genun peanu3oBaHa BO3MOXHOCTb [OyOnvpoBaHuWsi cepBepoB 6e30nmacHOCTM Mpu CETEBOM
pa3BepTbIBaHUW, 451 NOBbILLEHMS 0TKa30yCTONYMBOCTY U3aenus.

11. B usgenum peanu3oBaHa BO3MOXHOCTb YCTAaHOBKU KOHUIypaLMmn No ymonyaHuio, y40BNeTBOPSIOLLEN
TpeboBaHNAM orpaHUYeHuIA No AKCNNyaTaumm, ykasaHHbiM B nogpasgene 3.3 dpopmynsipa Ha nsgenue.

12.B n3penun peanuaoBaHa BO3MOXHOCTb aBTOMATU4ECKOro 3KcrnopTta >ypHanoB CB un >xypHanos,
cobupaembix ¢ knneHTos 1B, BO BHeLwHI00 SQL 6a3y AaHHbIX.

13.N3penve obecneumBaeT sBHOE BbiBEAEHUE KINMEHTCKOW pabouven cTaHuum u3-nof ynpasreHus
cepepa 6e3onacHoOCTH.

14.B u3genuu peanu3oBaHa BO3MOXHOCTb MEpPEMELLEHWUst Tpynn KIMEHTOB cepBepa Oe3onacHoCT B
Apyrve rpynnbl Yepes X KOHTEKCTHOE MEHI0, COOTBETCTBYIOLLEE CyLLIECTBYIOLLEN nepapxun rpynn.
15.N3penve obecnevnBaeT aBToMaTnyeckoe 0OHOBNEHME MHEPOPMaLMKN B PEXMME pearibHOro BpEMEHM O

KINneHTax, TeEXHu4eckasi nogaepka KoTopbIX 3aKoOHYUNachb.

16.B n3genuun peanunsoBaHa yHKUUSA oTobpaxkeHun nHgpopmaumm o6 akTuBHbIX kKOMnoHeHTax C3U HCO
B okHe «O nporpammey.

17.B v3genuu peannsoBaHa aBTopM3aums No cmapT-kapTe Yyepes ygoctoBepsawowmi ueHtp MS Windows
Ansi 64-paspagHbixX onepaLymoHHbIX CUCTEM.

18.Mpn dyHKuMOoHMpoBaHun B gomeHe Active Directory C3M HC[ npw HacTpoeHHOW aBTopu3auun no
cmapT-kapTe usgenve obecnedvBaeT BO3MOXHOCTb OTKITHOYEHUSA NaporbHOro uHTepdenca exoaa.

19.Mpw 06HOBREHUN U3Aenne aBTOMaTUYECKM NPOBEPSET ANEKTPOHHbBIE MOANMUCU UCMONHAEMbIX MOgYyIen
W 3anpeLyaeT yCTaHOBKY He npollewmnx npoepky Ol ucnonHsaembix MOAYNen.

20.Tpn cOBMECTHOM MCMOSb30BaHUN Ha OOHOWM KnNueHTckon pabodven ctaHuum C3M HCLO n CA3 Dallas
Lock obecneumBaeTcs:

e  BO3MOXHOCTb CKBO3HOW aBTOpM3auum B OC — nepefaya BBEAEHHbIX aBTOPU3ALMOHHbBIX AaHHbIX
13 C3 Dallas Lock B8 C3 HCA;

e BO3MOXHOCTb 3aMMCTBOBaHWUS BpeMeHHbIX oTMeTok M3 C[O3 Dallas Lock gns perncrtpauum
cobbITuI 6esonacHoCTy.

21.PacluimnpeHa vHTerpaumsi ¢ KnMeHTamu goMmeHa nog ynpasneHvem msgenust C3M HCL Dallas Lock
Linux. OB6ecneuvBatoTcs:



e  CUHXPOHU3auMs NONMTUK Ge3onacHoCTy;

e  BbIFPYy3Ka XypHarnoB knueHToB nog ynpasnexHnem msgenua C3WM HCO Dallas Lock Linux B MS
SQL;

e  MOJIHOLEHHAasi CMHXPOHM3aLMs Y4eTHbIX 3anucen rpynn (no aHanormum ¢ C31 HCL);

e yaaneHHoe pasepTbiBaHMe C3M HC/ Dallas Lock Linux;

e LleHTpanu3oBaHHoOe ynpasneHue ponamu agmuHuctpuposaHus C3W HC[ Dallas Lock Linux.

22.Mpwn ygpanennn C3W HCL nspgenue npeanaraet COXpaHUTb NPOM3BEAEHHbIE HACTPONKN.
23.B n3genun peanusoBaHa 6a3oBas nHTerpaums ¢ aHtmeupycom «Kaspersky Endpoint Security»:

e ornpefeneHne HanMunsa YCTaHOBIIEHHOIO aHTUBMPYCA Ha KITMEHTCKNX paboyvmx CTaHUusXx;
e MpegocTaBneHne nHpopmauum 06 akTyanbHOCTM aHTMBUPYCHbIX 6as;
e  aHanu3 XypHaroB aHTMBUpYCa C peaKkunen Ha 3agaHHbIN pa3paboTynkoMm nepedeHb CoOObITUN.

24.B n3genuu peanusoBaHa rpaduyeckas naHenb MOHUTOPUHIa 3aLMLLEHHOCTM CUCTEMBI (3aLLMLLEaeMOro
KOHTYypa).

25.B u3genuu peanusoBaHa yHKUMA TeHeBOro KonupoBaHus, obecneumBarollas KonnpoBaHue
UHdOpMaUMM, KOTOPYKD MOMb30BaTesNb 3anvCbiBaeT Ha CMEHHbIE WKW CeTeBble HakonuTenw, B
crneumanbHyl0 nanky Ha fokanbHOM >XecTKoM Aaucke. [locTyn nomnb3oBaTtens K TEHEeBOW Konuu
aBTOMaTU4ecknMm obpasom orpaHM4MBaeTCs.

26.B n3pgenun peannsoBaHa pyHKUNS aBTOMATUYECKOTO COXPaHEHNs1 HECKOMbKMX (hannoB KOHurypaumm
Cepsepa 6e30nacHOCTM MO YCTAHOBIIEHHOMY PacnUCaHu0 C BO3MOXHOCTbLIO 3ad4aTb MyTb COXPaHEHUS
danna koHdpurypaumm C3WN HC[I Ha XecTKkom gucke, CETEBOM [UCKE UMM CbEMHOM MalLUMHHOM
HocuTene.

27.B wspgenun peanusoBaHa QyHKUMS arperaumym CoObITU  HECAHKUMOHMPOBAHHOIO JocTyna no
pas3HOPOAHbLIM KNMeHTam AomeHa 6e30MacHOCTU C YHU(PMLMPOBAHHON BO3MOXHOCTBIO 06paboTkm Ans
noboro y3na wunu rpynnel y3rnos (BHE 3aBUCUMOCTW OT Tuna).

28.B mn3genun peanu3oBaHa (yHKUMS MPOBEPKM LUGPOBON MoAnMcUM OOBbEKTOB (hanioBOW CUCTEMBI,
Haxogsimecsl Nof KOHTPONeM LENOCTHOCTW, Npu MX OOHoBreHun. B cnyvae Hanuuusi y HOBOro
ucnonHaemoro danna unudpoBon Nognucy 3ameHa paspeLlaeTcs, B NPOTMBHOM — 3anpeLlaeTcs.

29.B nsgenuun peanunsoBaHa BO3MOXHOCTb NMpocMoTpa B XypHane CepBepa 6e3onacHOCTU napameTpa,
NPV CUHXPOHM3aLMN KOTOPOro BO3HMKaET ownbka.

30.B nsgenun peanusoBaHa yHKUUA, NO3BONAIOWAN BKIoYaTh KoHTponnepbl AomeHa OC Windows B
[omeH 6e3onacHocTn C3U HCA.

31.B wu3genun peanusoBaHa QYHKUMS, MO3BONAOLLAA CO34aBaTb Y4YETHblE 3anvMcu  OJOMEHHbIX
nonb3oBaTtesien U3 KoHcoNu agMuHucTpupoanHms C3W HCL.

32.B mn3genuu peanusoBaHa yHkums, nossonsowas sknoyate Cepsepbl 6e3onacHoctn C3U HCO B
HomeH 6e3onacHocTn C3U HCU.

33.B u3genuu peanusoBaHa (yHKLMSA, MO3BOMSAIOWASA BKMOYMTL KIMEHTCKylo 4Yactb C3M B gomeH
6esonacHoctn C3M HC[ no IP-agpecy.

34.ns koHconu Cepsepa 6e3onacHoctn C3 HCL peanu3oBaHa BO3MOXHOCTb HACTPOWMKM rnobanbHbIX
napamMeTpoB ANCKPELMOHHOro A0CTYNa Ha YPOBHE rpyrn KIMEeHTOB.

35.B n3genun peanu3oBaHa BO3MOXHOCTb pacrnpefeneHunst rpynn nonb3oBaTenen no KNneHTam 1 rpynnam
aepea koHconu Cepeepa 6e3onacHoctn C3U HCL.

36.B n3genuu peanusoBaHa UHOMKALUNS «KHEAKTMBHOIO pexmmay B AepeBe KNneHToB KoHconu Cepsepa
©esonacHocTw.

37.B wn3pgenum peanu3oBaHa BO3MOXHOCTb OTOOpaxeHuss cooblieHnss 06 OKOHYaHuW yaaneHHoW
yCcTaHoBKWU knueHTckorn Yactn C3MN HCL (c ykasaHneM HeobGXoOuMOCTU BLIMOMHEHWUS Nnepesarpysku)
ANS NepcoHanbHOro KOMMbiOTEpPa, Ha KOTopbIi Oblna npousBedeHa yaaneHHas ycTaHoBka. [ns
koHconn Cepsepa 6e3onacHOCTM peanua3oBaHa BO3MOXHOCTb MNPOM3BOSIbBHOMO pefakTpoBaHUsA
(3apaHust) TekcTa AaHHOrO CoobLLEeHMS.

38.[Ans Cepsepa 6e3onacHoct C3M HC peanusoBaHa pennukauus Hactpoek CIO3 «Dallas Lock» npu
Knactepusaumu.

39.B mn3genuun peannsoBaHa BO3MOXHOCTb A400aBNEHUSA NPOV3BONbLHOIO KOMMEHTapus B 3IEKTPOHHOM
Buae k cobbiTnam HCQ.

40.B n3genuu peanuaoBaHa OYHKUMSI BbIFPY3KM OTYETaA O AENCTBUSIX MOSb3oBaTens (y4eTHOW 3anucu
nosb3oBaTtens) Ha 3awuiiaemblx TC 13 6a3bl gaHHbIX SQL.

41.B wnsgenun peanu3oBaH cepBuC cbOopa aHanuTudeckon mHdopmaumm (KypHan WMHGOPMaLMOHHO-
TEXHOSOrMYeckoro conpoBoxaeHus). CepBUC XpaHUT U oTobpaxaeT B KoHconu Cepsepa



6e3onacHocTH:

e cobbiTus No paboTe ¢ 3asiBKaMu NONb30BaTENA B CIYXOY TEXHNYECKOW NOAAEPXKKY;
*  MHJOPMALMOHHbIE COOOLLEHNS, OTNPaBIIEHHbIE MPOU3BOAUTENEM.

42.B unsgenuu peanu3oBaHa BO3MOXHOCTb OToOpaxeHus uHdopmaumm o coctosHum O Kaspersky
Endpoint Security B koHconn CepBepa 6e3onacHocTu ¢ ncnonb3oBaHnem Open API, xxypHanupoBaHus,
dunbTpaumMm, HacTpOWKM NpMOpUTETOB COOLITUIA, npoucxogawmx ¢ Kaspersky Security Center,
BbINONTHEHNS NPUHYAUTENBHOIO CKaHUPoBaHUsA knueHtcknx TC ¢ npeayctaHoBneHHbIM 10 Kaspersky
Endpoint Security, o6HOBNeHMsa aHTMBMPYCHbIX 6a3.

43.B CepBepe Ge3onacHOCTM peanum3oBaHa perucrpauus nogknioyeHHblX K APM KMMEHTOB CMEHHbIX
HakonuTenemn.

44.B n3genuu peanusoBaH MeXaHU3M NoACTaHOBKM YYETHOWM 3anucu Nonb3oBaTerns npu BbIbope TOkeHa B
nHTepdelice Bxoga B KoHconb cepBepa 6e3onacHocTu Dallas Lock.

45.B nsgenum peanu3oBaHa BO3MOXHOCTb ayouTa OTKIMOYEHMA/MOAKIIOYEHNS
paspeLueHHbix/3anpelleHHbix USB-Hakonutene.

46.B wv3genuu peanu3oBaHa BO3MOXHOCTb MpucBamBaTb OOHOMY Monb3oBaTtentio 6onee ogHoro
annapaTtHoro ngeHTndukaTopa (C BO3MOXHOCTbIO aBTOpU3aLmm no nobomy u3 Hux).

47.B nsgenuun peanu3oBaHa nHTerpauus ¢ EamHeim ueHtpom ynpasneHus Dallas Lock B wactu:

e  KOHTPOMS Ceccui Nonb3oBaTens;
e oTob6paxeHust coctosiHua C3V HC[;
e ynpaBneHus y4eTHbIMU OAHHbLIMU;
e ynpaBneHus nonuTukammn 6esonacHocTy;
e cbopa nHdopmauum c knneHtos C3N HC B xxypHansl EanHoro ueHTpa ynpasneHus Dallas Lock;
e (opMUPOBaHMSA 3adaHuin 1 ynpaBreHue 3gaHnsamn ans knnedtos C3W HC[;
e  OTNpaBKM cUrHanusauumn ob MHuugeHTax 6e3onacHoCTy;
e  HaCTPOWKM NULEH3NPOBAaHNS;
e yrpaBneHus MexceTeBbiM 3kpaHOM (gobaBneHve n pegaktupoaHune npasun M3).
48.B n3genun peanu3oBaH MexaHu3m otobpaxeHus B xypHane Cepsepa 6e3onacHoOCTU cobbITUIA BCeX
cepBepoB 6e3onacHocTu (Mpu ncnonb3oBaHun SQL).
49.B usgenuu peanusosaHa nogaepxka SSL/TLS Ha Cepsepe 6e30nacHOCTM Ans OTAPaBKU MOYTOBbIX
yBefoMneHni 0 cobbituax HCI ¢ ncnonb3oBaHneM BHELLHUX smip-CepBEPOB.
50.B u3genum peanusoBaHa BO3MOXHOCTb BbIrpy3KM Chvcka mnornb3oBaTenen n knueHToB ¢ Cepsepa
BesonacHoCTH B TEKCTOBOM BuJe.
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BXOAHbLIE U BbIXOAHbLIE OAHHbIE

BxoaHble gaHHbIe

1.

BxoaHbIMM AaHHBIMKU ABNAOTCS:

dannel koHurypaumn mogynen C3U HC, ncnonesyembie Nnpu yCTaHOBKE;
YHVKanbHble OS89 KaXKOOro nonb3oBaTensi fOorvH, Naporib M CEPUMHBLIM HOMEp annapaTHOro
naeHTudumkaTopa;

e naponb npu npeobpasoBaHnm/obpaTHOM NpeobpasoBaHnn obbekTa hainnoBoN CUCTEMBI;

e (bopmanusoBaHHble NpaBuna NONMTUK Ge30NacHOCTU, peanusyemMble C MOMOLLLI0 MEXaHW3MOB
C3M HC[ n npeobpasoBaHHbIe B 3Ha4YeHUs1 aTpubyTOB 1 MOMHOMOYUN;

e ceTeBow Tpaduk (ans M3, COB);

e  YCTaHOBIIEHHble coeanHeHus (ana MJ);

e cobbITuS, peructpupyemole B XypHanax ayguta OC un npunoxexun (ans COB).

. JlormHom MOXeT CnyxuTb Habop NoObIX CUMBOJIOB, BBEEHHbIX C KNaBuaTypbl, AnuHoi oT 1 go 20, 3a

MCK”}OLIeHMeM: Il/ll’ ll\ll, ll[ll, ll]ll, ll:ll, II|II, ll<ll, ll>ll, ll+ll, II:lI, ll;ll, ll,ll, ll?ll, ll@ll, II*II.

Mapornem MOXeT CNyxuTb Habop MoObIX CUMBOSIOB, BBEAEHHbLIX C KraBuaTypbl, AnMHon oT 6 go 31.
'D'Ol'lyCTl/le|e Cl'leLl.l/laj'leble CMMBOan: |I‘ll, ll~ll’ ll!ll’ ll@ll’ II#II, Il$|l7 ll%ll’ IIAII, ll&ll, Il*ll, ll(ll7 Il)ll, ll_ll’ ll_ll, Il+ll, Il{ll7
ll}ll, Il[ll, ll]ll, ll\ll, ll|ll, II:II, Il;ll7 Illlll, lllll, ll<ll, Il>ll, II,II, ll.ll, ll?ll, lI/lI.

MuHUManbHas AnvMHa U cocTaB CMMBOJSIOB Maporst PEryrnMpyoTcs COOTBETCTBYIOLLMMM NapameTpamu
6e3onacHoctn B C3M HCL.

BbixogHble AaHHbIe

1.

2.

BbixoaHbIMK gaHHLIMU ABNSAOTCS:

e coobueHns C3V HCL Ha poelicTBMs nonb3oBaTenen;
e XypHanbl cobbiTun, cosgasaemole C31 HC[ B npouecce paboTbl;
3HAYEeHMS KOHTPOJTIbHBIX CYMM OOBbEKTOB, Ha KOTOPbIX YCTAHOBIIEH KOHTPOSIb LIeNTOCTHOCTY;
pe3epBHble KOMMM NporpamMHbix KomnoHeHToB C3U HC[;
avinbl koHdurypaumn mogynen C3W HCL;
OTYEThl Pe3yrnbTaToB aBTOMATMYECKOrO TECTUPOBAHUSA hyHKLMOHANa No Ha3Ha4YeHHbIM NpaBam
N KOHpUrypaumsiM, oT4eTbl NO cnmMckam ycTaHoBneHHoro M0;

e coobuweHna C3N HC[ B cnydae curHanmsauum npy nomnbITkax HECaHKLUMOHUPOBAHHOTO JOCTyNa.
B >xypHanax coObITui OTCnexuBalTcAa M OTOOpaxalTCcA Takue AaHHble, Kak AaTta, Bpemsi, MMs
nonb3oBaTtens, UMs o0bekTa, TUM onepauuu, pedynbTaT NonbITKA AOCTYNa, XapakTep OLWWOKN 1N nHas
MHdopMaLnS.



