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1. OBWMUE CBEOEHUA N HABHAYEHUE

PytokeH JQUIM 2.0 npegHasHayeH AONnsl MOCTPOEHUSA CUCTEMbI ABYX(aKTOpHOW ayTeHTudumkauumn B
WH(POPMALIMOHHBIX CUCTEMAX.

CneunanusmpoBaHHble CbeMHble MallMHHbIE HocuTenu nHgopmaumm PytokeH 3LIMN 2.0 onpegenstotca
AOrOBOPOM M MOCTaBMAKTCA B cooTBeTcTBMM C pasgenom 4  «KomnnektHocTb»  ®dopmynsipa
RU.48957919.501410-02 30.

B cocTaB noctaBku BXOOUT:

npuknagHoe nporpammHoe obecnevenune (MO) — ytunuta rtAdmin, npegHasHayeHHasa Ans
aBTomMaTMsaumm npouenyp dopmMaTUpoOBaHUA M agMUHUCTPUPOBAHUS YCTPOWCTB PyTOKeH:
CMeHbl MeTku naeHtudukartopa, PIN-kogoB n nx napameTtpos, ynpaeneHus pasgenamu Flash-
namsaTu;

crneumanm3mpoBaHHbIl CbEMHbIA MalUWHHBIA HOocuTenb WHdopmaumm PytokeH 3UIM 2.0 ¢
npegycTaHoOBMNEHHbIM NPOrpaMMHbIM obecneyeHnem, a UMEHHO c darinom
USB_Firmware_ ARM_43 ECP_CERT_uv3.hex, npegHa3Ha4y€eHHbIM 47151 BbINOSTHEHWST (DYHKLINIA
no sawute MHOPMaLMKN, @ UMEHHO XPaHEHWEM KYEBOW WMHGOPMaUMM U yrnpaBleHMEM
OOCTYMNOM K HEW.

USB-kntoun PyTtokeH OUIM 2.0 no3BonsoT HanpsiMyro NoOACOeAMHATb UX K paboden cTaHuum 4vepes
nHtepderc USB, ans nogknodeHns TpebyeTcs MUHUMYM oauH cBo6oaHbI nopT USB.



2. AOMUHUCTPUPOBAHUE

Ytnnuta  rtAdmin  npegHasHadeHa gnsa aBTomMaTtusaumm  npouedyp  popmatvpoBaHus U
aAMNHUCTPUPOBAaHNS YCTPOMCTB PyTOKeH: CMeHbl MeTku nageHtudgukaropa, PIN-kogoB u nx napameTpos,
ynpaBnenus pasgenamu Flash-namsatu. ns paboTtbl B onepaumoHHbIX cucteMax Linux mcnonb3yeTcs
KOHconbHasa yTtunuta rtAdmin, Tawke OHa MOXET WUCNONb30BaTbCs U B OMNEpaLMOHHbIX CUCTeMax
cemenctea Windows.

Mpwn paboTe ¢ yTUNUTON peKoMeHOyeTCs He noAkntoyaTe 6osiee ogHOro yCTpoiicTea.

YTunura 3anyckaetcd M3 KOMaHOHOW CTPOKUM U UMeeT creaylolimMe napameTpbl, NpeacTaBfeHHble B
Tabnuue 1.

Ta6nuua 1. MapameTpbl rtAdmin

OnucaHune KomaHAbI MapameTp KOMaHAHOW CTPOKM 3HauyeHMe Mo yMOnyaHu1io
dopmaTtmpoBaHune f _
naeHtTudmkaropa

87654321
. 3HaueHne Mo YMONYaHuio
Tekywmn PIN-ko,
v A -0 [PIN-kop (< 32)] MCNOMNb3yeTCs TOMbKO NpU

agMUHMUCTpaTopa
dopmaTupoBaHmm 6e3

ykasaHusi napameTpa -0

12345678

3HayeHe No yMonyaHuio
-C [PIN-kog (= 32)] MCNOMNb3yeTCs TOMbKO NpU

chopmaTupoBaHum 6e3

yKa3aHusi napameTpa -C

87654321

3HayeHe No yMonyaHuio
-a [PIN-kop (< 32)] MCONb3yeTCs TOMBKO NpU

cdopmaTuposaHum 6e3

yKasaHua napameTpa -a

12345678

3HayeHne no ymonyaHuio
-u [PIN-kop (< 32)] MCMONb3yeTCs TOMBKO NpU

copmaTnposaHum 6e3

yKasaHus napameTpa -u

Tekywwmin PIN-koa
nonb3oBaTens

YctanHaBnuBaemsbii PIN-kop,
agMuHucTpaTopa

YctanHaBnuBaemsbii PIN-kop,
nonb3oBaTtens

leHepaumsa PIN-koga
agMuUHUCTpaTopa
(ncnonbayeTcs npu
hopmaTUpoBaHUK)

-G [onuHa PIN-koaa (8-32)] —

eHepaumsa PIN-koga
nonb3oBarens (ucnonb3yetca -g [anuHa PIN-koga (8-32)] —
npu doopMaTUpoBaHmm)

3arpyska 3HayeHun nap PIN-

KodoB M3 daiina b [uma daitnal -

-p [kTO MOxeT MeHAaTb PIN-kopa;:
MonuTtuka cmeHsbl PIN-koga 1 — agMuHucTpaTtop, 2
nonb3oBartens 2 — nonb3oBaTersb,

3 — nonb3oBaTenb U agMUHUCTPaTOoP]

MunhumanbHaa gnuHa PIN-

) B - 6
Kofla aAMUHUCTpaTopa M [anvHa PIN-koaa (6-31)]

MuHumanbHas anvuHa PIN-

- - - 6
koZa nons3oBaTtens m [pnuna PIN-kopa (6-31)]



OnucaHue KoMaHAabI

MakcumanbHOe KonM4ecTBO
nonbiTok BBoga PIN-koga
agMuHUCTpaTopa

MakcumansHoe KonmyecTso
nonbiTok BBoga PIN-koga
nonb3oBartens

MeTka ngeHtudgukaTopa B
koguposke Windows-1251

MeTka ngeHtudgukaTopa B
koguposke UTF-8

KonBepTauus B UTF-8 (dnar
AN napaMeTpoB, CBA3AHHbIX
¢ PIN-kogamn)

OrpaHundeHune konuyecTtea
BbINOMHAEMbIX UTepaumn oo
OfHOWM

Ucnonbsyemasn 6ubnuoteka
PKCS#11

MyTb K KOHUTYpaLMOHHOMY
danny

MpoTokonupoBaHue

MapameTp KOMaHAHOM CTPOKMU

-R [uncno nonbiTok (3-10)]

-r [uncno nonbiTok (1-10)]

-L [meTka ngeHtTudmkaTopal

-D [meTka ngeHtndurkaTopa]

-U

-q

-z [nyTb kK GubnnoTeke]

-n [nyTb K dhanny]

-l [nyTb K cpanny noral

MapameTpbl ansa ynpasneHus flash-namatesio

Paszbuenwne Flash-namsatu Ha
pa3gensl (opMmaTupoBaHue)

dopmaTtmpoBaHune yganut
BClO nHcopmaumto n3 Flash-
namsatn. Coenante Konuto
Ba)KHOW MHGOopMaLUn —
nocne oopmMaTMpoBaHusi ee
OyoeT HEBO3MOXHO
BOCCT@HOBUTb

M3meHeHune npaB goctyna

Mony4yeHne uHdopmaumm o
pa3mepe Flash-namaTtu un
aTpmbyTax pasgenos

-F
[woenTnpmkaTop pasgena (1-8)]
[pasmep B M0O]

[Bnageney: a — agMuHUCTpaTOP, U —

nonb3oBaTenb, 13-19 — nokanbHbIN
nonib3oBaTesb|

[npaBa goctyna: ro, rw, hi, cd]

-C
[maoeHTudmkaTop pasgena (1-8)]

[HoBbIE NpaBa goctyna: ro, rw, hi, cd]
[aonroBpemMeHHOCTb: p — NOCTOSIHHOE

n3MeHeHune, t — BpemeHHoe]

-i

[a — aTpubyTbI BCEX pa3genos]
[1-8 — aTpnOyTbl KOHKPETHOrO
pasgenal

[sz — ob6bem namaATy]

[woeHTndpmkaTop pasgena (1-8)]
[pa3smep B M0O]

[Bnapeneuy: a — agMuHUCTpaTop, U —

nonb3oBarernb, 13-19 — nokanbHbIN
nonb3oBaTesb|
[npaBa goctyna: ro, rw, hi, cd]

I'Iapameprl AnA ynpaBneHus nokKanbHbIMU NoJib3oBaTenaMmn

YctanaBnuBaemsbii PIN-kop,

-B
[maeHTUbMKaTOp NOKanbHOro

3HayeHue Mo ymMosnyaHuio

10

10

Mo ymonyaHuio PIN-koabl He
koHBepTupytotcs B UTF-8

rtPKCS11.dll

MyTb: kaTanor, B KOTOPOM
NexuT ytunurta
Nwmsa danna: rtadmin.exe.log

1
Becb 06bem (1DDC cenvac)

a
r'w

He onpepneneHo
He onpepgeneHo
t

Sz



OnucaHue KOMaHAbI MapameTp KOMaHAHOW CTPOKMX 3HayeHue No yMon4yaHuio

FIoKarnbHOro nornb3oBaTens nonb3oBartens (13-19)]

[PIN-koa]

-O Ecnu PIN-kog ansa gaHHoro
Tekywwmin PIN-koa [woeHTNprkaTOp NOKaNbLHOMO nons3oBartens He
nons3osarens none3osatens (13-19)] onpegeneH, Tekywmn PIN-

[PIN-koa] Ko ykasblBaTb He TpebyeTtcs

Mpu HeobxogumocTn napamMeTpbl KOMAaHAHOW CTPOkM MoOryT ObiTb nepegaHbl C  MOMOLLbLHO
KOH(UrypaumoHHoro cawnna.

B cnyyae otcytctBusa 3apaHHbix PIN-kogoB npu dopmaTtupoBaHum ycTaHasnusatoTca PIN-kogbl no
YMON4YaHUIo.

YTnnuta sBRsSeTCA UMKIUMYECKOW M MNOocfe BbINOSIHEHUS 3afaHHbIX LEACTBUA Ha MNOLKMHOYEHHOM
VID,eHTI/I(*)VIKaTOpe OXungaeT NoaKnr4YeHna cneayrLlero.

anIMepbl ncnonb3oBaHuA yTUINTLIL:

e 3anyctutb ytunuty rtAdmin c napameTpamu:
>rtAdmin- 87654321 -a pin-admin
roe pin-admin HoBbIn PIN-kog agMuHucTpaTopa.
e 3anyctutb ytunuty rtAdmin n BbINONMHUTL hopMaTUpOBaHNE YCTPOWCTBa, ycTaHoBMB PIN-koa
nonb3oBaTensd KOMaHOoM:
>rtAdmin -f -u



