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KOHDPNAEHT"

LEHTP 3ALULNTHI

MHPOPMALUU

ELY

EAVHBIN LEHTp ynpaBneHus
DALLAS LOCK

Apyruve cpeactea
LieHTPaNu30BaHHOro ynpaB/ieHUA

DALLAS LOCK

C3n BU

CucteMa 3awwmThl MHGopMaLmMK
B BUPTYanbHbIX MHPaCTPYKTypax

DALLAS LOCK

ca3

CpeAcTBO 0BEPEHHON 3arpy3Ku
DALLAS LOCK yposHsa BIOS

cB3m —

CpeficTBO JOBEPEHHOW 3arpysku
DALLAS LOCK ypoBHsa

nnaTbl paclwiMpeHua

LLinio3 6esonacHocTn

WAF DALLAS LOCK S
A

WAF DALLAS LOCK

WAF

MeKceTeBoOI 3KpaH YpOBHA Be6-NPUNOKEHN

WAF DALLAS LOCK

.UTM:

(¢

MesceTeBoM 3KpaH YPOBHS NIOrMHYECKUX MPaHULL CeTH U
cucTeMa o6HapyeHUA BTOPXEHMIA YPOBHA ceTh

WAF DALLAS LOCK

Mpoaykr Cepep 6e3onacHoctu Dallas Loc
Mpun 7

k - ycTapesluee peweHue, B HOBbIX NPOEKTaX ANA uenen

1992 TOOA

Cucrema 3awmTel UHGopmaLmm
OT HecaHKLIMOHMPOBaHHOIO

poctyna DALLAS LOCK 8.0

HAOE>XXHO 3ALLUMWLAEM NUHPOPMALINIO

J

MekceTeBoM 3KpaH
DALLAS LOCK 8.0

CucTeMa o6HapyeHuA 1
NpeAoTBPaLEeHNs BTOPKEHNI
DALLAS LOCK 8.0

CpeACTBO KOHTPOIA ChEMHBIX
MalUMHHBIX HocuTenen

nHpopmaumm DALLAS LOCK 8.0

Mogaynb nacnoprusauuu N0
DALLAS LOCK 8.0

Mogayns pesepBHOro KonupoBaHua
npousBonbHbIX 06bekToe DALLAS LOCK 8.0

) DALLAS LOCKLINUX

Cucrema 3awmTel UHGopmaLmm
OT HeCaHKLMOHUPOBaHHOro AocTyna

DALLAS LOCK LINUX

=CHH

Cpencmo KOHTPO/A CbeMHbIX MaLIMHHbIX
Hocutenei uHpopmaumm DALLAS LOCK LINUX

Ha Cepsep

Dallas Lock p

Cepeep

J

o M3 @

MeceTeBoi 3KpaH
DALLAS LOCK LINUX

[ npoaykr ELLY Dallas Lock.
Dallas Lock Ha ELIY Dallas Lock.

ca3s ne cA3Yb C3U BU ELlY WAF
DALLAS LOCK  DALLAS LOCK DALLAS LOCK DALLAS LOCK DALLAS LOCK
Tun C31 no* no* NAK* no* no* no* no*
AC no 1I Bkn. noaiﬁ‘ﬁls) no 2A (16) skn. | go 2A (1B) Bkn. no 1I Bkn. "23\1(2 E;(‘;lfﬁo no 1 Bkn.
rmc/nan/
ACY TN/ K Ao 1 BKA.
N2 3594
ot 04.07.2016 r.
Ne 3594 Ne 2720 Ne 2945 N2 3666 N2 4786 Ne3837 N2 2720 N2 4863
ot 04.07.2016 r. ot 25.09.2012r. or 16.08.2013 r. or 25.11.2016 r. ot 13.03.2024 r. or 18.12.2017 r. or 25.09.2012r. ot 08.10.2024 1.
N2 2945
or 16.08.2013 r.
HCA 5 HCAS HCA 3 HCA S
OCT3K Poccun WUT.CKH.N4.N3 | UT.CKH.N2.N3
WUT.CKH.N4.N3 UT.CKH.HA4.M3 | UT.CKH.H2.M3 UT.CA3.NP2.N3 | UT.CA3.YB2.N3
vas4 ya 4 ya 2 ya 2 /13 ya 4 ya 4/ya 2 /19
UT.M3.B4.N3
UT.M3.B4.N3 | UT.M3.B4.N3 | UT.M3.B4.N3 UT.M3.T4.N13
WUT.COB.Y4.M3 | UT.COB.Y4.M3 WUT.COB.C4.N3
Ne 3902 Ne 5695 Ne 5695
ot 23.03.2018r. or 31.03.2022r. or 31.03.022r.
CBT 3 uT.cA3.NP2.n3
MWUHOB60POHBI M3 3
Poceum HOB 2 HAB 2 HAB 2
POB POB POB
KUKT KUKT
Cowo3
«CaHKT-Te-
Tepbyprckan
TOproBo-npo- CT-1%**
MbILLIEHHaA
nanarta»
EAuHbIi peectp "p":im N 426 ﬂpu:::c:“ Ne 165 """;iic:u Ne 151 "p"::::::'ﬁ?:;; e TlpyKas Mutotcans ﬂpu::c:“ Ne 487 np":::cuu N 768 Bysaslbinuoucanay

POCCUINCKNX
nporpamMm
ana3BMu b

o7 06.09.2016 .
3anuce B peectpe
Ne 1285
ot 05.09.2016 1.

ot 18.04.2016 r.
3anuce B peecTpe
N2 407
ot 18.04.2016 r.

ot 08.04.2016 1.
3anuchb B peecTpe
N2313
ot 08.04.2016 1.

o1 07.10.2016 r.
3anmce B peectpe
N2 2019
01 08.10.2016 r.

Poccum ot 14.12.2023 1.
3anuce B peectpe
Ne 20592
ot 14.12.2023 .

01 07.10.2016 1.
3anuchb B peecTpe
N2 2032
or 08.10.2016 1.

" MO (MporpammHoe o6ecneveHue), MAK (MporpaMMHo-annapaTHbIN KOMMIEKE).
s M3 1 COB gnsa C3U Dallas Lock 8.0-C — g0 1 BKIIOYUTENbHO.

kkk

CepTuduKaT, NOATBEPXAAOLWMNI pocCcUinckoe nponcxoxpeHue nnatol CO3 Dallas Lock.

ot 27.07.2021 r. 3a-
nuce B peectpe
N2 11185
o1 29.07.2021 .

Poccum ot 15.03.2024 .
3anuce B peectpe
N2 21831
ot 15.03.2024 1.
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[GKOHPUAEHT

UEHTP 3AUWWNTBl MHPOPMALUU

HAOE>XXHO 3ALLUMWLAEM NUHPOPMALINIO
C1992T00A

Mbkoe nepepacnpeaeneHune obLein KBOTbl KIMEHTCKUX
nvueHsnn mexay Cepsepamm 6e30MacHOCTH

TUNOBAS
MHOPACTPYKTYPHAA

nogPObHAA UHPOPMALIUNA
OEMOBEPCWM, BA3A 3HAHMIA, HOBOCTU ) ) WWW.DALLASLOCK.RU

LleHTpanu3oBaHHOe ynpasneHne HeCKONbKUMU
CepBepamMu 6e30nacHOCTU

CXEMA LEHTP OUNNAN

PELLEHW NO 3ALLNTE UHOOPMALUN

L3 000 «<KOHPUOEHT» 7~ ==\ noMeH

°® / \ BE3OMACHOCTU
MEHE[HEP CEPBEPOB -
CEPBEP IWILI,EH3VIM BE3OMACHOCTU
ferp. 6]
PECMOHANBHAA ﬁ NEPEAAYUN AAHHbIX
——— \ ===/ NOMEH
BE3OMACHOCTU \o e o BUPTYA/IbHAA Ve == «f/ BE3OMNACHOCTU
NWHOPACTPYKTYPA ®
PennuuupoBaHue CepBepoB 6e30nacHOCTU
peKoMeHAyeTCA NPUMEHATb B NPOEKTax
oT 1 000 KINEHTCKUX NOAKNHYEHUNIA.
,U,OMEH ELLY Dallas Lock moeT ycnewHo n 6e3
OcyuwiecTenAer nepe6oeB GpYHKUNOHNPOBATL B
LeHTpanu30BaHHoe BE3OMNACHOCTU reTeporeHHbIX MHGPACTPYKTYPaX ¢
ynpasneHue cpeacTsammn BUPTYAJIbHAA CEPBEP KACTEP EAVHDBIN LIEHTP EOHVNECTBOM pabounx cTaHumii
33LYUTbI MHGOPMaLK MHOPACTPYKTVYPA KOHCDI/II'VPALIMVI CEPBEPOB BE30OMNACHOCTN  YNPABEHMA ¢— | 60ne€e 50 000 wr.
BUPTYanbHOI MHOPACTPYKTYPbI =M o AAMUHUCTPATOPbI MHPOPMALIMOHHOM
ANA HECKO/bRUX CEpBEpOB <:::> ——.. ® e . | 6esonacHocTH C pasHbIMK NPaBamMK
BupTyanusauyuu vCenter Server UEHTP YNPABNEHNA eaas P P

® C3nsu

MNpegHa3Ha4vyeH AnA KOHTpPoNA

&) _

| ) 1 1 )

rmnepBu3opoB 1 cpeacTs Cont Cent Virt Enai

i3 vCenter vCenter zVirt Engine

ynpasneHnAa BupTyanbHou Server 1 m . Server 2 PEQ BupTtyanusauua Engine

UHOPACTPYKTYpOi HOSTVM Manager

(nMueH3npyeTca No KoNnyecTey

du13nYecKmx npoueccopos)

vSphere Cllent

runepauzopbl
zVirt
PE.CI. BupTtyanusauua
MS Hyper-V HOSTVM
[
C3U BU XOCT funepsu3opbl ESXi

BVIPTVAJ'IbeIE MALUUHDbI

BUPTYAJ/IbHbIE MALLUHDbI BUPTYA/IbHbIE MALLUHDbI

Lm_Lm_Lm_Lml m y

APM nonb3oBaTtenewn ANA yaaneHHoro 4ocTyna K BUPTyanbHbIM M3LLIMHaM

C )
———— GrED
| ) ﬂ Cepsep 6e3onacHocTu Dallas Lock crp.1e
nnu EguHbIN ueHTp ynpasnenns (R

AﬂbTepHaTMBHble BapPUaHTbI

" Dallas Lock ocyuiectnsaioT
eHTpaﬂVIBOBaHHOFO ynpasnenus

LLeHTpPanM30BaHHoe yrnpasneHue
BcemMu KnueHTckumn C3U Dallas Lock:

— C3WU Dallas Lock 8.0 B cocTase:
APM c OC Windows DL IR
m APM ¢ C Linux n @) M3 Dallas Lock cTp.7
COB Dallas Lock [ c1p.7 |
— e Mogaynb nacnoptusauum Mo cTp.7
— ©) Moaynb pesepBHoro cTp.7
® KONUPOBaHUA
& ©® €34 HCA Dallas Lock Linux
L J CKH Dallas Lock Linux
[OnA ueHTPanu3oBaHHOrro ynNpasneHna @ M3 Dallas Lock Linux
B rpynnbl CO CBOUMU HACTPOIKaMu 6e30MacHoCTy g CepeEi RO R s cTp.17

Dallas Lock no3sonsaeTt co3gaBaTb
1 BU3MPOBATb NAcNopTa NPOrpaMmMHOro
obecneyeHUA Ha KINEHTCKUX APM

DALLAS LOCK
LINUX

DALLAS LOCK

C3U BU
DALLAS LOCK
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HAOE>XXHO 3ALLUMWLAEM NUHPOPMALINIO
C1992T00A

[GKOHPUAEHT

LEHTP 3AUWWNTBl UHPOPMALUN

(K
DALLAS LOCK LINUX

CepTnédurumpoBaHHaa cucTeMa 3aWmTbl KOHOUOEHUNANbHON HGOPMaLUN
HaknagHoro Tuna. NMpegHasHavyeHa o1 aBTOHOMHbIX NepPCOHaIbHbIX KOM-
NblOTEPOB M cepBepoB nof ynpasneHnemMm OC ceMmencTtBa Linux, B TOM ynucne
B COCTaBe /10KaNbHO-BbIYNCIUTENIbHOM CETU.
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MoapeprkKa WMPOKOro Habopa
Linux-gncTtpubyTusos,
B TOM 4ucne Astra Linux, AnbrT,

CepTuduunpoBaHHoe
CPeAcCTBO KOHTPONA CbEMHbIX
MA3LLUUHHbIX HOCUTeNen

Yao6Hoe L eHTpannu3oBaHHOe
ynpassieHue B cny4ae

PEQ OC

3KpaH

WAEHTUOUKALNA U
AYTEHTUOUKALUA

YNPABJIEHUE

AO0CTYNOM

MH$oOpMaLMK YPOBHA
NOAKNI0YEHUA U MeXceTeBown

0AHOBPEMEHHOro
MUCMoJ/Ib30BaHUA KOMMNbIOTEPOB
c OC Windows u OC Linux

HABOP

FAPAHTUPOBAHHAS
3AYNCTKA NOAKJTIOYAEMDbIX
WHOOPMALIUN MOJJ,YHEVI
CPE[QICTBO KOHTPONSA
‘ CbEMHbIX MALUMHHbIX
HOCUTENEN UHO®OPMALIUU
. (CKH)
NOKANDbHOE, .
YOANEHHOE U MEXXCETEBOU
LLEHTPANIU30BAHHOE 3KPAH (M3)
AOMWUHUCTPUPOBAHMUE

HA3SHAYEHUWE DALLAS LOCK LINUX

g

ACY TN~

KOHTPOJ1b LLEJIOCTHOCTHU

3awumTta nHdopMaLmnm B aBTOMaTU3U-
pPOBaHHbIX cCMUCTEMax A0 Knacca 3a-
WnLeHHoCcTn 1T BKAOYNTENbHO.

3auwmta UHGopMauunm B aBTOMaTU-
3MPOBaAHHbIX CUCTEMax YynpaBfieHus
NPOM3BOACTBEHHBIMW M TEXHONOrm-
YeckMMM MpoLeccamMu Ha Kputuyec-
KM BaXKHblX 06beKTax, MoTeHLManbHO

N YYET

PEFUCTPALUSA

3awmTta MHPpopMaLUKM B UHGOpMaLN-
OHHbIX cucTeMax a0 1 ypoBHS 3aLLun-
LLEeHHOCTN MepcoHanbHbIX AaHHbIX
BK/TIOYNTENbHO.

3awmTa UHPOPMaLIMK B 3HAYUMbIX
06beKkTax KpUTUYeCcKon MHpopmMaLIm-
OHHOWN MHPPACTPYKTYpPbI A0 1 KaTero-
pPUKN 3HAYUMOCTU BKITKOYUTENbHO.

OMacHbIX o6bekTax, a TakXxe o0b6bek- g 3

Tax, NPefCTaBASIOLLMX MOBbILIEHHYIO . of] i awuTa uHdopmauuu B rocyaap-

ONacHOCTb NS KM3HU U 3A0POBbS . CTBEHHbIX WHQPOPMALMOHHbBIX CU-
rmce cTeMax oo 1 knacca 3alluLLeHHOCTH

nogen v ONns okpyxalouwen npupoa-
HOM cpepbl, 40 1 Knacca 3alULLEH-
HOCTW BKITIOYUTENbHO.

BKTIOYUTEJIbHO.
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MNOAPOBHAS UHOOPMALIUS
[EMOBEPCUU, BA3A 3HAHWI, HOBOCTM ) ) WWW.DALLASLOCK.RU

NOAAEP>XXUBAEMDIE OC X
e Astra Linux 1.7 « Debian 10, 11 O x
e Astra Linux Common Edition (Opén) 2.12.x e Cent0S 7 gt,g
e AnbT 8 ClN penuns 10 (Paboyasa cTaHuuS, e Red Hat Enterprise Linux Server 7 = ]
Cepsep) « Ubuntu 18.04, 20.04 <
e AnbT Pabouvas ctaHums 9.0, 9.1, 9.2, 10.0, 10.1 « PEJ OC 7.1, 7.2, 7.3 Mypom
* AnbT Cepaep 10 « ROSA Enterprise Linux Desktop/Server 7.3
XAPAKTEPUCTUKA
Tun C3U MporpaMmmHoe obecrneveHne
Ceptudpukat coorsetcTBUs ®CTIK Poccumn N2 3594 oT 04 nionga 2016 r.
YpoBeHb ooBepus ya 4
Knacc sawmueHHocTn CBT 5
Knacc 3awuntbl CKH NT.CKH.N4.M3
Knacc 3awuntbl M3 MT.M3.B4.M3
Knacc AC mr
r’mc/ngx/ACyY Tn/Kmnmn no 1BKn.
CoBpeMeHHbI rpaduyeckmii nHTepdenc [a
YpnaneHHoe ynpasneHue [a
LleHTpannsoBaHHOE yrnpaBieHne [a
EvHbIN pee?ﬁgpgg&mxgﬁmx fporpamMm 3anucob B peecTpe N2 1285 o1 05.09.2016

MPOCTOE BHEAPEHUE B CJIOXKHbIX NUHOPACTPYKTYPAX

MEHEOMEP CEPBEPOB CEPBEP NULIEH3UN EOQWNHBIN LEHTP
BE30MACHOCTU VNPABNEHUA
e ——ve
anlies
=0
-~ B - \
/m \ AV [P — <~
Fatuin rre- ( I oAl - ' x
/ \ N — Y s _ \ Sg
) === r-< | ) o =
/ \ ===y \ == / s(n
»-« e v o e 5
\ == \ === y (& Jur
| W J | S——— g

CepBep 6e3onacHocTM unv Egu- MeHepyKkep cepBepoB 6esonac- CepBep NULEH3UNA NO3BONAET rn6-
HbI/ LIEHTP yNpaBneHus No3Bofis- HOCTU MO3BONSeT yNpaBnsaTb He- KO pacnpenensTb KBOTbl K/IMEHT-
10T 06bEANHATL 3aluulLaeMble KOM- CKOMbKMMKU CepBepamMu Gesonac- CKUX NULLEH3UI Mexay CepBepamu

nbioTepbl B [JoMeH 6e30MacHOCTM HOCTU Yepes eUHYI0 KOHCOJIb. 6e30MacHOCTK 1 CO3[aBaTb OTKa30-
[ON19 LEeHTPann30oBaHHOro 1 onepa- YCTONYMBbIE TEPMUHANbHbIE CUCTE-
TVMBHOrO ynpasneHus. Mbl 1 KnlacTepbl 6€30MacHoCTH.
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3ASIBKA HA LEMOBEPCUIO <

OTCKAHUPYTE QR-KOJ, a

VNV NEPEVMAMUTE MO CCbUIKE
https: //dallaslock.ru/dlinx-demo
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LEHTP 3AWNTEL MHPOPMALUN C1992 rO,D‘A

KQH(Dl/lAEHT® (( ( HALLEXXHO 3ALLVLLAEM MHOOPMALIVIO

DALLAS LOCK 8.0

CepTnédunumnpoBaHHas cucTemMa 3aluTbl KOHPUOeHUManbHoOU MHbopMa- Em“ Ay Emﬂ

LMW M TOoCyaapCcTBEHHOM TaHbl HAKNagHOro TUMa CO MHOXECTBOM 3aLUUT- —_— ¢ — ]
HbIX Moaynen. MpeaHasHavyeHa A9 aBTOHOMHbIX MePCOHalNbHbIX KOMIMblO- d_, -
TepoB 1 cepBepoB nof ynpasneHneMm OC Windows, B TOM 4ucie B cocTaBe - —
NOKanbHO-BbIYUCTUTENTBHON CETH. —_— — !

C3U Dallas Lock 8.0 AnAa KoppeKTHOW pa6oTbi C3WU Dallas Lock 8.0 Brkno4aer
UHTErpupyeTcAa € y4€THbIMU Cepsepa 6e3onacHoOCTH cepTudULNPOBaAHHbDbIE
3anucAMuU U npasamm Active Dallas Lock He TpebyeTcA Hu moaynu: 3awuTa ot HC/,

Directory, HO KOppPeKTHO cepBepHoi OC, HU CTOpPOHHel CKH, M3, COB, pe3epBHOro
pa6oTaeTt n BHe Windows- cyba KOMUPOBAHUA, 3 TaKKe

AOMeHOB

WOEHTUOUKALNA U
AYTEHTUOUKALNA

JIOKAJIbHOE,
YOANEHHOE U
LEHTPAJIU3SOBAHHOE
AOMWUHUCTPUPOBAHUE

NMPEOBPA30OBAHUE
UH®OPMALIUUN

PETMCTPALUA
N YYET

YMNPABNEHUE
OOCTYNOM

KOHTPOJ1b
LLEJIOCTHOCTHU

BOCCTAHOBJIEHUE NOCIJIE

CBOEB

HA3HAYEHUE DALLAS LOCK 8.0

poBaHHbLIX CUCTEMax A0 Kriacca 3a-
AC~ WwmuLeHHocTn 2A (1B)* BKNOYUTENDb-
Ho.

%!!!!"!ﬂ 3awmTa MHGOPMaLUM B aBTOMaTuU-
% O

. *.E  3awmta MHGOPMaLMK B aBTOMATU3N-
=

= 3MPOBaAHHbIX CUCTEMax ynpasneHus
ACY Tn.-@ MPOU3BOACTBEHHbIMM W TEXHONOrn-
YeCcKMMK MpoLLeccaMm Ha KpuTuyec-
KW BaXKHbIX 06beKTax, MOTEHLNaNbHO
onacHblx 06bekTax, a Takxe ob6bek-
Tax, NpeacTaBnsioLLMX NMOBbILEHHYO
0MacHOCTb ANs XW3HUW U 300POBbS
Nogen 1 Ons okpyxatowen npupoa-
HOM cpepfbl, 40 1 Knacca 3aliULLEH-

HOCTM BK/TIOYUTENbHO.

*M3 n COB gns C3U Dallas Lock 8.0-C — g0 1" BKHOYUTENBHO.

MoAyNib NacnopTusauuu
nporpamMMHoro o6ecrnevyeHus

HABOP
NOAKJTKOHAEMbIX
MOAVYIJIEUN

Moaopo6Hee Ha

3almTa MHbopMaLumn B MHGopMaLLu-
OHHbIX CMCTeMaXx [0 1 YPOBHSA 3alin-
WEHHOCTM TMEePCOHaNbHbIX [aHHbIX
BKIOYUTENbHO.

3awmta MHPOPMaLUN B 3IHAYUMBIX
06bekTax KpUTMYECKON MHPOPMaLU-
OHHOWM MHPPACTPYKTYpPbI 40 1 KaTero-
pYY 3HAYMMOCTU BKITHOYUTENBHO.

3awmuta uHboOpMaUMM B rocygap-
CTBEHHbIX WH(GOPMALMOHHbIX CU-
cTtemax 0o 1 kniacca 3alMiULeHHOCTH
BKITIOYUTENbHO.
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MNOAPOBHAS UHOOPMALIUS
[EMOBEPCUU, BA3A 3HAHWI, HOBOCTM ) ) WWW.DALLASLOCK.RU

KNHO4YEBDbIE BO3SMOXXHOCTU

e NMpueepenue AC, T'MC, UCNAH, ACY TN n KUU B cooTBEeTCTBUE 3aKOoHOAaTeNbCcTBY P® no 3awm-
Te NHpopmMaumun.

e 3awmTta MHPOpMaL UM OrpaHMYEHHOro O40CTyMNna Ha NepCcoHanbHbIX, MOPTAaTUBHbLIX U MOBUNbHbIX
KOMMbloTepax, cepBepax, paboTaloLmx Kak aBTOHOMHO, Tak 1 B cocTaBe JIBC; nogaep>XusaeT BUp-
TyanbHble cpegbl.

e« Hannume 601bLIOro KOJIMYECTBa CEPTUPULIMPOBAHHDBIX MOAYNEN B COCTaBe eMHOI0 pelleHuns: <
3awmnTta ot HCL, cpeacTBO KOHTPONSA CbEMHbIX MalIMHHbBIX HOCUTENeNn MHGOPMaLMM OBYX TUMOB,
NnepcoHanbHbI MeXCeTeBOM 3KpaH, CMCTeMa O6HapyYXXeHUa M NpeaoTBpaLLEeHNs BTOPXEHUIN, MO-
Oynb pe3epBHOro KONMPOBaHMA, MOOYb NacnopTM3aunm nporpaMMHoro obecnedyeHus, 6esonac-
Has cpefa («MecoyHMLa»); MHTerpaLunsa ¢ XXypHanaMmm aHTUBUPYCHOM aKTUBHOCTMU.

« Dallas Lock 8.0 BbinyckaeTcs B ABYX pegaKLuax: «K» —ons 3awmTbl KOHPUOEHUMANbHOMU MHGOP-
Mauuu, «C» — ang 3aluTbl KOHPUOEHUMANbHON MHPOPMALMM U TOCYNaPCTBEHHOW TalHbl [0 YPOB-
HSl KCOBEPLUEHHO CEKPETHO».

e Co6CTBEHHbIE cepTUudULMpOBaHHbIE MeXaHU3Mbl yrpaBneHns MHGopMaLMoHHOM 6e3onacHo-
CTblo, NogMeHsaoLme (y6nupytoLme) MexaHnM3Mbl onepaLMoHHON CUCTEMDI.

e NUCKPELMUOHHDbIW MPUHLMUN pa3rpaHMYeHnsa gocTtyna K uHPopMaLMOHHbIM pecypcaM v nogkioya-
€MbIM YCTPONCTBaM B COOTBETCTBUM CO CMMCKAaMM NONb3oBaTeNnen n ux npaBamMmn goctyna (Matpu-
ua gocTtyna).

e AyOMUT 0eMCTBUI NoNib30BaTeNle — CaHKLMOHUPOBaHHbIX U 6€3 COOTBETCTBYOLWMX NpaB, BedeHne
XXYPHanoB perncrpaumm cobbiTUn.

o KOHTPOJIb LLeTOCTHOCTU GaNIOBON CUCTEMDI, MPOrpaMMHO-annapaTHOM cpedbl U peecTpa.

e O6beamMHeHUe 3awmieHHbIX MK ong ueHTpann3oBaHHOIo yrnpaBieHna MexaHnamamm 6esonac-
HOCTW.

o NMoppep)xuBaemblie OC: Bce OC Microsoft® ot Windows™ 7 no Windows™ 11 u Windows™ Server
2022 c nocnegHUMKU o6HoBNEeHUAMU, BktoYaa Windows™ 11 Bepcuin 21H2/22H2.

o BbicOKas NPoOU3BOAMUTENIBHOCTb - KIIMEHTCKaa n cepBepHasa Yactb C3U He TpeboBaTeNnbHbl K pe-
cypcaM CBT. Cob6ntogeHe MUHUMaNbHbIX annapaTHbIX TpeboBaHU K paboTe OC gaBngeTcs gocTa-
TOYHbIM O/15 NONHOLEHHOM paboTbl C3M 6e3 3aMeeHuns paboTbl Mob30BaTeNen.

XAPAKTEPUCTUKA DALLAS LOCK 8.0-K

Tun C3U MporpamMHoe obecneveHne
CepTtnoukat cootBeTcTBMSA PCTIK Poccum| N2 2720 oT 25 ceHTa6ps 2012 1. N2 2945 o1 16 aBrycta 2013 T.
Knacc 3awuuieHHocTn CBT 5 3
Knacc sawuntbl M3 MT.M3.B4.M3 MT.M3.B4.M3
Knacc 3awmtbl COB NT.COB.Y4.M3 MT.COB.Y4.M3
Knace saunel CKH T CKH a3 T CKHH2 13
YpoBeHb ,0BepUs vy 4 yO 2
Knacc AC r 2A (1B)*
r’McC/nau/ACY TN /Knn 00 1BKn. v
ABTOpM3ayms 0o 3arpysku OC HeTt [a < 8
Mpospa4Hoe npeo6pa3oBaHme nokasbHbIX HeT Ia m;;
XECTKMX AMCKOB “So <
MaHaaTHbIA NPUHLUI pas3rpaHnyeHuns HeT a oo
gocTyna ‘nt
LleHTpann3oBaHHOe ynpaBeHne Ja
EOWHbIV peecTp pOCCUNCKMX NporpaMm 3anuchb B peecTpe 3anucb B peecTpe
ona 9BM mn B[, N2 407 oT 18.04.2016 N2 313 01 08.04.2016

*M3 n COB gna C3U Dallas Lock 8.0-C — g0 1T BKNOYUTENBHO.
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3A{BKA HA AEMOBEPCUIO 3A{BKA HA AEMOBEPCHUIO EI
OTCKAHWUPYTE QR-KOJA OTCKAHUPYTE QR-KOJA a

VN NEPEVMAMUTE MO CCbUIKE VN NEPEVMAVTE NO CCbINKE
https://dallaslock.ru/dI80k-demo ——________  https://dallaslock.ru/dI80c-demo
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KOHCDMAEHT® (( ( HAOEXHO 3ALLMLLAEM UHOOPMALMIO

LEHTP 3AUWWNTBl UHPOPMALUN C1992 rO,D.A

HABOP

NOAKMIOYAEMbIX MOLYJEN
B COCTABE DALLAS LOCK 8.0

C3U Dallas Lock 8.0 nmeeT Habop noakn4YaeMblX CEPTUOULMPOBAHHBIX
Moaynen: CucteMa o6Hapy)XeHUs U NpeaoTBpaLLeHUs BTop)XeHui (COB),
Me)ceTeBol aKpaH (M3), CpeCcTBO KOHTPOJIS CbeMHbIX MalWMHHbIX HO-
cutenen nHpopmauum (CKH), Moaynb nacnopTusalum NporpamMMHoOro
o6ecneuyeHus (M) n Moaynb pe3epBHOro KONUPOBaHUS MPOU3BOJIbHbIX
06beKTOoB (PK).

—e

CPEACTBO KOHTPOJIA CbEMHbIX MALUUHHbIX
HOCUTENEU UHOOPMALIUU (CKH)

CUCTEMA OBHAPY)>XEHUSA
U NPEOOTBPALLEHUSA

BTOPXXEHWUM (COB) MEXXCETEBOW 3KPAH (M3)

:

MoAynb PE3EPBHOIO
KOMWUPOBAHMSA
MPOU3BONbHbIX
OBbEKTOB (PK)

MoAy/b NACMNOPTU3ALUU
NMPOrPAMMHOIO
OBECMEYEHUA (MN)

"}‘rf CUCTEMA OBHAPY>XEHNSA .
U N NPEAOTBPALLEHUA BTOPXXEHU

CucteMa ypoBHS y3Nna B NPOrpaMMHOM UCMONMHEHUU. PeannayeT 3alMUTy OT MOMbITOK HEaBTOPU30-
BaHHOr0 40CTYMa B KOMMbIOTEPHYIO CUCTEMY UMM CETb, CeAMT 3a NOoMbITKaMuM HapylleHnsa 6e3onac-
HOCTW MyTEeM aHanM3a akTUBHOCTM NMPUNOXEHUIA, aHannsa XypHanos OC 1 npuknagHoro MoO.

@ =)

CUrHaTypHbIN N MepexBaT BbI30Ba CogepUT «NecoYHuLy»
3BPUCTUYECKUI aHanu3 ¢yHKUMN OC CTOPOHHUMU ANA 3anyCcKa NOTEHUUAaNIbHO
ceTeBOro TpapuKa, }ypHanos NpuUNoKeHnAMM, rmbkan OMNacHbIX 06HEKTOB B
OC 1 NpunoxKeHun HaCTPOWNKA OrpaHU4eHUA U30/IMPOBaHHON cpeae
AOCTYMNa K CUCTEMHbIM U MEXaHU3M 3aLUTbl OT
byHKUMAM BUPYCOB-LN(POBaNbLLINKOB

nogPObHAA UHPOPMALIUNA
OEMOBEPCWM, BA3A 3HAHMIA, HOBOCTU ) ) WWW.DALLASLOCK.RU

U CPEACTBO KOHTPOJIA .
CbEMHbIX MALUNHHBIX HOCUTENIEN UHOOPMALIUA

CKH ypoBHS NoakK/lo4ueHUs CbEMHbIX HOCcUTenen
e KOHTPONb NOOKNOYeHMss HakonuTenenm K APM

e pasrpaHuMyeHue 4oCcTyna K HaKoNUTenam

e «TEHeBOe KonMpoBaHue»

CKH ypoBHS oTuy)XpeHusa (nepeHoca) nHpopmauum

e NpeobpasoBaHMe MHGOPMaLMN «Ha NeTy» NPU YTEHUU M 3anucKn

e 3alLUTa OT yTevek MHOOPMaLMKN Yepe3 BHYTPEHHEro HapyLwnTens

e IEMTMTUMHbBIV M 6€30MNacHbI NepeHoc KOHGUaeHUManbHoOM MHGOP-
Mauun mexay APM, rpynnamm APM n gpomeHaMum 6e30NacHOCTH

ME)XCETEBOW
@ 3KPAH

MpenHasHayeH On4 3alnUTbl PaboYmnX CTaHLMUIA U CEPBEPOB OT HECAHKLIMOHMPOBAHHOIO A0CTyNa rno-
CpenCcTBOM OCYLLECTBIEHNS KOHTPONS U GUNbTPaLMM NPOXOAsALIMX Yepes ceTeBble UHTepdelichl MK
ceTeBbIX NaKeTOB B COOTBETCTBUM C 3afaHHbIMU MpaBUIaMu.

&) @

Bo3MOKHOCTb NONHOrO BnoKkupoBKa pecypcoB B ceTu [M6KaA HACTPOMKA OTAE/bHbIX
6n0KMpOBaHUA nepenayn UHTEepHEeT ¢ ncnonb3oBaHUEM npasun ¢punbTpaLum "
A3HHbIX No onpeaeneHHbIM IP agpeca un no URL caiita BbiNo/IHEHUe rpynnoBbIX
ceTeBbIM NPOTOKONAM onepauui Hag NpPaBUNaMm

MoAyib NACNOPTU3ALUNN
\y NMPOrPAMMHOIO OBECIEYEHNA

MpeoHasHayeH Ois co3faHns 1 BU3npoBaHua nacnoptos MO Ha pa6oyux MecTax nofib3oBaTenen ¢
nomolubto CepBepa KoHPUrypaumii Dallas Lock. Mo3BongeT KOHTpONMpoBaTb Mo TPe6oBaHMUIO UMK MO
pacrnucaHuio CNMCOK UCMONMHAeMbIX GalnnoB Ha KOMMblOTepe Nonb3oBaTens.

® =

C6op nipopmauuu o Mpuem oT cepBepa CpasHeHue MacnopTos MO
COCTOAHUU NPOrpaMMHON 3aBepeHHoro lNpoekTa Mmexay cobon, cpaBHeHue
cpenbl U NepenaYva cBegeHum nacnopTa MO, npocMmoTp MpoekTa nacnopta MO un
cepsepy, bopmuposaHue MpoekTa nacnopta MO yTtBepx»aeHHoro MacnopTa NO
MpoeKTa nacnopTa MNO

PE3EPBHOE KOINMPOBAHUE
&\‘?) NMPOU3BOJIbHbIX OB bEKTOB

Mo3BonseT co3naBaTh 3afaHUs Ha pe3epBHOE KOMUPOBaHWE KOMUPOBaHME MPON3BOMbHbIX MOMb30-
BaTeNbCKMX GalnoB 1 KaTanoros, BbIGMPaTb KOIMYECTBO M pasMeLleHNne COXPaHEeHUs pe3epBHbIX KO-
nuin, onpenensaTb NepMoaMYHOCTb U pacnncaHue UX co3aaHug, a TakKe BOCCTaHaBNMBaTb 3alluilae-

Mble 06BEKTbI N3 Pe3ePBHbIX KoMun.

Bo3MOMHOCTb Bbi6paThb Bo3MoOXHOCTb onpegenaTb Bo3MoKHOCTb
KO/NIM4ecTBO U pa3sMeLeHne NnepuoauYHOCTb U pacnucaHue BOCCTaHaB/MBAaTb
COXPaHEeHUA pe3epBHbIX C0343HUA pe3epBHbIX KONUiA 3awmuaemMblie 06bEKTbI U3
Konui pe3epBHbIX Konui

® @ C

3AABKA HA JEMOBEPCUIO 3AABKA HA JEMOBEPCUIO
OTCKAHUPYTE QR-KOJ, OTCKAHUPYTE QR-KOJ,
VIV NEPEAAUTE MO CCbIKE WIJIN NEPEAAUTE MO CCbINKE

https: //dallaslock.ru/dI80k-demo https: //dallaslock.ru/dI80c-demo
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https://dallaslock.ru/
https://www.confident.ru/
https://dallaslock.ru/products/szi-nsd-dallas-lock/szi-ot-nsd-dallas-lock-8-0-s/
https://www.dallaslock.ru/products/sistema-obnaruzheniya-i-predotvrashcheniya-vtorzheniy/
https://www.dallaslock.ru/products/skn-dallas-lock/
https://www.dallaslock.ru/products/me-dallas-lock/
https://www.dallaslock.ru/products/rk-dallas-lock/
https://www.dallaslock.ru/products/mp-dallas-lock/

KOH(DMAEHT@ (( ( HAOEXHO 3ALLMLLAEM UHOOPMALMIO

LEHTP 3AWNTEL MHPOPMALUN C1992 rO,D,A

CA3 DALLAS LOCK

CO3 Dallas Lock — 3To gBa pelueHnsa, KoTopble 60KUPYIOT NOMbITKU He-
CaHKUMOHMPOBAHHOM 3arpy3ku HeWTaTHOM onepaLnoHHon cuctemMsbl. 06a
pelleHnsa npegHasHadeHbl ong 3aWwmTbl MHOpPMaLKUKM, codepykallen cee-
OEeHNs, CoCTaBNAOLLME TOCYAapPCTBEHHYI0 TalHY 00 YPOBHS «COBEPLUEHHO
CEKPeTHO» BKITYUTENBHO, U MHON MHOOPMALMKN C OFPaHUYEHHbIM OOCTY-
noMm.

A 4

yB ypPOBHA 6330BOW CUCTEMBDI
BBOAa-BbiBOAA

S

BbnokuposaHue KoHTponb Moapneprka WapgAawmin pexum
3arpysKu LeNnoCTHOCTHU LWNPOKOro CNeKTpa MCNonb30BaHUA
onepauyuoHHOWN nporpamMMHo- annapaTHbIX MUKpocxembl BIOS
CUCTEMbI annapaTHol cpeabl ngeHTuduKaTopos
CUCTEMHDIE TPEBOBAHUSA

Pa6oTa npoaykTa nogaepxuBaetca B Nto6bix OC, ncnonb3yolmx ¢pannosble cuctemMbl: FREEBSD UFS/
UFS2, SOLARIS UFS, FAT16, FAT32, NTFS, EXT2, EXT3, EXT4, VMFS3.

WOAEHTUOUKALINA U
AYTEHTUOUKALIUA

4
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o_l
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YNPABNEHUE AOCTYNOM CAMOOUATHOCTUKA

AOMWUHUCTPUPOBAHUE

C31BHU
DALLAS LOCK /

PETNCTPALUA KOHTPOJ1b YCTPOUCTB
N YYET

¢ | [Oca3E

DALLAS LOCK

e 1 e B

= ] MNMpoBeaonTe 6ecnnaTHoe TecTupoBaHue obopynoBaHuga ¢ CA3 Dallas Lock.

WAF
DALLAS LOCK

Eg ] OTnpaBsbTe 3anpoc B KoMMepyeckuin genaptaMeHT: isc@confident.ru



https://www.confident.ru/
https://www.dallaslock.ru/products/sdz-dallas-lock/
https://www.dallaslock.ru/products/sdz-dallas-lock/sdz-ub-dallas-lock/

MNOAPOBHAS UHOOPMALIUS
[EMOBEPCUU, BA3A 3HAHWI, HOBOCTM ) ) WWW.DALLASLOCK.RU

T CA3 NP 2 ecumens

@

MonHoueHHaA NoaAepHKa Co6cTBEeHHbIe 4achbl € ApMUHUCTPUPOBaHUe
UEFI n 6e3onacHoro He33aBUCUMbIM UCTOYHUKOM W LEeHTPanu3oBaHHoOe
PEeXUMA 33rpy3Ku nuTaHuA. Bo3MoXHoCTb ynpasneHue NpoBoAUTCA
UEFI («Secureboot»). OTCNEeMUBATb BCKPbITUE 6e3 ncnonb3oBaHuA
CoBMEeCTUMOCTb CO MHOMrMMHU KOpNyca BbIKNOYEHHOro pecypcoB wTaTHoM OC.
COBpPEeMEHHbIMU MOAEeNAMU KOMNbIOTEpPa MoapeprKMBaOTCA fOMEHHbIE
KOMMNbIOTEPOB Y4YETHbIE 3anucu

CUCTEMHDIE TPEBOBAHUSA

Pa6oTa npoaykTta nogaep>xxumeaercs Ha APM c no6biMy OC, CMonb3yolWMMN Gannosble CUCTEMbI:
FAT16, FAT32, NTFS, EXT2, EXT3, EXT4, VMFS3, VMFS5.

3 ®OPM-®OAKTOPA A1 YAOBHOWU UHTErPALIUM
B PA3JINMHDbIE MOAEJIN APM:

PCI EXPRESS ¢ MINI PCI EXPRESS * M2
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PCI Express Mini PCI Express M2 E 9
S2
CA3YB a4
-
XAPAKTEPUCTUKA DALLAS LOCK =
Tun C3K MAK no S
@CTIK P MuHO6 P ®CTIK P
CepTndurKaT COOTBETCTBMS N2 3666 oT 25 H::g:: 2016T. Ne 5605 07 2?'&';'.07?2‘5'2"2 r. Ne 4786 o1 13 Mg;::2024 r.
Knacc 3awuTtbl C03 UT.CO3.MP2.M3 UT.CO3.MP2.M3 NT.CO3.YB2.M3
YpoBeHb [,0BEPUS vy 2 2 y[ 2
KNKT - + -
Knacc AC (P «AC. 3awmTa oT HC K uHpopmaumu. 1B
Knaccuoukaums AC n TpeboBaHms no 3U»)
Knacc AC (Tpe6oBaHMS No TexHU4Yeckon 3U, cogepxa- 2A
LLLEN CBEOEHUS, cocTaBnsatoLme I'T»)
Knacc 3awmueHHocTn TUC/ACY TN
YpOBeHb 3alMLLEHHOCTY MOH [o 1BKn.
KaTeropus 3HaunmMbix 06bekToB KU
EOovHbI peecTp pOCCVIVICKVIX 3anuce B peecTpe 3anuce B peecTpe
nporpaMM ,EU'IFI SBM " Bﬂ, N2 2019 oT 8 oKTA6psA 2016 T. N2 20592 ot 14 nekabps 2023 r.

WAF
DALLAS LOCK

3ASIBKA HA LEMOBEPCUIO

OTCKAHWPYTE QR-KOJ
VN NEPENAUNTE NO CCbUIKE

https: //dallaslock.ru/dlitbc-demo



https://dallaslock.ru/
https://www.dallaslock.ru/products/sdz-dallas-lock/sdz-pr-dallas-lock/

[GKOHPUAEHT

LEHTP 3AUWWNTBl UHPOPMALUN

1 {C(¢

HAOE>XXHO 3ALLUMWLAEM NUHPOPMALINIO
C1992T00A

C3U BM DALLAS LOCK

CepTudMUMpPOBaAHHas cUCTeMa 3alnTbl UHGOPMALMKN B BUPTYanbHbIX UH-
dpacTpykTypax. lNpegHasHavyeHa AN KOMMMAEKCHOM M MHOrodyHKLMO-
HanbHOW 3aWMWTbl KOHOWUAEHUMANbHON WHGOPMaLUN OT HECaHKLMOHU-
pOBaHHOIO OOCTyna B BMPTyanbHbIX cpepax Ha 6a3e VMware, vSphere,
Microsoft Hyper-V, KVM, oVirt, zVirt, PEQ BupTtyanusauns n HOSTVM.

He HyHO NOBTOPHO CO3AaBaTb

y4yeTHble 3annucu nonb3oBaTtenen -

cucteMa paboTaeT ¢ yHe
cyLecTBYIOLWMMA B POneBon
moaenn VMware

DALLAS
LOCH

Bos

C3U BU Dallas Lock nerko
WHTErpupyeTca B BUPTYaNbHYI0

MHOPACTPYKTYpyY ntoboro pasmepa
1 BMA3. MUHUMn3npyeTca Bpems,

Heob6xoauMoe 4N1A HACTPOMKKU U
3anycKa cucTembl

CkaHupoBaHue UHTerpauusa c
HacCTPOEeK BUPTYaZibHOW  poOJIeBO MOgenbio
MHPPACTPYKTYPbI VMware

MpepcTtasnAeT BClO MHPOpMaUULO

O KOMIMOHEeHTaxX cucTembl B Buge

yAO6HOro ApeBOBMAHOrO CNUCKa

PaboTa ¢ HeCKONbKUMM
o6nakamu

bbicTpoe un npocroe
BHeapeHue

BUPTYanusayuun

MpoayKT yctaHaBnmeaeTcA 1 pas3

AadHe B cucteMe C HeCKONIbKMMH

obnakamu BupTyanusauum

He TpebyeTcsa HM cepBepHOn OC, HM cTopoHHen CYBM, HM Kakon-nmbo apy-
ron npegBapuUTenbHOM NOOroTOBKU MHPPACTPYKTYPbl AN pa3BepTbiBaHUA

C3W BW Dallas Lock.

HA3HAYEHUE C3U BU DALLAS LOCK

AC°

ACY TN~

e

i

3awmTta nHpopMaLnm B aBTOMaTU3U-
poOBaHHbIX CMCTeMax [0 Knacca 3a-
wnuweHHocTU 1T BKITIOYUTESbHO.

3awmta MHPopmMauum B aBTOMATU-
3MPOBAHHbIX CUCTEMax ynpaBneHus
NPON3BOACTBEHHBIMU W TEXHONOMN-
YecKMMU npoueccaMn Ha KpuTu4dec-
KW Ba)KHbIX 06beKkTax, MOTeHLNanbHO
onacHblXx 06bekTax, a Tak)Xe ob6bek-
Tax, NpencTaBAsoOLWLMX NOBbILLEHHYO
OMACHOCTb ONS >XXWU3HU U 300POBbA
nogen u anga okKpyXatouwen npupon-
HOM cpefbl, 4O 1 Knacca 3aliULLEeH-
HOCTW BKTIOUYNUTENbHO.

=D

uc'l.'lonu'

rmce

3awmTa uHdopMaummn B MHGopMaLm-
OHHbIX cucTeMax 0o 1 ypoBHS 3alm-
LWEeHHOCTN MepCcoHalnbHbIX OaHHbIX
BK/TIOYUTENbBHO.

3awmTta MHOpMaLMM B 3HaAYUMBbIX
o6bekTax KpUTUYEeCKon MHGopmaLm-
OHHOM MHPPACTPYKTYpbl 40 1 KaTero-
PN 3HAYNUMOCTU BKNOYNTENDBHO.

3awuta uHdopMauMM B rocygap-
CTBEHHbIX WHPOPMALMOHHbIX CU-
cTemax [0 1 Knacca 3aluiieHHOCTH
BKJTIOUYUTENbHO.

C3nBU
DALLAS LOCK

WAF
DALLAS LOCK
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nogPObBHAAA UHOOPMALLUSA
OEMOBEPCWW, BA3A 3HAHWNW, HOBOCTW

) ) WWW.DALLASLOCK.RU

NnoaAaEP>XXUBAEMbDBIE TMNEPBU30PDI

M Microsoft
[ |

(B vmware Esxi Micro:

e VMware 5.5 e Microsoft Hyper-V
e VMware 6.0 Server 2012

e VMware 6.5 e Microsoft Hyper-V
« VMware 6.7 fﬁ”’er 2315 R2 y
o VMware 7.0 * Microsott tiyper-

Server 2016

e Microsoft Hyper-V
Server 2019

e Microsoft Hyper-V
Server 2022

BUPTYA/IbHbIE MALUUHbI®———— A\
C roCTEBOM OC

(Windows™ u Linux)

fUNEPBU3OPLI®——
ESXi

VMware
vSphere Client
 ynpasneHue
BUPTYyanbHOMN
MHOPACTPYKTYpOW
* OrpaHvuyeHue
poctyna VMware
vSphere Client K
runepsusopam B
o6xop vCenter
Server

KOHCO/1b

C3U BU LEHTP

* aAMUHUCTPUPOBaHNE
cpeacTs 3awmTbl BU

* ayauUT CobbITUI
cpeacTs 3awmTbl BU

XAPAKTEPUCTUKA

OTeuyecCcTBEHHbIE
cuctembl
/ BUpTyanmnsauum

° 1
AKVM
e oVirt
Cent0S 7.5.1804
Linux Mint 18.3
e Ubuntu 18.04.2 LTS

e Astra Linux Common
Edition «Opén»

Astra Linux Special
Edition «CMoneHcKk»

¢ HOSTVM

e zVirt 3.0, 3.1, 3.3, 4.0
PEL Buptyanmnsauus
7.3

OTEYECTBEHHDIE NOJIb30BATENU
CUCTEMBI C VOANEHHbIM
BUPTYANTU3AL UM NOAKNIOYEHUEM

rMNEPBU30OPLI
MS Hyper-V,
rMNEPBU30OPHI
KVM

* KOHTPO/Ib MMMNEPBU30POB
n cpeacTs ynpasneHua BU

C3U BU LLEHTP

* LLIeHTPaNn30BaHHoOe
ynpasfiieHne KOMMNOHeHTaMun
caunsu

Tun C3U

C3nBU

MporpamMmHoe o6ecneveHune

Ceptudukat coorsetcTBUS PCTIK Poccumn

DALLAS LOCK

N2 3837 oT 18 nekabps 2017 r.

MoaaepXuBaeMblii FTMnepBr3op

VMware ESXi 5.5, 6.0, 6.5, 6.7, 7.0,
Microsoft Hyper-V Server 2012, 2012 R2, 2016, 2019,
2022, KVM', oVirt 4.4.x, zVirt 3.0, 31, 3.3, 4.0,
PE[ BupTtyanusauus 7.3, HOSTVM

LleHTpannsoBaHHOE yrpaB/ieHne [a
YpoBeHb [0BEPUS Y[ 4
Knacc 3awuiueHHocTtn CBT 5)
Knacc AC r
riAC/nan /ACY T/ KN 0o 1BKn.
EOVHBIV peecTp pOCCUNCKMX MPOrpaMm .
015 9BM 1 Bl 3anucb B peectpe N22032 ot 08.10.2016
L.
1. KVM (Kernel-based Virtual Machine) — nporpaMmHoe pe- ;
weHune, obecnevnBatolLLee BUpTyanmsauuto B cpefe Linux Ha
nnatdopme x86, KoTopas NMogaepXMBaeT annapaTHy BUp- 3A9BKA HA JEMOBEPCUIO
Tyanusaumio Ha 6ase Intel VT (Virtualization Technology) OTCKAHUPYTE QR-KOJ1

nnm6o AMD SVM (Secure Virtual Machine).

VN NEPEVMAVTE NO CCbINKE
https://dallaslock.ru/dlvi-demo

1

DALLAS LOCK
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KQH(Dl/lAEHT® (( ( HALLEXXHO 3ALLVLLAEM MHOOPMALIVIO

LEHTP 3AWNTEL MHPOPMALUN C1992 rO,D‘A

ELLY DALLAS LOCK

EouHbIA ueHTp ynpaBneHus Dallas Lock — 310 kpocc-nnaTPoOpPMeEHHbIN LLEHTP yNpaBieHuns, KOHTPO-
nupytowmn 6e3onacHocTb Bcen UT-MHOPACTPYKTYPbl OpraHn3aLmm BHe 3aBUCUMOCTU OT €€ CTPYKTY-
pbl n MaclTaboB. MNpegHa3HavYeH O KOHTPOMS LLeNOCTHOCTN HAaCTPOeEK akKTUBHOIO CETEBOIo 060py-
[0BaHUS M ynpaBleHNs BCeMU pelleHnsaMn NpoaykToBon nnHenku Dallas Lock.

KoHTponb cocToAHUA Co3aaHune nepapxmyeckon Kpocc-nnatpopmeHHoe
(LEenoCcTHOCTM HAaCTPOEK) CTPYKTYPbl A OMEHOB pelleHne n COBMeCTUMOCTb
AKTUBHOrO CETEeBOro 6e30nacHoOCTU C c OC cemeiictB Windows,
060pyA0BaHUA U MOHUTOPUHI HacnepoBaHUeM 3Ha4YeHUN Linux n poccuncknmm
M3MEeHeHuUn KoHPUrypauum no  napameTpoB 6e3onacHoOCTU ANCTpUbyTUBaMM

npotoxkony SNMP n SSH

C3nBU
DALLAS LOCK

EOVHDIN LEHTP YNPABNEHUA
DALLAS LOCK

Korga KonnMyecTBo KOMMbIOTEPOB B UHPPaCTPYK-
Type 3aka3ymka COCTaBJ/ISeT HECKOJIbKO OecaT-
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KOB TbiCAY WITYK, TO NpMMeHeHne CepBepa 6e30- ArEHT ELLY
nacHoctu Dallas Lock nogpasymeBaeT cosgaHue EITIFASTIEHURAFM C OC WINDOWS W LI
HeCKOMbKMUX [OMEHOB 6e30MacHOCTH, a TakxXe AKTUBHOE

npMMeHeHne MeHedoXepa cepBepoB 6Gesonac- CETEBREIORORVADESHME

HocTu Dallas Lock 1, kak pekoMeHaauuns, pa3Beép-
TbiBaHUe CepBepa nuueH3nm Dallas Lock.

PELLEHUA ANA 3ALLUTBI APM C OC WINDOWS:

CA3 DALLAS LOCK +
DALLAS LOCK 8.0: C3U HCA, CKH-N, CKH-H, M3, COB, PK+
C3U BU DALLAS LOCK

PELEHUA ANA 3ALLUTBI APM C OC LINUX:

CA3 DALLAS LOCK +
DALLAS LOCK LINUX: C31 HCA, CKH-M, M3

LU/I03 BE3OMNACHOCTU
WAF DALLAS LOCK

@ g @wmEE

WAF
DALLAS LOCK
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ELLY Dallas Lock pekoMmeHayeTcs NPUMEHSATb faXKe B HEGONbLINX UHPPACTPYKTYpax, a Npu Ko-
nuyecTBe 3alyMLLaeMbiX 06bEeKTOB (paboune cTaHLUK, cepBepbl, ceTeBoe 06opyaoBaHue) 6onee
100 wT. ucnonb3osaHue ELLY Dallas Lock cTporo o6s13atenbHo. 3a c4eT BO3MOXXHOCTU NOCTPO-
€HMUSl 0TKa30yCTOMUYUBbLIX KJ1aCTepPOB M3 OTAeNbHbIX nNpunoxeHun ELY Dallas Lock BO3MOXHO
ynpagBJjieHue CJ/I0)KHbIMU reteporeHHbIMU MHPpPaCcTPyKTypaMu C KONMMYECTBOM 3aliMLiaeMbiX
o6bekTOoB 601ee 50 000 LT,

MpukaszoM MuHuUndpbl Poccum N2 768 ot 27.07.2021 r. ELLY Dallas Lock Bknto4yeH B eguHbIA peecTp
poccumckux nporpamm ong 3BM m b.
HomMmep 3anucu peectpa— 11185 ot 29.07.2021.

KJTIOMEBbBIE BOSMOXXHOCTHU

¢ COBMECTMMOCTb C poccuckummu OC, B TOM uncne — cepTupuLMpoBaHHbIMU, a TaKXXe ¢ OC ce-
menctB Windows u Linux. MpunoxeHune ELLY Dallas Lock ¢pyHKLUMOHMPYET B TOM Yuchie Ha AUCTPU-
6yTmBax Astra Linux Common Edition (penus «Opén»), Astra Linux Special Edition (penus «Cmo-
neHck»), AnbT Paboyasa cTaHuuMsa (BkNtoYas Bepcuto «ClM»), AnbT CepBep (BKNtoYaa Bepcuto «CM»),
PELO OC 7.3 MypoM, ROSA. Cnucok nogpaep>xmpaeMblx OC NOCTOSAHHO MOMNOJNHSETCS.

¢ LleHTpanusoBaHHoe ynpaBneHue C3U nuHenku Dallas Lock Ha knueHTckux APM u cepBepax,
BKNno4vyasa Haxogawmumuca 3a NAT. [Ing KoOppeKTHOro ¢yHKLUMOHUPOBAaHNS MexXxaHN3MOB LieHTpa-
NTM30BaHHOIO yrpaBfeHna 0oCTaTOYHO, YTO6bl KnneHTCckne APM 1 cepeepa «Bugenu» ELLY Dallas
Lock. HoBas TexHonorus ceteBoro B3ammopenctena C3/ nossonseT 3awmiLatb MHGOpPMaLMIO Ha
yOaneHHbIX KOMMbOTEPaX B CITIOXHbIX CETAX.

o LleHTpanu3oBaHHOe ymnpaBJ/ieHUe, BK/toyaa cO0p XYpPHaNoB U OTYETOB C pPaboyvyux CTaHUUMN U
cepBepoB 6€3 YCTaHOBAEHHbIX CPEACTB M CUCTEM 3alUTbl MHPOPMALMM C MOMOLLbK OTOENbHOMO
Kpocc-nnatpopmMeHHoro moaynsg AreHt ELLY. BO3MOXHOCTb yoaneHHOro nogkntoveHus K KnmeHT-
CKMM MallnHaM c nomMoullbto AreHTa ELLY ¢c goctynom kK pabo4yeMy CToNy nonb3oBaTens.

¢ CTPYKTypupoBaHHOe 0To6pa)xeHUe 06bEKTOB oMeHa 6e3onacHocTu Dallas Lock B Buge ne-
papxuu c HacnegoBaHMeM 3HauyeHU NapamMeTpoB 6e3onacHOCTU. [lepeBo oMeHoB 6e30MacHoOCTH
MOXET 6bITb CKOMbKO Yro4HO 6OMbWNM U CIIOXHbIM. [epekiioveHne Mexay HacTPonKaMm KaXkgoro
noMeHa 6e30MacHOCTM NMPOUCXOAUT UHTYUTUBHO MOHATHO.

e KoHTpoOnb cocTOAHUSA (LLeTIOCTHOCTU HACTPOEK) aKTUBHOI0 ceTeBoro o6opyposaHus. ELLY Dallas
Lock ngeHtnonumpyet ceteBoe o6opyaoBaHMe Kak 06beKTbl foMeHa 6e30MacHOCTH, a TakXe ocy-
LLecTBNAET NoflydyeHne oTYeTa 0 KOHPUTYpPaLUSaX U MOHUTOPUHT UX U3MEHEHUIN MO NpPOToKoNaM
SNMP 1 SSH onga Taknx o6beKkToB.

0Oco6eHHOCTMU:

e nognepixka pasHbix Bepcui npotokona SNMP (SNMPv1, SNMPv2, SNMPv3);

e CKaHupoBaHue ceTn gns obHapyxeHunsd SNMP- n SSH-knueHTOB;

e KOHTPO/b LLENOCTHOCTM KOHPUIypaLUM aKkTUBHOIO CETEBOIro 060pya0BaHMS, B TOM YUCTe OT-
nenbHbIX napameTpos OID;

e CUrHaNM3aLmnsa 0 HapyLeHUN LLeSIOCTHOCTH;

e nogaep>xka co6CTBEHHOM pacumpsieMoi 6a3bl KOHPUTYpPaLLMOHHbBIX GalIoB.

« KoHTpoOnb M ynpaBneHue AHTUBUpPYcoM Kaspersky - nonyyeHue XypHanos v uHpopMaLmm 06 nH-
LMOeHTax U cocToaHMM AHTHMBMpPYCca Kaspersky, 3anyck NpUHYOUTENbHOM0 CKaHUPOBaHUSA U 06HOB-
NeHns aHTUBMPYCHbIX 6a3 JaHHbIX.

OCHOBHbIE CLEHAPUU NPUMEHEHUA:

1. CkaHnpoBaHue ceTn Ons obHapy>XeHUs YCTaHOBMIEHHbIX CPeacTB 3awmTbl HGopMaumm Dallas
Lock, AreHToB ELLY n ceTeBoro o6opynosaHus ang nocnenyouwero BBegeHus nog ynpasnerHue ELLY
Dallas Lock.

2. LleHTpanuM3oBaHHOe yrnpaBneHne y4eTHbIMU 3aNUCIMU U NONUTUKaMM 6e30NacHOCTM CPeacTB 3a-
wmTbl nHdopmauum Dallas Lock.

3. MOHUTOPUHT CO6bITUI 6E30MNaCHOCTU Ha Pa3HbIX YPOBHSAX MepapXxmMn U paboTa ¢ nogcucTeMon ay-
outa.

4. C6op oTtyeToB 06 annapaTHOM M NMPOrpaMMHOM o6ecrneyeHn C BOSMOXXHOCTbIO CpaBHEHMUS CO-
6paHHbIX OTYETOB C 3TaJIOHHbIM 3Ha4YEHUEM.

5. YoaneHHoe ynpaBieHne pabo4ynmMm CTaHUUIMUM C OCTYNOM K pabovyeMy cTony nonb3oBaTtens 6e3
ycTtaHoB/IeHHbIXx C3U npu noMolum AreHTta ELLY.

6. LleHTpanM3oBaHHaa MHCTaNISALMA N AeUHCTanNaums cpencTs 3awmTel MHGopmMaumm Dallas Lock Ha
paboyune cTaHLUW.

7. YnpaBneHne KoHuUrypaumen akTMBHOro ceteBoro o60pyooBaHmMs ¢ BO3MOXHOCTbIO KOHTPONA 3a
N3MEHEHUSMMWN.

3AfIBKA HA JEMOBEPCUIO O R0

OTCKAHWPYTE QR-KOJ
NN NEPENJUTE NO CCbUIKE

https://dallaslock.ru/dlecu-demo

C3nBU
DALLAS LOCK
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KOH(DMAEHT@ (( ( HAOEXHO 3ALLMLLAEM UHOOPMALMIO

WAF DALLAS LOCK

WAF Dallas Lock — MexceTeBOW 3KpaH MPUKIAQHOrO YPOBHS, NMpefHa3HaYeHHbIN Ong 3aliuThl
Be6-cepBepoB, 06CNYyXNBAOLWMX CalTbl, BE6-CNYX6bl 1 BE6-MPUIOXKEHUS, OT CEeTEBbIX aTaK U Hexe-
naTenbHOro MHTepHeT-Tpadurka.

KoMnneKcHaA 3awura Pa3BepTbiBaHue B LUeHTpanusosaHHoe
Be6-npunoMeHnin n dusnyecKon n BupTyanbHoim ynpasneHue ¢ NOMOLLbIO
MHPPACTPYKTYpbI ceTu nHdpacTpykType EAVHOro UeHTpa ynpasneHuA

Dallas Lock

SALLUUTA OT
BRUTEFORCE-ATAK

YMNPABNEHUE OOCTYNOM r'MBKASl HACTPOMKA

SALLUTHbIX MEXAHU3MOB

PETYN4aPHO OBHOBJIAEMAS
BA3A PELLAKOLWKX MPABUN

KOHTPOJ1b LLEJTOCTHOCTHU

PETMCTPALUA
N YYET

ONEPATUBHOE BOCCTAHOBJIEHUE
CUCTEMbI 3ALLUTDI

PYHKUUOHAJIbHbIE MO VJIU

WAF (Web Application Firewall) — UTM (Unified Threat Management) —

MeXCeTeBOM 3KpaH YpPOBHA Beb-npu- MeXCEeTEBOW 3KpaH YPOBHA Noruye-

NoXeHumn CKUX rpaHuL, ceTu 1 cucteMa obHapy-
YKEHMA BTOPXXEHUI YPOBHS CETH

HA3SHAYEHUWE WAF DALLAS LOCK

3awmTa MHpopMaLnmM B aBTOMaTU3U-
pOBaHHbIX CUCTeMax [0 Knacca 3a-
wnuweHHocTU 11 BKITIOYNUTESbHO.

3awmuTa MHbopMaLUKn B UHGOPMaLIN-
OHHbIX CUCTEMAX 1 YPOBHS 3aLIMLLEH-
HOCTU NMEePCOHarnbHbIX OaHHbIX.

3awmrta MHGOpMaLMUM B 3HAUYUMBbIX

._!!!!!!.!!! 3awmrta uHopMaLMM B aBTOMaTU-
: 06beKTax KpUTUYECKON UHPOPMaLIN-

x onIO§ 3UPOBaHHbIX CUCTeMax YynpaBreHus

ACY Tnc@ NPOV3BOACTBEHHbBIMU U TEXHONOMM- OHHOM UHGPACTPYKTYpPbI 40 1 KaTero-
YECKMMM MpoLieccamMm Ha KpuTuyec- pUX 3HAYNUMOCTMU.
KW BaXXHbIX 06bekTax, MoTeHLUNanbHo
onacHbiXx 06bekTax, a TakXe 06bek- - PN
Tox mosncrasnai nossuene (i SHR aon, 8 foctene
OMacHOCTb [NS XXM3HU U 3[0POBbS l'idC' el BaLII?I,VIIJJ,eHHOCTVI
nogen n ons okpyxatowen npupoa- :

HoW cpefpbl, 1 Knacca 3allMLLeHHOCTH.
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CXEMA UCIMNOJIb3OBAHUSA

KNAWEHT / \

’\\
Y 4

/ CEPBUC
\ /) HTTPS

= F ==\
AN ¢ N\

4 s 4
@ LI
\ S » PABOYME CTAHLUM

BHELLHAA \ ) BCETH
CETb -

o WAF Dallas Lock npegHa3Ha4eH ons 3awmnTbl Be6-cepBepoB, PaCNONOXEHHbIX B AeMUTUTapNU30BaH-
HOW 30He (DMZ), u ceTeBon MHPpPAcTpykTypbl (LAN) OT yrpos, ncxogauwmx n3 rnobanbHom cetn UH-
TepHeT (WAN).

o [Ina yoobcTBa GUAbTpaLMn U KOHTPONS Tpaduka peanm3oBaHo pasfeneHne puUanyecknx UHTep-
¢dencoB Ha 30HbI (LAN, WAN, DMZ). 3a Ka)a01 30HON 3aKpennéH COOTBETCTBYOLWMIA NPOPUIb MeX-
CeTeBOro aKpaHa — Habop nNpaBun, NONUTUK U CUTHATYP.

o WAF Dallas Lock MoXxeT 6biTb YCTaHOBIEH Ha CepBepbl U BUPTYyanbHble MalwuHbl (VMware ESXi,
VMware Workstation, Hyper-V, VirtualBox), pa6oTatowme B cocTaBe NOKanbHO-BbIYUCTUTENBHOMN
ceTu.

KNHOYEBDbIE BOSMOXXHOCTU

o BbicOKOYypOBHeBas 3aWuTa (NpMKIagHoM ypoBeHb — aTaka Ha BEG-MPUNOXKEHNE).

o Hu3KoypoBHeBas 3alMUTa (TPAHCMNOPTHbLIA U CETEBOM YPOBEHb — aTaka Ha CeTeBY MHPPACTPYK-
TYpY).

e 3awmTa ot yrpo3 u3 cnucka OWASP TOP 10, XSS, CSRF, bruteforce-atak u Dos/DDos.

¢ 3alMTa KOpNnopaTUBHBIX PECYPCOB OT MHHOPMALIMOHHbIX aTak U3BECTHbIX TUMOB B pexunume 24/7.

o AHanu3 Tpadpuka Be6-NpUNoXKeHUMN N o6HapyXXeHne aTak (BTopxxeHun). AHanns XML-API 1 JSON u
nogaep>kka npotokona HTTP/2. MUHcnekuunsa SSL/TLS.

e OTOGpPaXkeHue Harpy3KM Ha MHPOPMaLMOHHbIE pecypCbl KOMMaHUU.

e O6Hapy)xeHUe Nof03pUTEe/IbHOW aKTUBHOCTHM MNoJSib30BaTenel Be6-npunoxeHun.
e« bnokupoBaHM1e NMOMNbITOK CETEBbIX aTaK rnpu paboTe ¢ Be6-NPUTOXEHUSIMMU.

e MM6Kasa HaCTpOMKa NpaBuUi U NONUTUK GUNbTPaLUn Tpadunka u GEO IP punbTp.

e HacTpoiika napaMeTpoB 3alMUTbl OTAEbHO 419 KaXO0ro pecypca.

e LleHTpann3oBaHHbIX MOHUTOPUHI U YyNPaBJIeHUE 3aLMTON HEeCKOTbKNX Be6G-NPUNOXEHUI U3 edun-
HOWM KOHCOJMU.

o Knactepu3sauus (BO3MOXHOCTb CO3aHNA 0TKa30yCcToONYMBOro knacTepa Active-Passive).
e UHTerpauusa c SIEM-cuctemamu no npotokony syslog B popmare leef.
o XKXypHanupoBaHue MHLUUAEHTOB 6€30MacHOCTU.

X
8
3
b

0
(& B
<
o

XAPAKTEPMCTAKA

Tnn C3U lMporpaMmmMHoe obecnevyeHune
Ceptudukat coorsetcTBMUS PCTIK Poccumn N2 4863 o1 08.10.2024 .
YpoBeHb ,0BeEPUS yO 4
Knacc 3awmtbl M3 ﬂmglﬁjﬁg
Knacc 3auimtbl COB NT.COB.C4.M3 5
Knacc AC 0o 1 BkJ. 9
rmc/non/ACY T /Kun 00 1BKn. '1<" )
LleHTpann3oBaHHOE ynpaBneHne Ja 3§
EOVHbIV peecTp pOCCUNCKMX MporpaMm a <
015 9BM 1 b1l 3anucb B peectpe N2 21831 0T1 15 MapTa 2024 . a
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LEHTP 3AWNTEL MHPOPMALUN C1992 rO,D‘A

é’ CEPBEP BE3OMACHOCTU DALLAS LOCK*

CepBep 6e3onacHocTy Dallas Lock ycTaHaBnMBaeTcs Ha oTOeNbHbIA KOMMblOTEP, 3aliMUeHHbIn C3U
HC[ Dallas Lock 8.0. Mo3Bongaet 06beAnHATb 3allMLL,aeMble KOMMNbOTEPDI B [LloMeH 6e3onacHOCTM ons
LLeHTparn30BaHHOIO U ONepaTUBHOIO yNpaBieHus.

BCcTpoeHHble MexaHM3Mbl pennmkKaLnm No3BONSOT Co3haBaTb OTKa30yCTONYMBbIE PeLLeHNs ONS 3a-
WNTbl MHPOPMaLUN.

@ ©

/’m | m\ LleHTpanu3oBaHHoOe LleHTpanusoBaHHoe
\ ynpaBfeHUA BCEMU ynpasnieHne Yy4éTHbIMU
‘..-_\ (A) 33WUTHbIMU MOAYNAMMU: 3anucAMU U rpynnamMu
| ,’ Dallas Lock 8.0, Dallas Lock nosnb3oBaTtenei, B TOM Yucne
| P Linux, CA3 Dallas Lock TecHaa uHTerpauma c Active
BOJIEE 10 APM Directory
@
LleHTpanu3oBaHHbI c60p He TpebyeTca HU cepBepHOM PacwupeHHan ponesan
MYPHANOB C KNNEHTCKUX OC, Hu cTopoHHelt CYB/ anna Mopenb no3sonAaer
APM, Bu3yanusauma cobbiTuii KoppeKkTHou paboTbl CepBepa Pa3rpaHNYUTbL NpaBa
U MHLUAEHTOB B KOHCONU 6e3onacHoctu Dallas Lock ANA afAMUHUCTPATOPOB
CepBepa 6e3onacHocTU MH$OPMaALIMOHHOWM
6e3onacHocTUN

q‘;ﬁ MEHEODKEP CEPBEPOB BE3OMACHOCTU DALLAS LOCK*

MocTpoeHMe 0TKa30yCTOMYMBBIX CUCTEM U KNacTepoB 6e30MacHOCTUN C LEeHTPaNIn3oBaHHbIM yrpaB-
neHneM peanm3oBaHo Ha ocHoBe CepBepa 6e3onacHocTn Dallas Lock.

CneuunanbHbli Moaynb «MeHepykep cepBepoB 6e3onacHocTu Dallas Lock» — 6ecnnaTHoe paclumpe-
HMe CUCTeMbl 3alWnTbl MHPopMaumun. MoctaBnseTca B komnnekte ¢ CepsepoM 6e3onacHocTu Dallas
Lock B BUae oToenbHOro Moayna u ycTaHaBNMBaeTCa Ha OTOENbHbIA KOMMNbOTEp, 3alinLeHHbIn C3U
HCL Dallas Lock 8.0.

MpeoHasHayvyeH ONns KPYMHbIX ceTeln, B TOM Yyucne

pacnpefneneHHbIX, B KOTOPbIX TpebyeTca co3gaTtb

—_— Heckonbko [JoMeHoB 6e3omnacHOCTU. MNMo3BonsgeTt
I co3gaBaTb TPEXYpPOBHEBY MOAOeNb LEHTpanu-
30BaHHOrO ynpaBneHnsa 3alunTon nHpopmMaumu,

,—— 7=== BK/TIOUMB NOf, CBOE yrnpaBneHne Heckonbko Cep-
,’ m‘\ BepoB 6e30MacHOCTM M TeEM caMbiM co3aas Jlec
\ s 6e30MacHoOCTH.

\ \ / U4
_—- v--~ A ---¢ -
\ Y] \- / \Sr——— Y}
| ey ——’ - ot

BOJIEE 100 APM

* ycTapeBLUee pelleHne, B HOBbIX MpoeKTax pekoMeHayeTcsa ncnosb3oBatb ELLY Dallas Lock kak 6onee
nporpeccuBHoOe N pasBmnBatoLLeecs CpencTBeo.

C3nBU
DALLAS LOCK
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‘é CEPBEP JINLLEH3WWA DALLAS LOCK*

Cepsep nuueHsnin Dallas Lock — aTo cneumanusnposaHHoOEe cepBepHoe NMPUNoXeHune, ynpouiatoLiee
ynpaBieHne NULEH3NSIMU B paMKaX CeTH 3aLmLLEeHHbIX KOMMbIOTEPOB.

PeweHne npobnemMbl BHeOPEHNS B KPYMHbIX KOMMaHMAX C pacnpeneneHHon MHGPacTPYyKTYypour n Ko-
NNYEeCTBOM KITMEHTCKUX paboymx cTaHumn 6onee 1000 wWT.

06beauHAeT Ha ogHoM 3BM Bce HeobxoauMble AnA paboThbl
cUCTeMbl MAEHTUOUKATOPLI U obecreynBaeT
OMHaMKUYecKoe pacnpepeneHue NUUeH3uin Ha ¢pusmdeckue
M TepMUHasbHbIe MOAK/TIOYEHUS.

A

r
CEPBEP NULIEH3WI
NYA NULEH3UN '

pm———-

MEHEQMHEP CEPBEPOB
BE3OMACHOCTH

-¢$.¢:>
LB

""""" f|7
| ATERAT

“ J
Vv

[nA obecneyeHns 0TKa30ycTONYMBOCTU
TepMUHaJbHbIX CEpBEpPOB J0CTaTOYHO
3aKynMUTb N NIULIEH3UN.

!

]

]

]

: OVHAMUYECKOE
PACMPELENEHNE

: NMLEH3MN

]

]

[}

“

OUNNAN 1

Pennukaums CepBepoB 6e3onacHocTu 6e3 3atpar
Ha AOMOJIHUTENbHbIE IMLIEH3UN.

‘;é CEPBEP KOH®UIYPALIMA DALLAS LOCK*

CepBep kKoHpurypaumn Dallas Lock no3BonseT co3gaBaTb M BU3MPOBATb NacnopTa NporpaMMHOro
obecneyeHns Ha KNMeHTCKUX APM. Mo3BonsieT agMUHUCTPATOPY MHPOPMALMOHHON 6e30MacHOCTH
KOHTpPONMpOBaTb No Tpe6oBaHWUIO MU MO PAcNMCaHMI0 CINCOK UCMONTHAEMbIX GalfioB Ha KOMMbloTe-
pe nonb3oBaTens.

KnueHTckMMM nogknodeHmsamm ons Cepsepa KoHourypaumm Dallas Lock aBnsitotca Mmogynm nacnop-
TUsauum nporpaMmHoro obecneyeHunsa B coctaBe Dallas Lock 8.0. CepBep koHoUrypaumi Dallas Lock
BXO4MT B nocTtaBky CepBepa 6e3onacHocTu Dallas Lock 1 uMeeT co6CTBEHHYO KOHCOMNb yNpaBneHusl.

CepBepHble KOMMNOHEHTbI = = = = =

= I [
epBepa Ko a

! | pBepa KOHGUrypaumii

]

. P ., P

\ Cepsepa 6e30nacHoCTH

Cepsep 6e3onacHocTn CepBep KOHOUrypaumin
DALLAS LOCK DALLAS LOCK ,

g‘;\MLeL'-R-S LOCK 8.0 —————— == DALLAS LOké}:(Mgtg

HCA cos

* MCnonb3yeTcsa ToNbKO coBMecTHO ¢ CepBepoM 6e3onacHocTm Dallas Lock, B 6amxanwmx nnaHax —
MHTerpaumsa c ELLY Dallas Lock.

C3nBU
DALLAS LOCK
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LEHTP 3AWNTEL MHPOPMALUN C1992 rO,D‘A

O LEHTPE 3ALLUTbl UHOOPMALIUA
KOMMNAHUN «kKOHOUAEHT» @

LleHTp 3awmTbl MHOOpMauun K «KOHOUOEHT» — POCCUNCKUIN pa3paboTymMK cepTUdULMPOBAHHBIX
CpencTB 3aWmTbl UHGOPMaLUK, TUAUPYOLWMX MO COBOKYMHOCTU TEXHUKO-3KOHOMUYECKUX NOKa3aTe-
new NporpaMMHbIX U NPOrpaMMHO-anmnapaTHbIX PeleHnin onga 3almTbl U KOHTPONS 40CTyNa, Mexce-
TEBOro 3KpaHMpPOBaHMWS, OOBEPEHHON 3arpy3ku, NpeaoTBpaLLEeHMS BTOPXXEHUA 1 3aLlMTbl BUPTYalb-
HbIX cpeg,.

MpoaykTbl nuHenku Dallas Lock npuMeHs0TCA Ang 3awmTbl KOHGUAEHUMaNbHOM MHGOPMaLMK, B TOM
yucne cogepxauwencsa B FT’NC, UCMNOH n ACY T, 3HauMMbIX o6bekTax KMW 1 cBegeHuni, coctaBnsato-
WX rocydapCTBEHHYI0 TallHY [0 YPOBHS KCOBEPLUEHHO CEKPETHO» BKTIOUYUTENbHO.

MpopykToBasi nuHenka U3W MK «KoHduaoeHT» npeacraBneHa COBPEMEHHbIMU CPeACTBaMM 3aLLUThI
nHdopMaummn gna paboymx cTaHUMN 1 cepBepoB nog ynpasneHnem OC ceMerncts Windows u Linux,
BUPTyanbHbIX cpefd Ha 6ase oVirt, zVirt, PEQ Buptyanusauusa, HOSTVM, KVM, VMware vSphere u
Microsoft Hyper-V. PelwieHnst KOMNaHWM NO3BONAIOT HE TOIbKO MPUBECTU MHOOPMAaLMOHHbIE CUCTEMBI
B COOTBETCTBMe TpeboBaHMAIM 3aKOHOAATENbCTBA, HO M 06eCcnNeYvYnTb UX KOMMNNEKCHYI0 MHOFO®YHKL M-
OHanbHY0 3aWmMTy 6narogaps TakuM yHUKanbHbIM BO3MOXHOCTSIM, Kak Hannyue aneMeHToB GyHKLM-
oHanbHocT DLP-cucTeMm, ynpaBneHune npMBmIerMpoBaHHbIMK No/Ib30BaTeNIMU, CO30aHMe 0OBEPEH-
Hol pabouyen cpefbl, 3apHEKTUBHOE LLEHTPaNnM30BaHHOE yrpaBieHme.

PeweHna NpoayKToOBOM NMNMHENKU cepTudunumpoBaHbl PCTIK Poccum U1 MMHOGOPOHbLI Poccun, cooT-
BETCTBYIOT 3aKoHopaTenbcTtBy P® B cdpepe NBb 1 cOBMECTUMbI C NPOOyKTaMu OpYyrux nponssogure-
nen. PacwmnpeHHas pyHKLMOHANbHOCTb LLEHTPaIN30BaHHOIO yrnpaBneHnsa no3BonsieT UCMoMb30BaTb
cpencTBa 3alWmMTbl B CNIOXKHbIX FeTEPOreHHbIX CeTEBbIX MHOPACTPYKTYpPax C MUHMMaNbHbIMKW 3aTpaTa-
MK, obecneymBast KOMMNAEKCHYO MHGOPMaLMOHHYIO 6€30NacHOCTb.
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JIMUEH3UN |—
N CEPTUDUKATDbI |—F=:

DALLAS LOCK
LINUX

e N218464 C ot 17 utoHs 2021 r. Ha co3aHMe CPeacTB 3aWwnTbl UHPOPMaLLMK, CO-
Oep)xallen ceeeHnsl, COCTaBnsAoLWMe rocygapCTBEHHYIO TalHY (OencTByeT Ao
15.12.2025r.).

e N218465 M oT 17 nioHa 2021 r. Ha OCyLLEeCTB/IEHME MePOoNpPUATUA 1 (MNK) oka-
3aHMe ycnyr B 061acTW 3alliUTbl FOCYyoapCTBEHHOM TaWHbl (OencTeyeT 0o
15.12.2025r.).

e N2 160 oT 27 aHBapsa 2016 r. Ha ocyulecTBneHne pa3paboTkn, NPON3BOACTBA,
peanunsaumn U NpuobpeTeHUs B LLenax npogaxu cneumanbHbiX TEXHUYECKUX
cpencTB, NpeaHa3HaYeHHbIX 419 HernacHoro nofyvyeHns MHGopmaumu.

e N2 13082 ot 03 mag 2024 r. Ha npoBedeHne paboT, CBA3aHHbIX C MCMNOMb30-
BaHMEM CBefeHWI, COCTaBNSAKLWMX FOCYyOapCTBEHHY TaWHy (oencTeyeT 0o
02.05.2029r.).

e N214562 H oT 1 ceHTA6psa 2015 r. Ha ocyLwecTBneHne pa3paboTkn, MPOn3BOSa-
CTBa, pacnpoCcTpaHeHUs WudpoBanbHbiX (KpuntorpadurMyeckmnx) CpeacTs, MH-
GOpMaALMOHHbIX CUCTEM U TENeKOMMYHUKaLMOHHbIX CUCTEM, 3alULLEHHbIX
C ucnonb3oBaHMeM WKbpoOBaNbHbIX (KpunTorpapmyeckmnx) cpencTs, BbiMos-
HeHWe paboT, okasaHue ycnyr B o6nactu wndpoBaHUs MHOOPMALLMN, TEXHN-
4yeckoro obcnyxxXmBaHus WKN@PpPoBanbHbIX (Kpuntorpadumyeckmx) CpeacTs, UH-
GOPMaLLMOHHbBIX CUCTEM U TENEKOMMYHUKALMOHHbIX CUCTEM, 3aLLULLEHHbIX C
MCMNONb30BaHMEM WMPPOBaNbHbIX (KpunTorpaduyecknx) cCpeacTs (mencreyeT
6eccpoyHO).

e N213458 K oT 5 MmapTa 2014 r. Ha ocyuw,ecTBieHMe pa3paboTKkM M NPpoM3BOACTBA
CpeacTB 3aluUThl KOHPUOeHUManbHOM MHPOPMaLUK (OeNcTByeT 6eCCPOYHO).

—= JIMLEH3N ®CT3K POCCN

e N2 0016 oT 31 oKTA6pA 2002 r. Ha pa3paboTKy M NPOU3BOACTBO CPEeACTB 3alln-
Tbl KOHOUOEHLUNANbHON MHPOPMaLUKM (OeNCcTBYeT 6ECCPOYHO).

e N2 0024 oT 31 oKTA6pA 2002 r. Ha OCYLIECTBNIEHNEe MEPONPUATUA N OKa3aHue
YCNYTr MO TeXHUYECKON 3almTe KOHOUAEHUMANbHON MHPOPMaLnm (oencTeyer
6eccpoyHo).

cas
DALLAS LOCK

¢ N2 1100 oT 6 OKTA6pSA 2021 r. Ha OCYLLECTB/IEHME MEPONPUATUN U (MN) OKa3a-
HWe ycnyr B 06/1aCTV 3alWMTbl TOCYJapPCTBEHHON TalHbI.

/
/

e N2 1101 oT 6 okTsI6psA 2021 r. Ha NpoBeAeHne paboT, CBA3aHHbIX C CO3daHNEM
CpeacTB 3alnTbl UHGOPMaLUK.

C3nBU
DALLAS LOCK

e N2 2428 ot 10.07.2024 r. Ha npoBeaeHue paboT, CBA3aHHbIX C CO3OaHUEM
CpencTB 3alUTbl MHGOPMaLUN.

e N22-6 /01452 oT 14 Ho96pA 2013 r. Ha OCyLLEeCTBNeHNe OeATe/IbHOCTMN NO MOH-
TaXxy, TeEXHMYEeCKOMY 06CNYyXXMBaAHUIO U PEMOHTY CPeacTB o6ecneyvyeHms noxxap-
HOW 6€30MaCcHOCTM 34aHUN N COOPYXXEHUN.
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KOHCDMAEHT® (( ( HAOEXHO 3ALLMLLAEM UHOOPMALMIO

LEHTP 3AUWNTBI UHPOPMALUN C1992 rO,D.A

=

NMAPTHEPCKAS{ CETb

MapTHepckasa ceTb LleHTpa 3awmnTbl MHPpopMaumm 000 «KoHduaeHT» HacuyuTbiBaeT 6osiee 700 KOM-
naHun oTpacnu nHGopmaLmMoHHON 6e30MacHOCTM Pas3IMYHOIO YPOBHSA U OXBaTbiBaeT NpaKTUYecKu
BCE pernoHbl Poccuu.

K/NTIOYMEBDIE MNAPTHEPDI

CeBepo-3anagHbiil degepanbHbii OKpYT
LleHTpanbHbIN dpegepanbHbii OKpYr

YpanbCcKuUi ¢pepepanbHbliii OKPYT

Cubupckum depepanbHbIN OKpyT

MpuUBOMKCKUI deaepanbHbii OKPYT

lOXXHbIN, CeBepo-KaBKa3ckui deaepasnbHblie OKpyra

[anbHEeBOCTOUHbIN dedepanbHbIi OKPYr

Konn4ecTBO K/0OYEBbIX MApPTHEPOB B OKpyre

® eveoooo
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KIMMMEHTbI KOMNAHUU

MpoaykTbl Dallas Lock ycnewHo MCNonb3yoT KOMMepYeckue opraHnsalnmnm, rocyapcTBeHHbie U My-
HULMNanbHble opraHbl BacTu no Bcei Poccuu, BktoYyas dpepepanbHbie CyX6bl, areHTCTBa, MUHU-
CcTepcTBa, BEAOMCTBA PerynsaTopos, perMoHasnbHble MUHUCTEPCTBA M AenapTaMeHTbl, MeguLNHCKue
1 6aHKOBCKME YYpeXOeHNs, CTpaxoBble KOMMNaHUK, NpeanpuaTns TonaMBHO-aHepreTUYeckom oTpac-
NV U NPOMbILLNIEHHOCTM.

SEAEPAJIbHbIE MUHUCTEPCTBA, C/NTY)XBbl, ATEHTCTBA

MB[ Poccun ®HC Poccun OTC Poccum O®CKH Poccun  depepanbHoe PocobpHagsop PoccTtat MWHKYNbT ®CUH Poccun
MeaunKo- Poccuun
6uonorunyeckoe

areHTCTBO

NPEANPUATUSA TONTMBHO-3HEPTETUYECKOW OTPAC/U

TaNECO c@msnpnm I\ -BODK- L cerorerro ‘/é/?‘/;,]x

N
AO «TAHEKO» 000 «la3npom 000 AO «Bnagumupckas NnAO AO
MeXperuvoHras» «[10H3HeprocobIT» obnacTtHas «JleHaHepro» «TIOMeHb3Hepro»
anekTpoceTeBas
KOMNaHUs»
arynbl U BNK
L~
KR & (7S >
) > {J A
TOCTEXCTPOW N4 7
oryn oryn AO HUWN «BekTop» OrYM «LeHTpanbHbIn Oryn «PeALBHUNTD AO
«PocMopnopT» «locTexcTpon» Hay4YHO-MUccnenoBaTeNbCKNm VM. akageMuka HUWU «Py6uH»
OCT3K Poccum WHCTUTYT XUMUU N E. N. 3a6abaxmHa»
MeXaHUKn»

OPrAHU3ALUU KPEOQUTHO-®UHAHCOBOW OTPAC/IN

@ Ak % B EXR AN
neps (1 BaHK (@) TA3NPOMBAHK v S— = S
BaHk Poccumn NAO AO MAO «baHkK AO 000
«MepBoB6aHK» «lasnpoMbaHKk» «CaHkT-MeTepbypr» «®oHacepBucHaHK» «PycduHaHc baHk»

MPEANPUSATUS ABUALLMOHHON NPOMBILLIEHHOCTHN OUNTUATNDI PXXAO,

OAK g0
- KoPOPA

MAO «O6beanHeHHas AO «PCK Mul» OTpenexHuns 0AO «P>X[»
aBmacTpouTenbHas depepanbHOro
Kopnopauua» ®OMC

CTPAXOBbIE KOMINMAHUU HEFOCYAPCTBEHHbIE MEHCUOHHBIE ®OHAbI

sl

EaHEGTERRS — SprE = O Giviicoreins
000 «CTpaxoBoe 000 AO HIM® BTE HMN®

o6LecTBo «PocroccTpax- MeHCUOHHbIN «CypryTHedTeras»
«CypryTHedTeras» MegounumHa» doHa

PETMOHAJIbHbIE OPTAHbI BJIACTU

MpaBuTENbCTBO MpaBuTenbcTBo  PermoHanbHble MUHUCTEPCTBA U
MocKBbl CaHKT- fenapTamMeHTbl 3paBoOXpaHeHus
MeTtep6ypra 1 COLManbHOro passuTus,

06pa3oBaHus, G1HAHCOB
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HAWUBOJIEE HACTO 3AJABAEMbIE BOMNMPOCHI

ABNAIOTCH JIN NMPOAYKTbI CEMENCTBA DALLAS LOCK
POCCUNCKNMW PASPABOTKAMI?

KomMmnaHusa «KoHougeHT» 6Gbina obpasoBaHa B Poccum B 1992 rogy m genset-
Csl NepBOM B CTpaHe HerocygapcTBeHHOW opraHusaumMen, kotopas nony4vyuna ro-
Cy0apCTBEHHYO NULEH3UNIO HA OeaTeNbHOCTb B 06N1acTU 3alUTbl MHPOPMaL UK.
Mpogykuna Dallas Lock Bbinyckaetca ¢ 1993 roga Ha TeppuTopun Poccuinckomn
®epepaumun. Bece npoaykTbl nuHenkn Dallas Lock BkntoYveHbl B EQUHBIN peecTp
poccuncKkux nporpamMm gna 3BM v 6a3 gaHHbIX.

@ KAKME CEPTUDUKATbI COOTBETCTBUA ECTb Y NPOAYKLUWNI?
rae ¢ HAMMN MOXHO O3HAKOMWUTbCA?

NHpopMaunsa o cepTudmnkaTax cooTBETCTBUSA MpUBeOeHa Ha NepBOM CTpaHuLe
OaHHOro Kkatanora. [lononHuTenbHas MUHGOPMaLLMA COLEPXUTCS Ha MPOAYKTOBOM
noptane dallaslock.ru B pasgene KomnaHus » Ceptudpukatbl. Konum ceptudunka-
TOB COOTBETCTBMSA B XOPOLIEM Ka4yeCTBe AOCTYMHbl 3apPerMcTpUpoBaHHbIM MOJb-
30BaTenaM noprana. TakXe MX MOXHO MOMy4YnTb, OTNPaBMB 3anpoc B Kommepye-
CKWIM oenapTaMeHT, Ha agpec isc@confident.ru.

@ KAKWM OBPA30M BO3MOXXHO NMPUOBPECTU
NPOAYKLUWNIO DALLAS LOCK?

Bce npopaXu KOHEeYHbIM MONb30BaTENIM OCYLLECTBASIOTCS Yepe3 NapTHEPCKYIO
CeTb, COCTOSLLYI0 U3 MHOTMX COTEH MapTHEPOB no Bcen Poccun. B paspene «Ky-
nnTb» Ha nopTane dallaslock.ru Mbl caenanu yoo6HbIA NOUCK NAaPTHEPOB AN NPU-
o6peTeHNd Hallel NpoayKLUMu.

@ KAK/M OBPA30M MOXHO CTATb MAPTHEPOM
U3 000 «KOHOUAEHT», YTOBbl NIPOOABATbL NPOAYKLINIO DALLAS
LOCK?

HeobxogMMo oTnpaBuUTb 3anpoc B KoMMepyeckun penapTaMeHT, Ha apgpec
isc@confident.ru. Mbl 0693aTeflbHO PaccMOTPUM €ro M 03HakKOMMM Bac C KBa-
NNMOUKaALMOHHbIMKN TpeboBaHUAMU NS BCTynneHusa B MapTHEpPCKy ceTb L3N
000 «KoH®pUOeHT».

@ KAKAM OBPA3OM JIMLIEH3UPYIOTCA
NMPOAYKTbI JIMHEUKU DALLAS LOCK?

MoppobHaa MHGOpMaLMS 0 MULEH3MPOBAHMM NPoayKToB ceMencTBa Dallas Lock
C NPaKTUYECKMMN NPUMEepaMn CoOgepXnTcs B OOKyMeHTe JIMLeH3MOoHHasa nonum-
Tnka U3 000 «KoHpMAOeHT». [JOKYMEHT OOCTYyNneH Ons Bcex napTHEpos L3N
000 «KoHbUMAaeHT» B NMYHOM KabuHeTe nonb3oBaTensa noptana dallaslock.ru.

@ KAKAM OBPA3OM OBPATUTLCH.
3A TEXHUYECKOW NOAAEPXXKOW?

CBsI3aTbCs CO CNYX60M TexHU4Yeckon nogaepxkm L3N 000 «KoHPUOEHT» MOX-
HO cnepyWMMM cnocobamMm: Yepes NMYHbIN KabUHET NopTana TeEXHUYEeCKOoW noa-
OepXKn, no anekTpoHHou no4vte helpdesk@confident.ru n Homepam TenedoHa,
KOTopble yKasaHbl Ha nopTane dallaslock.ru B pasgene KoHTakTbl » TexHU4yeckas
nognepxka.

@ HA KAKUX YCJIOBUAX BO3MOXXHO UCMOJIb3OBATb
NPOAYKTbI DALLAS LOCK B BY3AX?

Bce nporpaMmmHblie npoaykTbl Dallas Lock 6e3Bo3Me3nH0 nepepatotcs B BY3bl no
00roBOpYy 0 COTPYOHMYECTBe A9 UCNOMb30BaHMSl B 06pa3oBaTe/ibHOM npoLiecce.
[lna 3aknto4YeHns Takoro oroBopa HanpasbTe 3anpoc B KoMMepyeckun genapta-
MEHT, Ha agpec isc@confident.ru.

@ KAKWE OrPAHUYEHNA ECTb .
Y AEMOHCTPALUMNOHHbIX BEPCUN?

[JeMOHCTPaLMOHHbIe BEPCUN ABMSIOTCS NOJMHODYHKLMOHANbHBIMW U HE UMEIT
orpaHMYeHns cpoka gencrtemus. OrpaHMYeHUs CBA3aHbl TOMbKO C KOJIMYECTBOM
APM npu ueHTpannsoBaHHOM ynpasfeHuu. Ong 3arpysky OeMOHCTPaLUOHHbIX
BEPCUIN BHYTPW JAHHOIO KaTanora ectb QR-Kogbl U CCbINIKM HAa COOTBETCTBYOLLME
3asBKMU.

cas
DALLAS LOCK

/
/

C3nBU
DALLAS LOCK

w
s
I
w
=
<
o
=
>

WAF
DALLAS LOCK

22


https://dallaslock.ru/

[GXOHDUAEHT

LEHTP 3AWWNTBlL MHPOPMALUMN

192029, r. CaHkT-NeTepbypr
np. 06yxoBckon O60pPOHbI, 4. 51, nuT. K
TenedoH/dakc: (812) 325-1037

E-mail:

distribution@confident.ru - kommepueckune Bonpochl
helpdesk@confident.ru - TexHn4yeckasa nogoepxka

www.confident.ru www.dallaslock.ru

Telegram-kaHan



